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HERRAIE

A3E BN T ER bash(1) shell FELFIFRIBES NREMRE .

# command-in-root-account
$ command-in-user-account

ELE shell RRFITES) T FIERIIRE. B T wT:E1E, AFME shell R FTAMNRIRRBEER"PS1="\s"”
M “ps2=" ', SRERLZENRMRFTERL shell RRFTRETEERE,

FTBETE <& I ENE TEREBESIRIE T "LANG=en_US . UTF8”. 55N FIHA1H placeholder F&: 5L root ERAEF
BN —IRERBEWEENESHEN. ERA T EREH—

iE
Rr$ps1” E"$PS2” IRIBE B bash(l) WHVREEE.

ERZAMEESHITHVIRE, ARFEDRER, W “7E shell FEAIESFHE, WA Enter .7

BRSNS NAEREE —(EREE, RESRRVELEHE, ELIEETERIEMNEAY a” f7the”, E
Pt B &S —EAENIBREFREAERE, ERRENNERSHRNEREAT 0", BEATEREBRFEELERSE
IR, ERMERBERABER TEETERETERNEE, EERAEETERSHANERIASRAR
FEARHAG.

=
BREFRANBLRMNRMRE, REARXFERNNERE,

EXAEERS | AR ENESHE S| SRIBERNITFHFIRETIRL, MK aptitude safe-upgrade”,
EXARESEPS| AR B ARSI X A SR H E 5 [ SRIEERNITFHFI8ETIZR, F& deb-src”,

ESMERERNERRANFMERER (&), AITFRFIEETIRE, ME bash(l), RMISEBISEREH
WA TIESRESE,

$ man 1 bash

manpage E7E}T FHFIREEIEIRPHE/R manpage BEEEi5%, %0 sources. list(5), EREMERBMAUTHLRIE
SEER,

$ man 5 sources.list

info page E 2 HE5|55 2BV T FRERIZEE, W0 info make, BEMERB A THIESRESEMEH,

$ info make

N BiGHES | SRR RINITFE FISEITIZER, %7 /etc/passwd”, EHRFARNE, RJLAEATIMaE<SRIE
BENEH,

$ sensible-pager "/etc/passwd”

Bf 25 H 5| SEIERRIITFHFIEEITIER, W”/etc/apt/”, {REAIAEATIIMIES RABERIFRNINE,
$ mc "/etc/apt/”

HREEBBARITFRFEETIEG, M& vin, RETUBEA TIIMNESRESENE.

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim
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—EXIEFT BB X B RRRENME, XHFBiGHE 5 SRIERE R T FIEITIRG , #1907 /usr/share/doc/base
#0” /usr/share/doc/base-passwd/users-and-groups.html”, @B ER URL &R, ¥ https://www.debian.org,
{Re] LAFE A T 135S 2REHE SR,

$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz” | sensible-pager
$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html”
$ sensible-browser "https://www.debian.org”

RIGEEGEME S RIFERNITFRFIETRG, LHFE"S” BIK, MESTERM”, {RE]UBEATIESRERSE
KERIE,

$ echo "$TERM”

popcon iR1TE

popconENB R R EZEHitH S BEEMRITE. BRI TEIFEE 2023-06-14 05:43:23 UTC, B8 T #8i@ 191610 A&
AIERES BLFN 26 {EZRMERI2ER 212636 1IR3,

£
#BEE amd64 REER archive EFIRE1& 70081 {E, popcon BB ST ZERALTREE,

X “V:” BHZERR “votes” B4 popcon BEFTEHNE “1000 * ( EHNEITIE PC EAIERY popeon 1232 ) / ( 42HY popcon
B,

M “I.” BHEERR “TEE” B popcon BEFTEANE “1000 * ( EFIEEAE PC EAEHR popeon 183Z ) / (42K
popcon &3 ),

E

RITEFTLL popcon BIBAEEEHBAMEEMNERERE, SRS UL EREIE, fl, SERITET
L ELERARIEER® “/bin” WHEHER, HEMHER “noatime” BIBLNRHAZRMIERE, EENRKEBENMNE
BT “HE (vote )" IHEE,

BRI/

BHRTEEREREBHSERNEHEGE. ©EMN “apt-cache show” =% “aptitude show” 3% (BRITE
amd64 ABERHMEEE ) HEN “REXN, HEMWRTHENMMR KiB ( Kibibyte= 7R 1024 Bytes 8] ),

£
BRME—ENBENETRERTERE ‘“TEE BUNER—EERE, c8a8BRNRBRAGRNEENT,
ERRHMNE, EREEETEAENSE—EE,

£
BR/NERERE" (") REBEEREVENEERSTHRRANERER T ERMERAFHREBR/NREN,

#RAXTEHS Bug

BRI MEER, BHRE debian-reference EAFMIEEER, M reportbug(l), @B diff -u” RHAEX
FERIBHIE IEBIRE.
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- B IRERENIRREEN
* RTFM ( BHREFMEIEE )
- FERRERT, L LMBHEN
- REFER-MERE, RIERSEE
- NERELITIRRBEOEERGR
- BIEAMGAENES
- FERIERER, RIEMEIAERS
- FERIEBIRAT AV IE I 2 BT AN ZERARA root shell
- RSB —EZENIRENRE (USB BIHER, CD, =)

—LEFERERSIE

{i€ Debian B RRE—LBE5IX, RAETURENTEREHE,

« “iER Unix, BAMREMNMLZERBIEIRECS,  --- Miquel van Smoorenburg <miquels at cistron.nl>

. “Unix 2ERERFN-- CEEEREHLZL TR, " - Tollef Fog Heen <tollef at add.no>

HEBRXE Unix H2” 5|H T —EHBHEE,
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Chapter 1

GNU/Linux (2

B, 2MEE—EEMAK, MEREBB-FIMINE BARNSNEREENYN, BRUEABCHRE. BTER
RIBRIEIBEYE, FEFMRE—LEAEE,,

Debian GNU Linux P ERIEKAERETRBUnMEE R, —BESASTHMEERG, MNBEZ2ET RIS AR Unix
#1 GNU/Linux B948{0 14,

RIEBE T Unix FIXHE, RERZMRIEI GNU/Linux X1, EXRMEREMEMETZHEHANEN.

QD%TIJTEH*E UnixRAPERB—ERIENGESII TR, RAEEKERE TENMXIETHIANE. IFEEEM—
[EEBRERTER,

1.1 ITHISER

1.1.1 shell {2/RF T (prompt)
ENR#E 1%, MRIFEERE GUI (FISIGNOME 57 KDE ), BEMGEEINFTEANT. BRIV EREE
foo, BIEFEARREFARUN TR,

WMBRLHE T —(@ GUI IBIE, BBERINABELAR Cul-Al-F3 EAERFETHEANE RS, BERESER Cul-Al-F2 [E
B GUIIRIE ( E S BR2 R TXE 1.16),

foo login:

EEHETFE, REARKNERER, 190 penguin, A1&1% Enter #, 1 TR (RRIZRS L FBIXIZ Enter §#,

S
1B1& Unix {84, Debian 24 FTHIERASBMEBEXN/NEHEL, FHRERABREH/NEFZEM. F—EFEAS
IRSEE E E LR EEEITAIRE, 2B/ MIEREIRSER root (EFEF adduser(8) A,

REGLUMRIFTE”/etc/motd” FAYERDE N ( Message Of The Day ) KEH1R, EISEER—(EIESIRIRFETT.
Debian GNU/Linux 11 foo tty1l
foo login: penguin

Password:
Linux foo 5.10.0-6-amd64 #1 SMP Debian 5.10.28-1 (2021-04-09) x86_64
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The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Thu May 13 08:47:13 JST 2021 on ttyl

foo:~$

IRTE, {RFATE shell T, shell @BHTIRAVFES,

1.1.2 GUI T shell 127RFF

WNR(RAEZL I Debian KIBIER, LRT —f@ GUI RIE, BEGEMEIRAREREBELEANE, BARRERE
BEMZETUE AR ISEEREIRSR, £/ Tab # (PSR ) PTUEERERENZBZERE, o] AERB
BEERME,

ZEAGUI(BFRERENTE ) IRIE TES shel IR7RFF, R ERNEN—E x #RIntEHEEsEFE0, 190 gnome-terminal(l).
rxvt(1) Bf xterm(1), £ GNOME £EIRIE T, {ReIUAILBARHE (Windows ), FiESR/REH A\ terminal” 3R
RRAZ IR,

EEE—LSmALG (4 fluxbox ) FilEl, FIE2EMENMEEEAN, MESEREER, A THRSHELELE
BREE LR,

1.1.3 root IEZE

root IRSELMIBIERBERERIHEERE, FASERE, REEHET TENERSEERE,

« iE. BHMERRZ LBEAXHE, TEEFIRSFER
- RERG LEMXXEHRMMBEENER

- REARS LEMIEREREEN

- RIEEREZBERI(ERS

root IRSEHEB ESE LHEN, HERENESENERA,

==
25

(ERAFIE ML AHZE root ZHE,

£

—EX 4 (BIEEEEEE, W CD-ROM &, EL#f Debian RARAE R —(EXH ) FIREPRETAEE BEIE root
EREREEASFINE, HATSEERT, £ root IREE—ERENTE, EIEENERGEZEZRHGE
ERMEREANMEETTEENRE (2R 1.23),

1.1.4 root shell I RFT
EBEEE—LEARNGEFTLERIEH A root Z15121E15 root 19 shell I2RF T,

- BEFTEAREER root FREAEZWEA,



https://zh.wikipedia.org/wiki/Shell_(computing)
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- EEBERER shell RAFITTEA “su -17,
- EAEREFERERENIRIRERE.
- EEEFEREN shell IBRFIT @A “su”,
- EERFENEAEN—LIRITRE,

1.1.5 GUI R#%EIETH

MR REEEZEERBEETIENE GUI (B ERENE ) NEEMLEETR, (ReUELIRRESE (HI1W0
gnome-terminal(l)., rxvt(1) gk xterm(l)) A root Y shell IR FEITE. 2 B8 1.1.4F080 7.8,

=5

@ KIERNEARREIERE (9] gdm3(1)) BIRRAF FE#IA root R{EA root BRERIE) GUI BER/EFEEE
%E
KIEANEERERERRE NI X Window FETAREEMIETE GUI 127, RRETRES RN X &5,

1.1.6 EREHIE

7EF8:%HY Debian R4, B 6 ERItNIRAVEE VT100FTIEHIIE, PJLABEIETE Linux F44 _E 58] shell, BRIEIREEI GUI
IRIET, BAFTCARRSIE A Alt 8#8F0 F1—F6 z—HREERIZHIERR, BE—EFTiEtEEarBirEs
NIRRT IR E S FERAEIRE, EESFERAEBREREKRD Unix 94514, BES LB,

NRIRER GUI IRIEF, {RRIBAEIR Ctr1-Alt-F3 BRIEFEITIEGIE 3, LFRRIFR L ctrl $#. &£ Alt
M F3 8, REJLART Alt-F2 2 GUI IRIE, E—IREITEERIZHIE 2,

Rt R] AE R AR < TItNIRE 5 —EEEZHIE, FIEItNIREI=HIE 3,
# chvt 3

1.1.7 EEEREGSIIRRETT

EmLTEWA Cctr1-D, BIEIRHE FAR-Ctr1-#F d-$2, BNeJEART shell /&), WIRMRIEERNFITIZHIE, A%
SEEREHRRRT. BEBELEGFT “control D” EATABFE, MRUARFERE shift-i#, Ctrl-D thaJARS
BEAD, &, fREFTAEAN" exit” RH&HSI,

MBARAIF x #EImAREERE (1) 1, (REJCAERIS(ERARE x AAIntRERIRE.,

1.1.8 EXRBEERRL

BRI EMIIRAFR AR —R, Debian ZBBIBIEPIVIRINEIRETXHRMFLARSMHE, AULESRKERE
R R R E E RIAIE, BB ERE PSRRI S AR RAER AT BM, MRREBNERZESIA,
BEFEIEPEEEERARER. (BH, FoEESEMBBEZERRERREDE, )

TEEZSERERIRIAT, PJMERRSIIRAR.

# shutdown -h now

EEERAERNT, rIAERGLIFERRR.

# poweroff -i -f

286 6338,
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119 RE—EERNEHIE

BT LBEMNE (FIE0 “cat TEMUNMK") &, SRS, FAIMESSTEA “reset”, (REJREEEES
R LEBRFWANES., MEEIBEA “clear” RFEMRHE,

1.1.10 EZEFFRIERINREEE

AEEFISEERE, BT Debian MR/NRES, EEERA mc f vim #H apt-get(8), HYBEMS, N

=EEAN,
# apt-get update

# apt-get install mc vim sudo aptitude

MRFELLRTELHEER, BELATHEMWEEEREE,

RER RITE X/ | ERER
mc V:51, 1:223 1490 | XAEBXNEEREXHETER
sudo V:659, 1:829 | 6054 | AAEBEAERE TR root FEFRAIIET

] Unix &% i PeERR, —EFETVERE
vim V:94, 1:384 3650 (R )

. . . Unix X &4
vim-tiny V:53, I:973 1689 CEBER )
emacs-nox V4, 1:17 33819 | GNU IEEHRY Emacs, &2 Lisp HIIBR X A Amis 25
w3m V:14, 1:178 2828 | XAERINE) www SIE 28
gpm V:11, I:13 521 X AFEHE Unix NIRRVEE EBE (BE&)

Table 1.1: BB A EXIZF IR
FE—LEANXE, tR—EFNEE.,

E ] MITE XAV | RER
doc-debian 1:855 187 Debian I8 H X 15, ( Debian & R5E ) MHEXiE
debian-policy I:19 4379 | Debian ZRH NHEREE TS
developers-refereRee 2603 | Debian BIZEE3| M HIEN
debmake-doc I:0 11992 | Debian ZE:E=& FH
debian-history | I.0 4692 Debian IHHESE
debian-faq 1:853 790 Debian & BRRE

fRRI AR FEE S RRELEL,

# apt-get install package_name

1.1.11 ZEBIMEREIRIE

Table 1.2: BEREE BB HETIR

MRMEANERMRECHEERERBIET TEIMREREFE, ReIUERTENSNAE—EREERERSE, Ll

i, BIBE—(EFERERE fish HIERSK,

# adduser fish



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
http://packages.qa.debian.org/s/sudo.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
http://packages.qa.debian.org/v/vim-tiny.html
http://packages.debian.org/sid/emacs-nox
http://qa.debian.org/popcon-graph.php?packages=emacs-nox
http://packages.qa.debian.org/e/emacs-nox.html
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
http://packages.qa.debian.org/d/doc-debian.html
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
http://packages.qa.debian.org/d/debian-policy.html
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
http://packages.qa.debian.org/d/developers-reference.html
http://packages.debian.org/sid/debmake-doc
http://qa.debian.org/popcon-graph.php?packages=debmake-doc
http://packages.qa.debian.org/d/debmake-doc.html
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
http://packages.qa.debian.org/d/debian-history.html
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
http://packages.qa.debian.org/d/debian-faq.html
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[B1Z R A e

ERRIZ—ERE fish BUIRIR. EIRRE MR, ReICAMERTENESRREREERERRNENEREER

# deluser --remove-home fish

1.1.12 sudo B

HIRMBMEFERE T, FIUNETESLAEM LARME Debian R4, BEBEMHRL sudo(8) RIERBIEHHE
ERE (FIANERE penguin) RFBAEREZBMIE root ZWEMERSEESER.

# echo ”"penguin ALL=(ALL) ALL” >> /etc/sudoers

7Y, FIERTIESEIEEEERE (FIAFERE penguin) BEFZBEHNIESFEIESER,
# echo ”"penguin ALL=(ALL) NOPASSWD:ALL"” >> /etc/sudoers

BERIHREHFERNEERE TFLPREE—NEREER.

4

==
=]

AZERE ST ASRIENSEEAERY, ISCeEREERENRARSHE.

[

=1

ELREFH, EHAE penguin BRI RIRSEEEF root IRSEZRISE%R S FIIREE,

EEEERT, EEEERRE FIRLEEEE TFNETRASEERMA, KELERMNATITHER
PSR ERETEIR (HIUN4AF IR ), FRIEMPIES TIZEL B EHREES.,

O
O

E

BTHRBEMNREINXEHRHEFIER, MEZERER BEARMIVEARBMARER root #EFR, RE
sudo(8),

FEE R HAN S E AR, sudo(8) PR F—ARZERKE LNHEHEEREBRINEIEERMAHLE root i,
ERUEHIHEZEEEENERETELER, MOIUBRIIZHMAE, S—HHE, FrIERNEERAATER
HIHERR,

1.1.13 Play time

IREIREEERIFER Debian R T, RABFEAISEERAERSKMATEEER,

IERER Debian 24t (EMERTEREER ) EEBEE N SUHERRDILIFSREREH R MEMKIR, B4, TN
RE-LRERICARIA, BRALELEENATNEZEEE 1, MEZEBE Debian T2 F.

BIFIERATEMNA, IE Debian REAEIE—E 48 Unix RAREE,
- B 1.2 EXEE)

- B 13 (&EFAN)

- 81 1.4 EEXABR)

« Efi 1.5 (shell #0)

- 8 1.6 (XAEEAN)



https://www.debian.org/doc/manuals/securing-debian-howto/
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1.2 ¥ Unix IEXZ4%

£ GNU/Linux FIE 8 Unix{FERAR, XHRAME Bz, MEMNXGMBERHIREN “/" BROEXHHE.
WERRRRMRGELERASR, SBERMNE—RE, A2 CIEREBRE,

BLEXHB AT U EAE S EREP, mount(8) AMIERERE LIEINERARMEREXXMAHE £, Bk
#9, umount(8) IBEEX DB, EERIA Linux #D0LE mount(8) HRLLSE, sTBEXXHREI—IAHER H I
75, HEVUEERARBIABHEN. BN, KRAE. IATHEN, HEEERARSTENHBEEIER A

#£/usr/share/doc/linux-doc-*/Documentation/filesystems/#%Zl,

Unix R4 LB %, FLHMARE LIUMXHAHR, REKES, EEF Unix R L, REMNERENZEMME, F
‘A, BERE—MEIERASR, LEMERAHESEN. EHEEI Windows RiTR—(EEXKEE,

1.2.1 Unix X4ER#
THEE L Unix STEE,

- XHRR BAKNEE, HEEsE, "MYFILE” FI"MyFile” RANEKIXH,
- REBFEREERRRR, BENBE “/", FZIETIR oot FAZEMNREHE “/root” BET.

- BEBHBE—(EEF, ERINESEEFEEMRT /" UMK, REFZERHF. EMNEBFE /7 (BF “#
8" = REERT) LHETERERR.

- BENMASEFHREE —ELREXHR, BHRXHR, NBE, RIEFAL0AEZBNEIREMmEEEEE ix.

E={E#FER R &,

- IEMLBREXXHEL “/7 BiffEre, LTEESEBRRIXEHBZEE—E “/". £—# /" ERIEEBHK, H
fthey “/” ARARIRENTER. ERAEREMAL, NERXHNERE., BEETEESAER. ATHEE
2REXUZIEEBF: “/usr/share/keytables/us.map.gz”’, 7@, AFHIEEMNESE “us.map.gz” &
BEENXHE,

- REFBERSHX, HlI0 “/etc/” M “/usr/”, BEFEHMKIANHESHFBEE, FII0 “/etc/init.d/” F
“/usr/local/”, ZEEEMM “"BEE", FRIME—BEBHXHERBRMMK “/" ERENENEES X (—EX
) MERH—IRIRE, FHEIAFMREEE, MIFREE—EESAEERENAN "KE" #I—EE, &
EEUHRE (“/7): AtFEHEREHK, It H—RREERT —EXHTENEL, HERHNRSHE M
g?gg%ﬁﬁ'ﬂ;%?ﬁ’fﬁﬁﬁio FEZIERLEER “. . /" EAXKB#E, ESEFAEREAREMEURRNGE, N5

cHR—EEERE BRE - ERENBEREBERRBEIEMSED. EARRFRT-11, CP/M,OpenVMS,MS-
DOS,AmigaOS, LA K EXEY Windows, ELRMJEFE—EBREEE T —ERERF, tLwrc:\”, (EEWILL, #
RIFEMEFES R TYERBEREENERRRN—H7. 286 122, )

X

AR UEXGRPEREISNFRERENR, EREERBFEATERME—EREE KRIFERER LS

SHRESHERABEENT T, LN, BRA, RITF MEENSHFT (Y () [ 17 "\ /7 >< |

;L #A Y % 0 S IRMEE-ERSERFNGR, LLBRFMWEERTN ARG, EF T TR ftia]UE

g%ﬁﬂgﬁ%?k%, B ARBEZERRE, LEWER LikeThis”. LEBEEERM Linux FRAESBRANREXHEFR
AZ=18.

£
EfE"root” FIREERRR” BARERE root” N&RR" IRE K (root) . ERZIRIR L T XHEENAE.



https://zh.wikipedia.org/wiki/Unix-like
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=
E:d path MERTES2RENM R, LAIERRESERMEE BERRTCEENSERFTEER L T URAR.

BRIERMBENREFMEREER LA MKMEEIZE (*/usr/share/doc/debian-policy/fhs/fhs-2.3.txt.gz”
M hier (7). fREEZRCIENU T —LAZEEEHBREZNSE.

k3 BixFiE

/ REER

/etc/ R E BRI X F
/var/log/ REEHRE X

/home/ e EFRHENEHEER

Table 1.3: EEH FRAVAIEYIR

1.2.2 EERGEFNEN

R82 UNIX RERYEHE, Debian GNU / Linux B fF R AR LR EURRTTIE, HUERSEMNFETRBL, &
EREMEE), IIIERIEFIRIEFICIHEBRUA—NARNERE “/ dev /7 TH.

BEER. Bif. 888 (—EWERABHLZENATE) 5 Debian GNU/Linux R4 _LRIIRE EEHHE —{E ]
inodeRVE MRS, A T HAERE, AIIBBENERE (A% ), EBRNEHE, RE—XEFIEE, FF5 €
PTERABRRRERERZATPBERRIREI Unix, IRAH Linux 2 O0RASEBERET T ER. RE, BEEEME
S EIFAERITHREFIE AR AEER R B PRI,

EEHYIEEERMASTIENR—NMRIZIFEEERYN, AREAFAFIRERERNESHITZ e NENREETE
BREVIRIF, BEEFNEREERIETITENSR TR ABIBRIEZOIETAT.
AN

INRIRFBEHR A HFIYIEE IR 2 BRI HERA(R, TH280EIT mount(8),

1.2.3 1ERAGKER
8 Unix RIS R A MIERR S E SN = B ENERE,

- BRERENXGERE (u)
- EEXMAFTEAENEMERE (g)
- FPEEBHNERE (o), BEEE “HR" 7 “MEAN"

HISHRES, SEBERERE TIIEIF.

« 75 (r) ERAAEEREXMHNAE.
- AR (w) ERAFAMBEEIXXAFRSE,
« AT (x) BRAFFBEEXMHEM—(EESET.

HRB RS, SEHEERRETIEE,
- 7 (r) ERAFABEEIILBRANASE,



https://zh.wikipedia.org/wiki/File_system
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- AR (w) ERAFATEERINEMERE s REAISIH,

« AJEIT (x) ERAFABEEFNE IR,

FER, —AEHFNTRITERERENMEAFEERENXMG, BAERMANENE, FIaXNFIERESRE,
Ls(1) ARBERXAFBIRIEREN (B2 ), BETRSEE “- 1 BlE, ERRETEIEFER TIIEH,
- XHERE (F—EFH)

- XEHRFEHER (9 BF T, =EFTEM—ERBERE. A, HtHIEFRT)

- HEREEIN A RIREHEREEY

- XHFIBENERESR

- EEXHFERAER

« UFT (FHl ) BEMIXXERN

« X9 H HAFNRERE (mtime )

- XHHBRF

JT :5BH
EBXHF
Bix
TroRaERE
FILREN
REEES
e =P

EEF

$f

0T ITIO|— Q!

Table 1.4: “1s -1" EHEMNE—EFTIR
chown(1) B2 root IRIRIEAXHBIFTEZE, chgrp(l) BRRXERIFIB A root TRIFIE X AFRBRYZE, chmod(1) B
BRAXERIET B & X root MRIFIE LS FIN 4RV FENERR, 1RE—{E foo XHMIEAFEEWT,

# chown newowner foo

# chgrp newgroup foo

# chmod [ugoa][+-=][rwxXst][,...] foo

fign, RETARBTEE—EBSFERERE foo ATE, LHZFLRMAE bar,

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rX .

B = BB ISR RERR AL

« Set_User_ID {if (s 3} S BEAEMI x)
+ Set_Group_ID fiI (s 3} S Bz x)
o MBI (¢ TEREMERENX)

BE “ls -1 HELUMNEHEREN, MRELHHRER 7eI#iT, MEXRRE.

S —ERT AT ERE Set-User-ID A3 R —EEAE Ath B C/Y ID EITEE AT MITXHE (FI40 root ), FE{ARY,
A—{ERTEITSUTERE T Set-Group-ID % SR 5T —{EE A& BASHRYAR 1D iB1 T3, (140 root 4H ), HAFUIELERR
ErgeslieR = RbE, EREMNEFEERIMNER,
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E—EB# LRE “Set-Group-ID” 7§$TRFIE BSD WX AIZSEI, FTEEE HREERAIZM 4SBT ERYAE.

MBR—EBSFRE "W BREZEFRAERTREMEE ZM—EEAEMR, 2 TRE—EESK “/tmp”
ERMBARNRHEHENTBSHNE R TMERATNRS, MEEXRRISIE, ERMEMERRREMTM. TR,
ZIERA UREE B EME B AR eI N EAE MR ZEY —ER R HESR.

ERRLVEFBIXHERDIF,
$ 1s -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, @ Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) B » —EHERIUREDMERTAIHE, SERHFHRNER 3 2 4 01/ \EAUH (KB 8) 8.

I ES Bz

B —EERF set user ID (=4), set group ID (=2) F0 sticky bit (=1) ZF[
F_(EHF read (=4), write (=2), ¥ execute (=1) #EfR ZF, user FHE
E=EFF [ E, group

- ENEEFAL [ E, other

Table 1.5: chmod(1) ¥§< X4 ERAIEF IRV

IR RRIEHER SR, MRIFE “1s -V BOBHIELT (2-10), BAN AN (K5 2) RRER
HORFATIE (“7 BALO, “rwx” AL 1), (FERATURRANTENENRE 3 IHFHERITRN) MR,

B FAEF

$ touch foo bar

$ chmod u=rw, go=r foo

$ chmod 644 bar

$ ls -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo

RBR
MRIRFERE shell HELHBREFN “Is -1 BRWEM, RESEHERAES, W test(l), stat(d)
readlink(l), shell RS, 0 “[” =% “test”, "JREHEFAZ,

1.2.4 EHIFEEZRFFEIE: umask

T eI S B A I T EBIE R 2 shell WSS umask RIBREI, 27 dash(1), bash(1), MARE&HL (7).

(file permissions) = (requested file permissions) & ~(umask value)

Debian FEERERFERAEFAAL (UPG), BE —EHERABMLER A FIFEE Z RN —E UPG, UPG MBRFFNE
VENFERERR, SEFERAERERE UPG ME—MRE, BREEFEREHEESHFAANEZE, 1 umask 3REM
0002 EF3FLL T, (EEL Unix 2887, IEFEL@EFERERERE —EI users MARIEEZTERMMEL, EER:E
BRT, EREL2ZEIE umask 3858 0022 E—@FE=E)



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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umask 8 [ERVE I CE BB [=}F3

0022 rW-r--r-- STWXT -XT-X EfMBEERETS

0002 “rW-rw-r-- S rWXTWXT - X EfBHEE
Table 1.6: umask {E2/5

B

BBEE “umask 002” BA ~/.bashrc tEZ2FRL UPG,

1.2.5 —4HERENFFIE (H)

AT EAHFFEERY —EREERE, SREMAEFREEBMEM “sudo vigr” 4#E /etc/group BAKREMA “sudo
vigr -s” #&#8 /etc/gshadow FiAZAMME, MEEZTHZREREAN (T “exec newgrp”) AR

R4EFREC,

pEs
&, {ReJLAEBFHIE—1T “auth optional pam_group.so” F “/etc/pam.d/common-auth” UAKEEEC
“/etc/security/group.conf”, BEESNREZAFEERINYERENE, (2RE 4.)

£ Debian REEH, WEEER S —EER. NRME—EERAERREFRELRELIRMEE, fI30 CD-ROM 1 USB

iCIEE, RFEE

EEEEREMAHEEANNE,

—EZ MR RAREHRERTEMEARTFR root A REFHRLESEMNERMEE.,

4H A IFEERFIE B ER

dialout REMEEMFIERIIER (“/dev/ttyS[0-3]")

dip BIRMEFEIEINE, EFEEEREESR 1P

cdrom CD-ROM, DVD+/-RW EBENZ8

audio BiEE

video REE

scanner REE

adm AREEHE

staff —ERRYREETLFIESR: ~/usr/local”, “/home”
Table 1.7: BRIERFEIMHARIRHBENEZRAEYTIR

BR

REEBR dialout HERFSAIUERARHAESMRARE, BRFINETERS, FF BUR root FAEE
“/etc/ppp/peers/” BREEIEN THEEEMERIERNGE, (FREEEHN dip 4, FeTLBBFER pppd(8).
pon(1), BAK poff(l) IELEIIIRR IP ELARSLZEIEMEL,

RLERNHRRREMNARFEMIIMERT root FFAIEHITIERIES,

“H [ FEES
sudo AEEFRZEHIT sudo
lpadmin 1TESL IEF

Table 1.8: ZERMHRARMANTERSNITIAIIR
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HAMRHEIEREFBENTETR, 2B Hbase-passwd BIRHH"“/usr/share/doc/base-passwd/users-and-gt
F, ERIRAR “EREMA",

EAEMERAENEIRES, 2R passwd(5),group(5),shadow(5),newgrp(l),vipw(8),vigr(8), A% pam_group(8),

1.2.6 BSREE
GNU/Linux X {48 =258 8RR &,

Al 2% (FLEL Unix ERE)
mtime N BIRAERE (1s-1)

ctime NEIREERESRE (1s - 1c)
atime NHEREBHEFEEIRE (s -1u)

Table 1.9: BRI BEFERLSIZR

JE S
ctime N2 4 RIZRSRE,

E
atime 7£ GNU/Linux £ #t LR EB{ERIEEFESE £ Unix WEZEBFTAEL

- BEEXMH, BEREZXXAFER mtime, ctime, ] atime B4,
- NEXHHIFMAEENERER, AFIXE XY ctime F] atime B4,
« FEESLE L/ Unix REH, EE—EESRAGNEERA atime B,

- EEER, ABIEIERM atime B14; £ GNU/Linux R4 L, SEREEHERZMAER “strictatime” 5|8
HEER T,

« W18 GNU/Linux RAEMERZAFER " relatime” BIBHE, FIREBIER, (BB EEE
atime B, (¢ Linux 2.6.30 BAARIFEERITA)

+ PR GNU/Linux RAHERFHER noatine” HEl, AE—BER, TEHRREEERL aime BiL,

)N}

, HSCNERERN

E

ATEESNERSRPEMREERZRIBICIE, ¥ T noatime” F'relatime” ESMESNEIE, Y0fE
F 7T strictatime” EIE BN E RS SRBIRFELFEZE EH atime BIHSEFERMSIRIE, (B2 atime B
FRT mbox(5) {ERASMANRL AR, #155RE mount(8),

£/ touch(l) IS IEAEFERE RIS ER,
HREEE, EIERERE (“fr_FR.UTF-8"), ls ;d#tiAMLTE,

$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=en_US.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0@ oct. 16 21:35 foo

R
2EH 934 HEE “1s -1 @i,
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1.2.7 &4
EMESEE—EER “foo” ELZ —ERRMNES “bar”,

- WER
- HIRBEREERE

- “1n foo bar”
 FFIRIEAEEK symlink

- BBRFIEE S —EERMISFRIESR
- “1ln -s foo bar”

2R TERIRA, rm IESERTELHBIECTARMIZER,

$ umask 002

$ echo ”"0Original Content” > foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo

$ In foo bar # hard link

$ In -s foo baz # symlink

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo "New Content” > foo

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

AT UER —EIERAMAE, LHAR—E inode 5%, B 1s()® “-i" EIRREER,

FPEREAMARRELRE “rwxrwxrwx” FIERFEGTEE, MEEGIFAR, BROERFNRTIEREMEDN
TERETE.

( ) ER
BRIFMGEIEEFVIER, SAAZET —ERENSREFGIEEZSEEREIFER. MREFNEBEES
AJREERIERARESRIVEREE,

JE
BEERTRELILEREEEESE, RIHFE—(EFEHEREERE,

7 BEERRERENBR, EIEFANEBRIELRK 2R, U, .7 BRELDIRBER, EILBRIELE
hE= 0¥ B skeZILmiE M.

INRARMILE Windows B E Linux, fRIRHGIGIER Unix AIE R EAEES Windows RIBIER) “RIFHX" BSENE
DERETEY, HREREERARPEIRN, BREFEINEGERRFERERZENER, EEESSERL, EE
MmREEZEH,



https://zh.wikipedia.org/wiki/Hard_link
https://zh.wikipedia.org/wiki/Symbolic_link
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1.2.8 mREE (FKiELD)

mREER—EREE—RIESR, MIEATKETIESR, EXZ—mER, FHiLt, EWRER FIFO, BEESLE: F
REEEREHEETNRASES —IRTHR,

MR —(EGREEETEAERE, BANBREASHRELL, BEBSANSMNREETHENGLR, BEBEREH
B2 BEMIMENRL EENXKNMNARET, ENREEN, ERRERMEIRTE, & shell RHER” 1] 27 5F
BINEE— R, M, —BEERTRE, EMEREFMAIUALER—ERESY, EEHE—EFERENT. EER
UNIX B —{EIFE R ENHIRIH.

B FAGF

$ cd; mkfifo mypipe

$ echo "hello” >mypipe & # put into background

[1] 8022

$ 1s -1 mypipe

prw-rw-r-- 1 penguin penguin 0 Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello” >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.2.9 EEF

ERTHEZEARFEMNARERE], EMNETFERAAS., SEMNGREE (FIFO) TEAFEFZEE
EZLEFEMZEETEMRR, HNERET, BEEFRAZTEER—BEHT, BAEERR—EREFNFIER.
EREFBIEM (IPC) HN—EEE, EFNXRIASEBMAKEEEARATIUZE, RERNWMER HREKRE
= M UNIX i EEF,

®R
@@ netstat -an” IELAIURGEMNBRARELITH T HRLEERT.

1.2.10 REXH
HEVHEIERANYIERENELRGE, WEL Bt BERE B8 ERNEN—(EMFREEIE, B

“/dev/console” RigA,
REX B MmEEE,
. FITiR
- BRER—EFT
- —BFTER—EFE
- ungEss. &0
. RER1E
- BBEKAET-R, EITEE
- — (@R > —(EFE
- WNREEeE.--
R AGBEE IR EXY, BEZNE IS TEMEE, ENRERTEEAIERMELE, AXGSARIE, B0

UAEBNE (AR R IR PE, LEU, MRPTIARS XA M EANITFHERME “/dev/1p0”, SERRANBRESHLIEE
FIERO “/dev/ttyse”, BR, MRIFBLBEEMIOLTTMN, BRIFTRESER—IHAKE#, AMUEREID,



https://zh.wikipedia.org/wiki/Named_pipe
https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
https://zh.wikipedia.org/wiki/Device_file
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iE
EREFRITFRE, €8 1pQ).

RBHVETRAEN I AEBIIT 1s(1) 153, WFFR,

$ 1s -1 /dev/sda /dev/sr@ /dev/ttyS@ /dev/zero
brw-rw---T 1 root disk 8, 0 Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, © Oct 16 21:53 /dev/sr0
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

»/dev/sda” FIERETRZ 8, RERERZ 0, EFIME disk BAEMEREER,
« 7/dev/sr@” RIERBIRZ 11, RKiREIRZE 0, EFJUBK cdrom BENEAEER.
»/dev/ttySe” MERESER 4, RERESER 64, BRI dailout BAMNEAEERS.
« »/dev/zero” FIERBIRZE 1, KiBEIRZE 5. EFJURESFEREER,

EIRN Linux REEH, RBE”/dev’ ZTHHERRZRSEENR udev() HEIER,

1.2.11 $5RIERESE
B LSRN sR ST,

RiEXH B®’E A

/dev/null SEEY BE "XH4%&REFT (EOF) ©

/dev/null BA EOE (—EERNSEETRM)

/dev/zero B IEH?;”\O TF0 (B ASCI FRIEF 0 A~ )
/dev/random E=):1 REGEREESRREREETF T, BEEER (EE)
/dev/urandom SEEN ?ﬁﬁﬁgﬁﬁﬁﬂﬂﬁ‘; ViERE =L mlEREFT
/dev/full BA E{E#EEm (ENOSPC) Eix

Table 1.10: 3% RIFR B4R

LSRRI A AZE T shell BIREB QB SER (£%E 1.58),

1.2.12 procfs #[ sysfs

procfsFlsysfsMERIER R, D RIEHEH/proc” f17/sys” 2 b, BROPHEBIRGERBHAERETE, &R,
BEFERERN, MR T RABRBEERRETHHEZM,

Bi#x”/proc” BEEIEEETHWITERHET —EFRi%, BRNIFMIITIEN PID, FEENTIEEMNNARAKLE,
3 ps(), FICAEIE(EEREBERE.

»/proc/sys” Z THIEEk, B2 T UENRELEZMETSEMNEN., (RIBAILAMERAZMM sysct1() #ES1EN,
o & EREENSE/ AR E”/etc/sysctl.conf”, )

EAMBREEER KRG /proc/kecore” B, EEEERXAE. EENGRMFHNERTIEEBAX/NMIERS, E
wARAR D, ER—EERXG, a‘*aﬂ?‘%nﬂ‘f’*ﬁf, Fr AR ERIR/N,

?/sys” W FHBHE S TOBHNERERE, EfNEE, UREMzBNGERE. ERREEs TRERLERZD
ETI2HHRE.

2% proc.txt(.9z)”,”sysfs.txt(.9z)”, AREMAABREAIY Linux #%/I0XHE (”/usr/share/doc/linux-doc-*/Doc
BLSZ#EH linux-doc-* BREEEIR(H,



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
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1.2.13 tmpfs

tmpfs —(EERIFIER AR, SMXHEFRTFEERCIERT. YER, (IRCIEIEE RN mpfs BRI REHIRE
MERR R EIZZ }ﬁ P&,

RAREENRHAFEER, 7/ run” BERHE S unpfs, EXRENE/ HEERE, SHEITUMBEAN. EEBERENHGR
HTERTA, FEFtER T Filesystem Hierarchy Standar2.3 fR FERBARIE $R (L& :

« ”/var/run” - ”/run”
« ”/var/lock” = ”/run/lock”

« ”/dev/shm” - ”/run/shm”

2 tmpfs. txt(.9z)”, XEEAIH Linux #Zi0:34E ( ”/usr/share/doc/linux-doc-*/Documentation/filesyster
BHixz~, HEEEE linux-doc-* g,

1.3 Midnight Commander (MC)

Midnight Commander (MC) & —1Bl Linux &I EELIRIRIZE T GNU R ImE 7). EAMFMREHET —@EEEX
BRRIRERREER, EESNE2BEMRTERN Unix 35S,

Re] e EERB T EHIESRLEIZESR” mc ” B Midnight Commander €]
$ sudo apt-get install mc

£ mc(1) 5L AMERZIE Debian R4, ERRIFNBEAN, FERFZRET Enter SEREE —LEREBIANE,

- 7/etc” REFBER

« ” /var/log” REFB%

« ” /usr/share/doc” REF B %
«” /sbin” #1” /bin”

1.3.1 BEE MC

ATHERH MC MBEHEENB &I cd I HEBS, HEZEENR~/.bashrc” 88 —{EH mc B HEIIESTE,
. /usr/lib/mc/mc.sh

1818 mc(1) (T£7-P” BIEHE) NIRE, (NRIFAEEEMISEREN, RA]UHERREIESRE)

1.3.2 REY&Eh MC
MC BT BASHERRENAE R,

$ mc

MC BB REREE T ENEREF, BItMEEAEEE LS, RFER F1 M UREREN T, RRIFER
AR EFINEER M A LAER MC,

iE
FLe&imtbl gnome-terminal(l), INEERRIIREER NS TES WA IRIZXNHEE. 7 gnome-terminal &,
BILAER” EEIE - @A > RERE BERRE RERISLEAFE.

MRIREENFITAmIBEIE, BRLREZENS, BE@HIE-a” F MC 5L 7IsFT B BIIE Rt AERE,
MRIEHRANEERR MC PHIFETRREIRE, FIBAZEET 9.5.6.



https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
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1.3.3 MC XHEIE

FEERMERSERERES TIERIIR. Z—EERNKRARREGERER” Gl KEBERTFEGTIEEM, &
TRE-LEHEBHRER, SRIEN gpm@) MITHRHR, (Rhr]AEFITIESIERBRRESF, (E MC BETE
il 8E_E RAFRIRGFIR — E BIRLE shift &, )

TRIE R PEUEINRE

F1 EEEE

F3 RESEES TR

F4 A ERAREE R

F9 A THOEE

F10 1Bt Midnight Commander

Tab EmEREEEE

Insert @k Ctrl-T AR ZERRFENELER, MalR

Del MRER (E=---:8E MC AZEMRELR)
gt BREE

Table 1.11: MC R{ESELTE

1.3.4 MC IESHI*RI5

- cd BSHEBERFNERFNEZ R,

« Ctrl-Enter orAlt-Enter ¥EEREIESI, FRA cp(1) M mv(1) MEESREITERIE,
« Alt-Tab BERERBENIHE2RT.

- BIRHIE MC IES2HFILAEERIBB#k; B4, "mc /etc /root”,

« Esc +n-key - Fn (i.e, Esc+1 - F1,etc.; ESC+0 - F10)

« 5Ei% Esc MERHE ALt —#; B0, #A Esc + c FTIERS Alt-C 2—HRRY, Esc #MEH meta i, BIFEHIE
2%”""'”0

1.3.5 MC A ZR4miEE 2

EENEmERE—EEERNBLEAR. # F3 MAREEEREY, BE F3 BEEKBISREER, 2IRATC
BENREVIEIR, (£ F6 iHREBEZIE/HR ~, FSRSERERRAZRHET. F2 #FEER, Flo0 Bh. 2
B IRE A EE AN IIF,

MC #rEg23 ] A B 2 CA T ERIIE S 5 TURED,

$ mc -e filename_to_edit

$ mcedit filename_to_edit

EfAE—(ESHERIES, ERERBEAKIRKEIFFZINNR. EMmERE™ER, FTEAZ AlF <n > RiJ#
= #%4%m It {F A3 File - Insert file” 37 "File — Copy to file” RIBEINF,

M EB4mEE 23 P LA ) BB 4miEE 28 =5 1K

Bk, FSENERIRIZEEE SEDITOR Bk $VISUAL RRTEMRIESIAVER, WMRMRFEMER vim(1) 3F nano(l)
REAA, MREFEZS TEIIEXIBIIA~/ . bashrc” ¥ mcedit HEITIRE,

export EDITOR=mcedit

export VISUAL=mcedit

R T RERVEEFRIEB A vim”,

WMRIRER vim() LEARNEF, REIUEREBD RAEFEEER mcedit(l) RiEITIE,
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1.3.6 MC AZRiE1R 22

MC B —EIEESERHREE, —EEXHFPEEXFHNFIA, ﬁ%%ﬁﬁﬁ"&"&/usr/share/doc Bt &N
ER, ERAEBKE Linux &3 ﬂE’JE‘H&TiT E{E R 23] LAEIB T 538 < YR — B 2R E RN EN.,

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 HEREI MC

TEESTN #H Enter SBERERE
BEERRES HiTES
TEEIXHF S e R R

html &% BEENTHE SRS

7* tar.gz” #1”* . deb” X& FEENTABRERETER K

Table 1.12: MC H# Enter $EAV£ME

SRR RN ERERTBEN, THRMERTENWRERTNIT. A chmod(1) ELiEid MC HEREEN
EthPIRIRRE,

1.3.8 MC FHIERERZRSR

MC B s E SR e R EIBER F9, "Enter” F1”h” 2REXFE Shell iR R4 3%”sh: //[user@]machine[:options]/|
VB A URL, IS BERGAMER ssh —KREER=IRE £,

1.4 %8 Unix T{FIRIEE®R

IR MC ZAR S ERIERIERE, B2 shell IR R TNERAESI TEHMRIEEEEN, JEGRESHTELE
Unix TFIRIE,

1.41 ZE A shell

EZE A shell BJIA—LERFHNIREIERNER, FEEMIEEA shell REFR bash(1) , MWBRIEEERE chsh(l),

WNRIRIBER AR shell BENRRFT, # GUI (BEIERENT ) BIALIRIEEIEIRELTE; HBEMW ~/ . bashrc X&),
tbun:s, EEmE”exec /usr/bin/zsh -i -1” ‘E”exec /usr/bin/fish -i -17,

- FIN
EEJR%E POSIX HEEAEE, BMFIZE shell #EF glob IERFEAFE L, 1TRATUARE, METFEERMFIN
X5,

EARHEH, TENTRY shell 88ZFE bash.
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EREEE TR X/ [ POSIX shell | 5788
bash V:822,1:999 | 7164 | Yes Bash: GNU Bourne Again SHell (28 ERIIZHE)
bash-completion | .5, 1957 | 1463 | n/A bash shell T2 EETHES
dash V:886,1:996 | 191 Yes Debian Almquist Shell, 8 shell I§ 55
zsh V:36, 1:73 2461 Yes 7 shell: BiF ZIERFJFEZEE shell
tcsh V7, 1:24 1346 | No TENEX C Shell: —{& Berkeley csh FJIEs@RRZA
mksh V:3,1:13 1468 | Yes Korn shell BJ—{&RR 7
csh Vi1, 1.7 340 No OpenBSD C Shell, Berkeley csh B —{E[RR 7
BSH - TABRERE
sash V:0, 1:6 1158 | Yes ﬁfﬂgfa <BY Stand-alone shell (A RIRZ
#9”/bin/sh”)

ksh Vi1, [:12 56 Yes Korn shell D E 1FRJ AT&T FR7A
rc V:0, I:1 178 No AT&T Plan 9 rc shell —{EEIR

. Policy-compliant Ordinary SHell ZRESHE BRI Z B
posh Vvi0, 10 190 | Yes shell(pdksh 74 BI5)

1.4.2 ZEH bash

ER] B &MY bash(1) 114, fEA”~/.bashrc”,

ETIAF,

# enable bash-completion
if ! shopt -oq posix; then

Table 1.13: shell 27T

if [ -f /usr/share/bash-completion/bash_completion ]; then
. /usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then

. /etc/bash_completion
fi
fi

# CD upon exiting MC
. /usr/1lib/mc/mc.sh

# set CDPATH to a good one

CDPATH=. :/usr/share/doc:~:~/Desktop:~

export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin”
# set PATH so it includes user’s private bin if it exists

if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}"”

fi

export PATH

EDITOR=vim
export EDITOR

N

A]AFKEIEfth bash BRI, #EWMET 9.3.6, £E 9ZN.

N

bash-completion #XEEEEELHER bash EITHESHZ.



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/zh-tw/Bash
http://packages.debian.org/sid/bash-completion
http://qa.debian.org/popcon-graph.php?packages=bash-completion
http://packages.qa.debian.org/b/bash-completion.html
https://zh.wikipedia.org/zh-tw/Bash
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon-graph.php?packages=zsh
http://packages.qa.debian.org/z/zsh.html
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon-graph.php?packages=tcsh
http://packages.qa.debian.org/t/tcsh.html
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon-graph.php?packages=mksh
http://packages.qa.debian.org/m/mksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon-graph.php?packages=csh
http://packages.qa.debian.org/c/csh.html
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon-graph.php?packages=sash
http://packages.qa.debian.org/s/sash.html
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon-graph.php?packages=ksh
http://packages.qa.debian.org/k/ksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon-graph.php?packages=rc
http://packages.qa.debian.org/r/rc.html
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
http://packages.qa.debian.org/p/posh.html
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1.4.3 450K

£38 UnixIRIR, B—LEERKAEBNZRE, FIE8, T8 Linx FEHE, RBEFEMN Ctr1 0 Alt #9]
AIEREF, HPBEZEESENRE,

RIZHE #8& key binding

Ctri-u MR 2 TERFETT

Ctrl-H fER FEAZRiIBY — BT

Ctr1-D BIFgAN (AR IREREH shell, BBEH shell )
ctri-c BIF—EEEHTHER

Ctri-z BEEEFBEHIEEREGEER

Ctri-S [ENIR-E-

Ctri-Q EWERERD

Ctrl-Alt-Del EEERAZER, 2R inittab()
Left-Alt-key (8¢ Windows-key) Emacs FIFEA UT B97TH#E ( meta-key )
Up-arrow FAiA7E bash FERVIESEEEE

Ctri-R FIIATE bash FRIEERSETEER

Tab £ bash 2P EEXER

Ctrl-VTab 7£ bash 2 7REE Tab MARETHE

Table 1.14: bash BYIZ R E TR

N
Ctrl-S BIIRINEERTREME stty(1) ZH,

1.4.4 BRIRE
Debian ZHSTHE X FHBRIRIERS 2 A, SMN—LEHMTA:

« [E4H Unix BRIREAR:

— fEF3 3 {Et%E0 (EEE8)

- EFREER

- [FHBERCERRERNGRE xterm F text FEFIFEILH?L Linux console
- B GUI (B EREN A ) BRIREAR:

- ¥EERILEHEE

— {#/A PRIMARY FEJR45E

- EARENX GUI EREN&E gnome-terminal

FRLE, 7E terminal PEZRRRAXFHER™, £A shift-ctrl-c ZEH, UBEHRIEFERTHRER

ARNRRER LPRRR, WARESTERE, LrIUKEMPERER. 2 RERARNWERT, RERALE
MABHAERIRTERE,

AT Linux FroiEhl & RERMR, RUEE gpm8) AERHIT.

145 XHRNBEEE

less(l) LB —EGBRMNNERER (BEXANETRIAR ). EREEENGSIIBEIRERLRENER, £H

less MPBRABFHRMBZZEI AR “h”, ENINEELE more(l) KL EEE, EBEESHBIIMEHIT eval
$(lesspipe)”8’eval $(lessfile)” ERINREEREESE MR FMMEELE”/usr/share/doc/less/LESSOPEN”,
»-R” RIE] U BIE RGN F i BT AR ANSI EEREEFY, HME2% less(),



https://zh.wikipedia.org/wiki/Unix-like
https://specifications.freedesktop.org/clipboards-spec/clipboards-latest.txt
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BR1E Ol f&E

- EETEENE R FERNEEFAEETE

- EELHE FEER AEER ERIFEE

EERE (BaAX) FTERNUEFEAEETENERE
EERE (HRAN) BB XHEAKBEE (cut/copy/paste)

- BEEFRE#EE Shift-Ins T EERAEZRIERE
Ctri-Xx BT E R EERALE
Ctrl-C (¥ im= Shift-Cctrl-C) BRI EENEEIERE
Ctri-v B EE T IREY A B ENh T e

Table 1.15: 157 H1R(F RABRAIZ#IR{FSI R Debian

1.4.6 XF4rEEE3

TE(EF%E Unix RABFEF, SFEHEMRVIm 3% EmacsiI TR, REZEBERH—E,

HAAZBERER vim 155 R —ERSHEIE, AA Linux/Unix RAE—HRERMIES T Vi =888, (BRLEVIM vi
AR nvi BT EERNERER., AAT vim B18H7T F1 EEE, ERETEPENINEEEEK, FILAFHEE
Vim MAREEHEHMN—LTEH, )

SRR Emacs 7R FIXEmacs (RTINS, HEBEEFIER, LHSERNRHIBE, Enacs B
RERMIOSE, QEFTEE, DHeNN, DEEPRSS, SRNESBIERNBE, CEaMMNENT
{FERFTHENIER, MEREMER, — AEESHRA Linx FAEBBEEBIOME Emacs, 715 KB
2 Emacs AILAEANTIFRT ES M, EUMZUEBBEER Emacs IR ETFER GNU Emacs 22T,

AEREATEELRERATE—ERE, BAvin” 71 F1 BFHTUURE) Vim, BB (IRIFEE—TaIEN 35 1T,
BENIZR)” | tutor |” WH& Ctr1-] FAPTUB R4 EHE,

iE

¥FEVAREERS, & Vim A Emacs, FICARRIE UTF-8 REEARERMBSHANN T, BEZZEMEE GUI (B ER
ENE) RIETEA UTF-8 wis, MWREERMWIZXNINFE, MREERE]NEREIN GUI (BRERENE) IR
IBHVARISIE TN, BARSMITEXFrIUERSE XA,

1.4.7 FRETERXAHREERS

Debian BFF S AERAREEEE. FFIZFERRK LEERIH vim EXEEEL,

Debian $BB#E< “/usr/bin/editor” RHt T HAHIBRMRIEEIHK—TFE, ELETIF (FIE1 reportbug(l))
STARAE. TR TS R,

$ sudo update-alternatives --config editor

HREF, BEFEER “/usr/bin/vim.basic” K& “/usr/bin/vim.tiny” , EBEXIEHEEREE (syntax
highlighting),

Br
FEENFEARIBEE “SEDITOR” I “SVISUAL” RREFEHBIMEMRESE (2 RE 1.3.5F18 9.4.11), TR
Debian RN —HMEE, EF#HEER “/usr/bin/editor”, (TEESE L, “$EDITOR” 2 “ed”, “$VISUAL”

% “Vi”o )

1.4.8 {FF vim

B8 vim(1) BB5E£M”nocompatible” BIBEIEH T, EAR Li@#ENX, 1
1EEER vim tHAESIRNEN T2 A9 nocompatible” &, E@ER”-N” RIERKE,



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/XEmacs
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EX R RE
EE thelp|only BER help file
Pt :e filename.ext R TR ZE /& = R AREE T1lename.ext
EE W BB ES R Blax
FE3T] 'w filename.ext BAERIAEEE] filename.ext
=8 i EE vim
=8 q! AR E vim
8 ronly R BEEN MR E
el e i
=@ :set nocompatible? EEEC vim REETT 2RI nocompatible
] :set nocompatible R vim Z5E £/ nocompatible &z
] i EAN BARR
E8 R EA BREX
EE v EA BJfREN
EE Y EAN FJRITIER
] Ctl-V EN T RIRRELR
F&x T TERMINAL-JOB JF ESC-i# EA TEREN
FEBE] iterm EA TERMINAL-JOB &R,
TERMINAL -NORMAL i EA TERMINAL-JOB &%,
TERMINAL-JOB Ctrl-W N (3¢& Cul-\ Cul-N) A TERMINAL -NORMAL 12T\
TERMINAL - JOB Ctrl-W : 7 TERMINAL-NORMAL IREVEEA
Ex-18T

Table 1.16: AR Vim %§E7|FR

EEA vimtutor” BXREE vim, EB—EEERNAVIEERIE,
vim FRERER RAWANRRRAEENITH, £ BA-EXNER-EXT, BANRBARDIENTETE, BH
EREDE EiE-EA T M. EENEEE AIE-RA T . EHE-RNTEA:”, BT RIVEAS Ex-&

= SF 7, AN AN
N, Ex-EZHS,

BR
Vim #1 Netrw R ] LA —#2fEF, Netrw ERFZIBEAMFIAIRESIESR, AERER, B'vin " (—EES
5|87 KRE Netrw, fE":help netrw’ BEUERINE,

vim WSPEERE, 2761 9.2,

1.4.9 EC#% shell ;&&)

shell IF S VBB REREIE T &R, WrIRRERIREEZBERIE, i3 shell BRI X 4P BREBEREAR
TR, BEMRITEMNRAEIREERE, SECHEVARTLH,

RBR
HARASHY Vim (version>=8.2) B FA 3R ;EMTAYEC 8% shell ;EE, {#F TERMINAL-JOB-#z, 2R#i 1.4.8,

FC#% shell [EEIFIEARTIZRHAE script(l) Fi&ET shell,
ERT6F

$ script
Script started, file is typescript

£ script F{ER{ET shell 5%,
¥ Cctrl-D KB script,
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$ vim typescript

£ 88 9.1.1,

1.4.10 EZAR) Unix 85

BRAFIRBBEARL Unix S, EER, HENR—MEZ LK “UNIX", Ef] UNIX BRFATTENZRBEEH SR
HEEARIIES, Debian RF LA, WMRE-LESANRIGFBIBREFA, FAEED, MR shell PEATH
B, EHENESCHEERRE, ELFFIEANEREZISEIRFRNIT,

EEENERIFEERAERRRERATINES.

E

Unix B—EIEFI, LA “.” BETERIXHSHEER. EM—MREES TR EMMEREE BIEN XM,

it cdiES, 2R bu11t1ns(7)

E KM Debian ZA&MTER D BREERIERXNRE more(l), EEAFMORE), BEBIES “apt-get install less” &
g less B2 E112, less(l) ERBEERM D BRERIER, b_IL)\J_ﬂHF'JﬁJIIEI/ﬁE?]

[T R0 EIERFTENps aux | grep -e "[e]xim4*"" 35S, TUi%gmpT%%¢m@E§E,E
HREAP 4 BERREHRFTS, Lﬁ_ﬂ)\u%é grep BE#kE"exim” thikF eximd”, I+ sJLAAIIES
BLREMERRERD, EREMNSERFR—EN, SEFEBRBRERRZELXTUZE grep(l),

ERAIER, HERLANESRERRFILRRAR. MRGEEEMNERENERESHEE, FHYBITREFM.
EAFAEF

man man
man bash

man builtins
man grep

man 1s

BB PP

FMOOESTEREAGHEUZE, AREMNHEEHE, LEREREE,. EEERNBLFMH. B2, —BRE
BTE, (MEMEEMNEEZ.

AR, FFZ Unix $8% (B1E2RE GNU M BSD B9 ) #e]AREREEMEEN, Re]AERTINER—ET
AREBE (BENFEASE AT ),

$ commandname --help
$ commandname -h

1.5 f§EE shell 55

IRE, (RETUNMEIER Debian RRELE —LRB T, BIMERABEAR Debian RIFHVIESHITHE], HER, ¥
BIFM—ARRER, FRENBEZSR bash(),

—RRAVIE < B F AR,
1 ¥lrafttiE R ZIRIBEEE (F8)
2. 8%
3. 28 (&)
4. BEEE (&: >,>>,<,<<&FK)
5. BHEIEETF (FIE: &&, ||, BITRE ;. &, (.))
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8% Bz

pwd BErREf/ILFEEEFRNERE

whoami BrEnlERER

id BRErERENSEM (B, uid, gid FIEEEZH )
file foo BER “foo” NHERIXXHFFEET

type -p commandname

A~ “commandname” IBESHINXEFIBRAE

which commandname

[EE

type commandname

BER “commandname” IESEIMERAEN

apropos key-word

BN “key-word” BRAFIIES

man -k key-word

L

whatis commandname

B—1TfE%E “commandname” 3%

man -a commandname

BER “commandname” FESHIBETE (Unix IR )

info commandname

BB~ “commandname” IESHE RIMRE (GNU EHIE)

Ts BEREHFAT (AESU. BEMENXEFNER)

Ts -a HRERANT (BEFMEXHER)

s -A BrREFRT (BSLZFmeXEFMESE, KRy “..7 M ".7)
Ts -1la HERBNERAT, FESHFENE:

Ts -lai DR VEHEZEAS, S inode F5¥4 5

Ts -d HEREREHR TGRSR

tree FEARERER REEFEAD

Tsof foo I B RGARERITE SR "fo0”

Tsof -p pid SRR FREREIESR: "pid”

mkdir foo EERIBERPEILFESK “foo”

rmdir foo MEREr1E 8 FHY “foo” HEx

cd foo B[S RIHR FevZE  $SCDPATH” HHY "foo” Hix
cd / IHREIR B 8%

cd BRI EfFEAENRE R

cd /foo B AEHREE “/foo” HIEER

cd .. IR E E—2 H %

cd ~foo IRZIERE “foo” FIZKER

cd - I PATEFIEE:

</etc/motd pager

ERER S BERRIZRER /etc/motd” AR

touch junkfile

By —E=XH “junkfile”

cp foo bar

B —EIREXHE “foo” BEF—EHXXH "bar”

rm junkfile

MBRSXIE “junkfile”

mv foo bar

m—EIREXMH “foo” Ea&hl bar” (“bar” WEANFIE)

mv foo bar

—EBREXHE “foo” BENFIFAIMUE "bar/foo” (WEFHE
ubar” Eﬁi)

mv foo bar/baz

BE)—EREXHE “foo” FFNUELEHRBE “bar/baz” (W
AFE “bar” Bk, BARFEE “bar>/baz” Bi%)

chmod 600 foo

FEMABZIESHEXHF “foo” (LEMBABEERITENX
)

chmod 644 foo

FEMAHREXHE “foo” FIEEARIER (LHMBEARBEE
BITSUT)

chmod 755 foo

EEMAE “foo” FIEMARIR (HEMBAEERITZIHE)

find . -name pattern

fEEM shell “pattern” ERLEHXHFR (RERIE)

locate -d . pattern

fEF shell “pattern” ERMENXHEE (EERR, FERAEH
ERVEIRE )

grep -e "pattern” *.html

TERIEHE A “.htmU” EEMABEXEFR, BXLE
“pattern” BIS{FIFER

top

2ERBETRITEEN, BA "9 BH

ps aux | pager

BN EIEAETRITTIZRVERN (BSD Eig)

ps -ef | pager

B RFTBIEEETHITIERIE N (Unix system-V E#E )

ps aux | grep -e "[e]xim4*”

FERFTBIEEEIT “exim” 1 “exim4” BI1TFE

ps axf | pager

RERPTA LEEETTRI{TIZRVE RN (ASCII ElA% )

kill 1234 EERERNPIESEZE ID B “12347 BITTIE
gzip foo {EH Lempel-Ziv 4&#8 (LZ77 ) 7% “foo” BRAEES “foo.gz”

gunzip foo.gz

;"I% “fOO.gZ" ﬁg@% ufoon

bzip2 foo

{83 Burrows-Wheeter IR HFFF B4R &;%F0 Huffman 4wA515 “foo”

BR4EE “foo . bz2” (BRUEERLE gzip BIF)

bunzip2 foo.bz2

% “foo.bz2” BEEE “foo”

xz foo

fF Lempel-Ziv-Markov 88,1 “foo” BEEE “foo.xz” (B
MESREE bzip2 BIF)
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1.5.1 IESHITHIRIEEE

LRI HREST NSRS Unix ESHITE.

IRIREBRITERRER PAM R4EV)A(L, HP—LEERRELEAREAEMRIE,

« PAM ( R] iRtk S EEIEMAE ) REAAVIEAE, tE 9 pam_env 1240, ] BLiE® /etc/pam. conf”.”/etc/environment”
#1”/etc/default/locale” ;R ERIBEE,

- BEREIEEE (190 gdm3) ATLAER® ~/ . profile” 44 GUI (BAERBENT ) BREEMIERIEEE,

- FEEEENERVIBLE, FTUERREE"~/ . .profile”, ”~/.bash_profile” 17~/ .bashrc” F:&EHIR

1.5.2 “$SLANG” &2

JE:RHEESIRIE R T SLANG” IRIBE BT ER, Tsi'ffé%E’\JE%dl;‘é@ﬂ%?.%:«”LANG=xx_\(\(.UTF-8”,~ EEE T RE GUI
(B ERE T ) PEEE, HIWE GNOME H2, "% E” - "EIF & ES” - "B5” /7 B,

:
BREESTRENSLANG REERMHBELY, RGEETEENER TS sLC_~ BENEH,

“SLANG” EHMTEMESIRIBMEM 3 MMM “xx_YY.z227",

BEIrIE(E B2

XX 1SO 639 EE= X% (/NVE ) flg0 “en”
YY 1SO 3166 BIZXEE ( K& ) a0 “US”
772727 iR, HMEREE "UTF-8”

Table 1.18: FBSIRIE(ER 3 EEES

locale #E/& EE (&)
en_US.UTF-8 =EE (=E)
en_GB.UTF-8 REE (KANTIER)
fr_FR.UTF-8 %as (GEE)
de_DE.UTF-8 = (B
it_IT.UTF-8 BEARFEE (BEXFD)
es_ES.UTF-8 PaIEcFRE (AT )
ca_ES.UTF-8 INZRMEE (&I )
sv_SE.UTF-8 InBEGE (ImBH )
pt_BR.UTF-8 B8 = (BA)
ru_RU.UTF-8 fBsE (R
zh_CN.UTF-8 Zme (PEAREME )
zh_TW.UTF-8 EiE (PERI=EE
ja_JP.UTF-8 HzE (HF)
ko_KR.UTF-8 P28 (EEE)
vi_VN.UTF-8 dirFEse ()

Table 1.19: locale ¥EEMTER

{53 shell G L HIRIBF AT FIIHRBFES,



https://zh.wikipedia.org/wiki/Environment_variable
https://zh.wikipedia.org/wiki/ISO_639
https://zh.wikipedia.org/wiki/ISO_3166-3
https://zh.wikipedia.org/wiki/Codeset
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$ echo $LANG

en_US.UTF-8

$ date -u

Wed 19 May 2021 03:18:43 PM UTC
$ LANG=fr_FR.UTF-8 date -u

mer. 19 mai 2021 15:19:02 UTC

1518, date(l) BRAMITIHER T AEMESIRIEE,
E—EIES, “SLANG” :FREARGKMITERESIRIEE “en_US.UTF-8",
o ET(EIES, “SLANG” :REE;AEER UTF-8locale & “fr_FR.UTF-8",

ASHBHESERTHISHALTERRIZEH, WRELENGTF, MEATERNTHAR,

$ LANG=fr_FR.UTF-8
$ date -u
mer. 19 mai 2021 15:19:24 UTC

RBR
R —{E BUG $HRSHIBHE, MNREMNRIEREIIRIE, E'LANG=en_US.UTF-8”
THRETET L&,

=111

EERIBIRIE T HGEITH

HINFESRITHEMMAE, 288 8.1,

1.5.3 "$PATH” £

E {R1E Shell {28 AIESHIBFR, Shell EE"SPATH” 2 FIE S BRI REEITIES, "SPATH” EEMEHIUE
Shell AY1% £ FR1Z,

7EFE:5 MY Debian TEEIBIEF, FHERAMERAEIRSENSPATH IRIBZ B 8EAREIE”/sbin” F17/usr/sbin” B,
4N, ifconfig FECHMBEEIET TEMIRE”/sbin/ifconfig”, (ZEUH, ip IESEE"/bin” BEET)

B]BATE Bash §SH5HER"~/ . bash_profile” 8"~/ .bashrc” Hi{& " $PATH” IRIEEEIHVE,

1.5.4 "$HOME” £§

REELSHEEAEEFRPEHFN T EREREENREL, AREBHEHNATRIECHAITAHN, FRERFKESR
FA”$HOME” B 8{3RIETE,

”$HOME” E81){E EAWITIRIE

/ VITRIEN I TRIIE RS (E=F21\ daemon )

/root root fEFAZEFF A]#E Shell HITHIIER
/home/normal_user EBFERAEFFPIRE Shell FTTHIFER
/home/normal_user EBEAE GUI RHEEHTHER
/home/normal_user FA root EFE R el 2R TFEZV"sudo program”
/root Fi root EAE T FIEF1TIEN"sudo -H program”

Table 1.20: ”$HOME” EEYEFIR

=R
Shell g7~/ BB ANERERENEB &%, tLERE"SHOME/”, Shell {&7E"~foo/” & foo BB &%, tLHl

&"/home/foo0/",

YNER $HOME EHRIVIE XN AT, 2RE1 12.1.5,



https://zh.wikipedia.org/wiki/Locale
https://zh.wikipedia.org/wiki/Locale
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1.5.5 15<7EIE

—EESHESE, BESHN -7 - -7 MR, BEEZREE, ARERNESHNITA,

$ date

Thu 20 May 2021 01:08:08 AM JST
$ date -R

Thu, 20 May 2021 01:08:12 +0900

EEIIES L8 -R” & date(l) I5SHH A RFC2822 {2 HEIF TR,

1.5.6 Shell EEZET

RERERELGHEESHEBBRITMAZTEREBA, HERERS glob, (BRHRWER BAFIT), BALER

WEEREMEK,
shell glob &z ILECFR A Z ek
* AEL . FHEERTE 2 (ER)
¥ CA”.” BHEERIIE & (ER)
? —E=T
[.] BEERRTNEEF AT IUEA—EFT
[a-Z] "a” B’z ZBNEE—EF eI UfEA—EFT
[A] RTEEEESRFNERFT (7 1027 R, HEFTE M

ER—EFT

&l R oA+

Table 1.21: Shell glob #&=

mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt

[

$

$ echo *.txt
1.txt 2.txt
$ echo *
1.txt 2.txt 3.c 4.h
$ echo *.[hc]

3.c 4.h

$ echo .*

. .. .5.txt ..6.txt
$ echo .*[A.]*
.5.txt ..6.txt

$ echo [A1-3]*

4.h

$cd ..; rm -rf junk

28 glob(7),

pE=

£ shel BAMERLEARNARE, FRA” -name "&IER find (1), H shell 8" * », LEL" . " FEAK

S, (FPOSIX BuiHE)

£

BASH =] LA{EE AP ERY shopt BIEYN” dotglob ”, ” noglob ”,” nocaseglob ”,” nullglob ”,” extglob ”
ERHHMITA, FEA bash (1) M8E4MER0A,



http://tools.ietf.org/html/rfc2822
https://zh.wikipedia.org/wiki/POSIX
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1.5.7 ESHEEE

BEFSHEMECHRERE (28: “$?") (FREMBIE.

SRR HRRE HFEEE e [o{E1E
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.22: 5 HIBRHAHS

ER TFIF,
$[1=11]; echo $?
0
$[1=21]; echo $?
al
E
5 ER, success =i&# TRUE, 0 (zero) BIREMNE, EELELRESH, TETEEE—T.

1.5.8 HAW|EFIESH shell EE[G

BRI EEE TE Shell IBSBBHIESTIFERMIES T,

BSERRE Bz

command & 7E T shell B9 = FEA{T command

commandl | command2 JEJﬂ/_EJ_/ﬂ-: commandl F9ZE& L EE command2 B9REER A
(IEATEIT )
BB EERG commandl FUFEEER HFANFEEESERIEE command2 £

1 2>&1 2 TN J— ey s—
command &1 | command REERAN (MLITHAT)
commandl ; command?2 7T commandl B command2 {EFHET

#1T commandl; &ML, BIZH{T command2 EFIMETT (&
commandl £3 command2 &L IN, BIEEIMINAIFRE)
#7T commandl; EARLI, EEHIT command2 fEFH (B

commandl && command?2

commandi || command2 commandi 8% command2 B§I, BIiEEIREINAIEIE)
command > foo 7% command FREERH HEE QR foo (BE )
command 2> foo 1% command FIfEEEREE @ H foo (B= )
command >> foo 7% command B ERH HEE QR foo (FTN)
command 2>> foo 7% command B EEREE R HF foo (FFAN)
command > foo 2>&1 7% command FIFREH H AR ERZFREEQEIXHF foo

command < foo 7% command FIEEF AEE QR foo

7% command FIfEEM AEE@E] N ENGSI, BEFEZ]
“delimiter” ( here document )

7% command FIREEMAEEQZ FTEGSY], BFEE
“delimiter” (here document, &< %! PRIFEMRRITZH 2R )

command << delimiter

command <<- delimiter

Table 1.23: Shell $8<$&# B Hi%

Debian R — B2 TMEX£ZR K. REXTHEERETENTE — ﬂEl shell PEITZEFZEN, 1 ?ﬂzE’J I8 2 shell
FINEEIES: jobs, fg. bg M kill, naﬁrﬂ & bash(1) FEYEET: “SIGNALS”, “JOB CONTROL " #0 “builtins(1)”,

B FAGIF
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$ </etc/motd pager
$ pager </etc/motd
$ pager /etc/motd
$ cat /etc/motd | pager

BE 4 @ shell EEEMNGI FEHERTIERNER, ERE—(ENFEEEHMET rERIINY cat HLRETER.
shell SEEHRER exec EBEE— B HEIRFFRITRAX 4.

$ echo Hello >foo

$ exec 3foo 4bar # open files

$ cat <&3 >&4 # redirect stdin to 3, stdout to 4
$ exec 3<&- 4>&- # close files

$ cat bar

Hello

FEEZ ( Predefined ) RYSIEFHEIATF 0-2,

B ZRER XA
stdin ZERBA 0
stdout EEm D 1
stderr RERR 2

Table 1.24: FEE ZAIXMFHEIRTF (file descriptors)

1.5.9 1ESHIZ

Re] AR ERIIESRE—ER 3.
EATFAEF

$ alias la='1s -la’

HE, “la” & “1s -al” WEERER, TEEZURIIRERYHFABENXXGE.
{ReJLAEA alias RIHEFAEMNFIR (2R bash(l) Ff9 “SHELL BUILTIN COMMANDS” ),

$ alias

alias la='1s -la’

fREJLAER type REERIESHIEERERR RN FER (2R bash(l) A9 “SHELL BUILTIN COMMANDS” ),
ERXTAEF

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to 1ls -1la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file
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Ls AROARMEMRIB, M “file” 8%, Bt “1s” 1R5C#A “hashed” (#RERAMIRR ), BD shell E—{ERERAIFCERF
RPETFE “1s” FREERIE,

VN
286 9.3.6,

1.6 ¥3 Unix B9 EEIE

48 Unix WITFRIER, XARERBRERAEEHEMMIMTEXARIET BT, ER S —EEEM Unix AIH

(GRETEE),

1.6.1 Unix XA&TH
EEE— LIS Unix RAPEE ERINIEEYARETE,

- RBEEAERKEN:

cat(l) EEX G EHHLEIBIAR,

- tac(l) EEX G & EE .,

- cut(l) BETH—EHMEH T,

- head(1) it X HHIBEGE,

- tail(l) WX HFHERE.,

- sort(1) XA HFMITETHERF.

- uniq(l) K EHEFRIXX G BRERNTT,
- tr(1) B mipRF T,

diff(1) BXHRITTEITELL,

. JERRERAERIERIRRI (BRE ):

- ed(1) B2—ERBITHREERS,

- sed(1) R2—EiR4mEEE3.

- grep(1) [LECiW 2 pattern BIF,

- vim(l) R—(E&EE4REERS,

- emacs(l) @—E&ERAmEER. (BLIERLN BRE )

- ERBERMNEHRREN (ERE )

awk(1) EITRIERM N A EIE,

egrep(1) [LEC# 8 2 1@ pattern BIXF,

tc1(3tcl) FTLAEITIEAMREBRINX AERIE: 28 re_syntax(3)., #EEH tk(3tk) —#£ER,

per1(1) ] UEITEEMFEBRINXAEIE, 28 perlre(),

pcregrep EXEEELHAY pcregrep(l) FIAILESME Perl R IEFRTEIN (PCRE) BRI F,

python(1) %8 re t8ZH0] LA E IR SEFEHRRISG{EZE, B”/usr/share/doc/python/html/index.html”,

MRMARESLIESREM T HE, LA “man command” RECIEEREBRIE,

E ‘
HEFEMIEFNRAANEBERNESER, MRGEEES—EGSSHNERTA, TJUER “LANG=C"
C.UTF-8 EESIRIEBERN UTF-8 :ESIBIE (2R 8.1),



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
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ES
Perl IFFRRIZER (perlre(l) ). Perl #FFIEBIRELR (PCRE) # Python B9 re #4HIRMHIIFARIERE—HR

9 ERE MHLLZ TS BRMIER,

1.6.2 IFHFRER

ERTEANREAEFSXFRIETIEDR, EFE shell WERAF T, EEMNRHHEFEK,
EFRTEXNBRZLREWERER, ERHAXFFITHMITFIT (metacharacters) ALY,
TFTEERFERHAENTF T, EfEmEEENAN, BRE #l ERE , ERMWMEIURAIR LA AT R,

BRE ERE ERFTENNRAR
N . [ T~ASF N . [T~ * BRANTFT
RYAYESEYEYRY BRE BEH “\" HERTFT
+?2 () {1} | ERE BERNAEE "\7 BENTFT
c c EeIETF T BIXFFmT) ¢
\o \o ik —EFm=sLhFx ¢, BfE
“c” RERTTFTT
. . MEEEEFT, BERTE
A A FEMNRBNE
$ $ FROERME
\< \< ESRFRME
\> \> BRNERME
[abc..] [abc..] LEE “abc...” FHEERFET
[Aabc..] [Aabc..] LEFRT “abc...” FHEEFT
r* r* CEFEZHSE “r”
r\+ r+ i —E=ZE “r”
r\? r? LA EE—E “r”
ri\|r2 rifrz CEE—@ “r1” =% “r2”
\(ri\[r2\) (ri[r2) CEE—@E “r1” % “r2 °, LFEEEERN

MIERRER

Table 1.25: BRE # ERE HIITFITT

E R emacs RINAEZXR BRE (BiIE7R A7+ £7?” (1% metacharacters Ei{ ERE, Elt, FEEZEL"\” EIERL

/R emacs RINP BB F TT.

grep(l) AJAERERTENRETIXERIER,

EHTFAEF

$ egrep 'GNU.*LICENSE|Yoyodyne’ /usr/share/common-1licenses/GPL

GNU GENERAL PUBLIC LICENSE
GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

PN
288 9.3.6,

1.6.3 FHiRER

HRERREN, " EFTERANEE,



https://zh.wikipedia.org/wiki/Perl
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BRRED BERRENERIXE
& ERFTELNAEERAE (£ emacs FEA\& )
\n Al n EFERHNERREXNLENAR (" BEF)

Table 1.26: BiaRiEDR

B Perl B FHRR, BEMA “$&" M “&", BEM “sn” MIE “w’,
ERTI6F

$ echo zzzlabc2efg3hij4 | \

sed -e ’s/\(1[a-z]*\)[0-91*\(.*\)$/=&=/"
zzz=1labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -e ’s/\(1[a-z]*\)[0-9]*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe ’'s/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe ’'s/(1[a-z]*)[0-9]*(.*)$/=%&=/"
zzz=labc2efg3hij4=

A AERELERERRENNEN, URELRLENXAINFIRERIANFNNARET BN,
BLEFRRENE — LARIER T o] ARBEFRNE RN T,

7E shell EESQIUTRIIRFHE “\" SRR —ERITFT (FAZEFR), LHHEBEHET—1THTE,
FEREMAEREFMREEELRES,

1.6.4 ERVEANEEMEER

ed(1) 8L RJLATE “file” HAGATERY “FROM_REGEX” &Ry “TO_TEXT”,

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
w

q
EOF

sed(1) ¥ELRILATE “file” AA4FTER “FROM_REGEX” &Rk “TO_TEXT”,
$ sed -i -e 's/FROM_REGEX/TO_TEXT/g’ file

vim(1) 8L R LAEIBERH ex(1) I8 “file” HiFFER “FROM_REGEX” &R} “TO_TEXT”,
$ vim ’+%s/FROM_REGEX/TO_TEXT/gc’ ’"+w’ '+q’ file

TR
FmEH “c” ZE] ABRE SR B IRSEETE B MIRER,

ZEER (“file1”, “file2” 0 “file3”) FILAERA vim(1) ¢ per 1(1) BIBIERFRENEITIRIUNIRIE,

$ vim "+argdo %s/FROM_REGEX/TO_TEXT/ge|update’ '+q’ filel file2 file3
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N
LEM “e” FERA/THHLL “Nomatch” $HERHEIEHR,

$ perl -i -p -e "s/FROM_REGEX/TO_TEXT/g;’ filel file2 file3

£ perl() BIFH, -1 RAEB—ERFERNRERE, "-p” ERTEEMBAENESR.

=R
EFA28 “-i.bak” RE “-1", FJEEREING “. bak” BREE. HRNERNER, SESRERPRIEEE

E
ed(1) #1 vim(1) f£H BRE ; per1(1) f£MA ERE,

1.6.5 WXFERNREPRNEN

TEHE—EXFER “DPL", EESH 2004 FLAFT Debian ERAEEEZFMERBE, LUATIES IR,

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

®R
28 “Debian 52" E{SHHAY Debian EEMEEREL.

Awk EE R FARMEEZEBFIERTIRIER,

Em TAGF

$ awk '{ print $3 }’ <DPL # month started
August

April

January

January

April

April

March

$ awk ’($1=="Ian”) { print }’ <DPL # DPL called Ian
Ian Murdock  August 1993

Ian Jackson  January 1998

$ awk ' ($2=="Perens”) { print $3,$4 }’ <DPL # When Perens started
April 1996

Shell (f5I%0 Bash ) tBe]LAFHR AT EFEIE SR,
ERXTIEIF



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/ch-leaders

Debian 2= F 33/229

$ while read first last month year; do
echo $month
done <DPL
. same output as the first Awk example

NS read (A “$SIFS” (NEHD IR ) FHIFETTRAGITH R S EER,
WRFHE “SIFS” th&2A “:”, {RoJLATBIFh{ER shell R4 “/etc/passwd”,

$ 0oldIFS="$IFS” # save old value
$ IFS=":’
$ while read user password uid gid rest_of_line; do

if [ "$user” = "bozo” ]; then

echo "$user’s ID is $uid”
fi
done < /etc/passwd

bozo’s ID is 1000
$ IFS="$%$01dIFS” # restore old value

(WMNREA Awk HEIEEIE, EH “Fs=':"" REREFLHREFIT, )

IFS thig shell AR DB SHIER. HOBRNENBAEHNER. EXTHIREES|SRNES|SRH. IFS MFRRE
7 T, tab FRITF T,

FRaz [B{EA shell Y IFS XI5, & shell i$IESBH— MO WREAHENBAR, ERE-LEHENE.

$ IFS=":," # use ”:” and ”,” as IFS

$ echo IFS=$IFS, IFS="$IFS"” # echo is a Bash builtin

IFS= , IFS=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 RAREBESH/NFEIESH

THNESHBFREEN—7, FIUM—LABNERE,

£ find(1) #1 xargs(1), EE1T shell IESMGEENTE S EER LIEEER, rJUAMITHE ST, 2RE&1 10.1.5
FE 9.4.9.

E{EF shell EEMRN S AARERIRHE, FEER—E shell WA (2RE 12.1).
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HIWHER (E—1TREBA)

find /usr -print

seq 1 100

| xargs -n 1 command

xargs -n 1 echo

xargs echo

grep -e regex_pattern
grep -v -e regex_pattern
cut -d: -f3 -

BOXMR

HE"/usr” FTHIFTBIESR

HA/= 1 E] 100

EXEERARMNE—IEFASE, EENTES
EREERERE, ASRRERNIE, DERS7]
EREEERMATEIEHA—
REEBR, BEE regex_pattern B35, RENEHRK
EREERR, ~NEEE regex_pattern 931, REVEHRK
EREERAR, F”:” PRIAE=1TIREINER (passwd FERZF, )

awk "{ print $3 }’

CAZRIERNE = {TIRIER

awk -F’\t’ ’{ print $3 }’

FEFH tab SBFREIAYEE = 1TIRENE K

col -bx

HHI |;' \iE aiE, ,,E tab AT

expand -

IER tab SEAIRE

sort| uniq

A MPREES]

tr 'A-Z2’ "a-z'’

BANFEHERAINEFE

tr -d '\n’ B2 IERES I (BRRITFET)
tr -d '\r’ fFRIRIT CR F3T

sed 's/N/# /'

EBIITEEN—Er+ &

sed "s/\.ext//g’

HH—IJIZI_]._/\\)J . extn

sed -n -e 2p

N |

head -n 2 - RE T Ex A0 @ M 9
tail -n 2 - RERER1EMm Yl

Table 1.27:

BERSHNAERIELSBIIR
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Chapter 2

Debian EXFE BRI EIE

X

E—ERERMAVIBEMAINSES: bookworm,

The data source of the APT system is collectively reffered as the source list in this document . This can
be defined anywhere in the "/etc/apt/sources. list” file, "/etc/apt/sources. list.d/*. list" files, or
"/etc/apt/sources.list.d/*.source” files.

2.1 Debian BB EIEMATRE

2.1.1 Debian package management system

Debian @ —EEFEEAS, ©TEY —MWEREENTEHE _EUF T RERERLZEEM.
2RISR IRIE LT HTTP 1 FTP 8975 =X 3 7ZEX Debian 7f=' E[E, tBe[{EA CD-ROM/DVD ,
B & Debian HEIEEEIRA MK E SIEEFIEE TR (APT), TEESERMEELER,

Debian 2R EIR R4, EFRBEE, FILA%{E}%%ME;EE;ME—axiﬂ‘\J_:ﬂu%UE’xﬁ;%@EU%%qﬂo BE, B
70081 {E =] AL amd64 ZEHERIEREEE,

Debian EXFEEEERARBEENESE, BFZIHEENMNRERERANRIRFERAN. RE, BFEETINE
lt_bo
- apt(8) AIRATBMNEENGLIIRF, EaREaENTR. BRMRATR,

« apt-get(8) FIRIIESIERIEA Debian EXEERIEIR R4, ©E apt No]HEBHO{EA—EERRIE (ERNKE
Y Debian 24t ),

« aptitude(8) ER—EEENNXFNEREZELRNRERINIES AL,

2.1.2 EREEEAR
FERE Debian R4 EREE S RAMCA)—LLERE,

* Debian EERREE BN FENREK., RAES, KESHERRETER T HEMEE AL RE,
- BEREEHTFEECHREEESE, SERFREMERENT debconf(7) REBEESEVIBERZEBIE,
* Debian FREE B BIFEERECIE SN, BNEMER —ETEMFRIZER,



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
https://en.wikipedia.org/wiki/APT_(software)
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EH] AT KA | FREA
dpkg V:913,1:999 | 6409 | FIHR Debian FIKBEZEIBIEA M (ERTER)

AN |m H.E/'—] - S .
apt V:866, 1:999 | 4232 FERAGLIEEIEERRN APT Riin:

apt/apt-get/apt-cache

aptitude V:55,1:300 | 4268 | ERHEFEHIEGHANSIEIIEER APT alim: aptitude(8)
tasksel V31,1979 | 347 BRZTERZEMEIFEN APT siim: tasksel(8)

unattended-upgradgs, ;155 | 301 | FRRR APT ROMIIEENEEE, BEEIRRERLEH

GNOME EREEF /L (BFZ1ERT APT Bijim)

gnome-software V:132, 1:239 3007

synaptic V:38,1:356 | 7627 | BICCHEEEEIE THE (GTK #J APT Fillh )
= o=, _
apt-utils V:343,1:998 | 1037 APT ER#EL\: apt-extracttemplates(l).

apt-ftparchive(1) #l apt-sortpkgs(1)
NRECERERREETR

apt-listchanges V:325,1:860 | 423

apt- listbugs V:6, 1.9 475 FEEX APT ZEFISEHEER bug
apt-file V:16, .72 89 APT REREETE—ESIINE
apt-rdepends V:0, I'5 39 BT EREE B AKER

Table 2.1: Debian $3EBIEIE T HYIFER

« RREEERUEAREE TRNSIINEE. EAEERNZETEEANLEER AR,
- MRMRFEHET —LEERLRBHRT, FEEEEH R,
- BARANEEFTUBEAREESFEIMA. EFEEHARAREENBERARTENENENTE.

213 EFHEFEFIE

(:>%%
AEREANRAESPRENREN, CTRTTHREON—KE, EEEFEIENARERME,
ol ABI 433255, BIRATIERBIILES,

The newbie Debian system administrator should stay with the stable release of Debian while applying only security updates.
Until you understand the Debian system very well, you should follow the following precautions.

« Do not include testing or unstable in the source list.
* Do not mix standard Debian with other non-Debian archives such as Ubuntu in the source list .
« RNEREY “/etc/apt/preferences”,
- NERESERNETTE, IAEERERERNEREEEETANTERITR.
« RNEER “dpkg -i random_package” TE(EFIEREER,
« BREH “dpkg --force-all -i random_package” TEE(TEEER,
- RNEMpREKELL “/var/lib/dpkg/” HFHIESR,
- FERRFERSERTENIEABERRESR.
- MRFEMNEE, BEMKEE “/usr/local” 5 “/opt” H,

The non-compatible effects caused by violating above precautions to the Debian package management system may leave your
system unusable.

S EEMRITEMFEREIEREN Debian RRRREIRE, BAEREIINITENIENE.



http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
http://packages.qa.debian.org/d/dpkg.html
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
http://packages.qa.debian.org/a/apt.html
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
http://packages.qa.debian.org/a/aptitude.html
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
http://packages.qa.debian.org/t/tasksel.html
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
http://packages.qa.debian.org/u/unattended-upgrades.html
http://packages.debian.org/sid/gnome-software
http://qa.debian.org/popcon-graph.php?packages=gnome-software
http://packages.qa.debian.org/g/gnome-software.html
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
http://packages.qa.debian.org/s/synaptic.html
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
http://packages.qa.debian.org/a/apt-utils.html
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
http://packages.qa.debian.org/a/apt-listchanges.html
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
http://packages.qa.debian.org/a/apt-listbugs.html
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
http://packages.qa.debian.org/a/apt-file.html
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
http://packages.qa.debian.org/a/apt-rdepends.html
https://zh.wikipedia.org/wiki/應用二進位接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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« RBEERENRG M ERMFEENREEETERIBAG, MAZEN Debian ZREMEEER (BSLEEH ).

- MFARREEEEH RN ARE TR,
— Debian R RABIIEE LI HEERETE,

2.1.4 FEHMWVER

JES =
@ HIMRWEEMRREE, ERERATELLE(TH stable Eff, HNFERETEREENSEE PC LE2ERK
ANk,

BERTELEET TES, HNEBANHNEZSEEFETUMITEH testing 3% unstable ki,

ERGEATEMIRATIER—EA, SEhEFILRFEARRRIERRERRE, WiEMEE Debian AIMBLEEH 5,

iEEYREE BCERBNSEERE,

- {F/ testing R, BERLE, EEEHENRENIEHN, B Debian IEEREN QA BEZEHEREIE, LE0: Debian FHE2
A, R EEFEREEE N EEREH, 7F testing RPMEEBRE IS EHIEERIZMHSIHFINIFLE,

* Set the codename corresponding to the testing suite ("trixie” during the bookworm-as-stable release cycle) in the
source list.

* Manually update this codename in the source list to the new one only after assessing situation by yourself for about a month
after the major suite release. The Debian user and developer mailing list are good sources of information for this, too.

£/ unstable lREAHEER, unstable IR¥IFAESE RENEESE, EHEZBNREERANS, EREMRRE
ARV EMERERIIED, @EE Debian R4EHY unstable IREXSHAHRBERSIEEIEE, E2ELRESR
2, THEMPHN—HIBAE MR,

EEE-LEATFEMERER, MRGEREME Debian FIZEH bug FIRIE.

« Bi@AF Debian Z4EMY stable EMFLREIZ—(ESEIE, rIUERAEMETERE

- RUFRE CD ERAR BIEE

« EBERE apt-listbugs , ER]UAEFAMRZEIEE Debian Bug IRt R4 (BTS ) AIEH
- HREERARIERRES EAMNEEREREE

=z
TR

NRIREEMESLETAREE AR RVEF —@E, BIRATEERLMIFER testing M unstable hREYEH.,

2.1.5 Debian {gEEM

BR
Debian {£XEEAMENTEE L R Debian EXH, £ 2 E——Debian 1EEE,



https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
https://ci.debian.net/
https://ci.debian.net/
https://wiki.debian.org/SourceOnlyUpload
https://wiki.debian.org/Teams/ReleaseTeam/TransitionTracker
https://www.debian.org/Bugs/
https://www.debian.org/doc/debian-policy/ch-archive
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RHFIRRRERENIREREE Debian EEE,

For a system user, the Debian archive is accessed using the APT system.

The APT system specifies its data source as the source list and it is described in sources. 1ist(5).

For the bookworm system with the typical HTTP access, the source list in one-line-style as the following:
deb http://deb.debian.org/debian/ bookworm main non-free-firmware contrib non-free

deb-src http://deb.debian.org/debian/ bookworm main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security bookworm-security main non-free-firmware <«
contrib non-free

deb-src http://security.debian.org/debian-security bookworm-security main non-free-firmware <«
contrib non-free

Alternatively, the equivglent source list in deb822-style as the following.

Types: deb deb-src

URIs: http://deb.debian.org/debian/

Suites: bookworm

Components: main non-free-firmware contrib non-free

Types: deb deb-src

URIs: http://security.debian.org/debian-security/
Suites: bookworm-security

Components: main non-free-firmware contrib non-free

Key points of the source list are followings.

* One-line-style format

— It’s definition files are in the ”/etc/apt/sources. list” fileand ”/etc/apt/sources. list.d/*. list” files.
— Each line defines the data source for the APT system.
- “deb” MIIMTEE T ZEAIFIZEEE,
- “deb-src” MBBITER T RIATSEEE.,
- $E—{E2 812 Debian fEZEME URL ,
— The 2nd argument is the distribution name using either the suite name or the codename.
- B=EM B2 R Debian IERENENEREELEZHE,
» Deb822-style format

— It’s definition files are in ”/etc/apt/sources. list.d/*.source” files.

Each block of lines separated by a blank line defines the data source for the APT system.

The ”Types :” stanza defines the list of types such as ”deb” and "deb-src”.
The ”URIs:” stanza defines the list of root URIs of the Debian archive.

— The ”Suites:” stanza defines the list of distribution names using either the suite name or the codename.

The ”Components:” stanza defines the list of valid archive area names of the Debian archive.

The definition for deb - src” can safely be omitted if it is just for aptitude which does not access source related meta data.
It speeds up the updates of the archive meta data.

The URL can be http://”, *ftp://”, ”file://”, .
Lines starting with ”#” are comments and ignored.

Here, I tend to use codename “bookworm” or ”trixie” instead of suite name ”stable” or testing” to avoid surprises
when the next stable is released.



http://deb.debian.org/debian/
http://deb.debian.org/debian/
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=7

If "sid” is used in the above example instead of "lbookworm”, the "deb: http://security.debian.org/ ..”
line or its deb822 equivalent content for security updates in the source list is not required. This is because there
is no security update archive for "sid” (unstable).

Here is the list of URL of the Debian archive sites and suite name or codename used in the configuration file after the bookworm
release.

fE3EE URL EfE (K58) HHY
http://deb.debian.org/debian/ stable (bookworm) stable (bookworm) release hR 2
http://deb.debian.org/debian/ testing (trixie) testing (trixie) release FRZ<
http://deb.debian.org/debian/ unstable (sid) unstable (sid) release fR 2
0 _ BE D =2

http://deb.debian.org/debian/ experimental %{%Zré;%ngl)pre release fRA (PTE, H0E

] . . stable-proposed-updates | FIIR T —{BfEER (bookworm) EERRZA (/I
http://deb.debian.org/debian/ (bookworm-proposed-updatesiias ) BHAEH (=IiE)

] . . YTEFERR (bookworm ) FURIIREREEIE
http://deb.debian.org/debian/ stable-updates(bookworm-u p@?t%ﬁ o o S B A

_ , , stable-backports FRTBERR (bookworm ) FIEFNHIEIER
http://deb.debian.org/debian/ (bookworm-backports) ErEEEs ()
http://security.debian.org/debian- stable-security FREERR (bookworm) BHAIEZEEF
security/ (bookworm-security) (EE)
http://security.debian.org/debian- | testing-security ARARRELINZEEH (EEEZE%R
security/ (trixie-security) 2EFRIFEMSZIE )

Table 2.2: Debian 13 EiLELFIR

IR

Only pure stable release with security updates provides the best stability. Running mostly stable release
mixed with some packages from testing or unstable release is riskier than running pure unstable
release for library version mismatch etc. If you really need the latest version of some programs under
stable release, please use packages from stable-updates and http://backports.debian.org (see &1 2.7.4)
services. These services must be used with extra care.

EE

@ £ deb” 1T, RRFEIIH stable, testing & unstable EHHHI—EEIR], WMRRE deb” 1TH
BT stable, testing #l unstable Ef, APT EXMHITEERZEETL HIEEFNERERSE
Br, REE /etc/apt/preferences” IERFHREEIZMIHE, BSNIIRAREEEN., (WMRE
27.7)

7N
For the Debian system with the stable suite, it is a good idea to include the content with
"http://security.debian.org/” in the source list to enable security updates as in the example above.

T
Debian T4 EASEET stable HEBNE LK, BETARHHBIKTEN, testing HEETIHE,
R—EE# Debian BHAZLEEEE, mR—LEE, BETAHAY stable EEEEERERIE, CoTRES
ZSEEEM unstable BEBABIET testing, unstable ERENHK, THSESEEEY, CEBED
unstable BEEEEREIMERITMILR, BATHAT LARHNEZLEE, B Debian EREERLHEA,
%52 5 Debian R HRIRIHE .,



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
https://wiki.debian.org/StableUpdates
http://backports.debian.org
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
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(&1 HMEEREE SR ITHRE
ain 68755 1 Debian SEHSIBSE (DFSG), WA
i e I AT¥E Debian BEHTEEFEE LS (DFSG), EENRARZTER
non-free-firmware 38 320 )05 25 i g BB
contrib 345 B Debian B HEREES[E 53T (DESG ), Bk non-free
non-free 043 FBHE Debian KB E /78T (DFSG), LHAE
non-free-firmware

Table 2.3: Debian 8818713

ERERFEERBEE R amd64 Z2HERY, main EIFIR M Debian R4% (2 RE 2.1.6),

BBIEIRAVBIE IS5 E URL, 15 URL 7E dists B pool Z#%E & AMHER], Debian HEERERESIHKBREINY

TR AR EAHSCIRRIBE. BITREFS AT HREMREFNEZE, EFNNASRIRBERENT.,

B s suite = stable suite = testing suite = unstable
7£ bookworm i codename = bookworm codename = trixie codename = sid
7 trixie EfHiE codename = trixie codename = forky codename = sid

Table 2.4: EAFIEAVER R

RIERIFEE 2 B Debian FAQ: 6.2.1 Which other codenames have been used in the past?
TEBERI&HY Debian #ERMIEE, “Z8%) section” E—FlfFiEREAEIH RN ENEERLER., (B2, EEZ% ("main
section”) iE — 5 EIFE FRIEA Debian IEREF, BA” main TE” WEL, )

Debian B%%& (DD ) 8)X LE#IEEE unstable 1E3E (i@ incoming FZIE ), HBWZRRE R LIEMERIEEERH
B unstable {EREFHNRMIEEEE,

3N DD MEBITIREZNEFARFHISTEREY, EBE B Debian FEEFHIIRFETLS.

7£ Debian {& RE4EIESESEEE B unstable IERERHE testing IERKERI, EREMEIESIENENER
R (&9 10 X ) FIEREEELAY RC bug FREMIREE, EERBEREM I UAMEII testing EREFMEEES., EE
BFEFES testing tEREIEE IERERTH,

BEBHRELBEKESHZR S REEREMRE, IET-LFTHE, £ testing BREXE X, EiRf, AR,
AHER testing IEREMNENIFTBBHI LI stable 1FRE, HAMI testing EBREEIHIVZNIFEME,
¥ testing IERERYIPVABTHERL stable ERENABTEAEE,

unstable # testing fZ2REEFTREEE X B A T £{E X R EHVERIFHY/)VEIE,
- BIRRERIEEHR LBRIEERE (Z Rt unstable )

- R IAEGEERIERE (2R unstable)

- FERERSRRESRIE (testing #l unstable )

- FEITIEERE, HINBREEE (2R testing ) &

FEt, RIFREERELIERE, (REXEMEERNDZIELAFIN/NEE,

R

EHRY stable IRABHENLER, AZHRAFERAERZERTELEENN stable 12XE, BNE
B unstable 5k testing #EEE, TEREBEIF, unstable # testing EREFNEESAS
A, {RERA unstable EXEMNRASRARITRFNILEREN, AAECEEZRORESNXKEHR
IR, testing EREAKREHR, AATCERENEELELZIEN stable EREMHEREMAS (Debian
testing T2 /A& 2008-12), —ERAEZGRIFEEER, WRIKFMAREAIEE, unstable ERESFTRIUEA,



https://www.debian.org/vote/2022/vote_003
https://www.debian.org/vote/2022/vote_003
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
https://www.debian.org/doc/manuals/debian-faq/ftparchives#oldcodenames
http://incoming.debian.org/
http://lists.debian.org/debian-devel/
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
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TN
iRt testing IERER, H—EEBMRMEEESIENREEEIUZE unstable EXEFHEREEEER (B
{E18 bug ) SRR,

BRENEES R Debian IR X H,

253

. ESIER
 ERRE

- BEEHRED

2.1.6 Debian 2 100% B H#REE
Debian & 100% FIBE HEEE, HA:

+ Debian JE:R R T B HEREE, EEE THEAENEA,
+ Debian £ main F RIZHE HERGE,
+ Debian BRI #ITHRE main B HERGE,

* No packages in main depend nor recommend packages in non-free nor non-free-firmware nor contrib.
BARBMETINMESERSERTE,

+ “Debian #5384& 2 100% BIE HENFE", ( Debian #1E$Z2LHIIE—1F)
« Debian {A)fR2E FE—L non-free-firmware, non-free #ll contrib E{EEE,

A& TIREE, ELARFE.
+ Debian R EE 100% FIEH, I BEAEFEENIR Debian {EAREEHI main EiF,

+ Packages outside of the Debian system are hosted by Debian servers inthe non-free, non-free-firmwareandcontrib
areas.

£ Debian #E$E249RIEE 4 IRF058 5 IR ENSEIT 7 ARFERARRE:

- BfISEEERRMNERELEREE

- BABEAFANERAE REAKEHENZEREE, HfASELEEMANTE. RFIRESEFERIEPRE
BPEAENRIEEE, HPVRRETE Debian 24 LEAFEMKE, BFthREERHRIAEREDS K
IBNERERNER, AR A, HLERMANEEHNSHET, HISEE Debian UL EFRKENIBEEM.
ATEMEBLEE, BFIRBRHESH. SEEM. 100% BHVERRE, MAKIE(EIETER LS LA EER
RTERRR,

« MLEAER AT S HFINIE BERERE

— We acknowledge that some of our users require the use of works that do not conform to the Debian Free Software Guidelines.
We have created ”non-free”, ’non-free-firmware” and “contrib” areas in our archive for these works. The
packages in these areas are not part of the Debian system, although they have been configured for use with Debian. We
encourage CD manufacturers to read the licenses of the packages in these areas and determine if they can distribute the
packages on their CDs. Thus, although non-free works are not a part of Debian, we support their use and provide infrastructure
for non-free packages (such as our bug tracking system and mailing lists). The Debian official media may include firmware
that is otherwise not part of the Debian system to enable use of Debian with hardware that requires such firmware.



https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
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)=

The actual text of the 5th term in the current Debian Social Contract 1.2 is slightly different from the above text.
This editorial deviation is intensional one to make this user document consistent without changing the real content
of the Social Contract.

Users should be aware of the risks of using packages in the non-free, non-free-firmware and contrib areas:

- FERENNKREEELXEEH
+ 5% Debian HEEEMNIE (ELHEAEAFERIANS, Debian NEEEITREEMXIE, )
« 734 100% EHHHAY Debian R4

Debian H F#RE25| 57581 7 Debian 5837 7 B RERESIT2E, Debian HEREE BIPHIEREM T REZNBE, a3, )
B8, BERFIER &L, EfE1F Debian BYE HMEBIREIEE RIS

Typical non-free, non-free-firmware and contrib packages include freely distributable packages of following types:
+ £GNU Free Documentation License F BN 48, B E8E 5, LE9 GCC # Make 89, (XS E#E 7] A E
non-free/doc #%%.)

+ Firmware packages containing sourceless binary data such as ones listed in §i 9.10.5 as non-free-firmware. (mostly
found in the non-free-firmware/kernel section.)

- EEAFREEEE, BHERERN/SABTERIGET TR,

Please note that the number of non-free, non-free-firmware and contrib packages is less than 2% of that of main
packages. Enabling access to the non-free, non-free-firmware and contrib areas does not obscure the source of
packages. Interactive full screen use of aptitude(8) provides you with full visibility and control over what packages are
installed from which area to keep your system as free as you wish.

2.1.7 EEEEMRERRA

Debian #8188 EZHIE SR PR D EMA KRS SHEIREH-BN TEUFRERSES, TEE—LE
FNEEEE.

o “{m*{g‘”

- EHEKEE, ABEEEEYLMEREe sy ARR NIRRT E,
- FEfRER”

— JE{ABR Depends, {BZIHHEEE B BRRIEMEE,

- EERR—E8, ETREHNKENEG. ASHEREFEEEEEE, RIHDERILNFEaSEERE,
- R

- BENOKE, EEREANAZBERETERRREMINKEETES, E2ECNETNEEENNE,
<

- EERE—EREENBREG, FEE,
C IR

- REA—EREEOTRE —LRARE, —RIOEAARTHRI LRSS,



https://www.debian.org/social_contract
https://www.debian.org/social_contract#guidelines
https://www.debian.org
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
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C B
- ERATEHOTES. AT RESERELLABRIEIHNRES,
3
- BRI EERRENERT SRR aNEE.
< R

- REFEEREE SR EMIIFERIECMBERMINE.

iE
IR, FERHE “Provides”. “Conflicts” 1 “Replaces” E&HZI—EEHNEHEER —(ERSMHAK, ERRT
EEM—(EERERTR —ERHZER BN EIEREEE,

BERAERTERRIE 5 EZENLLR the Policy Manual: Chapter 7 - Declaring relationships between packages,

2.1.8 SEEMNEHR
B APT RHMRIEEEENBESHREE,

- B (“apt update”, “aptitude update” B} “apt-get update”):
1. RBRREREESERETEN
2. EEMEF APT FRMNAMITE R
« Ft4% (“apt upgrade”’fl“apt full-upgrade”,z{“aptitude safe-upgrade”#l1“aptitude full-upgrade”,
gy “apt-get upgrade” #1 “apt-get dist-upgrade” ):
1 BEERERE, EMTRNHIEEEEHESRMIVEIABRE (FISN2RE 2.7.7 )
2. BRREREEELKFERA(R
3. MNRIRFRAHEE LRIRARNE, SRIREREESIMERNTEMHIERIEE
4. REFTESHN TEMFIERER
5. #11T preinst 35515
6. I EMFIESR
7. $A1T postinst 35515
« 8 (“apt install ...”, “aptitude install ...”={#&”apt-get install ..”):

BEGLIIPIIHIE
BRREREE B HRFBRR R

R ERSIEREZE EMHIE
fREIFTESMN T EMFIEEe
#1T preinst 15515
THETEMFIESR

#11T postinst 155715

N o gk W=

- BBk& (7apt remove ..”, “aptitude remove ..” 3{ “apt-get remove ..”):
1. BEGLIVPIIHME
2. BRIREREEELKFERA(R
3. #1T prerm 5SS
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4. BREZRIESR, RTHERBESR
5. #1T postrm 5515
. &f& (7apt purge”, “aptitude purge ..” 8 “apt-get purge ..”):
L EEGSIPIHAE
2. MERERIE B AKERRA(R
3. #17 prerm 15515
4. BIRELRIESR, BSHERBIER
5. #1T postrm 35S

B, BTKE, BEEERTXMTEE.

{ai

219 HEEEMBENE—ELE
{RIEZENERE RIVE 5 31456 — (BRI ERI 4 & Debian 45 EMY“/usr/share/doc/package_name/README . Debian”,
EIRFthERZE “/usr/share/doc/package_name/” REIEHEX M, tNRIRERE shell BET 1.4.2, BATIIES,

$ cd package_name
$ pager README.Debian
$ mc

RRTEERBEREL “-doc” FEGBIHEXHRIEERIESHMIIEN,
MRFAEER— BN ENREEEF IR THE, —EEE%IBE Debian bug Rt RAE (BTS) A,

Haus B2

];e%anbugtradﬂngSYStem(BTS) sensible-browser "http://bugs.debian.org/”
EEFIEFEE R bug ;e | sensible-browser "http://bugs.debian.org/package_name”
#03& bug #mSREY bug IReE sensible-browser "http://bugs.debian.org/bug_number”

Table 2.5: f#iRY5 EEREE BLEREM E R 44

{5 Google 125 , ERIEFTE S “site: debian.org”,“site:wiki.debian.org”,“site: lists.debian.org”

o pp
RaZaskar
T TFo

BIREEE—1 bug IRERS, FERA reportbug(l) <.

2.1.10 Y0E#KE Debian ERGE

1B 2 A EVECRERIEERS, SRS ERBREBENER, MAMMELTRW—EREE, BXRAEMERIEL.
BAUT LM EENREEEZAEBEE,
Zi: B>8
« #UF: main > contrib > non-free
- BRIER: BF > EE > 1345 > 5[ > @4
- 175 EEBTERBEMNIIRENR, 0i “‘FERE"
- MEEEWEZ BIKBERRNEIEEPMERER (U gcc #k#8 gcc-10)
c RITE: ARESETRERLEEESNIE



https://bugs.debian.org/
https://bugs.debian.org/
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Debian 2= F 45 /229

EMEE: HEECENER

BTS (FRFGERHE R AE): /28 RC ARBIRVERFE (2 BBk, EXBRENIRRE )
BTS (fRFGIRMER4R): BAEEEHRGHRERE

BTS (fRFEIRHER4): BEE S HTHZ1EH bug BB

BTS (fRFEIRHE R 4R): IBEERYIERRE (non-wishlist ) FRFAEIEER D

Debian 2 —{EERATBAAERANGEER, cNERERS THSAEMIENAREENRIEE, MYAME
HCHIEE,

2.1.11 How to cope with conflictig requirements

Whatever suite of Debian system you may decide to use, you may still wish to run versions of programs which aren’t available
in that suite. Even if you find binary packages of such programs in other Debian suites or in other non-Debian resources, their
requirements may conflict with your current Debian syetem.

Although you can tweak package management system with apt-pinning technique etc. as described in i 2.7.7 to instal such
out-of-sync binary packages, such tweaking approaches have only limited use cases since they may break those programs and
your system.

Before brutally installing such out-of-sync packages, you should seek all available alternative safer technical solutions which are
compatible with your current Debian syetem.

« Install such programs using corresponding sandboxed upstream binary packages (see &i 7.6).

— Many mostly GUI programs such as LibreOffice and GNOME applications are available as Flatpak, Snap, or AppImage
packages.

« Create a chroot or similar environment and run such programs in it (see &1 9.11).

— CLI commands can be executed easily under its compatible chroot (see & 9.11.4).

— Multiple full desktop environments can be tried easily without reboot (see 1 9.11.5).
* Build desired versions of binary packages which are compatible with your current Debian syetem by yourself.

— This is a non-trivial task (see &fi 2.7.13).

2.2 EREFIEEEIRERF

7E Debian REFEHFSEI APT WEEEIETE T E0JLATE Debian RE LEITENREEMNEERASIRRE, EEE,
BN AmEEANEEREIE TR apt, apt-get/apt-cache #l aptitude,

P REE R TR E MR TENEE R EIRERE, MYBER root FFATHE,

2.2.1 aptvs. apt-get/apt-cache vs. aptitude
FE aptitude RFEEEEAN—EFEHFNIEETE, EREZMETINER:

El
NEBREHARATEHBTE stable Debian 24 LA aptitude IS RETEREN R A 4R,
#fEA”apt full-upgrade” 5§ “apt-get dist-upgrade” REITEEIRIE, 2R Bug#411280,
- aptitude IESEMHEE AT testing 8% unstable Debian REAETFHARSIRKETEEE,
- EEEAMETHSNRAREES, BAZER.



https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(package_manager)
https://zh.wikipedia.org/wiki/AppImage
https://www.debian.org/doc/manuals/debmake-doc/
https://bugs.debian.org/411280
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- EUFXRZEEHTEEEERRESIEBIEREE
- ZRREERIRE, PJTE aptitude G EE
full-upgrade”,

BRAREISREY, 1% gnome-core,
FRIRIE “BUBSRITHENE" , \BY aptitude, MfER “apt

apt-get # apt-cache RREMMER APT WHEEEIETE,

- apt-get #l apt -cache RIZHEIESIERENHE,

- apt-get BETERANERAARSFRIENESETLR.

- apt-get R T —{ERKHVER IS B AKFAREAT S,

- apt-get EHIEFRERNERTD, SHEELHNEERTEBMITEREER,

- apt-cache Bt 7T —{E FEMNERTEXRIESREBE D SBNER,

- apt-get #l apt-cache BJUA{FF /etc/apt/preferences REEHEBDN S EIRE, EEIEFEEIHE,

apt ISR —ESHEMNGLSINERARENESIE, EXLE, ER apt-get. apt-cache REMBNIESHHE, £
A—ELiEERENT, BiERAM—LESEHAEEMEIE,

- apt TEEFAEMEMA apt install RERBEESRM T —ERFEER.
- FERINREK T ERERIEER, apt ASTEERMIFRIREXAY . deb EREEEL,

B
BEFEHAECERANN apt(8) < AR EBNIERISSR, ME shell I5SEHER apt-get(8) # apt-cache(8)

A
AR Yo

aptitude #ESRFBAMER APT WRIEEEETA,

- aptitude BRIt T —ELEENEHNAXFERAENE.

- aptitude ERBRHE T —EESERENE,

- aptitude RAMRBBHROERE (HAINEEETRNREENIESTHNKESR ) HEESELER,
- aptitude HERERENEXRES., EEFHEESMNEERBTLERTERESEIE,

- aptitude R —(EZEMNERRERNRIESHENREBEBRTEN,

- aptitude FJAEIREEEEMZERAE, WEHANEH /etc/apt/preferences, EE+HEE.

222 ELVFHERNREREIERRF

THEZER apt(8), aptitude(8) ¥l apt-get(8)/ apt-cache(8) M LI EREEREZIRIRIE,

apt/apt-get fl aptitude 8ES9IEH, BB ARIE,

“aptitude why regex” TJLAiEI® “aptitude -v why regex” FIHEZHE, EMMWEFNFTLAE R apt
rdepends package” 5 “apt-cache rdepends package” ¥EEY,

E aptitude IELEE LR TRENRIBE T —LAIRE (FIMEIBEER ), RAIUEZEMNRERPTIET “e” #1)
wmIeEENTH}ER,

)ES

B aptitude MLIRETEEMINGE, GIUNLEMNIEEMITES, EEMNEMEEENT (HrgEHN ) — LR
¥, 5190 Bug #411123, Bug #514930 & Bug #570377, YNE&ER, 55 apt,apt-get # apt-cache &<3
B aptitude %%,

fREJLATE “aptitude” EME{ERIIIESEIE,
EZNAZLR aptitude(8) FIfiIh? “/usr/share/doc/aptitude/README” fJ “aptitude {EFEFM",
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apt gI
aptitude |/ N
apt & sz3 apt-¢ c‘ﬁ‘eﬂﬁ
=H3
AR/
aptitude apt-ge R ) s e o 2
apt update update updatetﬁ%y}zﬂa BiERETER
aptitude apt-get
apt install foo | install installZ&# “foo” EREEEIAVRIERRA A K ERIAKEE
foo foo
aptitude apt-0Q Ty o oy B8 5 1 252 o "
apt upgrade safe-upgradapgradeﬁkag%mﬁ SR RVEZRRATE B AR EFTHEEEEER
apt aptitude | apt-getZRCLEMNREBENEERE, THFEZNGESBREENR
full-upgrade full-upgraddist - ugifde
aptitude apt-get
apt remove foo | remove remove R “foo” EREE, (BEEETHREER
foo foo
apt-ge =55 - i
apt autoremove | N/A autoret%hé;ﬁg ENBEENLEEEEE
. apt-get
apt purge foo aptitude purge| &l “foo” EREEEAVAHREIESR
purge foo foo
aptitude apt-get. - .
apt clean clean clean TeARAMEENIEEIERIER
aptitude apt-geto . . ne ) P N—
apt autoclean autoclean | autocles RS EPIERREENREERRER
aptitude apt-cache
o} Y gk am fEsf ym s
apt show foo show foo iggw RE7R "foo” ERESEIRVEFAAEN
aptitude apt-cache
Bl
apt search AL | Seorch | search BRI regex H8158E
KRN
regex regex
aptitude e it B 28 HE
N/A why regex N/A FERZILEC regex RIERFR ELN A R RAVEE
aptitude
N/A why-not N/A FRIZILAC regex MEREE B AM L RIREE
regex
aptitude apt-mar
Rl Z HE A e B
N/A search. R TS o L)
Table 2.6: {§8 apt(8), aptitude(8) ¥l apt -get(8)/ apt-cache(8) Hm <L I E R IE R EIRIRIE
EEIE Bz
-s ERESHE
-d ETEH, NETETE/ER
-D EEELEMNMERE, BEREZAIEH

Table 2.7: aptitude(8) FEEMIES

EIE
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2.2.3 aptitude MY EEIEMA
EEAEERNHRIEREIE, ReIMR T EBEUEENRNRLEN aptitude,

$ sudo aptitude -u
Password:

B EHEREENNABEIA, I GEENH 2 S RRERINIEES R, aptitude ASERFREKE ~/ . aptitude/config”

R
SNRAFAEFS root AURECTIFEFAEHY, BILATE E R FHER “sudo -H aptitude .."fX&“sudo aptitude

o

=R
E aptitude AEEMRNRRENRS, SEEREGHITHENF. MREFEE, HAINEEEE: “BF" - “BUH
FHITRIENE" REVETE,

2.2.4 aptitude FYIRIBE 4L

E=ERRA T ABREEIRENREEFRZRINT,

TRIERE EEEINEE

FlO@orCtri-t EE

? BNRREED (ENEEEE)

F10 - EB - FREFMW RRNEHESFH

u EMEEEEREEN

+ TE ZEEBUEARIEE

- E;ZW@LME%B% (RBHERERER)
RAHREREEE )

*annn full-upgrade )
A TE TEMEER
BEZNELREEFES
EBEZNELSHREE
nter REEEENER
RREE BN EF iR
EFNEENEERES
EENLRNE—(EEER
SELT—FEES

1IN —=Oom x|l Il

Table 2.8: aptitude AR FEEE 4L

JNEBHSIIEEERRE, HEIERR 17 5 /7 ZRERBRERTEA TR aptiude IERIRR,
aptitude IERRRNFIAEA “~n” FEEEHEOEENFTRIIEELLHEEEHE.

N
MBEARBANERRT V' REFAMENELKREEARETTARE, BRAGEPHREEM —LEHZE
REERRIARVERRE B 1 BEMR T+ AR B PT AR AR AN,
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2.2.,5 aptitude EXFEDIEE

aptitude(8) £ERGENMEN T, MEEVIIREMNNRES S/ T EIVEGFIRET,
idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2

ZITHREZBHNZENT,

- KRR 1R (B —EFS)

- "BNMET RE (BTEFS)

- 'BE” RE (F=EFS)

- SRR

- &% “ENET BIEERT=REMEML
- BREERERIRAE

« BREERIRT A ARAE

h‘.r
G ATEE BNRE IR BT RBIZRIIR, & “27 B EEEE REPER,

B FRR AR EIZERKIBRERIM A E RIS (2K apt_preferences(5) #l& 2.7.7 ),
ISR ATEREIRIER ST LATE “iR1R 7 BETHEL

il BEEA

Package View ZHERIK 2.10 (FE:%

Audit Recommendations N EBETREE I ELRIIMER
Flat Package List Ao FEMIIHRES (ARERTER)
Debtags Browser Z[H H debtags EITH FEIEHRER

- [FIREEEE R S RRIEBEEE S HNEEE

Table 2.9: aptitude #%&48

x
HEBIPINOER debtags 1ZiCHIEEER] |

1R "RIEESRT SREEENGIEESE LN dselect BEE,

TN
ERREERARIR ] LA SR B RIS R H R EMEREE,

2.2.6 aptitude 575 (RIE
aptitude 3241t T %({EF AEAERRER RIESREQRIE,

+ shell ¥§£71:



https://debtags.debian.org/
https://debtags.debian.org/getting-started/
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ni IR A

Upgradable Packages f%H section - area - i EMIEFERI|LEER
New Packages Els

Installed Packages ENS

Not Installed Packages B E

Obsolete and Locally Created BLE

Packages

Virtual Packages R INEERIEREE B

Tasks HH — (B E TS s B AR T RERIERFE B

Table 2.10: 1ZXEERFEBIEIRAV D B

- “aptitude search ’aptitude_regex’” FIHEHEIRRE, HIEABBILILEE BB ERHIR
- “aptitude show ’package_name’'” | HEREEEREMIEIR

- 2ERTEFRIN:

»1” ] CABRI L ACER BE B AVAEAR
>/ S BLEEWERIEE

"\” [ 2R LiEEREE

- n” BT —(E

- "N B LE—1E

N
F & package_name WEFRIEEBEIVERTRILE, RIFERN~ MEMNERREIN,

2.2.7 aptitude FRFER

aptitude BMRFENZHE mutt B9 ERE (2R 1.6.2), aptitude EEEAVFALRRAERIT,

- ERFEXFERAMZ ERE, #iIR egrep(1).awk(1) # per 1(1) LRI FEE Unix XF T EPFER A" %" 8"
FRMEEHY,

« {KFERAZ type B —TEIS ERVERBE B ERA(Z ( depends, predepends, recommends, suggests. conflicts, replaces, provides ),
« FEERAY type FERAIRR “depends”,

R
& regex_pattern BEF BRI, BIMEIERSEEAIE T,

TEHE—LERER

« »~Pterm” ==”~Dprovides:term”
« ”~Cterm” ==”~Dconflicts:term”
« ”.~W term”=="(..|term)”

FRERZEnutt PHRIZRE, BA mut WERRKERR RN B E2 R EREFM"™/usr/share/doc/aptitude/READ
iy “SEARCHING, LIMITING, AND EXPRESSIONS”,

£

lenny FRAR) aptitude(8) B, FRIRENEEE, W0 “?broken”, HAERREXNPIIUARENDEENE
B “~b", METHFT “ 7 HKRBABERRTIERFT “~7 MBS —EERKENL LT, FNREREES
R “EREFM,
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IBZERIEE ¥ FR B ok IEFRZRER
LECERRE B A Ta ~nregex_name
ILECHOA ~dregex_description
U RET ez ~tregex_task
ILEC debtag ~Gregex_debtag
LECAEEE ~mregex_maintainer
ILECERFEBIAY section ~sregex_section
ECERFE B IR A ~Vregex_version
LECtERE ~A{bookworm, trixie, sid}
ILES KRR ~0{debian, ..}
LEEEIER ~p{extra, important,optional, required, standard}
LN EREREEE ~E
LEC EFERRE B ~V
ECFRIERIEE ~N
LR FHITHIENE ~a{install, upgrade, downgrade, remove, purge, hold, keep}
MRS LRRER ~1i
EwH ARBNERERER (B8R | _,
ERVEREEE )
MEATSE A BBNETRRER (BE i1
EIBEREER ) '
LR ELET HETARERER ~U
@EEEHH'W'};:E;E% FREVEREEE ~C
IR, BEEFREIBIRE ~g
Eﬁﬂﬁiaﬁﬁg %E’Jﬁg’j ~b
ILECHEIR type HREBRAIRRIERAE R ~Btype

ILEC pattern ERFEELRY type MXFERE R

~D[type: ]pattern

ILES pattern EREERLIRIERY type XEEREZ

~DB[ type: |pattern

TLECHRFRFR pattern BEXEE BLAY type AXFARIER
B

~R[type:]pattern

- EECHRFERS pattern FREEELIRIRRY type HRFE
FIERBEEL

~RB[ type: ]pattern

@EEEJEE}‘:%?X%E@ FW?EE@E’XEE"J

LERE EL 5= B

MEHEE LT RKE EMRENERLT RN
EXEEEL

~R~i|~Rrecommends:~i

ILEC pattern BERR A Z 2 BIERTE &

~S filter pattern

TECFBIEE (H)

~T

ALECEEEE ()

~F

Table 2.11: aptitude IFFEFRIEL
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2.2.8 aptitude AYIKFERRIR

MEBBEBRE “F10 - BIE - HiBIE - FERIBMRBEER" ETHEEMNRE, BIE aptitude FIEE—(EEREE
BF, NMEEHEHE Depends ” §UQE¢E"JE’XE‘%@5§J:, “Recommends:” FIRFMHREBHEHEL, 7 aptitude
T, BEEHRENRBEEELAEEERZEIBIR,

aptitude FHESHZS “BEFTER" TANSEHRIES apt BB TR apt -mark(8) HESRKERE,

2-2-9 E’Xﬁg IEE}J E A
fREJCATE ARS8 RIE SR RIS ELEENRE L,

CES R

/var/Tlog/dpkg. log dpkg ZRHVEREERLEEIH
/var/log/apt/term. log B APT ;Z8iH=
/var/log/aptitude aptitude ¥EZEENH

Table 2.12: ERBEEL;RENH HIESR

SEL, RENSEAR LREESEANEN. REENTGESREH 939,

2.3 aptitude E{EEF)
THER—L aptitude(8) HIRIESEH,

2.3.1 Seeking interesting packages

fRE]ARRIR aptitude EEBEE T AFNRESEANEREBER FTHIREN, REMRRAFEEZNEREE.

232 BEBIERRENLEETIERRERTLEREER
THESIIH TEBERRENLEERIEE BHERY HERIEEL,
$ aptitude search ’'~n(pam|nss).*ldap’

p libnss-1dap - NSS module for using LDAP as a naming service
p libpam-ldap - Pluggable Authentication Module allowing LDAP interfaces

BRELNERFENHRERRERAE.

233 fERIERRENLEZE

£ iR ERERIR PER"DY BRgE, ERKEN"~dipve” AJLARRGIMILECEEHA, W ENIMRTRE
o

2.3.4 FEFIEESMFREGEE

BEERIRFT B E BRI R BRI BRAAREIE R,
BEMUTHESHER,
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# aptitude search ’'~c’

WNRIFER Y HAVER IS B E S WTEMER, FHITUTES,
# aptitude purge '~c’

Er] gt B T ENR T PR R IREE I TA AL E A=,

£ FERsEeaR” A" AT WA ERLEX"~c” , EHELKRKEER, L, » BRERNSZ=HRE ., MBEN
BILECHEREE BT LATE B EIRRE LEM” [~ BER,

EREEBIREN "“KRTENE" hEA ‘7, ERETHHEESRELEERR A SHER, HERTUER “="
REENTUHHEFREREE B AR R MR E P,

ERRRNAEZAEERIRS MRS E,

2.3.5 REEIFHLTEREE
THRFERHEANEE/FETRIRENTE (7EERIE aptitude RIZABIERZE ),

1. A root LAEEIRI#IT aptitude,

2. Aru” IS EMANRERIIR, "V BSRKMBE AR URITAHR, " IBLEMRMEIKIERIIR,
9" L MITRT B R FHARBIEREE B AT T FH 4R

3. BT “17, H#A “~i(~R~i|~Rrecommends:~1i)" RERGIEEDIEET, ET “M” 8 “CLEHER" 1
IRBETN A B ENZRE,

4. ¥TF “1", M “~prequired|~pimportant|~pstandard|~E” RFR&IEEEEMEET, KT “‘n” ¥ “B
TREER" NIKERAFIRE.

5. 8T U7, WA “~i1-M" RERGIEREEARER, 7 "BRREKES" LRT 7 REIEANRER, %
T “-7 BEMBRK,

6. #&F “17, WA “~1i" RERHIEEBEMEER, ZBE “BEE" LRT “n” HRLREEFTATFIRE,
7. B aptitude,

8. F root {EAE#MIT apt-get -s autoremove|less” #§%, KRR ENLHELERAEEEM,

9. EEEMER TEM aptitude R, A “n” BORTCHEEMWRER.,

10. FA root EAAEEH#NIT apt-get -s autoremove|less” EEIESREEBRNEFTEARESEECH
#FEBRIERREE,

11. A root fEA&E#MIT apt-get autoremove|less” IESREEBIHRIBEEMEIZEL,

EIRFTREWNITAY Tasks” £, MiT'm” FESR—(E]RIRIE, BNHMER THLLAREREBRBIFRTENERL
R,

2.3.6 Z=EMARGLFHER

ix

EIREBEFAIRITARAVEHE, MIAIEM T EPATHEIAAIABKK, Debian RrIFHAREY, ERIMEREZEEBMFNE
RIMPRG, BLHA T MRS EBIREZNIECRME] NEWIIRTNEANTEESE. BN, AMEBZA,
REEZEHRNR R TENEY, LIEEBITENMAE (BRE 10.2), ‘8" LEEARENS EIEMS
—{ERIENIE, REIRFIBAIFHAR,
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You can perform system wide upgrade to a newer release by changing contents of the source list pointing to a new release and
running the “apt update; apt dist-upgrade” command.

To upgrade from stableto testingorunstable during the bookworm-as-stab le release cycle, you replace ”bookworm”
in the source list example of #i 2.1.5 with ”trixie” or ”sid”.

FEL, AR CHESRASBIREE, (RrleZiBd — LR, TERANNEEMNKBEE. ARZRNEE
HK, REERTEEIBEIME, EMRAZIZITE, RRNLERN stable BERIFHIY stable, fREJBAEIR Release Notes
RERBETMOTREM, REFTEERVRL FRIE,

EEEXBHZAE, MREZRLAN stable BRENERLN testing, iE#IZH Release Notes B LAE ZI{F,
£Rl—fE stable AR, stable BITIRIRIGERHA testing BITIRZEMNZETRESHEE XRERBE
SRR RIS EMAYER,

gﬁgﬁ%&%%ﬂ@ﬂﬁﬂi, IRIEZEIERVIRIF, FERFEEZEREIRPESERNNENARRBRIMRIVESFLIER
1. WBIRSERIA “BITRER,
2. RINBERE CCEEEMMAEE ).
3. & bootloader 1£ T B R, FBEZERIUSIEERMMENFETFNE.,
4. BEBHAS LHERE,
5. A script(l) EEkFHARRIBIE,

6. FA “unmarkauto” S RHFRBIFAEZMEIESR, FlW”aptitude unmarkauto vim” E{EE<SZFRHLEBR
vim S EEREERY,

7. RTBLVRIEBZETEREEENER, BZEERLVERRWERENHE, M, BREARREERE
E"‘O

8. Remove the ”/etc/apt/preferences” file (disable apt-pinning).

9. E S EMFK: oldstable - stable - testing - unstable.

10. Update the source list to point to new archive only and run ”aptitude update”.

11. AEMNREEIE, BRI core packages, flgl “aptitude install perl”,
12. $ifT7apt-get -s dist-upgrade” }I8<$ RiEFHAISAAIRE,

13. REHIT’apt-get dist-upgrade” #§<,

-z
EE

£ stable WRAFARRIAFE, PEBEZER) Debian FIThRENEAEH.

( ) EE
TESCRIRY “S217FM” 8, GCC, Linux Kernel, initrd-tools, Glibc, Perl, APT tool chain %%, B5—LEANRZ
MEEARNERTEEIE,

BAFY unstable RARBEFLR, 1EMRET 2.4.3,



https://www.debian.org/releases/stable/releasenotes
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B2 1R{E

COLUMNS=120 dpkg -1 1 o it i B 5] 1A 5| ASHEO ED A
package_name_pattern I H ERRMEENIIRANRERRS

dpkg -L package_name R —ECTEREENAT

dpkg -L package_name | egrep _ o o B o

' Jusr/share/man/man. */ . +7 P — BB L EKEREE ) man FHE

dpkg -S file_name_pattern LR L RREE

apt-file search sy s 5 o

File name pattern FHERER LIS BRIEEEE

apt-file list s o B 4 1 O
package_name_pattern S HtERERLENFEENAT

dpkg-reconfigure package_name EIACEER

dpkg-reconfigure -plow e — .z B

package_name BB RFMARY A N REMAGERIEE
configure-debian NeEREENE N ENALIIEE

dpkg --audit BRLETREENETRR

dpkg --configure -a FECFT B ER N TR AIEREE B

apt-cache policy B ([ — S e B ) = s a0
binary package name R —ETEABEEE BRI T ARRAS, BEIEFFERES
apt-cache madison package_name "a—{EEXsE B R ] B

apt-cache showsrc BT = — S e 4] 1141 5 B FEE i B ) 35 =

binary package name R — BT HIEREE BRI R IR IS EEE B &

apt-get build-dep package_name TRIBENE = ZHIEEEE

aptitude build-dep package_name | TZEIBEEIE = ZHEEEE

apt-get source package_name (RIZERERE ) NHIRIENS

dget dsc F&=H URL (RECEERE) THIRIASEEZE

dpkg-source -x REWRBHRERES (“*.orig. tar.gz” M
package_name_version-debian.revigion.didrian.tar.gz”/”*.diff.gz" ) HIBEEXEE
debuild binary AR RERIEE P EENREE

make-kpkg kernel_image Rz ORBEEPEE—EZOERER

make-kpkg --initrd kernel_image | {CRXFR J initramfs BIRKIDTE TG hG el P i e — (EAZ D ER e Bl
dpkg -1 e ik B 45 7| 25 4
package_name_version-debian.revis i%s%a r@ﬂgé%%ﬁ”s BRRERT

apt install o B 7| 22 4 —gt ey - ,
/path/to/package filename.deb TER-AAMRERINARKT, B, EXEEHRETRENE
package_name_version-debian.revis i&%ﬁ%g‘@%ﬂ%"%qﬂ

dpkg --get-selections "*’ N Ty ————

~selection. txt 17 dpkg AR RIAVERRE ELEBIZAIRREE

dpkg --set-selections SR ok o .

<selection. txt M dpkg R EEXAE ELIZIEARRE

echo package_name hold | dpkg M dpkg H—ERREEN B EEIRERE A hold (FHE
--set-selections R”aptitude hold < 818 >”)

Table 2.13: EPEER S BLEIRIRIE
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24 SPEEREBERRF

24.1 ELIINHHSHERESERIRMFE
TEHIE T -EHENRESEERRE, SLBRFHI aptitude BIEREEEREFFHIINEE.

i]‘ R-EXESRBOKES, RAEFES —LECEERBER AW, &H “dpkg -L
libglib2.0-0:amd64” 3L amd64 5 $§E’J 11bg11b2 0-0 MEENRNEA,

EE

@ RpBEIEEREZ/INMVERRENERESTE (418 “dpkg -i ..” 1 “debi ..”), EMAEEEIRIEME
HERBEEIKEE, dpkg BUFESTIRIE “--force-all” FNEEMKEIE (2R dpkg(l)) RBAREFE, 88
E2ERTEMMNRAERCMETRIBMRNEERL,

AEEA TR,
- FTBNARRREMRERSEHFE M root #iT,

AEINRERAERKTERNN aptitude (2RE 1.6.2), EEMNEIEEEIRIESERLELR shell glob WERFT (&2
HEf 1.5.6),

- apt-file(l) H apt-file EREEBEM, WHFEELHIT “apt-file update”,
- configure-debian(8) H configure-debian EREEEIR M, BT dpkg-reconfigure(8) fE&#&iR,
« dpkg-reconfigure(8) M debconf(1) fEAEIFRMITIIEBIESTE,

« Yapt-get build-dep”, ”apt-get source” and ”apt-cache showsrc” commands require ”deb-src” entry in
the source list.

- dget(1). debuild(1) #1 debi(1) EZE devscripts #i2€l,

- 2R8 2.7.13 #{EMA”apt-get source” WITE (ETE) BIL,
+ make-kpkg ¥4 ZEE kernel-package BX828 (£ 8BE 9.10),
- BRITEZRE 1209

2.4.2 EBETENIHIEEIESR

E&%LH debsums #REEERY, BEfEF debsums(1) #E< vLJ_ ’/var/1ib/dpkg/info/* .md5sums” t&ZEH ) MD5sum
18, BECTEMIER, 286 10.3.5%EE MDssum 2 E&ETIEMNE,

iE
E % MD5sum BRI ER]BEMIBRABEIR, debsums(l) fEALZLTEFERAEMR, ST EANKBREEEEMIA
& sk IR R SR AR IE R AV B IR R R N8R AT,

2.4.3 FERHERESELMNPE

Many users prefer to follow the testing (or unstable) releases of the Debian system for its new features and packages. This makes
the system more prone to be hit by the critical package bugs.

LHREFEE apt-1ist bugs FIUB R RMIEBERE bugs, BB APT RAEFHARE:, EEBENMESE Debian BTS
EHIERE bug,

Z4E apt-listchanges (X388, 7EfEA APT RAFARIFEEE “NEWS.Debian” FIREEEHME.,
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244 BESNREETEN

fREE R 218 Debian A8Uh https:/packages.debian.org/ RIESEEEBRTEMEMBENSE, BRMAKEREEESH
7.

grep-dctrl(l). grep-status(l) #1 grep-available(l) }§<$ #FHKIiELS HEHE Debian X2 BT HIIE R T

GL=ES

“dpkg -S file name_pattern” BESHMRFIRIESEAZIERNNRIEEEME, HILECHBHEEH dpkg RER, B
EEBBEEENESBRIMESR,

MBREEY dpkg TERETEEHRMILSE, (REEXE “/var/lib/dpkg/info/” B# FT#1T “grep -e
regex_pattern *” &%, EEFEREHRESIESHBNTRENNFTRIERIERIVE,

NRMARIBLDEREERMAGE, (RIEZER apt-rdepends(8) .

2.5 Debian B2 BRI N EIE

IR E 2 Debian 2B BIRMINE TIERIE, EIEZAEHERIBI AR — e RIRE,
25.1 ERETEN

FE R TIRETTE FIHE REBETETE Debian BRR LAY “dist/codename” N, FIg0“http://deb.debian.org/debian/”,
ERENGEFNBBMERAEREKIE, HPE 6 ERBHITEN,

lEES E AT
Release ZIThRREVIERE ERERANTEEEN
— "Release” BRRIERRER, FRERE
é SlE] = P> ’
Release.gpg BIThREVIERE SR
Contents-architecture 2 ThREVTEE ‘ SIETETRRAR RHAEEEES
Release BEETIRNES/ERBESHIE | BEEEAER apt_preferences(5) 89
= A
SEETIREE —EMFIZRE | . . 1 — p
Packages ZHEE’?};%/E (IS iE4R debian/control &1 MG
Fri=N =N M RE=N=]
T &5 15 ,.\é i - . = /5
Sources TEE}(” (BRI SR 48 debian/control BEEKERS
=A

Table 2.14: Debian ¥ERETEFHAR

RTBLVEERE, ARENEREY, EETENREABRE THENER,

252 JEE “Release” {EXENEEM

B
JBE “Release” 1EZEFIREE secure APT R4 THIEEIES,

@ Debian &R ERAAULEBE — EiEHAY “Release 1B, a1 “http: //deb.debian.org/debian/dists/unstable
NEWT,

Origin: Debian
Label: Debian
Suite: unstable
Codename: sid
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Debian 2= F 58 /229

Date: Sat, 14 May 2011 08:20:50 UTC
Valid-uUntil: Sat, 21 May 2011 08:20:50 UTC
Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«
mipsel powerpc s390 sparc
Components: main contrib non-free
Description: Debian x.y Unstable - Not Released
MD5Sum:
bdc8fa4b3f5e4a715ddod56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e€010d116aeeab9614cO 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

= 2
7EET 2.1.5 48, {REEZHERIRFMEA suite” Fl"codename” FIEEE, “S21THR” & FHRERFE4 K "suite” F1"codename”.
FiE B RER AR area” B, Z#F7E Components” .

The integrity of the top level ”"Re lease” file is verified by cryptographic infrastructure called the secure apt as described in
apt-secure(8).

- INZTERIER"Release. gpg” EHEEIZHEIEZE"Re lease” FINNZRH Debian 1&RE B2,
« The public Debian archive keys are locally installed by the latest debian-archive-keyring package.

 The secure APT system automatically verifies the integrity of the downloaded top level ”"Re lease” file cryptographically by
this ’Re lease . gpg” file and the locally installed public Debian archive keys.

- FiE”Packages” #1”Sources” IR TE M EHE]EE "Release” 1§ 1B MD5sum 1E3REG:E, FTEEEELE
EMTE MR Packages” #”Sources” {£3R 1) MD5sum {EREE:E. 287 debsums(1) FI&T 2.4.2.

- ANNZERRELLFTE MD5sum {EiBFEE 209 CPU, £/ MD5sum {E2REgEE B —E¥XEEE, (ERNNE R RERE
[B/ER)"Release” 185, EEANREM RIFTEMMER, thBELERIFIME (2RE 10.3).

If the source list entry specifies the ”signed-by” option, the integrity of its downloaded top level ”"Re lease” file is verified
using specified public key. This is useful when the source list contains non-Debian archives.

R’

The use of apt - key(8) command for APT key management is deprecated.

Also, you can manually verify the integrity of the ”"Re lease” file with the "Re lease . gpg” file and the public Debian archive
key posted on ftp-master.debian.org using gpg.

2.5.3 EX[EER “Release” 183

7N
TERERER “Release” HERAGHIE apt_preferences(5) BRAI,

There are archive level ”’Re lease” files for all archive locations specified by the sourcelist, suchas”http://deb.debian.org/d
or’http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release” as follows.

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64



http://wiki.debian.org/SecureApt
http://www.infodrom.org/~joey/Writing/Linux-Journal/secure-apt/
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IES =)
@ #h"Archive:” Z#i, R%I8% ("'stable”, "testing”, "unstable”, ---) F}i% Debian archive , MX5E
("trusty”, "xenial”, "artful’, ---) 852 Ubuntu archive,

BRI HOIEERE, tLaik experimental #1 bookworm-backports, EfiS SHNEEEASHEETRE, ERRAS
EBIMNEYTT, BIGN7E"http: //deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”

EEBINTEEIMI—1T,

Archive: experimental
Origin: Debian

Label: Debian
NotAutomatic: yes
Component: main
Architecture: amd64

IR, ZBIEREZE NotAutomatic: yes”, FB5%AY Pin-Priority {E& 500, MEfAE"NotAutomatic: yes”
BU4STAVESRIE, FEERAY Pin-Priority B2 1 (2R apt_preferences(5) & 2.7.7).

254 BEARKEGNHTEN

When APT tools, suchas aptitude, apt-get, synaptic,apt-file,auto-apt, :--are used, we need to update the local
copies of the meta data containing the Debian archive information. These local copies have following file names corresponding
to the specified distribution, area, and architecture names in the source list (see &fi 2.1.5).

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release.gpg”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_binary-architecture_Pac
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_source_Sources”

« ”/var/cache/apt/apt-file/deb.debian.org_debian_dists_distribution_Contents-architecture.g

(apt-file)

First 4 types of files are shared by all the pertinent APT commands and updated from command line by apt -get update” or
“aptitude update”. The ’Packages” meta data are updated if the ”deb” is specified in the source list. The *Sources”
meta data are updated if the ”deb-src” is specified in the source list.

“Packages” #1”Sources” HTTEFEREEE “Filename:” @I, 1IBE EMFIFERBEBRIERNME, B,
ELHERER—MET pool/” BERET, BEixe IXEBRAEH S,

‘Mg TEMBAMEBIAFIUER aptitude RETEHRAMIES, EPIMESIES grep-detrl(l) FIRES
“BREEE” 0 RIS TERMARBEIE,

“Contents-architecture” JTERMIARINIEE, BESH apt-file update” B, EMNMNENETE 4 BRE, 2
R apt-file(l). (auto-apt BJ”Contents-architecture.gz” {&EMNANIEEFERERRRNMIE, )

2.5.5 APT HIERFEEIARRE

PR TIEIBIEB TSN, lenny 212 APT TEEBESH bEZKi{ﬂEEE’\JE%Hk%’éEﬂﬁT‘?‘“/var/llb/apt/extended stz
R, APT EFEREMREHBETEIFEEER

2.5.6 aptitude FYEREEBIARRE

BT Eiﬁ”ﬁﬁfa_"qﬂ aptitude IO BEBTHEA B LN TRINEENIEE"/var/ Lib/aptitude/pkgstates”
h, BB REEW aptitude EH,



http://deb.debian.org/debian/
http://archive.ubuntu.com/ubuntu/
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25.7 ERHNHRESNAHEIE
FTEiEIA APT #EERESMEREEEWMEFE “/var/cache/apt/archives” H, HEIEM#HER,

aptitude FIEERENIERFIEERIR, BESHE Options” — "Preferences” FiRE, O NEBEMEE,
»Actions” FHJ”Clean package cache” Z{”’Clean obsolete files” R#¥fTaEHIBIE,

2.5.8 Debian EEEEIIE B8

Debian BEEBMERBHRENBEER,

#EE B BRI AMaEE

“ERIFIEREEER (7748 deb) package-name_upstream-version-debian.revision_architec
2 ian-i v _~E _‘_ﬁl E gsl_., IR

gﬁdddeeglin installer By _EARIFKEEE (5 package-name_upstream-version-debian.revision_architec

[RIGSERRE Bl ( EFIRAS ) package-name_upstream-version-debian.revision.orig.tar

1.0 [RIAMBERHER! (Debian X&) package-name_upstream-version-debian.revision.diff.gz

%?De(b?:nl;&t%?j_gﬁlﬂ) IRIaRERREE package-name_upstream-version-debian.revision.debian. t:

[RIATEERE2EL (FRAH ) package-name_upstream-version-debian.revision.dsc

Table 2.15: Debian EXf2 B B FELEIE

R
BREMRTERNRBHBEREI. ESAFFSE dpkg-source(l),

=G ATAMF T (IEAIRRIV) FEARRE
package-name [a-z0-9][-a-z0-9.+]+ A=
epoch: [0-9T+: &
upstream-version [-a-zA-Z0-9.+: ]+ N
debian.revision [a-zA-Z0-9.+~]+ A=

Table 2.16: Debian X2 B BB 5 —ETH ] LAERRFIT

E
fRe] AR dpkg(l) BHEMIES IR BB RA, #90., "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $7”.

iE

debian-installer (d-i) f£F udeb {fFAEM EMFIRIEERIBIER, MIELER) deb, —{E udeb EZELZE deb
HEEPIIES T —EAUENAT (FIEIXH), METE MRt ERESIRIER, deb # udeb ¥5E
BEHZHEENEREEERE. U7 KRR/

2.5.9 dpkg S

dpkg(1) & Debian R BEEPRKEBHITE, T©IEFE@RK, WE/IMER,
EREREA “package_name” HIERBEEIRE, dpkg EREBTIIMIEFEEE,



https://www.debian.org/devel/debian-installer/
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1. fRE deb HEX (ZREH “ar -x")
2. {#H debconf(1) #1T “package_name.preinst”
3. BEMBEELRIZAT (FRANK “tar -x")

4. {EH/A debconf(1) 81T “package_name.postinst”

debconf RMAIRZMHAEE 118N FI LION ( E 8) HIEMNIEEVERETE,

EES NEREA
/var/1ib/dpkg/info/package_name . donfEiHREE R, (EAEIIERT )
/var/1ib/dpkg/info/package_name. |iBkEEE B LRI AT B I8 =40 H #%
/var/1ib/dpkg/info/package_name .ndBRHEREE Bl LA AITE 3 Ay MD5 2k =18
/var/1ib/dpkg/info/package_name.rEeBet i s Z BN THIERPE Bl38 2 15
/var/1ib/dpkg/info/package_name.poBREEBE i 2 B THENIEBIE 215
/var/1ib/dpkg/info/package_name. PRZBTITRIEREE BTG LS
/var/1ib/dpkg/info/package_name. Z3 THRMEEBRTEST
/var/1ib/dpkg/info/package_name.doRfitglebcont RAEEEEIIE S5
/var/1ib/dpkg/alternatives/packageupdaree-alternatives J8SEHMAERE

Qlolololol3I A0
=

/var/1ib/dpkg/available FTEERREEIRVrT FTE &

/var/1ib/dpkg/diversions dpkg(1) ERARERBEIZN, M dpkg-divert(8) ;RE
/var/1ib/dpkg/statoverride S;%g(l) FEAPNERIREBRESE, A dpkg-statoverride(s)
/var/1ib/dpkg/status FrBE e B RIIRREE N

/var/1lib/dpkg/status-old "var/1lib/dpkg/status” EENFE—KEHN
/var/backups/dpkg.status* F_RK®\M, UKk “var/lib/dpkg/status” EXEENHED

Table 2.17: dpkg B MEEIER

“status” HERBHHIU dpkg(1). “dselect update” FI “apt-get -u dselect-upgrade” ST EfEHA,
EMMIESIES grep-detr1(l) FTLAEE “status” #1 “available” FTTERBIAIBEIA,

’R
fEdebian REZIRIE T, udpkg IESAMRBIRL udeb #XEEE, udpkg 5SS dpkg IESHI—EERIMRA.

2.5.10 update-alternatives {§<%
Debian Z#E{EF update-alternatives(l) :BEAETTUAZ FBMMZRSBEEMNEN. I, NREARRTET
vim # nvi #RE2EL, (REJLAME vi FESBEHIT vim,

$ s -1 $(type -p vi)
lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
*+ 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian BIER AT /etc/alternatives/” BB BB IREL REF EIEEEIZERFER”/var/lib/dpkg/alter
H i@ mEEEE,
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2.5.11 dpkg-statoverride §%

ELR—(EEIEERF, H dpkg-statoverride(8) I5<L1RMHAY IKRE(ERR, BEFF d kg(l) HERFERAAENBE
S EF Rl — @75 i%, WNREAT”--update” s EBIE, W HEREFAE, EIJE%E??E WATENERE BB ENERR,

( ) EE
RIFEIEEFEA chmod 3 chown IESERFENEEIEBEIERNBENFAIE, BET T RREEBHA
BE, WEE,

£
FANEFEIEATESR—, ESE LHWIAR dpkg FIREMNEFERAKYE, BEERK, RES

2.5.12 dpkg-divert #§%

dpkg-divert(8) IE<RMMERER, BiBE dpkg() BERFTLRINHFERMUE, MEXRRIEBHWUE,
dpkg-divert RREBHEERSHE, TERRREEEERAEERS.

2.6 EEIENRFETRE

BT AR TEERRSE, AAEESEBINRBRNREEEETRIENEN.

EE
TEHN-LHEEEEREESMNER. TLAHRETES

2.6.1 FRKFRE AR IRKEN

RFEB”sudo dpkg -i ...” BHIRK—(EREEINRE, MARKEMKBIAERIEE, EREREREF
= BARE” MAK.

MEEREMEMKMEVEIEE, £/ APT RMAHE "sudo dpkg -i ...”

R, FERATIGLSREEEMEHD TEEEE
# dpkg --configure -a

2.6.2 EEEEERIRENER

B ERMRENEER, BE2 SRS RAVERRR, LU0 APT Y ”GPG error: ... invalid: BADSIG ...”,
&%

‘E@E”sudo rm -rf /var/lib/apt/* > ERFIEIRENVEN, RAEREHER. (WRERT apt-cacher-ng,
EEHT’sudo rm -rf /var/cache/apt-cacher-ng/* ”,)
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2.6.3 TEFEMEREREL

MR—EXRE GUI BAEEEN EFRAFANRESNEE, MEZRBERENAMEEER (HEEIUN ) B
By, MREEHENEAESRB TNITEE, BREEEFRRMEE TEE, (ER—EEM b LEITEEBES
BRE. )

DTWIEEE, MEZZIREENAERER T EHRRIE) GUIEZR, Fr]ER EREENARIERNETUEZ R
RREEEM. (AIREMMSKRT. )

2.6.4 EEHEERNARREE

XERMEREEEIE RS, thaNik aptitude(8) 3K apt-get (1), FEAEEEMNKTE, EHIREEERE, FZEHER
KEMiEE. (B2RE 2.1.7).

HIEEMEENER, AERAMBEERAE TA—BNERERSE, (2RE 2.7.6), HEHRNERNEIEEMKTE
1B, MRALRBEERMBERT, (FiE8i@ aptitude(8) 2 apt-get(l) RREEEE, dpkg(l) FEHERISEIEELAS,
HESLHITURERLEERER, TAEBEECKFENER.

R
@ FEAE=NREETENERNARAR, BREBEBER root FF A RNITHESIESHBRABTHNRR
MIEMSE, dpkg(l) FESRMILBERNEETR.

BAIASCIEIBMRENS ASTRRIVEREER, old-package, RARZRISIEERINTHRAE,
$ sudo dpkg -P old-package

2.6.5 ZEIRIRMEIERIESE

BEREEESEIN—ERSHNELFEREERR, FOBMSHRERMEL, KIEAEEARBBEMNNTAR,
BN ZRNRIEE, E—EHRELECHRIRESIBREHERE, ZREERS AT EMRIERES, E
EELfE, MEESHRERT,

5 “package_name” MIEREERIIESIBRNRE, (RIEZIRIR TIIMIEIERIESHS,

« ”/var/1lib/dpkg/info/package_name.preinst”
« ”/var/1lib/dpkg/info/package_name.postinst”
« ”/var/1lib/dpkg/info/package_name.prerm”

« ”/var/1lib/dpkg/info/package_name.postrm”

ERATIIRIFIE, B root #REEIRIZAVEREEELIE U8,

- EITEHIE 4" STARFHEAT
- EHEBITHITEIIG “|| true” FILASAHIEIERLIN

A&, IZIBET 2.6,
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2.6.6 f{EF dpkg 155 EITIIE
E# dpkg RIFEREBHNSREETE, TNEREENIER TETTIE, NS sMaE%ReERKES, B1H
PS{BTE foo BREERIBIET, WHEEFTIR,

fRE]A7EERBEELREY B §%: “/var/cache/apt/archives/” H#EIEN foo BREEEAIE bug hRAS, (MNRHAE,
{REJCA{EAE 3R [E https://snapshot.debian.org/ A REE, StEBEIEERIRININEEREREPERE., )

MRIFBESARIEN R AR, (RFILABIB FIESRERE,
# dpkg -i /path/to/foo_old _version_arch.deb

"R
INRIRBGIRITRER), (REFTUERESEN APT RIARFABERS, MEKE 2.7.11 PEEVIRE,

MRMFH R FEANEERRE), FEZSHECHARBIAE,

1. {£F3 Debian REILEE AR MEI R,
2. ASHERR EEERIEIM R BT “/target”,
3. B FIIIESTERERAR foo #ESEL

# dpkg --root /target -i /path/to/foo_old_version_arch.deb

BIEAIRFEER £/ dpkg IELBEIR, RIESHRERILAEIT,

"R
T EEERR. live GNU/Linux CD, =JR{ENRY USB ERENSKABERRYEN LY 5 — R MRRIENRY GNU/Linux RAREI B AKE{L
Hh R SRR IBIRBI R M

WRBRKERRE, B EZREREA N TENES, I B REMMNEERM, {Re] LAE R dpkg #9“- -ignore-depends”.“- -fo
MEERIERERKTE, NRMFEEMT, 2RMWBRESRNMEENIERZR, FSME2R dpkg(8).

E
MRMMMAGBRERIRT, MEZBRATRENE —EREMMT (2RE 10.2) HET-REMHURE. B
AR BMRBIF A,

2.6.7 RIEFREELRIZEN

WER“/var/1lib/dpkg/status” AARERE HIRER, Debian AR EFE KA RIES R ZRBREHLE, S
KR “/var/lib/dpkg/status-old” 8 “/var/backups/dpkg.status.*” &M “/var/1lib/dpkg/status”

4 “/var/backups/” NE—EEBNHEER—EFEE, EAEEEHRESTHSEENRREN,

HRBRENRER, HESENRREENRE, EXE/var/" PRFREEN, {RMKXEFILAKE “/usr/share/doc/”
B #kiE — LB ARG EIRETHNRE,

ENZER) (RH) R4,
# mkdir -p /path/to/old/system

BEZRGEHET “/path/to/old/system/”,
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cd /path/to/old/system/usr/share/doc
ls -1 >~/1s1.txt

cd /usr/share/doc

1ls -1 >>~/1sl.txt

cd

sort lsil.txt | uniq | less

HH O K HH

REMMEIARBEFREEBEREITRE T, (VJREE—LIEHRBEEME, W “texmf’,)

2.7 FREEEIERKIS

For simplicity, the source list examples in this section are presented as ”/etc/apt/sources. 1ist” in one-line-style after
the bookworm release.

2.7.1 LEZRHEANIHE"?

EB& “/var/lib/dpkg/available” 1 “/usr/share/doc/package_name/changelog” %I HAV4EEE Y
BRETER ‘RELEFNERERR E—MEN— L&, EREANER LEENERHE, devscripts &K
B2 B Y who-uploads(1) eI Az Al Debian JRERFE BIIVE R EEE,

2.7.2 [Rfl APTHTEIES

APT::Acquire::http::Dl-Limit "800";

2.7.3 BEITEHFMALKEKREE

apt BREEBEECH aoniELiE “/etc/cron.daily/apt”, EXXIEE I T EHEEE AT ARE unat tended-upgrades
IS RILAEEIE S, F T B ENHAREEE. AT LAER  /etc/apt/apt .conf.d/02backup”#1“/etc/apt/apt .
P2 ERETEES, HEARBNAIL “/usr/share/doc/unattended-upgrades/README” A,

unattended-upgrades BIEELEERN stable REMNELLEFH, NRBENFAMRIEIR stable RAERIEER /NI
ARENRERLZLEHEENL2FER, FREZEEEABEEN, FARsI8WT.

APT: :Periodic: :Update-Package-Lists "1”;
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "1”;

If you are running an testing or unstable system, you do not want to use the automatic upgrade since it certainly breaks
system some day. Even for such testing or unstable case, you may still want to download packages in advance to save
time for the interactive upgrade with configuration parameters as the following.

APT: :Periodic: :Update-Package-Lists "1”;
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "0";
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2.7.4 FEIMME@ERE

There are stable-updates (*bookworm-updates” during the bookworm-as-stable release cycle) and backports.debian.org
archives which provide upgrade packages for stable.

ATHERBLIEERE, (REEMA/etc/apt/sources. list” IERBE A TARMERETIX,

deb http://deb.debian.org/debian/ bookworm main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security bookworm-security main non-free-firmware <«
contrib non-free

deb http://deb.debian.org/debian/ bookworm-updates main non-free-firmware contrib non-free

deb http://deb.debian.org/debian/ bookworm-backports main non-free-firmware contrib non- <«
free

WAREEE”/etc/apt/preferences” #EEMEEINE]TE Pin-Priority {H. EFHIE 0] AS, FEERRETESEN
B GEREN 2.5.3).
- FIEERRMNEREEEFTLAIERE bookworm-updates IEREFAREIFERTEEL,

« RJB1 bookworm-backports IEREFFHLTRMNEIIZE A ZiB1B bookworm-backports tEREFH R EIFh
AR,

E (R E1# bookworm-backports {ERERFEINLE —ER W package-name” FIEREE R ELAK#E BRIBSE, (R
EZEEEEREZHN—E “ 28,

$ sudo apt-get install -t bookworm-backports package-name

E‘q}

fo e

=R

Do not install too many packages from backports.debian.org archives. It may cause package dependency
complications. See & 2.1.11 for alternative solutions.

2.7.5 External package archives

: You should be aware that the external package galns the root priviledge to your system. You should only
use the trusted external package archive. See §i 2.1.11 for alternative solutions.

You can use secure APT with Debian-compatible external package archive by adding it to the source list and its archive key file
into the ”/etc/apt/trusted.gpg.d/” directory. See sources. list(5), apt-secure(8) and apt -key(8).

2.7.6 Packages from mixed source of archives without apt-pinning

xR

Installing packages from mixed source of archives is not supported by the official Debian distribution except
for officially supported particular combinations of archives such as stab le with security updates and stable-
updates.

EEE—EY 7, EREERM testing B5S, BIFESTE unstable #EEIRAVFNAY LiFEEE B hR A,



https://wiki.debian.org/StableUpdates
http://backports.debian.org
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1. BB /etc/apt/sources. List” {5, BEZEME—H unstable” BITHIEE,
2. #ifT7aptitude update” 384,

3. #fT7aptitude install package-name” 8%,

4. kBB /etc/apt/sources. list” #8R, EZIEM testing BT,

5. #i{T7aptitude update” 5%,

You do not create the ”/etc/apt/preferences” file nor need to worry about apt-pinning with this manual approach. But
this is very cumbersome.

IR

EEFAESIERRNER, F% Debian NEARREZEBERY, FURUAEBCERREEILRERE,
RMEZEFENMETN, RATTETIRR, MUARMFIENSLREFMENRHER, FRIZREEN
ERRRTEEMIRFE, RENHBREEERE,

RARMERERLRIREBN—MRENINT,

o FETEMFIERIEE (Architecture: all”) WREREIRIEH,
- XHEREE: BERRNEKX
- BREEANKEE: HENEESRWESFIAN

« TEMIFIEREES (non "Architecture: all”) BEE@ERESIER, ©SHTERNREH,
- ERERRAEEMN (B libe”)

87 MHRAN B AR A B R

it ABI BIMEE MY

C++ ABI FUHEE M

x
ATERBENTRESEERE, " CHENFEHNTEGRHEXN O TRERETENSRELE, MEREX
#E ABl WEAMEESS.

E

Except to avoid broken package for a short term, installing binary packages from non-Debian archives is generally
bad idea. You should seek all available alternative safer technical solutions which are compatible with your current
Debian syetem (see & 2.1.11).

2.7.7 Tweaking candidate version with apt-pinning

o= =
=R

: Use of apt-pinning by a novice user is sure call for major troubles. You must avoid using apt-pinning
except when you absolutely need it.



https://zh.wikipedia.org/wiki/應用二進位接口
https://zh.wikipedia.org/wiki/應用二進位接口
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Zﬁ »/etc/apt/preferences” i8R, APT AR FRRAFERBIZFIIP]FAIREIES BEREK, JE;E'EJE
Itt, —Eziﬁiﬁ%};i’d’ﬁﬁéiﬂﬁﬁiﬁﬂﬁ’ﬂﬁ%@, #WIEIR A NotAutomatic, WHEEEIE,

VN
RAF R ELE R BIAT LA #ER %, I FUF, "dpkg --compare-versions verl.1 gt veril.1~1; echo
$?" (2R dpkg(1)).

MNREERBESBERETLTENER (BRE 2.7.6), o] LABBEN”/etc/apt/preferences” IR BIEEHF
BABREAREERANEEEEZIEEMNSERE (W0 apt_preferences(5) FFTR) REENLELEFHAVIRIE,
154784 apt-pinning,

When using apt-pinning, you must ensure compatibility of packages by yourself since the Debian does not guarantee it. The
apt-pinning is completely optional operation and its use is not something I encourage you to use.

Archive level Release files (see i 2.5.3) are used for the rule of apt_preferences(5). Thus apt-pinning works only with
”suite” name for normal Debian archives and security Debian archives. (This is different from Ubuntu archives.) For example, you
cando ”Pin: release a=unstable” but cannotdo ”Pin: release a=sid” inthe ”/etc/apt/preferences”
file.

When you use non-Debian archive as a part of apt-pinning, you should check what they are intended for and also check their
credibility. For example, Ubuntu and Debian are not meant to be mixed.

)=
Even if you do not create the "/etc/apt/preferences” file, you can do fairly complex system operations (see
g1 2.6.6 and & 2.7.6) without apt-pinning.

90T RS apt-pinning FXATHYE1LERER,

o] FHEVEREE BLIRTE"/etc/apt/sources. list” {EREEES, APT R0 FHRVEREE BLEEMEEIZ Pin-Priority 1B
BAH, EAHRHREANERRA. IR —(EEFEE Y Pin-Priority X5 1000, SEMRASPEHIA R 68 FH4k, BARD TEX
BEERERINEE (B2 REN 2.7.11).

S EEELEHY Pin-Priority {ERTE”/etc/apt/preferences” HEEHHY”Pin-Priority” I B P EENE ZFEHEMTE:R
=R

Pin-Priority apt-pinning effects to the package

1001 TEZHG=e, EE—ERFRREENES

990 REEREITHRIERENTER

500 RIFERIERENTER

100 Fii2 NotAutomatic [ ButAutomaticUpgrades 15 32 /& I FERR B
100 ARELRRHEER

1 AR NotAutomatic 15 R [ERITEER

1 EERERE, BELNTREEEFTEE

Table 2.18: FA}? apt-pinning % #71HY{E15/F 2 HY Pin-Priority {B%13R,

B EE ThRIERERT LUEIB LA N &85 £ RERE,

- ”/etc/apt/apt.conf” HEEIEZRHFEAN"APT: :Default-Release ”stable”;”

- 18S5EIE, fl90: "apt-get install -t testing some-package”

NotAutomatic 1 ButAutomaticUpgrades FI4E R 2 18R E R ARES L& RE4RHY Release FERRRE, (2 REi 2.5.3),

ERFELE”NotAutomatic: yes” #1”ButAutomaticUpgrades: yes”. il NotAutomatic {ER 1 EHIEREFEREE
LERITESRE AR Release 1832 KRERE, (ER B A”NotAutomatic: yes”.

RERSIERIFRIERFEERY apt-pinning 155 °] LAiBi@”apt -cache policy package” F§SHER.
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- "Package pin:” BASERYIT, P TEXREEARASHY pin , 1SR package HRARY pin BAEER, 140, "Package pin:
0.190”.

- 8B Package pin:” BIITFE, WRIZE package HEEEAMTE .
- Ed package 18R8RY Pin-Priority {BIIEFIBIRAFHEIGIE, thUl, 70.181 700”.
- 70” BRINEMBMRAFENGIE, WNREE package HEANER, I, 70.181 0.

EXRE (1£7/etc/apt/preferences” IEER{EA”Package: *” FEF) B9 Pin-Priority 18, JIEFBERERENE
2, a0, 7100 http://deb.debian.org/debian/ bookworm-backports/main Packages”.

2.7.8 [HICEEBREIERNEER

R

=H
: Use of apt-pinning by a novice user is sure call for major troubles. You must avoid using apt-pinning
except when you absolutely need it.

MRAEES| ABEMWIST]ES, RUNERII”/etc/apt/preferences” IR BRI TR EERERMNE
ZRBAHED IS L ERRE EL,

Package: package-1

Pin: version *

Pin-Priority: -1

Package: package-2

Pin: version *
Pin-Priority: -1

2.7.9 {EFA%7E unstable BIEEIM testing hRA

gﬂ:
: Use of apt-pinning by a novice user is sure call for major troubles. You must avoid using apt-pinning
except when you absolutely need it.

WNF =R —{ERAH? apt-pinning FATRIGIF, EEM testing MBFHE, BEIR unstable RAVFEFIEFTRY LihFhRAER RS
BHBEEF R, (REZEIMNTARITE /etc/apt/sources. list” ERPIIHMAEFTENERE,
deb http://deb.debian.org/debian/ testing main contrib non-free

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/debian-security testing-security main contrib

RINFErRIERE”/etc/apt/preferences” {E3X,

Package: *
Pin: release a=unstable
Pin-Priority: 100

ESREELAR T unstable EREFR T & package-name” BB R EMKBERE, RRITHE-t” BRI
(unstable B9 Pin-Priority {E££% 990) RI#E 1 B 1Z221ThRAYIE S,

$ sudo apt-get install -t unstable package-name
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EURRE T, 81T7apt -get update” f1”apt-get dist-upgrade”(@&”aptitude safe-upgrade” F#l”aptitude
full-upgrade”) <, €k testing IBREHAIPBLR testing BREBLZTEMNEBELBR unstable ERE
FHRARLE unstable IEREFRLTEMEEE,

( ) R
INDAREEBIR /etc/apt/sources. list” IERFP M testing” {ERE, NRERPEB testing”,
APT RAEFERENMFH unstable IEREFREER,

RBR

HBREE LiRREER, BLiiEE"/etc/apt/sources. list” @R P unstable” IERETIR, ERETH
RERIE"/etc/apt/sources. list” {8 PR S iCEkMISAL YA AR 4R 1S 8RB RS thE LE T ABLEHE unstable 18
REPLZEMWIEEEER unstable A4k,

R

i R"/etc/apt/preferences” & ZE H"Pin-Priority: 17 & X T7T’Pin-Priority:100”, &
ff”/etc/apt/sources. list” #E R HF M testing” LR MR T, Pin-Priority {84 100 WE LXK RKER
thAREEB unstable EREFR,

MRMMAELEBEIRHE unstable ERLISIAIVIEEE, MALTEIRABERYAHEIE-t unstable”, RUEE
iI”/etc/apt/preferences” {85, WMEXIERIEEIE FERFA N EMRITH T B IBLEEEE,

Package: package-1
Pin: release a=unstable
Pin-Priority: 700

Package: package-2
Pin: release a=unstable
Pin-Priority: 700

T RASESERIERFEEERE Pin-Priority 1B, #1301, % T EARH unstable BIZRIZAR"Debian Reference”, {RIE
$%7E”/etc/apt/preferences” EERFEAUTIRE,

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

R
This apt-pinning technique is valid even when you are tracking stable archive. Documentation packages have
been always safe to install from unstable archive in my experience, so far.

2.7.10 {EA%E experimental #XFEEHY unstable iR

iE2{EF apt-pinning 15— BRI, ZREIEEFEH unstableR, BEET experimental &, BRI ARE
i B IEES. EERSTE"/etc/apt/sources. list” #EEPMNIIRAT:
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deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing-security main contrib

B experimental J&2 IEEEN ( NotAutomatic ) AR (2R & 2.5.3), HFEZRZAY Pin-Priority [E#WERES 1 (<<100)

. BAREEE"/etc/apt/preferences” HEEF]TE Pin-Priority 18, IEEIETE experimental iR, RIFGFEE

£ N RER BT AR E I ERRERE.

2.7.11 EEPEER

o= =
=R

: Use of apt-pinning by a novice user is sure call for major troubles. You must avoid using apt-pinning
except when you absolutely need it.

JES=

@ [#4R7E Debian 85T EMARE G IR, EERAESMIEREPEEMI—HLTIE, EEBRERER,
BERERSIBER T IFGHAE. HRERRR, MEETRERFRBNMEEREEN, LXTMERE
MRR—(EFHRR,

{RE]LALBIB IR EHE BAR A FREREFMEIEMERE (2R 277), KMEEIEMNAKRE, TEL—ERSE
7%, PILABSRFS TR “dpkg -i broken-package_old-version.deb” 1% (2RH 2.6.6),

15 “/etc/apt/sources. list” HERPETEAEEER unstable BT,

deb http://deb.debian.org/debian/ sid main contrib non-free

ERATENITERE, RMABER testing,

deb http://deb.debian.org/debian/ trixie main contrib non-free

RINFERAOERE”/etc/apt/preferences” X,

Package: *

Pin: release a=testing

Pin-Priority: 1010

#{T “apt-get update; apt-get dist-upgrade” EZ{EZRFHIEREE B IRHIIELR,
TE2EMIE, Bk “/etc/apt/preferences” EEIFHIERE,

=R
BR—EFEE, Bl (FR2BK ) ErIEESHIEEE, RV KBEE, R eFEFHBIRIMRE —LHRE
BRERMAER. FEHBIER Linux 0, BAEI udev, PAM. APT FIABESARRAMERE B AR EMRVMERERE

“Ro

2.7.12 equivs EREES

MRIRMERIRIEAREE T — EF2URAE Debian BEEE, RIFAFEMAL—(EEIERZAH Debian #XEEE ( *.deb ) WifE
RIMAERE.

MRIRBIER R IR mE—EREXLEELEE “/usr/local”, {RRIEEREMFER equivs FARE TR RIRER
KEVERRE BLIRER,
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Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it
isn’t, you can work around bugs in other packages’ dependencies.
(Please do still file such bugs, though.)

2.7.13 BiE—{EEEEEZ stable R4

( ) EER
There is no gurantee for the procedure descried here to work without extra manual efforts for system differ-
ences.

HItE D FHARRY stable R4, ERBRKEEENTRIENENEE —EHREEAETHINEE, ETURRERMKE
BARE M REEIE B4R,

£ stable ZR#EHY “/etc/apt/sources. list” HEEDHETINEE,

deb-src http://deb.debian.org/debian unstable main contrib non-free

T LR ZEFT T AVERREELAL T SUREKBEEL,

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

# e H*HHHH

MRFEMERBE, PTG backport FIEREE B REH — LT HEE¥XEEEL, 5140 dpkg # debhelper,
MITRIIES.
$ dch -i

EIEEEEARAE, BN “debian/changelog” HHIN—@E “+bp1”
S TEBEEERREETEEMLEIRZGZTR,

$ debuild
$cd ..
# debi foo*.changes
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2.7.14 AR APT BIRIEFIPRSE

E Z5BR S #(E Debian EREMNFESREWIFNARIAE, SMEIETS LAN EHNRGKE, 2 APT HE—EARMNK
EfEREREEER. APT AILIEEARREMAEM web (hup ) IRfEIAREE, FIM squid (2RE 65), METSR
apt.conf(5)# “/usr/share/doc/apt/examples/configure-index.gz”, BIE&E “Shttp_proxy EE

1]

E “/etc/apt/apt.conf” {ERPIRENNRIBFERES
BB L Debian EREMNEANRETLR, MEZEEREMZEIRE BTS,

EREEE ATE KN | FREA

approx V:0, I:0 6986 | TREY Debian 1a& Ze/eate s RO IE (] ( B4mz29 OCaml 23\ )
apt-cacher V:0, .0 266 75 Debian EX52 B AR IR 151G R E 1 TRENRIE (Perl 7230 )
apt-cacher-ng V4, 1.5 1816 | D EEFEEIRENVRIE (C++ FREEAIFER)

Table 2.19: Debian {&EREMNERANRIETER

=
<j>aoamn§ﬁbMﬁxE iR, BLEANRETEAEESREaMEEERERE, LrlsE—R
RS AGER, HS—79E, @A web (http) RIBFIIREEGRL B EASBEERENE,

2.7.15 BESHEANRTREEEEHIXGE
IR A F R 4 P RS B EB B S E A,

- RIBEOEENEES:

— aptitude(8), dpkg(l), tasksel(8), apt(8), apt-get(8),apt-config(8), apt-secure(8), sources. list(5),
apt.conf(5),and apt_preferences(5);

- B apt-doc EXEEEIM“/usr/share/doc/apt-doc/guide.html/index.htm1”#1“/usr/share/doc/apt-do
- RE aptitude-doc-en 28GR “/usr/share/doc/aptitude/html/en/index.html”,

« Debian 18R EMNE 7 #4034
— ”Debian Policy Manual Chapter 2 - The Debian Archive”,

— ”Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive”,

— ”The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,
« 7% Debian & &2 — & Debian EXEEEIRIEE
- “Debian #EEER
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Chapter 3

AR

ERAMEIES, HERHERRR Debian RRMHENFRECHN2AEN., EBEEENAHNETRNKIEE LT BISUE
B, EELEMEHRRMAKNSHARREBRVNAZEN.

TR Debian RAEFIIAICHIZENHIIA, HFR Debian RATENEZERE, BEZSERHNSE,
+ Debian Linux #Z/0Fff AL Debian #ZIO0FIEEE I KIE,

« bootup(7) M4BT &R systemd MR KRIENHTE, (ITHARY Debian )
« boot(7) M4BT EH? UNIX System V Release 4 H)Z4ERLEN T2, ( BARAY Debian )

3.1 EEhaFEHEhHA

ERARELESHIERERAERUTENERRR (0S) NERLL, FELELEMEERMNEENIBIE,
REEER, EERmEERETARRRTRMEE PC FEL,
AR EENBIRBRE —EURINET, B—RAEFRRREGEIET R

* BN 3.14

2R, ELEERFIABANERIREC, LW, fR4E:E T BCIZD, BIFTEEE @A (R Debian RAEMILER, FIL, 7EE
EFEERZE, F2REECAKHNBERBRINLE,

3.1.1 F—PEER: UEFI

Unified Extensible Firmware Interface (UEF]) 8 —RIIEAREMFENE E& 7 MENEIEE(FS UEFI FEMW—2 5. =
—EFtEHHEMER, MBEIEREMERENE —(EER, CHERBEELENRBMEEENRTE, PITIHEREE
ARSI BEFAEARMFERAZD (BERIBHAER ), MEEEEBEHMFETE NVRAM, EREIEEREE
AR BANENEERRIZODINERRRIRERIE B, EFI system partition (ESP) EFI R4 7 EItE B —EEUIREE
KENDEIE, ETEMERNER UEF] iR, S5TEWHEIRR, B UEFI #i2Ka5R, EffF T UEFI EARER
MELEAREAMNITAEENESR, BEFEZERANSIEFARER. (EEBH PC 24, T MBR £/ BIOS 7]
FRKE,



https://kernel-team.pages.debian.net/kernel-handbook/index.html
https://zh.wikipedia.org/wiki/Booting
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/EFI_system_partition
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/BIOS
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3.1.2 FPEER: SIEINEBIERF
S| EE AR ZMENBIZME —RSES, B UEFI 8N, S|EARRISE SO inird BURE A2 218 0L 451
HIELATM, initd MISSRERZLHMEG, SXIERERBRATERNSIEBHARER,

Debian 2B EFER Linux #ZIOMEATERMARZZD,. EFIR 5.x Linux #0087 initrd BGEFHT £ 2 initramfs ( #]%4
RAM IERA 4 ) BIZ,

B Z5IEHAENNEEEIRFE.

e RTE | AAv | initrd SEIBE | g0

grub-efi-amd64 1:283 176 | %% i %i;&t"fﬁ b (ELE'FE )E%‘"' ’
grub-pc V:22,1:687 | 551 | ZiE %RUB =2 %W
grub-rescue-pc V:0, I:1 6439 | & %{RUB #2 éttCEJD g?;%W
syslinux V:4, 1:40 344 <% Isolinux gﬁﬁggoo%fso fExR%M. SIECD
syslinux V:4, 1:40 344 %1z Syslinux ?l.ggg g;[ &EH%JSZE’E%%% (FAT) .
loadlin V0, 1:0 90 | %iE Loadlin ;’f‘ #EHiE FreeDOS Bt MSDOS FREX

Table 3.1: 5| EIIEFIEFIIFE

e
@ [BA1;3EH grub-rescue-pc BEEEIFIBMRRE RT3 BE1EER (FESHE, CD B ), HAHFE
BIEEAER, AR YERER TIFNEI AR, o3I BEEamth s BRNAL.

52 UEFI &4t , GRUB2 B %c:EHN ESP /2 E#&, {£F”/boot /efi/EFI/debian/grub.cfg” ¥ search. fs_uuid
FEXERY UUID REEE GRUB2 EEREIEZR"/boot/grub/grub.cfg” FTE 5 EHE,

GRUB2 BB ECEERNBEI N BERER:

menuentry ’‘Debian GNU/Linux’ ... {
load_video
insmod gzio
insmod part_gpt
insmod ext2
search --no-floppy --fs-uuid --set=root fe3eldb5-6454-46d6-al4c-071208ebe4bl
echo "Loading Linux 5.10.0-6-amd64 ...’
linux  /boot/vmlinuz-5.10.0-6-amd64 root=UUID=fe3eldb5-6454-46d6-al14c-071208ebedbl «+
ro quiet
echo "Loading initial ramdisk ...’
initrd /boot/initrd.img-5.10.0-6-amd64

HHIEIEHH /boot/grub/grub.cfg, EEREGRBIWERUT.

ZEiEMpR"/boot/grub/grub.cfg” #EAY quiet , REEMIBIRZDMENBREN. KRENEEENR, Fik
#8”/etc/default/grub” #fJ"GRUB_CMDLINE_LINUX_DEFAULT="quiet”” {T,



https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
http://packages.debian.org/sid/grub-efi-amd64
http://qa.debian.org/popcon-graph.php?packages=grub-efi-amd64
http://packages.qa.debian.org/g/grub-efi-amd64.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
http://packages.qa.debian.org/g/grub-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
http://packages.qa.debian.org/g/grub-rescue-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
http://packages.qa.debian.org/l/loadlin.html
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
http://packages.qa.debian.org/m/mbr.html
http://www.chiark.greenend.org.uk/~neilt/
http://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
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B3 &
GRUB2 #&RZHF A gzio, part_gpt, ext2
e - ID=fe3eldb5-6454-46d6-al4c-0712 4b1 EEE
(5 F A 2 7 4 53 2 ?gﬁau\%lnﬁffﬁise db5-6454-46d6-al4c-071208ebedbl FEE
(=N
DR RIS =R TS o F 4n P Y R 1K /boot/vmlinuz-5.10.0-6-amd64
T Ty root=.UU£D=fe3e1db5-6454-46d6-a14c-0712®8ebe4b1
ro quiet
initrd MRRIG RIS R R E afizFEd /boot/initrd.img-5.10.0-6-amd64

Table 3.2: /boot/grub/grub.cfg iEX FEPHBRERBEEE

"R
BEBEREE “/etc/default/grub” #J GRUB_BACKGROUND ZEIEMRIHERIER, ABIEHERIEREIEHA
“/boot/grub/”, {REESATER GRUB FIRENF R,

28 “info grub” K grub-install(8),

3.1.3 S =PEER: #{F Debian R4k

AR Debian RAAZHENRIZAVE=PEER, HMSIEMERZFEE., ESECRETETRARZOINRIERZR, ERHK
BRAEH— (B PR RS ER,

i
“{F Debian Z4" REELANGRE, AREAETHASDRENESERE, SEREBRRBRE nid
B initrams F4f5, SCIERRTRABIARORMEEE Debian ZETZF R,

/init EXNREEBPMRERAZ LHITHNE—ERENX, EEEIEERETHEIEZOGML, WIBEHIERLS
—PEER, AR Debian R4 EELHTE £ 5| ERTE 2 BIFIEZOEAT AN ZH B EIRERA G, F5|EREENEE,
+ YR initramfs @A initramfs-tools &3z, BJ”/init” 22 —1{& shell I5SBER.

— B@EAZOARI “break=init” EEHBE, (Re]APENS IS EERTELAIES root shell, S HEHREGRES
R” /init “BIA, iEf@ shell IRIBE BHMMF, (Ro]@iBERIFINIGEHEZIERE,
— JR{R Debian R4 ] BHVIES EFEEIEMN, HFER—EMREE busybox(1) /9 GNU T ER{t,

« YR initramfs 2 H dracut B3z, BI”/init” B2 —E ENFH systemd IR,
— {7 Debian RAF I HIGRSE—EFREEBR systemd(1) IRIE,

=z
TR

SE—ERBERERZAK LN, /A mount IFLFZEHRM -n EIE,

3.1.4 ZEUUPEER: #1H Debian R4

E 31 Debian KRR ZXENRIZAVSEIUPEER, HIIE(R Debian RAAEEN, #{R Debian RAAILOELIRIZ T EEETT, R
ERZMIBTIEREIREBERMERERAR L.

init EFRAZHITNE—EIEF (PID=1), EXIEESEREFUTMAIESIERE nit EFWEREER"
/sbin/init “, {BE[@BZIOEEIZEEN, FIEN” init=/path/to/init_program”,

£ Debian 8 jessie (2015 FEFEH ) R4, */sbin/init” 2—{@ZF)”/1ib/systemd/systemd” FIFFSEELE,



https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
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N
R RBEPERER init LT AER “ps --pid 1 -f" SR,

7] TE NI
systemd V:855,1:957 | 9639 | ERSFHHEZETLERN init(8) Z&1T1E (RAIE&{K sysvinit)

systemd-sysv V:828,1:955 | 72 systemd EAAURE sysvinit WFMENTRELS
1n1t—system—he1pe{/§682) 1:966 | 140 7£ sysvinit # systemd Z R TERMWENTE

initscripts V45, 1:177 177 FRYIR AR R AR A

sysvinit-core V6, 1:6 343 %8 System VB init(8) TH

Sysv-rc V:89,1:190 | 85 ¥8 System V FRETTARBIE X HEH]

sysvinit-utils | V:900,1:999 | 100 ¥ System V VB LE (startpar(8), boot logd(8), ---- )
Tsb-base V:878,1:951 | 12 Linux 1Z2E5R &0 3.2 RRAY init FIASIHEE

insserv V:113,1:188 | 153 AIF LSB init.d A KB REBEZSH CROVTE
kexec-tools Vi1, .7 286 FAh? kexec(8) ERX ( FARREN ) BY kexec TR
systemd-bootcharfty, ., 132 | PBhRISAESHES

mingetty V:0, I:3 38 EBEHIER getty(8)

mgetty V:0, I:0 315 oS BN getty(8) BfXm

Table 3.3: Debian R4 ZEN T BEYIR

=R
EHRENREIMRMRIEN, H2 R Debian ME: RENAZILERIR,

3.2 Systemd %41t

AEEHRRAE R EREER® PID=1 1 systemd(1) T2T0REYEN ( EIHIAILIZS ).

systemd ¥JAHIEFENRETRBERESE (2R systemd. unit(5)) RLITRETEF, ELETRBERFTHTEER
RES, KB ZRIHVE SysV BRI ELETRERERUE TEAN —RIBEREHGA (2R systemd-system. conf(5))
TKERVFZ A 7E — BB B AY Linux control groups, EETEHRE, EMBR—EFABR systemd BARLEE (2R
cgroups FEi 4.7.4),

BREERRRETI—RINBEPFHAN (27 systemd-system.conf(5) )

« ”/1ib/systemd/system”: OS FE:RECEIESR
- ”/etc/systemd/system”: RAEEENLERER,
« ”/run/systemd/system”: MITREELNLERER,

at ol

15 PRSP R R RTRRAIECERER
1% BRI ZRHECEIZS

fth PSR B (R $ERR1RIE B Want s=7, "Requires=",”Before=", "After=", .- EI8 R R E, (B R systemd. unit(5)
#2/Y”MAPPING OF UNIT PROPERTIES TO THEIR INVERSES”) ER{ZHIth R E F (2R systemd. resource-control(

BIEETEERERNFERES EMAVELR:
- *service fHIAH systemd FHIFEERIZRF. 28R systemd. service(5).
« *.device HIRTE sysfs(5) BEES udev(7) REBIRRIEE, 2K systemd.device(5).

« *mount {HIAH systemd IZTHIFEZNER R AHEHE, 287 systemd.mount(5).



http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
http://packages.qa.debian.org/s/systemd.html
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
http://packages.qa.debian.org/s/systemd-sysv.html
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
http://packages.qa.debian.org/i/init-system-helpers.html
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
http://packages.qa.debian.org/i/initscripts.html
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
http://packages.qa.debian.org/s/sysvinit-core.html
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
http://packages.qa.debian.org/s/sysv-rc.html
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
http://packages.qa.debian.org/s/sysvinit-utils.html
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
http://packages.qa.debian.org/l/lsb-base.html
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
http://packages.qa.debian.org/i/insserv.html
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
http://packages.qa.debian.org/k/kexec-tools.html
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
http://packages.qa.debian.org/s/systemd-bootchart.html
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
http://packages.qa.debian.org/m/mingetty.html
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
http://packages.qa.debian.org/m/mgetty.html
https://wiki.debian.org/BootProcessSpeedup
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Cgroups
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« * automount fHIAH systemd FHIFNEEZMIERAZ KB E R, 2] systemd.automount(s).

« *swap fHIAH systemd IZHIFIEIERY swap iEREE, 28 systemd. swap(5).

- *path A% systemd EAIZRIERR, AREREEHIEE., 28 systemd.path(s).

- *socket iR systemd IFHHBEENERF, AREREREFNEE., 257 systemd. socket(5).

o * timer A% systemd ITHIFIEIEIVRTAFEE, AMREMIFENEE), 28 systemd. timer(5).

- *slice EIE cgroups(7) WEIR, 28 systemd.slice(5).

« *scope fEM systemd MERHINHERIENCHES, AUEE—RIAZKIEF, 2R systemd. scope(5).

- *target IEHEETRERRNE, EREMEER, REIFLE, 2R systemd.target(5).

RARRNEDRS (B, init ), systemd IRFEEME)”/ 1ib/systemd/system/default.target (i@E 2F”graphical. t:
RITFSEE 4L ) B 5, —LE4ST%AY target BETT ( 2R systemd. special(7) ), tt#l”local-fs. target”.”swap.target”

M cryptsetup.target” BHWSIABEIERAR, 2., HE target BT ERBETMRMBIARTMRSIAN, 40
&, &EBsE bootup(7),

systemd {Rt[@MEBBIIINGE, E”/etc/init.d/rc[0123456S].d/[KS]name” #2HEAY SysV BIZHIRLENIE S
MAREW ST, telinit(8) EWEERS systemd RIEETTIEENFE K,

=z
@ e =

EBIITARR 2 2 4 £WEEELEI THERLN “multi-user.target”,

3.2.1 FHZ

BIVEER B EHE, TERNEIRIEHE, BB systemd-hostnamed. service BMENNR R ECIRERAZIEKS, Lt
FHBRFHEFE/etc/hostname”, EEEREBZRAESHRAIHRSE, MAREHEESZ.

NESEIMIT hostname(1) FELFIBAFTENH ERTFIEH R,

3.2.2 1ERRHG

BB R A MR EHBIER] LATE”/etc/fstab” AERE, 2R fstab(s) fI&T 9.6.7,
MBERAGREREE “/etc/crypttab” 1, 28 crypttab(s)
#X RAID MECE mdadm(8) s8R EFE”/etc/mdadm/mdadm. conf”. 28 mdadm.conf(5).

il

: =} BENRYRHE, EHE TRBIERRMKLE, "/tmp”, "/var/lock”, #1"/var/run” FHIEEIFERE WS

o

H & D
St

3.23 @Em T mEYIRit

528 systemd RIIR{X Debian RE Z 4, BN HiBE M ERFSETVIRE: Lo NEHBEE ‘networking. service”
RIE, MEENEEIA “NetworkManager.service” EIE,

2RE 5 RENERREEEMNE.




Debian 2= F

791229

3.3 iR

EI=HIE CRARBZ DGR

<0

AN, BESEBEREMMIAIEMEKTREE.

# dmesg -n3
E e IR EE R IE=S 5BH
0 KERN_EMERG REBEATH
1 KERN_ALERT 1TRW A ST BNEREX
2 KERN_CRIT CRIRE
3 KERN_ERR TRaR IR
4 KERN_WARNING EEBHE
5 KERN_NOTICE LT REEZENRHEF
6 KERN_INFO BRER
7 KERN_DEBUG debug ZLRIRIE =
Table 3.4: #ZIOMEER 4R BIZR

34 ZR#AE

£ systemd T, O ARG EANEE B HZEARTE systemd-journald.service (X% journald) Rig$k,
f£7/var/log/journal” FRIAEMTEMBIER, HME”/run/log/journal/” TR TEMBIEN. B
LTEMFIHEER, TSR journalct (1) & 2REAE, 140, (REICARERIERE —REEINRIVBER, &l

TER:
$ journalctl -b

BRIE

BRERE —IXBERBINRGIRFEFZD
=t

fits

mLHER

”journalctl -b --system”

BRERE X EFRRNERIFEREIR
B

”journalctl -b --user”

RERRE—IRRENFIBI Sunit” T
e

”journalctl -b -u $unit”

IR RE - XRRERBRSunit” BT
fEB ("tail -7 i)

”journalctl -b -u $unit -~

Table 3.5: BiBYf) journalctl &< K ERFIR

£ systemd F, ZRMHFE LR rsyslogd®) FAIUHBERELE, MRLTETE, EEREEMNITRARKENS
EMTEMFIHFEN ((XBE systemd ZBIFEERRY”/dev/1log”) MBI FEHRIKAME ASCII RAHFEE ML
»/etc/default/rsyslog” #1”/etc/rsyslog.conf” e B EEHEERNBEREE TR, 28 rsyslogd(8)

rsyslog.conf(5), tHe]LAZ2 R & 9.3.2,

3.5 RGERE

systemd NMEERMHMRAVIAL, BEA systemct (1) mSRILBANRAEIFIRIE,

B8, FEAIFPRMSunit”, SR —EExTE (FE.service fll . target Fv[iER), E, ERBERT,
BRI ZEETT (shell RN LEMEBRAFT *, 7?7, [ 17, ZEiBER fnmatch3) , RELEBFIECIELE

B ETHELRZRE).
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1BRE YRR

S FT A target EIohcE “systemctl list-units --type=target”
FIEFrA service ETicE “systemctl list-units --type=service”
FHATEE i &2 5] “systemctl list-units --type=help”

S ECTERE R FT A socket BT “systemctl list-sockets”
FIHECTREERFIA timer EJT “systemctl list-timers”
- BE”$unit” “systemctl start $unit”
EIE"sunit” “systemctl stop $unit”
SHEARBIERNEE “systemctl reload $unit”
- [EIEFIRREIFR B sunit” “systemctl restart $unit”
CRESunit” TEIEFFBEEER “systemctl isolate $unit”
CERE] B (EETEESR) “systemctl isolate graphical”

R3] ZEAE (RIIERR) “systemctl isolate multi-user”
HERI BEREN (EFERE®SIER) | systemctl isolate rescue”

\”sunit” EERIEAE “systemctl kill $unit”

BE sunit” 2 A2 &8I/ “systemctl is-active $unit”

BE sunit” A Xl “systemctl is-failed $unit”

®&-$unit [$PID|device” FIIREE “systemctl status $unit[$PID|S$device”
BER”$unit [$job” BUE™ »systemctl show $unit|$job”

WA $unit” “systemctl reset-failed $unit”

S B E TARERRETE “systemctl list-dependencies --all”
IHERELRGZ EETRER “systemctl list-unit-files”

B Sunit” GEINRFIRESS) “systemctl enable $unit”

ZREsunit” (MRTIEEL) “systemct1l disable $unit”
g%gg)wnlt (MIFRE]"/dev/null” By ”systemctl unmask $unit”

N D) RTINS T T[> 3 /2]

gg Sunit” (EMNZE”/dev/null” BIFTSE ssystemctl mask $unit”

JEENFEERAY target FRE “systemctl get-default”

SR XEFHER target Z”graphical” (Ei2&%t) | "systemctl set-default graphical”
TACSgEIAF % — S

%TJ%Z%XE,J target Z3"multi-user” (@2 »systemctl set-default multi-user”
R LFIRIREE “systemctl show-environment”
THEIREBEEEvariable” MI{E&"value” | “systemctl set-environment variable=value”
BGEIRIBEEE"variable” FUERE “systemctl unset-environment variable”
SNBSSt R BTz »systemctl daemon-reload”

( daemon )

BIE Y “systemctl poweroff”
- BRTIER R R “systemctl reboot”
- BIERE “systemctl suspend”

REER % “systemctl hibernate”

Table 3.6: BiFYHY systemct 1 S5 S HERTIR
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LFEIFHRGIRENEDS, BERBEB sudo” REE, AUESEENRASIETIE,

“systemctl status $unit|$PID|$device” BIEiH{ERBEEEIIES (7e”) RIBLAETTINE, EAF—RFAIE,

- HERY e” RIR—{E” NiEE)” 3" ERTNEENP” FiARE.
- 1B e RN RET WE “HR" KR
- xEre” RN EEN. "BEFEAPR | MAPR” RE,

3.6 HEZRGE®R

EER systemd THEZENREGLIIR, AEIFEEE cgroups(7) EARIERIR man FE,

BRE mYRER
e —EVBRE SR EFERRERE “systemd-analyze time”
§Uﬂjﬁﬁﬁ$ﬁﬂ’]%ﬂ§"‘1tﬁ\%?aﬁ “systemd-analyze blame”

”$un1t” ERFFHEIEES ”systemd-analyze verify $unit”

DB TREIREES :
FITRHAREE »loginctl user-status”

A b SR ITHEAE S ”loginctl session-status”
PR Cgroups IR ENETE “systemd-cgls”
IR cgroups FIERENETE “ps xawf -eo pid,user,cgroup,args”
IEHE cgroups FIRIENBTE sBH(”/sys/fs/cgroup/systemd/” R sysfs

Table 3.7: systemd THEZEEKHSIIER

3.7 TH systemd

3.7.1 EEFHMHA

ERTERZE, Bi1® systemd B ENAVEFZER, 7£ network.target BXENE, BSERIRFE (B RE 6) (FAKEST

FE12F (daemon ) RYEl, “sshd” tBARFISh, BIEFUERBIRFRIE sshd” (FR—EERLEILIF,
BE, BRRARTENREETT,

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

24 Unix RFEFVIRFZEEFRIUAE (on-demand socket activation ) & H inetd (3 xinetd) BARMRFERIE MR, &

systemd ~, tHEINEEEESDEIBIE AN *.socket F *.service EETTAC EHE SRR,
sshd.socket AREEZ—(EERENERTF

[Unit]

Description=SSH Socket for Per-Connection Servers

[Socket]
ListenStream=22
Accept=yes

[Install]
WantedBy=sockets.target

sshd@.service fE& sshd. socket [LERRIARFEIESE



https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Sysfs
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[Unit]
Description=SSH Per-Connection Server

[Service]

ExecStart=-/usr/sbin/sshd -i
StandardInput=socket

RIREFEA,

$ sudo systemctl daemon-reload

3.8 udev R4t

{i€ Linux #Zi0 2.6 hRFA%E, udev R4E BRI T BEMEESRIRM Y LS, (2R udev(?). ERLEREBERENE
fL, udev RIREMUE sysfs IHRZM (B RE 1.2.12) WEME—EFERAERSF, £A modprobe(8) 2 (2 RE
3.8.1) BIAIEERERIZORAE, BRI BRI E L,

B

WMRHMELIER, "/1ib/modules/kernel-version/modules.dep” ;3B # depmod(8) IEE 4, H4HT]
BERNE W udev RRIRHAEI A AE A, #iT'depmod -a” RIEIETE,

"/etc/fstab” BEMEERA, LEBRANERFFEN, (REEMMER UUID REEFEE, RNKE/dev/sda” Z
FEMEER. 288 9.6.3.

HiL udev RER—EIEELLIEY), REECSHETTHMARME, AEERERTRIMWER.

3.8.1 #ZMEABAIRE

i8i® modprobe(8) FZNIMBFMIBR LR, EFRFIGELNEEREIZFRABEICETHITAI Linux #Zi0, udev 24 (2
RE1 3.8) BENMCERIMEI RE BN ZOMEHEYIIAL.,

THEHMIEFEEREEAMSRMNIEERENIRE, TEWTFELEEAN, IBEFME /etc/modules” IEXEIH 2R
modules(5)).

« TUN/TAP #24E1R (3t E##AY Point-to-Point 4FFREEE (TUN) FNE#ERY Ethernet £ K4BFRAFIREE (TAP),

« netfilter #R4B1Z 4 netfilter B AABBES] (iptables(8), & 5.6),

« watchdog timer SREE4H,

modprobe(8) 2N HVAHREIE R 2% modprobe. conf(5) BIFREETE/etc/modprobes.d/” BT, (UIRIREER
BESARLEZOEE, EERIEEMEARRBEME/etc/modprobes.d/blacklist” 1E5RE.)

»/1ib/modules/version/modules.dep” f&ZH depmod(8) 2N ERK, TR T modprobe(8) F2h {EARIIELE
fREBME.

)ES
NRIRAERENIT HIR R A S ARIRE, = E modprobe(8) B IRRAH S ARRE, "depmod -a” FILAEBE
#'modules.dep” RiFRISLERIRE,

modinfo(8) FEzLEE/R Linux MR E .,
Lsmod(8) F2R LAHFBERIEINER"/proc/modules” AR, BRERIZODEA T WLEFRHE,



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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N

{REESOIEHE B (RR A LRVIERS, 2 RE1 9.5.3.

fRe] ATE RS BIRS SRIRCHE BE SRR AR HAEB VR RE 118, 2 REN 9.5.4.
el A FmaE iz O RIE IRV R R BRI IE, 2RE 9.10.
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Chapter 4
R IS E AT

EEAE (HER) FEFNARN, FEETIHE, BRENHEREE.

iﬂ:

PAM BRIECEEER FIBEE SHIEMRBVR MR, R BEE —(EXEBIFRIRIE CD, HERIL—EE AR boot 53 EIFE,
RTWERE, HMEEEACPIMEIRAARL L EHR.

4.1 —A8HY Unix 3:%

—A%EY Unix 858 H PAM ( Pluggable Authentication Modules, BIeJ# ABVERREIE4E ) THY pam_unix(8) #R4AREHE., &
M3 EEZERNT, ENMEEER “7 5R.

EES Frel g EAE H Bz

/etc/passwd “rwW-r--r-- root root (BAXE) EAERRES
/etc/shadow SrW-r----- root shadow | EEMNZR{ERERSES N
/etc/group -rW-r--r-- root root HER

Table 4.1: pam_unix(8) R 3 EEEHREIRER

“/etc/passwd” BETFIAR,

userl:x:1000:1000:Userl Name,,, :/home/userl:/bin/bash
user2:x:1001:1001:User2 Name, ,, :/home/user2:/bin/bash

90 passwd(5) FFTR, EEERPH “:" FRBIESEMNT,

- BAE

- BB NER AR

- BFRANERE ID
- BiF R4 ID

- EREBENEIERG



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- ERERBR
- [ENERERESEESR

“/etc/passwd” B3 _IEE LM ARGBEINRENZNE, E5IAT “/etc/shadow” %, ZIE#H A REAZEH
iﬁo

RES :RER
X NZRZBREFE “/etc/shadow”

Table 4.2: “/etc/passwd” SEZIBMAR

“/etc/shadow” BETIAE.

userl:$1$XopOFYHISIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbS$SELYErNf/aguDsm1DehJIMS/:13261:0:99999:7: ::

g0 shadow(5) FFTIR, EEERTHE “:" IWIBESEUT.

- BAE

- INZEATZRS (BHEERY “$1$” FRREER MD5 MNZE, “+" RRBEFEA. )
- RERIENEBMAEE, HRRHE 1970 F 1 A 1 HEMWXE

. RFFEREBIRIENEREN X EEPE

. (EAEWBENEBIIXEEMR

- BEBAMATHIRE, EHERERESRHES

- BEBAMENXE, TREEEBRESHES

- MRIRSCIMAIRSRE, HRRMHE 1970 F 1 B 1 BEEHIRE

“/etc/group” BETINE,

groupl:x:20:useril, user2

W group(5) FETR, EEERPH “:" IRHBIESENT.
- HHEWHE

- INZBEAVEZRNE (AEWELEFER)

- BIFRRAE ID

- A Y PRENERERBIIR

)ES
“/etc/gshadow” & “/etc/group” EBMHTE “/etc/shadow” MBINNINEE, (B3 EMEFHER,
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E
3 SR’auth optional pam_group.so” & T #1 I Z 7T"/etc/pam.d/common-auth”, i H
f£"/etc/security/group.conf” #BiEITTERE, —EfEAENERAER I UWHEIREIIE, £ 7 pam_group(8).

E
base-passwd REERBE T —IMEREMBNEHXH:“/usr/share/doc/base-passwd/users-and-groups. ht

4.2 EIEMRIFFZHEN

THR-LEERRKENNERRES.

5% Ihee

getent passwd user_name BE “user_name” HITRSEZ N
getent shadow user_name i & user_name” BB FIIRSE & a1
getent group group_name BIE “group_name” BIZHE

passwd BIEIRRE NS

passwd -e AR FARIMRSRERE — X TERZS

chage BIEEEENEEN

Table 4.3: EIBIRIEENAIFES

Heppy—LEINEE REEW root fEA, EISFERMMELR crypt(3).

E
EERTET PAM 1 NSS B9 4 £ (90 Debian salsa #28 ), &ify “/etc/passwd” . “/etc/group” F
“/etc/shadow” FIBEREHALRRAFER., J:ﬁE’Jur:vEﬂﬁJfﬁ"LfEiaiﬂ"Fﬂ‘Eémﬁ*ﬂlE’J

4.3 25

ERRLREFEI —EIRIRENE passwd(1) IR, REZEZE—EFZE, SE&%H 6 2 8 EFtEn, HPE
BT IIRIE passwd(1) [RENBEHES P —E=Z EFT.

- INEFEF
s BF0Z9
.« PZERTTEE

D

B Ek} I

5 4=
MEPAREFEAT BRI, IRSER. SMEEME. SiE9RE. ik, £8. REMEXBYNEF. F
NESER, FSEEMIFEICRRG (1A “12345” B “qwerty” ) SEREIEREAIEIE,



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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L7 1D MITE IR 5L ThEE
whois V:27,1:290 385 mkpasswd % crypt(3) EFfBRER iR
openssl V:818, 1:995 2288 ggggzzl SHEBEEME (OpenSSL). passwd(lssl)
Table 4.4: £ ZBII TR
4.4 FRIINNZRRIZLS

THE LA £ INEINZZN (BT A,

4.5 PAM F1 NSS

IHCHY%E Unix R4 (5180 Debian 2 4% ) 124t PAM ( Pluggable Authentication Modules, ¥HEATUEREEIEZH ) F0 NSS
( Name Service Switch, ZBIRFELIIR ) WHILAMARREIES, FEtfIeHRAEECHERS. EMIIEERIUMRES
DA 425,
- PAM 4B FRERESIRIL T —(EREMREMS], FALLERE T EBERIME,
« NSS Rt 7T —EZ B RBBARTSHES], SLEW C IZREEFER, EFIW 1s(1) M id(1) EXRMENESEREMA
&,
PAM #lI NSS R4 7RIRFFREC— K,
PAM #1 NSS AP EZREREEELIN T,

ERi2E ITE X/ | FREA
Tibpam-modules | V:881,1:999 | 1030 | JAATERza =Ad ( EhEARTS )
Tibpam- ldap V1, 1:10 249 725 LDAP N ERVREA N RS 1R H
Libpam-cracklib |y 1.3 117 | BUF cracklib SIBAIEA S EREEIEA
Tibpam-systemd | V:484,1:919 | 530 Fi? logind ;M {ERE EEMNEAREEERZ (PAM )
Tibpam-doc I.0 957 iﬁ)\‘t%xzﬁﬁﬁﬂ ( html FIXFXXH )
1ibc6 V:923,1:999 | 12984 : HIRFELIHE ARF
glibc-doc 1.9 3447 | GNUC Fﬁﬁﬁ
glibc-doc-reference 13174 | GNUC EE: 2, B info. pdf#1 html #5355 ( non-free )
Tibnss-mdns 1:493 141 FATR AT 4HTE DNS 2MBHY NSS 1228
libnss- ldap I:9 265 NSS 1%2H, FIRR{ER LDAP & —E R BIRTEN
. - NSS %28, FIR{ER LDAP fEA—ERBIRFEDN
libnss-ldapd V:1,1:14 129 ( libnss- ldap HI%f fork )

+ libpam-doc 1 “The Linux-PAM System Administrators’ Guide”

Table 4.5: PAM #1 NSS R M EEREEER

R PAM FRECHI L E M,

+ glibc-doc-reference Y “System Databases and Name Service Switch” ZEEf# NSS AR EE X4,

iE

LJx‘ILMﬁFH “aptitude search ’libpam- |11bnss "7 BS
“Network Security Service, #BIREZLRFE", EREN

EEIRE

IR E S HERAEIER, NSS #EE el
‘Name Service Switch, ZfBIRFELIIER",



http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
http://packages.qa.debian.org/w/whois.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Salt_(cryptography)
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
http://packages.qa.debian.org/libp/libpam-modules.html
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon-graph.php?packages=libpam-ldap
http://packages.qa.debian.org/libp/libpam-ldap.html
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon-graph.php?packages=libpam-cracklib
http://packages.qa.debian.org/libp/libpam-cracklib.html
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
http://packages.qa.debian.org/libp/libpam-systemd.html
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
http://packages.qa.debian.org/libp/libpam-doc.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
http://packages.qa.debian.org/g/glibc-doc.html
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
http://packages.qa.debian.org/g/glibc-doc-reference.html
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
http://packages.qa.debian.org/libn/libnss-mdns.html
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon-graph.php?packages=libnss-ldap
http://packages.qa.debian.org/libn/libnss-ldap.html
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
http://packages.qa.debian.org/libn/libnss-ldapd.html
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=
PAM 2R B ERIBLREEHRDARTERENRER A

£ systemd K, libpam-systemd BREEEI M L RAREIEFERAEEAN, BEBA logind 7 systemd ¥=H4HE 4 P LM
FEREZERER, 28 systemd-logind(8). logind.conf(5) #1 pam_systemd(8),

4.5.1 PAM F1 NSS 7ZEXfV4HBEE S

THEZ—L PAM 1 NSS FEIMEZHEEIESR,

A EES ThEE
[1] kil [=] ‘E—nvﬂ-l E—t . ‘f

/etc/pam.d/program_name fjam pdr(c;?ram_name TEIVERIE PAM FHEC; S0 pam(7) Al
/etc/nsswitch.conf AEERFERERTE NSS s3ic,. 28 nsswitch.conf(5)
/etc/nologin 18 pam_nologin(8) RAHRGIERAB = A
/etc/securetty iE® pam_securetty(8) #ZHPRH] root TFBY tty
/etc/security/access.conf B8 pam_access(8) 12ZH5% E 7 BXFE Bl
/etc/security/group.conf 1B pam_group(8) HRZHREEFRZHAIPREI
/etc/security/pam_env.conf 1B pam_env(8) IR T IRIZEEE

\w [1] - kil :—\ - z -é-nl—Hr - ‘o
Jete/environment ggg&ﬁ readenv=1" 28/ pam_env(8) {RAH:R 28 IMNTIR

BB HE “readenv=1 envfile=/etc/default/locale”
/etc/default/locale LY pam_env(8) AT ESIBIEME ( £ Debian ZMT )
/etc/security/1limits.conf 1@ pam_1inits(8) RAHREZEPEM] (ulimit, core HF
/etc/security/time.conf B pam_time(8) HRAH:R E AZFE PR &I

iRZE systemd HEANEIEZRKE (2K logind.conf(5) #

/etc/systemd/logind.conf systemd-logind. service(s))

Table 4.6: PAM 0 NSS 7ZENHI4RREFE =

ZRBEIZN PRI 1E@ PAM #4H pam_unix(8) #1 pam_cracklib(8) KRB, EM=ILLEBZEM

(]
2
[
RN
o
o]
&

"R
PAM IRBETEEBPEAFE “.s0”,

452 FANEFARREIER

BRANERARREE ] UERSEPAKEE Bix7IlRE (LDAP) FARI[ETEHE, RMEBHBEENSHE
Unix #13EXE Unix 4, EEBSRFEIRZRNMIREIRZ OpenLDAP #FE,

—LEEN/ERRUAE LDAP (R EEABIERERE, WA TEMNEMAREE_FMNEN, AEEErR TEETIA
o o

- RBIBFIT—(EFEN, FIUN¥EIIHY LDAP B=F21 slapd(8), REIMEFINAY LDAP {EhRES.

« {RTE “/etc/pam.d/” BEFHI PAM 4HREIERE, A “pam_ldap.so” EX78:&E “pam_unix.so”,

- Debian {3 “/etc/pam_ldap.conf” £# Libpan- ldap MABREIESE, “/etc/pam_ldap.secret” {FZf
F root ZREHIIESR,

« {R7E “/etc/nsswitch.conf” {EEAgE NSS FHEC, EA “ldap” B FERIE (“compat” =% “file” ),



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://www.openldap.org/
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— Debian {£F “/etc/libnss-1ldap.conf”’ {E% libnss- ldap BI4EEEIE R,
- BTEBNTS, RHEE libpam- ldap /A SLL (2 TLS ) &#4%,
- B THER LDAP AAERRESHE MR M, (RAZBRE Libpam- Ldap f#/ SLL ( 8% TLS ) E#4R,
« BTIEL LDAP BERIRE, (REZERMEIT nscd(8) RIREVER LDAP 245
28R [ libpam-doc BB IR ALHY pam_ldap.conf(5) PHIXHF “/usr/share/doc/libpam-doc/html/”,
MK glibc-doc ERFEBIRMHAY “info libc ’'Name Service Switch’”,
U, ReIUEREEREREE S —BERINRER.

+ [G Windows BB SEREFLE,

— i#iB winbind #1 libpam_winbind #X8& & 559 Windows domain ARF.
- 28 winbindd(8) #0 Integrating MS Windows Networks with Samba,

- EHEREE Unix RRBESEAEE,

- @i nis BEEETFEY NIS (Z AT YP) B NIS+,
— £ The Linux NIS(YP)/NYS/NIS+ HOWTO,

453 “A{tE GNU su ~"Z1E wheel 48"
BEREER “info su” JEEB Richard M. Stallman iR — GRS, BB : Debian REAPERIN suIESHERT

PAM, EBETE “/etc/pam.d/su” FEATHESE “pam_wheel.so” MI1TE, FLEEZAFREIIE wheel HRIERE su
Bl root ZBRYEES],

454 REIERVZISEE]

L4 libpam-cracklib EXEEE1(REELHEEI(E ARSIV ZERERA,
E—(EHER) GNOME &R#4%, i§E %% 1ibpam-gnome-keyring, ”/etc/pam.d/common-password” BiLRK1&:

# here are the per-package modules (the "Primary” block)

password requisite pam_cracklib.so retry=3 minlen=8 difok=3

password [success=1 default=ignore] pam_unix.so obscure use_authtok try_first_pass <«
yescrypt

# here’s the fallback if no module succeeds

password requisite pam_deny.so

# prime the stack with a positive return value if there isn’t one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pam_permit.so

# and here are more per-package modules (the "Additional” block)

password optional pam_gnome_keyring.so

# end of pam-auth-update config

ik

2

b=11] 4

ko

46 T

£
EENEMEHAAATEREMFHNREFER, BiEtLE—(EFHRLE.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Windows_domain
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
http://tldp.org/HOWTO/NIS-HOWTO/
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4.6.1 FFRERBELSE

HFZ2RTNEHER, EMEMERENFNRERE. ERFEENAN, BBAHMNBERARBHMANFE
1S, BRASACSREIE R, (REESITIELLARFE, {8  Transport Layer Security” (TLS) St EJEI SR, ”Secure Sockets Layer”
(SSL) , BBEINZEREDELRBEANREBAENEZS,

A LZE2HIRFEE 12 TENRBE 18

www (http) 80 https 443
smtp (EFHF) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 Idaps 636

Table 4.7: REM AL EHIRFFIETIR

INZREFE CPU B/, 1EA% CPUBGZMNENRAR, MoIUREERAEXFEN, EEERTLRERBINERE,
tbaN&ER: POP {3~ Authenticated Post Office Protocol” (APOP), SMTP #lI IMAP f§8F3”Challenge-Response Authentication
Mechanism MD5” (CRAM-MD5), ( {RRIE4Z FimE B AR 4EEE L (REVER - EIARBBEENRT, TR TIERMAIE
IR 587 RAEEMHAY SMTP 18 25, EHRFILAEREEA CRAM-MDS REHCH, ARIRMHEFEE 2518, )

4.6.2 %% Shell

L2 Shell (SSH) RN EALZLREBREHALZLFEAR EMEAREEEH ZBNZLNEEN. EH OpenSSH BF
i, ssh(1), 1 OpenSSH 2 =& =72 (daemon ) , sshd(8) 4BRK.SSH {EFIREEZE4H1E, FILALR POP Fll X ZEEMIAE
SMRFBMEE, FREAIUEARER EZ2EH,

EZFime]AERINTARXRZEED: ENEMARE. N8R E5ESHE. BBRE, FHAMAE, T
BEIREREZBBEAN, 284 6.3.

4.6-3 HBTIIHE Eg}‘El‘JEij‘j—ﬁ

B{EAREIT Secure Shell (SSH) #1 Point-to-point tunneling protocol (PPTP) EME 2 IRTE, TERFMEIRLE, NABHEE
FRTERNBAZNREEN, ERABXERE (2R 56), TMTEANZE2TIE K, FJUEALTEIE,

7 1) MITE NI L

Kknockd VO, 1:3 110 g;\ﬂ(’;]cpko(rlt;knock BET:ETEF (daemon ) knockd(1) F1EFim
fail2ban V:108, 1:122 | 2129 i*"f%i_ﬁiz% o na aH oR Y [P

Tibpam-shield V:0, I:0 115 EE A RERE In I EE R INE

Table 4.8: #HEHIN L EHANITAIIR

4.6.4 root ZELSL
ZBELE APIERE root FFPIEZEVRAVILSE, (REEMT EAVERME,

. PELIEEIFEREAVIPIE7ZEN
« $#8{¥ UEFI/ BIOS RFE LRI ENNERLED



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
http://packages.qa.debian.org/k/knockd.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
http://packages.qa.debian.org/libp/libpam-shield.html
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+ % GRUB GBI E:E:8E S5
- $81%f GRUB EE, Z|l-4zEs
MR AR FENRERE, AURJUAER TEMNTER, HEMENEERS,
1. ASREREZ=E—{E=] A& E UEFI/BIOS % CD EXENRIERS,
2. ERESNERMENZR 4 ( Debian B ENFEEE, Knoppix CD, GRUB CD, -+ ),

3. FAERFIEEIRS EIE,
4. HREEIR ) BIFERY”/etc/passwd” 185, fE root IRSRIKBERIE BB,

#5 grub-rescue-pc , BMERAEZSNEREMNER, R B4RIE GRUB EERB (2R 3.1.2) HIEFFaI#E, T
BhRS, ERTEMNTSREMGSE,

1. ERAZLSEMENRGRREN— LB, thiliR, "root=/dev/hda6 rw init=/bin/sh”.
2. #REE”/etc/passwd” FER, f# root IRSEEENE AT,
3. ERAR#,

FZH47EHY root shell IR{ER] ABEZRSTFEN T,

£

—BX A% root shell ZEXFTRIE, MEEAFEVEMAL, LA]CAERRG LREMZRS, LS, the]AER
john # crack FHEBNRNEMBLERILRAEERAENEE (2REN 9.5.11), WKW, aTAARM
HERBEITIER,

R RELEAREE, EEMWERLNIKERRGREZMER dn-crypt # initramfs (2 REF 9.9) M1 root 73 &I
(B/etc” 5TEIRE) . ERRAVGE, MERFEZBRBERL.

4.7 HERMEFEUEE

EZBENZENERTIEZIN, KR EEENREER,

£
28E 9.4.15 RRFIZONEZEESER (SAK) If8EE,

4.7.1 sudo

sudo(8) BXNRA THE—EARAEZIES ] LAAERE ZRAY root FF T HEN FR 8%k root {EENMERETHY, sudo REE—EL
BERENZE, LT sudo FEEENIEEERE“/etc/sudoers”"FREIEREARAE, LR /usr/share/doc/sudo/examp
FNEF 1.1.12 PRIFAERBG,

% sudo AREFEAERA (2R 1.1.12) RATHLECEBENBETA, MBEAMS, RBRER
sudo ELEfER root IRSEIFHERMRRIGEF. BIgN, TIIESHE “some_file” MBEBEIER “my_name”,

$ sudo chown my_name some_file

& AU RRE0IE root S ( LU B TR Debian HEHEFTHMEY ), EFIEAZIRSEEIUER “su -¢” E{EMIE
% LA root #T,



https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Secure_attention_key
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4.7.2 PolicyKit

PolicyKit 21EXE Unix {FRAZ AP IZHIR(E R AT oI M —BIFRR AT

¥E GUI B TEED, ERETIRHE, FE2FRNEREFRHNIT. Efli@d PolicyKit RIFERRFEH, MITEE
1BR1F,

£ Debian R4, PolicyKit PRI T IS sudo AHRIEREIRIRAISIER(F,
28 polkit(8),

4.7.3 BREIFENRLEARFEIRAVARTS

Hameems, ErIENBRAKREERN, 2—EFNEE, BPREFEERN. BNERNERT, FT1EREERER
EERTEN (daemon) A, ERBBsuper-server ]2, EHABAHEL RS,

2123, LEANER sshd(8), ERAER PAM RITFEURRI, HEBFF S 75 RRHITFE— LR HAVFZ,
- 4HEEIEZE: ”/etc/default/program_name”

« 2E5T:ETERF (daemon ) B Systemd fRFEETECE

- PAM (Pluggable Authentication Modules)

« super-server f£F3”/etc/inetd.conf”

« TCP wrapper {£F3”/etc/hosts.deny” #1”/etc/hosts.allow”, tcpd(8)

« Sun RPC” f§[ /etc/rpc.conf”

+ atd(8) {FMA”/etc/at.allow” 1”/etc/at .deny”

« crontab(l) fEF”/etc/cron.allow” #1”/etc/cron.deny”

« Network firewall Bnetfilter §E32

288 3.5, & 4.5.1 & 5.6,

BR
NFS F1EHEER RPC M2, TERIA Sun RPC ARFE.

BR
W R(FR IR TFENGE R Debian R4AERIE, H N1 /etc/hosts.deny” R EFFEALL: PARANOID” EE5TER
MEREC, FBIETiiElE, (BERMWIEFRERITAFMBRNEZ2EAR, )

4.7.4 Linux 2454

Linux OB &R EEESLN UNIX EIREEZBENTSEH.
Linux 1B IBEAREMEME, BAEN 7ESK UNIX B (2R xattr(7)).

Linux IEESRHBARERERENSEDFHEIARNETT, WD capabilities(7), EREMEIMIRIAFER. i
2.2 fRAZIDBEYE, Capabilities & — B TABIIAIE M,

Linux Security Module (LSM) T2 fR4AESR Rt T —E2 FEMNZ2WEES], MO EREFRBL, F20:

* AppArmor



https://zh.wikipedia.org/wiki/PolicyKit
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https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Extended_file_attributes
https://zh.wikipedia.org/wiki/Linux_Security_Modules
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/AppArmor
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* Security-Enhanced Linux (SELinux)
» Smack (Simplified Mandatory Access Control Kernel)
» Tomoyo Linux

BELBAEGEMIENRILEBRE Unix T2RERENMERIE, EZE root WEN LG, EEIBEE
kernel.org LY Linux Z24&4H (LSM ) HEZEX 4,

Linux 89 namespaces 18 7 —@A£igH AR E R —EHKRMRS, 2IFMHRAREIRTE namespace NEIFEFFIR, 1t
H namespace BEMIE S M ERRRRAIE, HHEHEREFRSHMHERNFRMHNNE R, E—(B namespace FIRK
S0 8, BR¥IIERE —{& namespace WEEIRRF AT R, %) 5.6 R A#2, B 8 #& namespaces (2R namespaces(7),
unshare(1), nsenter(1)),

7E Debian 11 Bullseye (2021) A, Debian {#F unified cgroup hierarchy ( 48— cgroup [E4hZe# ) (JFF8%4 cgroups-v2),
namespaces [8] cgroups —EERFREEEFIRNIER, RFTEREHINERRGIZ:

« Systemd, 2 REi 3.2,

- OEIRIR, 2R 7.6,

« Linux &88, tb¥0 Docker, LXC, & RE 9.11,

BELETNRENEESDEIRET 4.1 HIR, BELSMEERASRDBE T AN B AFHIEE,

fi



https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Smack_(software)
https://zh.wikipedia.org/wiki/Tomoyo_Linux
https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
http://lxc.sourceforge.net/
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/LXC

Debian 2= F 94 /229

Chapter 5

I“H I\% ;ﬁ %

&R
Bt Debian EEHAE4EFM, FEBDebian EIEE FM—ELHEREK,

<N
systemdiRIET, BJLAFAnetworkd?RFEC4E4R, EEE systemd-networkd(8),

5.1 HEARIBLRIE

B PSR ERE — FIRAL Debian fER R MR HUEAMBLEI0HE,

5.1.1 FHERREN
AT, BTt 2 NSS (BFMRFEE R Name Service Switch) #EI5R 1B, SEMITNAIRNT,

1. ”/etc/nsswitch.conf” #&E & ”hosts: files dns” EEMRTE B BRIFIER . (IXE”/etc/host .conf”
EREMN order” EERIEBRITHEE, )

2. flles BRAEREIEIINREWEBE"/etc/hosts” {EREEEIR, AIEEMBBMULIEIR H(”/etc/host . conf
EBE”multi on”)

3. dns ANHEIEI, INRFHZBBE:R"/etc/resolv.conf” {EXBEEN 4BIE4HIRIFE Z 4 Domain Name
System (DNS) K#%Z|, BIE{EFRBEBRUILIRE,

5190, ”/etc/hosts” BERKUMT,

127.0.0.1 localhost
127.0.1.1 host_name

# The following lines are desirable for IPv6 capable hosts
- localhost ip6-localhost ip6-loopback

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

B—17H 1P thil YR, B FREMERBRIERZ.

EEEGFE 1T 127.0.1. 1 1P i thZF AR EEE B8 Unix 2435 1R, Debian Installer 22 B KX IP HiltA &
MEIEREIRE, FARELEEE (W GNOME ) H—EE @A %, B bug #719621.



https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/Debian-Installer
http://bugs.debian.org/719621
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HEg TATE P :E 5l
network-manager | ;e 1433 | 15135 | 3AR:: NM | NetworkManager ( SFEIT2 ): EIBIEIRARLE
network-manager9)9ye .55 | 5570 | JAR:: NM | NetworkManager ( GNOME Bl )
ifupdown Vi575,1:982 | 199 fﬂﬁ;ﬂ FASRE B BIRAABAEHIABE T B ( Debian 575 )
isc-dhcp-client | vo1) 1981 | 2857 gwa | puce zEim
0 T A :: B i \ A SE s
pppoeconf V:0, I:6 186 i AHECENF, CAERR{EFS PPPoE &
wpasupplicant V:327,1:489 | 3851 | B E WPA F1 WPA2 EFim & (IEEE 802.11i)
wpagui V:0, 1:2 758 EHS wpa_supplicant Qt B, RE X Fim
wireless-tools | V:158,1:220 | 292 B E B Linux BEBREMNIE
iw V29, 1:455 | 302 B E FCE Linux BEEENTE
RS i Hib SRR 1
iproute2 V700, 1:963 | 3516 | BORC iproute2, IPv6 IR MSHRHEAEAC: 1p(8).tc(8)
iproute I
iptables V:312,1:850 | 2408 ﬂ%ﬁher TR IBIEFABLE I SRS B T B ( Netfilter )
. . . ap ‘E|E N % ) o
iputils-ping V:198, 1:997 | 120 Al ARETERERETR, BREREP BT
(iproute2 )
iputils-arping | V4, L:49 49 R AR D ERETE %, WEARPHIIE
tputils-tracepathy, a0 45| B AT ELE IR BT
ethtool V:96,1:278 | 696 B AR LY AN BROERE
A s .
ntr-tiny verso | e | B D epmmare e (cARE)
B HOERRTE £ RN )
ntr V4, 144 214 B.E % )».J_ RIRI=E FIERTE ( XAFREA GTK 7
gnome-nettool | Vi1, L:21 2492 | FE L Husas E (GNOME)
nmap V:25,1:215 | 4434 | @E HHREIRET im O F8% (Nmap, 1=miiE )
tcpdump V:17,1:191 | 1332 | AE FEREDHT (Tcpdump, I=miliE )
wireshark 1:47 37 BEE L RE DM (Wireshark,GTK )
tshark V2, 1:27 403 [E PEEREDT EFHE)
tcptrace V0, I:2 401 EE I tcpdump MEEERMERSIERT
snort V0, I:1 2203 | EE T ENEBRANERERAIZRS (Snort)
ntopng V:0, I:1 15904 | R E AR ERTRAABRE
. . — BINDEXRE BRI Pimiz 7
dnsutils Vi23,1:341 | 261 EN s nslookup(8).nsupdate(8).dig(8)
dlint V-0, I:4 53 [E AR EEHREBDNSIHEN
dnstracer V0, I:1 61 B E IRDNSEFE 2558

Table 5.1: B4 T H— &



http://packages.debian.org/sid/network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
http://packages.qa.debian.org/n/network-manager.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
http://packages.qa.debian.org/n/network-manager-gnome.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
http://packages.qa.debian.org/i/ifupdown.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon-graph.php?packages=pppoeconf
http://packages.qa.debian.org/p/pppoeconf.html
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
http://packages.qa.debian.org/w/wpasupplicant.html
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon-graph.php?packages=wpagui
http://packages.qa.debian.org/w/wpagui.html
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://packages.qa.debian.org/w/wireless-tools.html
http://packages.debian.org/sid/iw
http://qa.debian.org/popcon-graph.php?packages=iw
http://packages.qa.debian.org/i/iw.html
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://packages.qa.debian.org/i/iproute2.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://packages.qa.debian.org/i/iputils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
http://packages.qa.debian.org/i/iputils-arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
http://packages.qa.debian.org/i/iputils-tracepath.html
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
http://packages.qa.debian.org/e/ethtool.html
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon-graph.php?packages=mtr-tiny
http://packages.qa.debian.org/m/mtr-tiny.html
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon-graph.php?packages=mtr
http://packages.qa.debian.org/m/mtr.html
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon-graph.php?packages=gnome-nettool
http://packages.qa.debian.org/g/gnome-nettool.html
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon-graph.php?packages=nmap
http://packages.qa.debian.org/n/nmap.html
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
http://packages.qa.debian.org/t/tcpdump.html
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
http://packages.qa.debian.org/w/wireshark.html
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon-graph.php?packages=tshark
http://packages.qa.debian.org/t/tshark.html
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon-graph.php?packages=tcptrace
http://packages.qa.debian.org/t/tcptrace.html
http://packages.debian.org/sid/snort
http://qa.debian.org/popcon-graph.php?packages=snort
http://packages.qa.debian.org/s/snort.html
https://zh.wikipedia.org/wiki/Snort_(software)
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon-graph.php?packages=ntopng
http://packages.qa.debian.org/n/ntopng.html
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon-graph.php?packages=dlint
http://packages.qa.debian.org/d/dlint.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon-graph.php?packages=dnstracer
http://packages.qa.debian.org/d/dnstracer.html
https://zh.wikipedia.org/wiki/Domain_Name_System
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host_name ILERTE”/etc/hostname” BEZEHITHZ,
HIRBXX IP Ut R4, EEKA IP i EESKEEEN 127.0.1.1,

HIRBXX IP - FH 158 R 4 Domain Name System (DNS)IZ T £ E &1 fully qualified domain name (FQDN) #4
B#%, *HEZR] host name.domain_name FEE#E FARLE host_name.

N resolvconf ERBEEIEHE R, ”/etc/resolv.conf” 2—(AEEEEER, NRLRET, EE—ESEELS, It
4, ERSERITERINYIETE:S, W DNS 21P="192.168.11.1”, BIEZWT,

nameserver 192.168.11.1

resolvconf BEEEMEIEE"/etc/resolv.conf” IERMA—EFNIRELS, LiBEEHFESHEHNETEENS,

E R HAY adhoc EIFABIRIE T B9 PC TEUL, FR TEARL files #l dns AN z4h, FHRIZAESDIEIBLH1E DNS (mDNS,
TR AIER Zeroconf) EEITHRAR,

« Avahi #2fff Debian FRY4EIE DNS FEIRIESE,

« 'E#1 Apple Bonjour / Apple Rendezvous 18&.

« libnss-mdns M ERH mDNS FIFE#EZ#EMT, GNU C & (glibc) B9 GNU BFHRFEEZH Name Service Switch (NSS)
INgEsZ 8 mDNS,

« /etc/nsswitch.conf” EREEF KR hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4”
IEERAT—ER.
« ”local”#EERFE R, £ pseudo-top-level domain (TLD) 2R 4T

« mDNS IPv4 At B4R 4R 1B NE"224 . 0. 0. 2517 S EAEFERY IPv6 Hilt"FFO2: :FB” #ARIEA”. local” £ERF
#J DNS &3f),

EZ [ Windows R&ELEE winbind BREEEIRIZHERY NETBIios over TCP/IP 42 BT AR FAISEINEE,”/etc/nsswitch
EREEBERI—ER: "hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4 wins”, (1%
Windows RABEER dns FAREITEHZ RN, )

E
15,2 % 4% Domain Name System HYIEZ B ATE4RIHSZ expansion of generic Top-Level Domains (gTLD) &7
179, EEFHAN, BE—(EIREEE, FIRABFER name collision,

5.1.2 #PENERTE

systemd {Ef”enp0s25” Z 1BV R]FEBIBR N ERTE”,

5.1.3 [EiF4F4EHRINNEEE

ERMEFIREETE 1fc1918 BiRERIEIHAF local area networks (LANs)IPv4 32 it it 7E Z3Eit bt iR EBED[E. iBELtith
WHRZBAZ HEESHE - E 5t h Fss,

£
IP i EE M E SR IPv6 ik, Flg0, "::1” 2 localhost ZAithEis,

=S
WMRELLM U DB R —EEHE, BEEEEH—EAENEEFIERER, »aBa—(EEARERNAERE
B8 4EERit bR Network Address Translation (NAT). ;EBRISAFIRIE, SEIRMEEEERA NAT,



https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Zeroconf
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
https://zh.wikipedia.org/wiki/NetBIOS_over_TCP/IP
https://zh.wikipedia.org/wiki/Domain_Name_System
http://newgtlds.icann.org/en/program-status/delegated-strings
http://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
http://tools.ietf.org/html/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/IPv6
https://zh.wikipedia.org/wiki/Network_address_translation
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T

Prt=] B = ]
)l A pst L FHETERS R /{18 FHIE
A 10.x.x.x 255.0.0.0 /8 1

B 172.16.x.x —172.31.x.x 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 124 256

Table 5.2: A8t U EEE TR

514 #HEREEXIE
8% Debian ZMTIEA S HIFIERE, (BIXET — LRI BEEE DFSG non-free FIIERZIEEM, 288 9.10.5,

5.2 RNHREHEREE

#IHA(E M systemd BYIRX Debian RE R4, IR B F HMERFSETIIAL: Lo TEEEZE “networking. service”
EIE, MEENEEIA “NetworkManager.service” RIE,

Debian P] AiZ BB E5TEFERF (daemon ) EIRERFEREIBMHIRELR, 90 NetworkManager (NM) ( network-manager 01
TERAEREEE )o

- EfBACH GUI MfELHRERARERFERENME,

- EfIEECHEEERIER (daemon) EAEFMNRARIR,

« EFfEIRET ARG E G RER DA,

- EfIEIRF] AR E it EIRH R NBARE R,

- EFRFHMRREHEBEMAMKIAEHRR ifupdown EREEEL,

£
AEAGARRE LERAELEEMERRAE TR, eMEEHERKRLABK ENBIMREERE,

“/etc/network/interfaces”,

521 EFNTEHNBKRRALRIA
Debian R4 NM B AXEMIFR “/usr/share/doc/network-manager/README.Debian”,
ARE L, WTRIEA] MR ENAFRRER,

1. BB TRIIESFELEERSE foo BB “netdev” #H ( H9h, I3 GNOME F1 KDE EEMNBER ESHEREZ BB
D-bus BENTERLEZIRIE ).

$ sudo adduser foo netdev

2. & “/etc/network/interfaces” BUSARIRIS T EIPERSZ,

auto lo
iface lo inet loopback

3. BmE NS L EHRE NM,



https://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/D-Bus
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$ sudo systemctl restart network-manager

4. BBEF N EHEABE,

E
RERIE “/etc/network/interfaces” AIINEEH NM &HI1E, BEREE ifupdown BIER,

N
mRMBER NM A KRAEARINDE FSHEENIHNHREENE R EKE
2, 1l el network-manager-openconnect. network-manager-openvpn-gnome,

o

network-manager -pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth & &
ERHERAR Wicd,

5.3 RBEEFRNMEIRNFEREE

8/ systemd IR &, ] LATE /etc/systemd/network/ {8 RAEC4EEE. 2 R systemd-resolved(8).resolved.conf(5)
# systemd-networkd(8),

BEAHELEEZRNANER FIEERHRE,
DHCP EF IR B o] LAEIBEIL”/etc/systemd/network/dhcp. network” &R FEITRE, HIU0:

[Match]
Name=en*

[Network]
DHCP=yes

—(EEFRE AR B AEZ BB /etc/systemd/network/static. network” & %E. tLaN:

[Match]
Name=en*

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1

5.4 [REHEREE

£ Linux ERREBAREEE, £ iproute2 #2318 (ip(8), **) .

5.4.1 Iproute2 5<%

Iproute2 EOERHEENKEBRRIFIEEN. BEMRER net-tools I5SERIFAY iproute2 BSENERRER,
£ 8 ip(8) # IPROUTE2 T EE Howto.



https://zh.wikipedia.org/wiki/Systemd
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.policyrouting.org/iproute2.doc.html
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£ net-tools ¥7f9 iproute2 1BRIE

ifconfig(d) ip addr —{E%E ERYREE (1P 3¢ IPv6 ) HHE
route(d) ip route REXRIEE

arp(8) ip neigh ARP 8%, NDISC REViEH

ipmaddr ip maddr ZHEME

iptunnel ip tunnel N 3E]

nameif(8) ifrename(8) Ei MAC R T E A
mii-tool(8) ethtool(8) CNREERTE

Table 5.3: &R net-tools 5L EEIFHY iproute2 FESHKHBIREK

5% BiL)

ip addr show RN ENRYABER T EE AR AN AL AR BE

route -n RASF AR 2R ER

ip route show RARFIRERETRER

arp B R=hRI ARP REVERMIAR

ip neigh BAREf ARP RERFIAR

plog #ER ppp BEE=TELN (daemon ) HE

ping yahoo.com &2 [’yahoo.com” BRI ELR

whois yahoo.com AR ENEErE B &R r "yahoo.com”
traceroute yahoo.com EtE"yahoo . com” BIES A E 4R
tracepath yahoo.com Rt 2]"yahoo . com” FIES AT ELR

mtr yahoo.com IR E]"yahoo . com” FIENFADELR (EHEHRY)
dig [@dns-server.com] &FH”dns-server.com” REMRTFEF”example . com” IFEH
example.com [{a|mx|any}] DNS :28%: 7a”, "mx” 8{”any” ik
iptables -L -n BREEE

netstat -a K EFrEFRIE IR

netstat -1 --inet IRHEERIR

netstat -ln --tcp & TCp EXREIE (EFEY)

dlint example.com E:f”example.com” fJ DNS zone Eifl

Table 5.4: REBIRIELIIFR



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
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54.2 TEMKEBHERIRE
(RETUR TENARLLWERARERIRIES, BLES NSNS ERAR,

EH_?
oy IR E AR iﬂEﬂIEﬁW‘”/sbin/” Bi%, fROILA&"/sbin/ifconfig” BEEAREIESKE, HKIB"/sbin”
7JU§'J” /.bashrc” {525 HETSPATH IRIBEEIE,

5.5 #HIRmIENL

BANMERECELETAXNEE., RRMEESFRERBAMNEE,

7] mITE NI L

iftop V7, 1:110 93 i’«Ea? [[EE HE% EJ:E’J SEEERAEN
iperf V33, 1:48 360 AR :

ifstat V0, 1:8 59 )I E..E‘.r'FE =

bmon Vi1, 1:18 144 AR B R BR AL AR :JE*JrIE-
ethstatus V0, I:3 40 'H%E,E EFNREETHNES

bing V0, I:1 80 ?@W@E—%ﬁ]ﬁ’a

bwm-ng V:1, I:15 95

ethstats V0, 1.0 23 EFTWW
ipfm V:0, .0 78 SEEN LE

Table 5.5: fRRIENC T REE

5.5.1 X&E MTU

MAREERBEEEERERE BEAEHWET MTU),

FE—LIESH, A pingB) I1LE”-M do” BIBEIXFFEKN/NEY ICMP X ENBIEITERE, REERUFIHRTE
MTU, MTU @& AR TREE IP 7 FRIEREA/NI0E 28 fizjtéA (1Pv4 ) 3k 48 It ( IPV6 ). FEMFIF, 257
IPv4 E4RH9 MTU £ 1460, IPv6 B4R MTU £ 1500,

$ ping -4 -c 1 -s $((1500-28)) -M do www.debian.org
PING (149.20.4.15) 1472(1500) bytes of data.
ping: local error: message too long, mtu=1460

--- ping statistics ---
1 packets transmitted, © received, +1 errors, 100% packet loss, time Oms

$ ping -4 -c 1 -s $((1460-28)) -M do www.debian.org
PING (130.89.148.77) 1432(1460) bytes of data.
1440 bytes from klecker-misc.debian.org (130.89.148.77): icmp_seq=1 tt1=50 time=325 ms

--- ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 325.318/325.318/325.318/0.000 ms

$ ping -6 -c 1 -s $((1500-48)) -M do www.debian.org

PING www.debian.org(mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e)) 1452 data bytes

1460 bytes from mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e): icmp_seq=1 ttl=47 <+
time=191 ms

--- www.debian.org ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 191.332/191.332/191.332/0.000 ms



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon-graph.php?packages=iftop
http://packages.qa.debian.org/i/iftop.html
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon-graph.php?packages=iperf
http://packages.qa.debian.org/i/iperf.html
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon-graph.php?packages=ifstat
http://packages.qa.debian.org/i/ifstat.html
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon-graph.php?packages=bmon
http://packages.qa.debian.org/b/bmon.html
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon-graph.php?packages=ethstatus
http://packages.qa.debian.org/e/ethstatus.html
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon-graph.php?packages=bing
http://packages.qa.debian.org/b/bing.html
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon-graph.php?packages=bwm-ng
http://packages.qa.debian.org/b/bwm-ng.html
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
http://packages.qa.debian.org/e/ethstats.html
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
http://packages.qa.debian.org/i/ipfm.html
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
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EE@FEE 881 MTU (PMTU) 2218 (RFC1191) , tracepath(8) F§<RES B ENTRLIE(E,

HRRIRIR MTU EAXRIE
FESRIE4R (IP: PPP) 576 &=

CNHAIESR (IP: DHCP k&

= 1500 FEERIZEE(E
TE)

Table 5.6: Bx{£ MTU {BEREARIES|HiE
PR T ELEARRIESI A, REREMETEHEN.

- EREMABESR (VPN F) HRE MTU E2E—TEEER LEAYERER,

« MTU ERNEEiBiEE1a8EEREREN PMTU &,

- BIBHETRHIIIER, BRAN MTU EES LR,

BRAD A KRN (MSS) BRI —T@EEBXNITE, MSS Fl MTU HIREERINT.

« ¥152 IPv4, MSS =MTU - 40
« ¥152 1Pv6, MSS = MTU - 60

£
Ei? iptables(8) (2RE1 5.6) ME(L, #e%aiB1@ MSS REGE KA/, BHBERAE MMS, 28 iptables(8)
FEY"TCPMSS” .

5.5.2 WAN TCP =&t

TCP EHE 847 E @A TCP BEAN/NNSEREAXMNL, HIRAXIEENSIERSR WAN, 7E”TCP Tuning Guide”
F0"TCP wning” 8B #HEAR. Z2IBRIALE, E7/1 Debian FEERERE BELARIFRIBRFRAIFFRAY 1G bps HMEIF LAN E4R,

5.6 Netfilter 43%18;EHESS

Netfilter {8 Linux #Zi0» 1848 (2 RE1 3.8.1) 1I24E ARRERS AGE F1 4BE&HHEEE IR (NAT) 4EZS,

e RITE KAV | 5REB

i : = : X
iptables V312, 1:850 | 2408 ?;\t;fél)ter =18 | H (iptables(8) iR IPv4, ip6tables(8) AR
arptables V:0, I.2 100 netfilter EIE 1 B (arptables(8) Hif ARP)
ebtables V:14, I:31 264 netfilter 212 1 H (ebtables(8) IR AMHIRTE)
iptstate V-0, I:2 119 FEMEETE netfilter TJREE (F0 top(1) AN
shorewall-init V:0, I:0 85 Shoreline P NAE ¥1351E
shorewall Vi4,1:9 3090 | Shoreline B KR, netfilter ZHRETE R E AL 25
shorewall-lite V:0, 1:0 71 Shoreline B3 K E, netfilter ZHETE SR ERLET (FBERR)
shorewall6 V0, 1:2 1334 | Shoreline 5 K&, netfilter ABRE S 32 2 Y, 28 (IPv6 RRZN)
shorewall6-lite | ., 1. 71| Shoreline By A48, netfilter AARERESRAERLSE (IPv6, KEMIER)

Table 5.7: BhA A& T B3R



https://zh.wikipedia.org/wiki/Path_MTU_discovery
http://tools.ietf.org/html/rfc1191
https://zh.wikipedia.org/wiki/Virtual_private_network
https://zh.wikipedia.org/wiki/Maximum_segment_size
http://dsd.lbl.gov/TCP-tuning/
https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon-graph.php?packages=arptables
http://packages.qa.debian.org/a/arptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon-graph.php?packages=ebtables
http://packages.qa.debian.org/e/ebtables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon-graph.php?packages=iptstate
http://packages.qa.debian.org/i/iptstate.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
http://packages.qa.debian.org/s/shorewall-init.html
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon-graph.php?packages=shorewall
http://packages.qa.debian.org/s/shorewall.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
http://packages.qa.debian.org/s/shorewall-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon-graph.php?packages=shorewall6
http://packages.qa.debian.org/s/shorewall6.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
http://packages.qa.debian.org/s/shorewall6-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
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netfilter EERERAEBIZXNLE iptables(8). fREEME shell F LT RHIFAES netfilter, {FF iptables-save(8) fETF
ERIARE, BERAEREST, @18 init FELWEITN iptables-restore(8) RIkiE,

& shorewall SRR EHNIE SIS EEAFEEEBIEESERE,
2 R http://www.netfilter.org/documentation/ EHIX 4 (8#E”/usr/share/doc/iptables/html/” {EERIXH).

* Linux Networking-concepts HOWTO
* Linux 2.4 Packet Filtering HOWTO

* Linux 2.4 NAT HOWTO

"R
ERSRISLER A Linux 2.4 BiY,iptables(8) ¥4 netfilter L INAEARBESNTE Linux2.6 F1 3.x LR IIEIR.



https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
http://www.netfilter.org/documentation/
http://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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Chapter 6

48 B e FH

B AARERE (2ME 5), RAIITETEMEIEER,

TN
IR Debian IR EM MR RREREA, FiE Debian BIE S FM——HMERRME,

N
EFL ISP T, MRMRLA “MLERE", (Fr]eeH 2R —ERABBARIRIIERNEAR POP 1 SMTP AR¥S, 1R
TR e SRR A 1P HEATEAR,

6.1 #HEBE:R

B ZHERERNER, ERABXFEHRE (HTTP) FERREAR.

e mITE Xy | EER AR 3BT 23550

chromium V:34,1:115 216686 X Chromium, ( 2RE Google PR 2 & 28 )
. . _ Firefox, ( 2RE Mozilla FIFIR 2225, fE7E Debian

firefox V:8, I:13 227958| [EL Unstable H8TF8 )

firefox-esr V:184, 1:420 | 217448| EE Firefox ESR ( Firefox ZER X EEIRZA )

epiphany-browsen v, g 2206 | BL GNOME, #8% HIG, Epiphany

konqueror V:18, 1:94 25898 | B E KDE, Konqueror

dillo V-0, I:5 1565 | EE Dillo, ( &h? FLTK e &8 Ezs )

w3m V:14, 1:178 2828 | XF w3m

lynx V:14,1:157 | 1935 | EE Lynx

elinks V:4,1:23 1624 | EHE ELinks

Tinks V:3,1:32 2302 | @E Links (4EX=F )

Tinks2 V1, 12 5479 | &R Links (2B X PEFIEER)

Table 6.1: I E;3|EE22515R

6.1.1 ABAERFERAENIEFS
A TR — LB EREINMPE, (e AR PEAERIZXIREN User-Agent T,



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon-graph.php?packages=chromium
http://packages.qa.debian.org/c/chromium.html
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon-graph.php?packages=firefox
http://packages.qa.debian.org/f/firefox.html
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
http://packages.qa.debian.org/f/firefox-esr.html
https://zh.wikipedia.org/wiki/Firefox#.E5.BB.B6.E9.95.B7.E6.94.AF.E6.8F.B4.E7.89.88.E6.9C.AC
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon-graph.php?packages=epiphany-browser
http://packages.qa.debian.org/e/epiphany-browser.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon-graph.php?packages=konqueror
http://packages.qa.debian.org/k/konqueror.html
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon-graph.php?packages=dillo
http://packages.qa.debian.org/d/dillo.html
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
https://zh.wikipedia.org/wiki/使用者代理

Debian 2= F 104 / 229

+ MDN Web Docs: userAgent

» Chrome Developers: Override the user agent string

* How to change your user agent

* How to Change User-Agent in Chrome, Firefox, Safari, and more

+ How to Change Your Browser’ s User Agent Without Installing Any Extensions

* How to change the User Agent in Gnome Web (epiphany)

JES=
RERNERENEFHITUTER RKE Java ITREIFA,

6.1.2 BIEREBEREH
FREIRAN GUI (BRERENE ) BEZTIEE browser extension FIRIATE, TTEIK web extensions EIZ%EEL,

6.2 HEHERHZ

REFRENRHEE AR AR ER BB T (R,

o

IR EBREBAARERESBMRERREG, (EXSEE— T EEEAXH.

6.2.1 EFEMEEE

EFEH A=ERDEN, AREE, BHFEREBMGIEX,
+ SMTP BB FEMHEH LAY To” F0”From” B RIRIEE M, (1531 LAY From” Bl th %L #IREI 4L, F140 From_ 3

F )

- BFEMEERY To” F1"From” Eill, BERE EFHHEFIREL. EXBHERT, ELEMRREFEHEH X,
B A2RERK, )

- BEMEMEE Ea¥¥l31¢uﬂ§7f“‘w§i 9%&.‘%5"“%@5#?&%5# (MIME) i8R EH, #AIXFRY ASCI
NHEEFTHRE, SEFRHIHFREHL. . ERMERARER,

g2 EMNER EFEHE iRk GUI I2IVERER GUIMESMEE, RHTIIREINEE.

« BT REBIEXENAFIRERS, SRIMERZAEEREBRBHREAEN (MIME)REZEHRIEMEMFIEX.

- EFEHAEN EHREREE IR OAuth 2.0[a ISP ( 4BFRAEEEARTA IR AL ) #Y SMTP F IMAP AR HEBERC.
(B152 OAuth 2.0, BB RHEIRIRERERZEE, FlG0, “Settings” -> "Online Accounts”.)

- EEENEE ISP MWE ST SMTP IRFEEEEAVNSIEITIE (587 ),
1% TLS/IMAP4 18 (993 ) #EUFETETE ISP A=) ARZE LAV,
« ERELSE @0V E 1R E 4,

- CHESIRMLERIMNIINGE: BHEA. BHE. I FHTiR



https://developer.mozilla.org/en-US/docs/Glossary/User_agent
https://developer.chrome.com/docs/devtools/device-mode/override-user-agent/
https://www.whatismybrowser.com/guides/how-to-change-your-user-agent/
https://geekflare.com/change-user-agent-in-browser/
https://www.howtogeek.com/113439/how-to-change-your-browsers-user-agent-without-installing-any-extensions/
https://askubuntu.com/questions/472861/how-to-change-the-user-agent-in-gnome-web-epiphany
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Browser_extension
https://github.com/w3c/webextensions/blob/main/charter.md#webextensions
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://en.wikipedia.org/wiki/Basic_access_authentication
https://zh.wikipedia.org/wiki/OAuth
https://zh.wikipedia.org/wiki/OAuth
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EH] TE N

evolution V:26,1:228 | 485 X GUI 23§ (GNOMES3, groupware &)
thunderbird V:51, [:122 193907 | X GUI #£2={ (GTK, Mozilla Thunderbird)
kmail V:31, 1:86 23871 | X GUI #£3{ (KDE)

mutt V:19,1:185 | 7105 | {RAFIREE vim —EEANF tRinizy
mew V:0, 1:0 2319 (x)emacs FHIFTRImIEL,

Table 6.2: EHERAEXIETIFR (MUA)

6.2.2 IRACEMFARTEPRA!
IREMHE AR B — ERHIRR/IMERFER (AEENMRRERWEFEN ) BE,

- EHBERIEE LT SMTP RAARSEREZTENEEIBAIERERETIRER,
- —{EBERFRES R M EARTFIHIBRVIELRE, BMERMAR T B, RIFCETEBERZEBAEN,
- AEREE R ENEETERMRB b RRRERH, ERTIRER,

i

il

EH5:

- WEHBERRPRREENEHEREBREEE SMTP 18 (25) BEMWIIET.
- (EABFRABEREY SMTP 18 (25) BRIHBEENMIREHNEIHREEWIIET.
- CHBEERBRRHNEMRED I ERARNAE, Rees@ZRfRIEIE (587) FiX,

- BuiNR E R B (DKIM), BXSERIGHESR (SPF) Ml EMER AN ERE. IMEMKRE (DMARC) SRR
IEARMEZRIREFEHERIE,

- IR IR B ARTS FTRE B AN RAYIEIE® smarthost AYE FEMFEX,
- ERERIUEEHRERRE FEHA AR RIBARS, RS FEEEREE

6.2.3 ELEMFARTEIREASE

—LE7E Debian FHVFER, ©FIFEERHEAEEEARI /usr/sbin/sendmail SSREEZE G, HEXR —EREMLIERTEN
UNIX RGEHEARESRESXE MY, BIRELAIINEE:

- B} RN FIEREN,

« BM42H /usr/sbin/sendmail sr<ERIE,

- BBt AR —E#E, /usr/sbin/sendmail fp S iEITERARI A 53 55, AGERAFHITE /var/mail/$username

CESEN
- HRLEEEIS M S : apt-listchanges, cron, at, ...
- ¥R BHUTE R, /usr/sbin/sendmail &RIGEMEAEI BRI, FH SMTP 8518 DNS MX iC#k,

- HAEEEE4FHRYaE< : popcon, reportbug, bts, ...



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
http://packages.qa.debian.org/k/kmail.html
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
http://packages.qa.debian.org/m/mutt.html
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
http://packages.qa.debian.org/m/mew.html
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
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6.2.4 EM4{EE{CIE (MTA)

£ Debian 12 Bookworm &, fE;2% mail transfer agent (MTA) F2XBY1EL T, Debian BE) T EIGe] UER SFHHUE
Fis, BEASINEEN GUI (HRERAENTE ).

BAGERY Debian BEEEE{E MTA TR0 R IBHALE /usr/sbin/sendmail &HFER. BENT1Fus HiEREM MTA 1%
JEFET 6.2.2 8 6.2.3 HREITIIE.

R EN T /FiL, BAEIR MTA BIZR exim4-daemon- light 8 postfix, WRBIENEEMNLLEIRIE: “Mail sent
by smarthost; received via SMTP or fetchmail”, SR E MTA Fl1”/etc/aliases” ILEC,

"R

LB exim4 REXMEFEIRES, SEFEFEHHUERSERBNES N, EETSEN, MR —LEX
FRIEREES, EMA msmtp KEREMF], ELLBREZRRESEREFEA UL, AREE MTA EEREBER
EF B,

2T TE N

exima-daemon-119Ng. ) \q 1960 | 1493 | Exima ER¢EEEHLI2 (MTA : Debian FEIRHI)
exim4-daemon-heavy,; 1, 1651 | Exim4 EBR{FEEHNRIE (MTA : EENERTR)
exim4-base V:256, 1:268 | 1667 | Exim4 X1&F (XF) MERIESR
exim4-doc-html | L1 3748 | Exim4 X (html)

exim4-doc-info | L1 639 Exim4 X (info)

postfix V:137,1:147 | 4016 | Postfix B3 E&RRIE MTA : TEHERXE)
postfix-doc .7 4633 | Postfix X (html+text)

sas12-bin V:5,1:15 404 Cyrus SASL API BIR (BIR postfix SMTP R &5
cyrus-saslz-doc |, 2174 | Cyrus SASL - Xt§

msmtp V:6, I:12 616 K= MTA

msmtp-mta V4, 1.6 124 BCE MTA (sendmail ¥ msmtp FIfESE )
esmtp V:0, I:0 129 BE MTA

esmtp-run V:0, 1.0 32 BXE MTA (sendmail ¥f esmtp FIFEEIER)
nullmailer V:8, T:10 476 P INEE MTA, B EAIBEF

ssmtp V:5, 1.9 2 A INEE MTA, ;25 ANHEEF
sendmail-bin V:14, I:15 1877 | I MTANRFRELHEZRE)
courier-mta V:0, I:0 2390 | £INEE MTA(web NEF.)

Table 6.3: ERZMEHEECIEAERAAVERIERIIIR

6.2.4.1 exim4 HIEAE

IS ARLEEIB smarthost FIABERERMF, (RIERZIZUN T FA/RAY (EBH) HHEC exim4 - * EXFEEL,

$ sudo systemctl stop exim4
$ sudo dpkg-reconfigure exim4-config

#AHC” General type of mail configuration” B, #3#2”mail sent by smarthost; received via SMTP or fetchmail”,

%7 ”System mail name:” ZFEE%RY FQDN (2R 5.1.1),

it

5% 7E ”IP-addresses to listen on for incoming SMTP connections:” Z&F85%#97127.0.0.1; ::1”,
”Other destinations for which mail is accepted:” ‘ZIEEE T,

G P

“Machines to relay mail for:” JBIEEE S,



https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
http://packages.qa.debian.org/e/exim4-daemon-heavy.html
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
http://packages.qa.debian.org/e/exim4-base.html
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
http://packages.qa.debian.org/e/exim4-doc-html.html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
http://packages.qa.debian.org/e/exim4-doc-info.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
http://packages.qa.debian.org/p/postfix-doc.html
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
http://packages.qa.debian.org/s/sasl2-bin.html
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
http://packages.qa.debian.org/c/cyrus-sasl2-doc.html
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
http://packages.qa.debian.org/m/msmtp.html
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
http://packages.qa.debian.org/m/msmtp-mta.html
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon-graph.php?packages=esmtp
http://packages.qa.debian.org/e/esmtp.html
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon-graph.php?packages=esmtp-run
http://packages.qa.debian.org/e/esmtp-run.html
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
http://packages.qa.debian.org/n/nullmailer.html
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
http://packages.qa.debian.org/s/ssmtp.html
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
http://packages.qa.debian.org/s/sendmail-bin.html
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon-graph.php?packages=courier-mta
http://packages.qa.debian.org/c/courier-mta.html
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5% 7E TP address or host name of the outgoing smarthost:” %%”smtp.hostname.dom:587”,

5% X ”Hide local mail name in outgoing mail?” JBIEZ"NO” (S E R &N 6.2.4.3HRAVFBIRER /etc/email-addresses”
&)

EIZUN T AT /RAYE A —{B 2R [@] ZF”Keep number of DNS-queries minimal (Dial-on-Demand)?”,

« ”No” SNRENENBIRFR, REAFIEL T HRER
« "Yes” YNRIENBVEHE, RERIZHEE LFEREE,

#%E ”Delivery method for local mail:” 3EIE%”mbox format in /var/mail/”,
»Split configuration into small files?:” JBIEZR %3 Yes”,
BiBEER”/etc/exim4/passwd.client” #E2R, REBILFAH smarthost ISR E,

$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp.*\.hostname\.dom:username@hostname.dom:password

EE% exim4(8),fE”/etc/default/exim4” #E=R+ % N”"QUEUERUNNER="queueonly’”,”QUEUERUNNER="nodaemon’”
%, RR/ILRRERER. (FI#E)

BB T FT/REIRLED exim4,

$ sudo systemctl start exim4

»/etc/exim4/passwd.client” IERPHIEHBANEBZERN B, MEXRINTARMIGERIENERSE,

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

H1E/etc/exim4/passwd.client” IERAERIERRIZERRLEBFZMRE, BNEFE ISP B 7 B RFTigE A E
£, SMTP AUTH 22T TFHY,
{REESBBUN T FTRBIFENE Fi exim4d FFHEC:

« Ef7/etc/eximd/” BEFTHY eximd 4HEEFE 2=,

- L:‘Z”/etc/ex1m4/ex1m4 conf.localmacros” REZEEEHKSHENR”/etc/exim4/exima. conf. template”

2R, (FENEIRAR)
- 7" /etc/exim4/exim4.conf.d” FEFPEINFIERIRFECEFENER, (HDENER)

« $1T’systemctl reload exim4”.

PES =N
@ YNER debconf 85 "Keep number of DNS-queries minimal (Dial-on-Demand)?” ”"{IE]F:.‘iEEH%, EET"No” (8
i%ME), FEE eximd EXEREEL B R ATEINBHERNE E R DN ERAEE

#%R9:8”/usr/share/doc/exim4-base/README . Debian.gz” B/518EH] update-exim4.conf(8),

( ) BE
EABNEEERE, (E% STARTTLS A SMTP 18 587, (& SMTPS SSL (SMTPS) 18 465, X &4k SMTP
18 25,



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
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5L Ihae

postfix(1) Postfix IEHIFER
postconf(1) Postfix FARC L &
postconf(5) Postfix FHAC S EX
postmap(1) Postfix BFIRAEE
postalias(l) Postfix B BB FEHEE

Table 6.4: EEHY postfix FHEFIZFR

6.2.4.2 #58 SASL [ postfix D

#123818 smarthost BYAEREER(F, (RIEEXE SERRIGE postfix XA FIRARAIFME,
{RIEZIEIN N FrRBY (FH) B postfix 7 sas12-bin #XE2

$ sudo systemctl stop postfix
$ sudo dpkg-reconfigure postfix

JE4E”Internet with smarthost”,

5% 7E”SMTP relay host (blank for none):” Z&” [ smtp.hostname.dom] :587” Wi 3Z4NF A=A EC.
sudo postconf -e ’'smtp_sender_dependent_authentication = yes’

sudo postconf -e ’'smtp_sasl_auth_enable = yes’

sudo postconf -e ’‘smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd’
sudo postconf -e ’‘smtp_sasl_type = cyrus’

sudo vim /etc/postfix/sasl_passwd

@ BH BB e

%y smarthost 37 ISR E.,

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom] :587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

W@ AT 7RRIELEN postfix,

$ sudo systemctl start postfix

dpkg-reconfigure EiEHR{EAM”[” F17]” F1”/etc/postfix/sasl_passwd” BRARNEIRE MX SLigMEE
EERIEEREEME, 287 /usr/share/doc/postfix/html/SASL_README.htm1” #2EH9”Enabling SASL
authentication in the Postfix SMTP client” {&H.,

6.2.4.3 Ep{ihutRARS
BEFLHREGER. HENERAENRIENEGhAEESR,

(EES IhEE [ER
/etc/mailname R (91 %8) EEFRUTE:R £/ | Debian EFHEY, mailname(5)

: o : it exim(8) EFM,
/etc/email-addresses RN EEHMERBARE exim4-config files(s)

/etc/postfix/generic RIS BRI BIRE ?p%;tﬁgéé((l) BHN, postmap(l) I}
/etc/aliases R EREFRTRSE R 2 BAIF, newaliases(l) FESHITERA.

Table 6.5: ERER {1t AR BARVAHREAE SR IR

»/etc/mailname” HEERH A mailname BE 2 2MIHE (FQDN), EELIEIHZAS S WA EHY 1P sk, ¥H08
BRfRAY 1P tht A E BB EN T (ElL, 2% mailname Z”hostname -~ 1B, (EEHL exim4-* F postfix
HEZLEUNNERE, )



http://www.postfix.org/documentation.html
https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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RBR

"/etc/mailname” EPE’JPSI@%&’.:‘F;HE MTA X BEEMNTERITA. ¥ mutt, & ~/muttrc R H:%
E’hostname” #1"from” 2K EZ mailname 18, ¥1/? devscripts BEERIAVFED, HI%0 bts(1) #1 dch(l), EE
Hﬂ—tﬁ“%i"wEBFULLNAME" F"$DEBEMAIL" MEREBETE,

R

popularity-contest %X 2 & — f& U4 FQDN 2 = H root WR 58§ (& X Hf 14: {r =
& /usr/share/popularity-contest/default.conf & FE B # & E’J M & = &
/etc/popularity-contest.conf fEZEF A MAILFROM {8, BEI, R H = # smarthost SMTP {5 BR
221648, BEEBLBRREERZSK, EEAALAMEER MTA LHEL root FHREEXNHEESRILIERS,
B EtE RIZNEER cron I5SBEA,

IR

& :%E mailname Z”hostname - [9{ERS, & MTA KRB Ut A9BEE D] L@ B0 R EIRRER,

« FAIR exim4(8) B”/etc/email-addresses” #8%, exim4-config_files(5) FMERBRANREHMEE
« A postfix(1) B”/etc/postfix/generic” #£2, generic(c) FMETREBNERIRE

58 postfix, ETRMEEINSBREZHIT.

# postmap hash:/etc/postfix/generic
# postconf -e ’smtp_generic_maps = hash:/etc/postfix/generic’
# postfix reload

REESTEB AN T AR B9 SR A GER (- 1t ERI B,

« exim(8) A -brw, -bf, -bF, -bv, ... EI&

« postmap(1) A -q iBIE,

N
Exim %85 —LE5HANIER, F0 exiqgrep(8) 1 exipick(8), 2R’dpkg -L exim4-base|grep man8/” 3
EErTANES.

6.2.4.4 ETZ MTA 12

BERE—LEMRI MTA #(F. B—LrlEEEiA sendmail(l) BHEEMNERER,

BR
£/etc/ppp/ip-up.d/*" BE—(EEHBIEFFEEHFNIESBEREARENEE,

6.3 fA)ikz5=RIm{FENFITHE (SSH)

Secure SHell (SSH) 2 E4548 L1 & 21848 75 2\ 7F Debian #2@, B —{E Al OpenSSH HI% & SSH iR 7, 7£ openssh-client
#0 openssh-server 842,

HREREREE, ssh(1) TAELE telnet(l) EMNEENLL. TM& telnet 182, ssh IS AEEIBE] telnet BB
¥t (¥)EaTEER 2 CTRL-)) BHELE

889X shellinabox R2—{E& SSH t—»_‘t EIEEREARIRLIRHRIN—EEEBNER,
BREIRE X BRI, 28: & 7.8,



https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
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exim 8% postfix 5% Bz
sendmail sendmail AT A\ SEEVER A I H ZHHZIE (- bm)
mailq mailq FHFEBIRENTS] ID FIEHT (-bq)
newaliases newaliases TR RIBERE (-1)
eximd -q postqueue -T SMEESEFHH (-q)
. postsuper -r ALL
exim4 -qf deferred; postqueue -f SHMEIEF GG
. postsuper -r ALL; .
exim4 -qff postqueue -f SMRIEEFECDLKRENEM
exim4 -Mg queue_id postsuper -h queue_id BIBEEFRITY] ID RIREE
exim4 -Mrm queue_id postsuper -d queue_id BIBEEFRTI] ID RBRE
N/A postsuper -d ALL BIRETEEH

Table 6.6: EE MTA 1Z{EFIR

IR TATE XN | THE B

openssh-client | Vv:858,1:997 | 5771 | ssh(1) SSH ZEFim

openssh-server | V:741,1:837 | 1926 | sshd(8) SSH FR#%im

ssh-askpass Vi1, 127 102 ssh-askpasgsEapK{ERE i A B SR ssh-add (plain X)

ssh-askpass-gnoney., |, 219 | ssh-askpadssEmEEE A ssh-add & (GNOME)

ssh-askpass-fulls&ztb’eﬁg 48 ssh-askpass%&ﬁﬁhﬁdd =15 (GNOME), B2 E
shellinabox V:0, I:1 507 shellinabgx @B 23aAM VT100 KiniR#t = 48 2 (a1 Akes

TH

Table 6.7: {AlARZHIZ iR FEXFI TRSIR

=z
IE=)

INRREY SSH RICHEGHAREFE, 2RH 4.6.3,

R’
B screen(l) F2UKEIRIR shell EHERVER L7E (2 RET 9.1.2).

6.3.1 SSH Ef#

OpenSSH SSH & E5T3&12/F (daemon ) R 3z#& SSH 2 ###3%,

FAREE”/usr/share/doc/openssh-client/README.Debian.gz”.ssh(1).sshd(8).ssh-agent(1).ssh-keygen(1).
ssh-add(1) #1 ssh-agent(1).

fo g
=H

: WNRAEEH 1T OpenSSH fRFE, "/etc/ssh/sshd_not_to_be_run” BRTFE,
AERBER? rhost BUR:% ( /etc/ssh/sshd_config HfY) HostbasedAuthentication),

WEFiREE)—{& ssh(1) E4R.



http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
http://packages.qa.debian.org/s/ssh-askpass.html
http://packages.debian.org/sid/ssh-askpass-gnome
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-gnome
http://packages.qa.debian.org/s/ssh-askpass-gnome.html
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
http://packages.qa.debian.org/s/ssh-askpass-fullscreen.html
http://packages.debian.org/sid/shellinabox
http://qa.debian.org/popcon-graph.php?packages=shellinabox
http://packages.qa.debian.org/s/shellinabox.html
https://github.com/shellinabox/shellinabox
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HRERES HRERE SR R

/etc/ssh/ssh_config SSH EFimtaaR, 2K ssh_config(5)
/etc/ssh/sshd_config SSH BR#%imTEz%, 2R sshd_config(5)
~/.ssh/authorized_keys ZIRIREHR IS EEREE ENEFIn{EFRRITER SSH 18
~/.ssh/id_rsa {FF& M) SSH-2 RSA #A&

~/.ssh/id_key-type-name {EF&R) SSH-2 88, key-type-name 25 ecdsa, ed25519 =

Table 6.8: SSH #4HBEFE R TIR

o R
ssh (ERTERE R
username@hostname.domain.ext

ssh -v 4 .
username@hostname.domain.ext B MAE R AR RN
ssh -o

PreferredAuthentications=password SSH 2 iR7~, 3&HI{EHZE
username@hostname.domain.ext

ssh -t
username@hostname.domain.ext EiRiREM E#1T passwd S REFHZS
passwd

Table 6.9: SSH Z FimpENF 73R

6.3.2 RimE# CHIERERM

MRIFAERMANRREW LERBENERERE, (REENEIEE A username@”,

WMRAMFNIR IR T, FERARKRNERE B, REILAEB#A username@”. BIEEARMMFIR IR EHERARER
EHEBH, (RJLAER”~/ . ssh/config” REEE N\ (ERE B, H Debian Salsa {FARES, EAMRSER foo-guest”,
{RETLASRE”~/ . ssh/config” B TEMASR,

Host salsa.debian.org people.debian.org
User foo-guest

6.3.3 REIERImELR

{EA”PubkeyAuthentication” (SSH-2 tH:%), AFIRILABREGRERIRRLAIIZE.
ERIGAR MR /etc/ssh/sshd_config” #8, :REMEERIKE, "PubkeyAuthentication yes”,
EARMAENIZEWSE, TRENBIERRR,

$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh useril@remote "cat - >>.ssh/authorized_keys”

{RRJLATE”~/ . ssh/authorized_keys” #8245 1% B G IMEIERPEHI E MMM TIHFEIH L2 B sshd(8)”AUTHORIZED_KE

FILE FORMAT” ,

6.3.4 [REIEHTE SSH EFiH

HEFELH-LERER SSH EF i,



https://salsa.debian.org/
https://zh.wikipedia.org/wiki/Secure_Shell
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IRiR % & SSH 7230

Windows puTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/) (GPL)
Windows (cygwin) cygwin 2R SSH (http://www.cygwin.com/) (GPL)

Macintosh 28 macSSH (http://www.macssh.com/) (GPL)

Mac OS X OpenSSH; & ImERAFFEA ssh (GPL)

Table 6.10: EEFE L% E SSH ZEFIHIIT

6.3.5 217 ssh {12

BISRIRE(RAY SSH RAEFBREL LM, NRZEIEEZHRE, [FH”ssh-keygen -p” 2RE&E,

BIRAY 88 (Ebdn: »~/.ssh/id_rsa.pub”) MEIEIHEHR)"~/ . ssh/authorized_keys”, EfEEimEHER L
EREREEER I,

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/username/.ssh/id_rsa:

Identity added: /home/username/.ssh/id_rsa (/home/username/.ssh/id_rsa)

REBITETRIWES, MTBTEERS,

$ scp foo username@remote.host:foo

1% AD RKR4&4% ssh (KIBERE,
R X fRFSim, 1BERY Debian IENES B EEAREFMIT ssh-agent, FTIMRRBEE#IT—IK ssh-add, E—

FHE:N, BB ssh-agent(1) 1 ssh-add(1).
6.3.6 {{EiEimEMESIXEMG

WMRIRE—{EEFEERE T DNS Rfa]AREE B —{B SSH shell BR3%, (REESAAGIEIRAE TIEUS EERBVERNMT, (ERIRIR
ElAR2E LHEH, EIEMMGRIRFEIRESE LEX,

$ ssh username@example.org /usr/sbin/sendmail -bm -ti -f "username@example.org” < mail_data <«
LExt

6.3.7 SMTPIPOP3 [ BRI 2E

i ssh B3 —EiEaEEEL, 1 localhost BY 4025 18Z remote-server §9 2518, ii{# localhost 9
4110 122 remote-server Yy 110 18, FEEREHITUNTIES.

# ssh -gq -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

ERBHMESEEI SMTP/POP3 IRFSERM L L FHiELRImEM /etc/ssh/sshd_config” #i&E Al lowTcpForwarc
#E&"yes”.

6.3.8 EixiEi® SSH FARIEIR R4

{REICAER at(1) $8<% (2 REl 9.4.13) 3R{E SSH #&imtE{RE& shutdown -h now” (2Rl 1.1.8) IRFiBTE,

# echo ”"shutdown -h now” | at now

£ screen(l) (2RE 9.1.2) E:EE#IT’shutdown -h now”, BHBIN—EHERMEEEMNEIE,



http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.cygwin.com/
http://www.macssh.com/
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6.3.9 SSH t4fEHIE

MRIFBZIERE, REHERERNFFAIELA-v” BIE]{T ssh,
FNRARR root BR3R, WLHEAHNGE, ER”-p” BIE; Er]ERER 1 —1023 ZERIARFHIE.

MR ssh BRI RIRHBRAFILETE, EHIFRERAEIEEHBIRIFNER, PJERERMEERNE
T”host_key”. EREREEIERE, BB A EBEBNEER A RENOR IR T, (RP] AERME~/ . ssh/known_hos
Bk host_key” 18 B REFIESELR,

6.4 7JIENRRFEFITE

7E£& 0948 Unix %5, BSD Line printer daemon(lpd) 17 Eﬂ%&%%ﬁ:? BRZIZEE, EHE RETEIEEEY ENE Y
}&TU2 PostScript (PS), %37 AEZ9IENZIE PostScript ENFRE, FEAG—LEBIEER AN Ghostscript —EEH, 2RE0
11.4.1,

7EIR{XHY Debian 24 H, Common UNIX Printing System J@F UNIX JIEN R AR EE LEE, RN BHIRENIEE
ZI|EN#R H A8 = =R Portable Document Format (PDF) F]#IBIERIZ R,

CUPS {£EFH Internet Printing Protocol 48FR48E& 7 ENF3:% (IPP). IPP IREC KM EEIEE A4, I Windows XP 1 Mac OS
X %1&, EEKEmnNEEEmBHENNBEEERIRYENNEETE,

K58 CUPS AGMERBARBEHELIFE, GEMNEEERERE lpr 184, BiSESIEMIIENE L. (E
CUPS &, 1pr BEZ@IBZE cups-bsd ERFEELIRIEEN.)

Debian 48 — LA FHAIEEE B AMRTIENARFEFERIIEN TR,

EREEE mATE NI a7 AR
lpr V:3,1:3 367 printer (515) | BSD Ipr/lpd ((ZTEENRIEEZEE =720 daemon)
Tprng V:0, I:1 3060 | EE ,, (Z5)
cups V:166, :413 | 1061 | IPP (631) AR AERRFIEN CUPS {aIARES
FHiR CUPS BY System V ENZRIZFES: 1p(1),
cups-client V:179, 1:442 | 425 Eill= lpstat(1), lpoptions(1), cancel(l),
lpmove(8), Lpinfo(8), Lpadmin(8), -
. — FR CUPS Y BSD ENRIEFES: pr(1), 1pq(l),
cups-bsd V:28,1:237 | 131 El s Lprm(1), Lpc(8)
printer-driver-quienprint | 1n19 | B[R | CUPS ENZRA4EEED

Table 6.11: ZUENARFEFI T EIIR

RBR
{RET LASE{REY web jBIEF 28 77BN http://localhost:631/” 3RiEAEE CUPS R4k,

6.5 EEHIRERRS

EERHTREERR.
B ERR RIS R A RIHE (CIFS) MARTENR IR (SMB) H:E — K&, #MER Windows EiZ B,

&R
2RE 452 RBRAKES,



https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
http://packages.qa.debian.org/l/lpr.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/lprng
http://qa.debian.org/popcon-graph.php?packages=lprng
http://packages.qa.debian.org/l/lprng.html
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
http://packages.qa.debian.org/c/cups.html
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
http://packages.qa.debian.org/c/cups-client.html
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
http://packages.qa.debian.org/c/cups-bsd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
http://packages.qa.debian.org/p/printer-driver-gutenprint.html
http://localhost:631/
https://zh.wikipedia.org/wiki/Server_Message_Block
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HEEE mITE K/ ThaE Bz

telnetd V0, 1:2 53 TELNET TELNET ARF%
telnetd-ssl V:0, 1:0 159 EE TELNET AR#% (%8 SSL)
nfs-kernel-servery e 169 | 611 | NES Unix {85 =

samba V:109, I:141 | 3971 | SMB Windows @ =RFFIETHE
netatalk Vi1, 12 2007 | ATP Apple/Mac TEZEFFIENHEZE (AppleTalk)
proftpd-basic V:12,1:20 451 FTP BRAEETH

apache2 V:228,1:282 | 566 HTTP 1B web fa]IREE

squid V:10, I:11 9222 5 E 1B web RIEfA]ARES
bind9 V:48, 1:54 1129 | DNS HEFHEA 1P HB3E
isc-dhcp-server | uoo 140 | 6061 | DHCP ZEHE S IP it

Table 6.12: HE4HIEERARTEYIR

R
FHEBMTBEER DNS FRFEIEME. HHH DHCP ENREHD AT 1P ik, E188 DNS 8E49(EMA bind9 #
isc-dhcp-server I F 1% E /1T, Debian wiki # DDNS B HEiER.

N
A squid ZFERINIREARES, FIfEA Debian XHAERTEAMIRERFEARIAALL, EAREEHEIEE,

6.6 HEHKREREFRin

6.7 RBKEEESTEN (daemon) ZEf

telnet ERNEEMF DERIRMEREBRIZL (daemon ), WiEITEZER
AlEt4E POP3 BRFS, EFA FEAVEEF

$ telnet mail.ispname.net pop3

53 ISP 12 TLS/SSL 1NZEIPOP3 fRFS, A THIEE, (REERZ telnet-ss1 BB TLS/SSL #J telnet &
FEif, 5 openss1 E8&8,

$ telnet -z ssl pop.gmail.com 995
$ openssl s_client -connect pop.gmail.com:995

TFHEAY RFCs Rt B —ERAEEERTERN (daemon ) FREZRIENGE,
f£7/etc/services” 8, IR TIBFERE



http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
http://packages.qa.debian.org/t/telnetd.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnetd-ssl
http://qa.debian.org/popcon-graph.php?packages=telnetd-ssl
http://packages.qa.debian.org/t/telnetd-ssl.html
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
http://packages.qa.debian.org/n/nfs-kernel-server.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://packages.qa.debian.org/s/samba.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
http://packages.qa.debian.org/n/netatalk.html
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
http://packages.qa.debian.org/p/proftpd-basic.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
http://packages.qa.debian.org/a/apache2.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon-graph.php?packages=squid
http://packages.qa.debian.org/s/squid.html
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon-graph.php?packages=bind9
http://packages.qa.debian.org/b/bind9.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-server
http://packages.qa.debian.org/i/isc-dhcp-server.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
http://wiki.debian.org/DDNS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://www.ietf.org/rfc.html
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L7 1) RITE XN | BEE ZREH
netcat I:35 16 TCP/IP TCP/IP I T ET]
openssl V:818,1:995 | 2288 | SSL TZEERTE (SSL) EMHIFERFNNEZE LR
stunnel4 V7,113 539 EE EH SSL HE&
telnet V50, 1:819 | 53 TELNET TELNET EFim
telnet-ssl V-0, 1:2 196 EE TELNET AR#% ( <3& SSL)
nfs-common V:157,1:258 | 1111 NFS Unix la=H=
smbclient V:19,1:198 | 1977 | SMB IR Windows TERFNFNENEZEEFin
cifs-utils V:29,1:122 317 = E IR imMER Windows F& 28 7 4t 12 SN AL R PR Lo f5 &
ftp V:10,1:159 | 53 FTP FTP EF i
Iftp V:5,1:34 2361 | @EE EE
ncftp V2, 117 1389 | BE 2EE P XFim
wget V:229,1:982 | 3605 ETTE PN web FEITHR
curt V:168, 1:610 | 484 EE EE
axel V0, I:4 201 Bl TEILEES
aria2 V:2,1:19 1857 | AL BitTorrent 70 Metalink 2B F 2 01E 2s
bind9-host V:132,1:943 | 382 DNS KR bind9 BY host(1), "Priority: standard”
dnsutils V:23,1:341 261 = E REH bind B9 dig(1), "Priority: standard”
isc-dhcp-client | .o ) 1081 | 2857 | DHCP &2 1P Hiht
Tdap-utils V:13, 1:69 762 LDAP K LDAP lRFBEFENR
Table 6.13: B ERAZEFimRdI&R
RFC R BH
rfc1939 F rfc2449 POP3 fRF%
rfc3501 IMAP4 fR7%
rfc2821 (rfc821) SMTP ARF%
1fc2822 (rfc822) R RIRT
1fc2045 Z AR AR BEIERES (MIME)
rfc819 DNS fR#%
fc2616 HTTP AR7%
1fc2396 URI &

Table 6.14: ' RFC JI3R



http://packages.debian.org/sid/netcat
http://qa.debian.org/popcon-graph.php?packages=netcat
http://packages.qa.debian.org/n/netcat.html
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon-graph.php?packages=stunnel4
http://packages.qa.debian.org/s/stunnel4.html
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon-graph.php?packages=telnet
http://packages.qa.debian.org/t/telnet.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnet-ssl
http://qa.debian.org/popcon-graph.php?packages=telnet-ssl
http://packages.qa.debian.org/t/telnet-ssl.html
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
http://packages.qa.debian.org/n/nfs-common.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon-graph.php?packages=smbclient
http://packages.qa.debian.org/s/smbclient.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon-graph.php?packages=cifs-utils
http://packages.qa.debian.org/c/cifs-utils.html
http://packages.debian.org/sid/ftp
http://qa.debian.org/popcon-graph.php?packages=ftp
http://packages.qa.debian.org/f/ftp.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/lftp
http://qa.debian.org/popcon-graph.php?packages=lftp
http://packages.qa.debian.org/l/lftp.html
http://packages.debian.org/sid/ncftp
http://qa.debian.org/popcon-graph.php?packages=ncftp
http://packages.qa.debian.org/n/ncftp.html
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon-graph.php?packages=wget
http://packages.qa.debian.org/w/wget.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon-graph.php?packages=curl
http://packages.qa.debian.org/c/curl.html
http://packages.debian.org/sid/axel
http://qa.debian.org/popcon-graph.php?packages=axel
http://packages.qa.debian.org/a/axel.html
http://packages.debian.org/sid/aria2
http://qa.debian.org/popcon-graph.php?packages=aria2
http://packages.qa.debian.org/a/aria2.html
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
https://zh.wikipedia.org/wiki/Metalink
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
http://packages.qa.debian.org/b/bind9-host.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon-graph.php?packages=ldap-utils
http://packages.qa.debian.org/l/ldap-utils.html
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://tools.ietf.org/html/rfc1939
http://tools.ietf.org/html/rfc2449
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://tools.ietf.org/html/rfc3501
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://tools.ietf.org/html/rfc2821
http://tools.ietf.org/html/rfc821
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://tools.ietf.org/html/rfc2822
http://tools.ietf.org/html/rfc822
http://tools.ietf.org/html/rfc2045
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc819
https://zh.wikipedia.org/wiki/Domain_Name_System
http://tools.ietf.org/html/rfc2616
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://tools.ietf.org/html/rfc2396
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

GUI (EIZERETE ) R4

7.1 GUI (B ERENE ) fEHIRIE

£ Debian R4 £, BLENELEM GUI RERITEE,

EFRERREE HITE KAy | FREA

task—gnome—desktop:182 9 GNOME SR

task-xfce-desktop o 9 Xfce REIRE

task-kde-desktop| ;.. 6 KDE Plasma SEEE

task—mate—desktopl:45 9 MATE SRS

task—cinnamon—deslﬁggp 9 Cinnamon SEIEE
task—lxde—desktopk31 9 LXDE SEEiE
task—lxqt—desktopl:18 9 LXQt SEIBE
task-gnome-flashbagk-desktop . GNOME Flashback R HEIBIE

Table 7.1: KEIRIESIFT



https://zh.wikipedia.org/wiki/Graphical_user_interface
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-desktop
http://packages.qa.debian.org/t/task-gnome-desktop.html
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon-graph.php?packages=task-xfce-desktop
http://packages.qa.debian.org/t/task-xfce-desktop.html
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-kde-desktop
http://packages.qa.debian.org/t/task-kde-desktop.html
https://zh.wikipedia.org/wiki/KDE_Plasma_5
http://packages.debian.org/sid/task-mate-desktop
http://qa.debian.org/popcon-graph.php?packages=task-mate-desktop
http://packages.qa.debian.org/t/task-mate-desktop.html
https://zh.wikipedia.org/wiki/MATE_(software)
http://packages.debian.org/sid/task-cinnamon-desktop
http://qa.debian.org/popcon-graph.php?packages=task-cinnamon-desktop
http://packages.qa.debian.org/t/task-cinnamon-desktop.html
https://zh.wikipedia.org/wiki/Cinnamon_(desktop_environment)
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxde-desktop
http://packages.qa.debian.org/t/task-lxde-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-lxqt-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxqt-desktop
http://packages.qa.debian.org/t/task-lxqt-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-gnome-flashback-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-flashback-desktop
http://packages.qa.debian.org/t/task-gnome-flashback-desktop.html
https://zh.wikipedia.org/wiki/GNOME#GNOME_Flashback
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EEE’\JE?%FB?XE%@E’\JW%EE’KE%@, £ Debian JFEERGAGEARIRIE T, HIRRHIVEIEEIEEINE, FIESER
B3R, ¥15¢ task-gnome-desktop, REJBAIR T EKIFAREEEISELEE:

« F sudo aptitude -u R{E) aptitude(8),

. BENHHZEI Tasks” A i% [ EHE,

. BENKIZE"End-user” A IX O EE,

- BENFZEI"GNOME” W% M EE i,

- BEN#IER task-gnome-desktop ik [OEE§E,

- BENIZE) Depends” Wig'm” (FLEE ),

- BENFIZEI"Recommends” Tiig'm” ( FILEE ),

- BENFIZR]" task-gnome-desktop Wik, (MER)

- AEEENEIZE, LRSS EERIEEREER,

- 189" REAIARE.

KERGKER 9 BEE Debian FE:RHIEEIRIE: task-gnome-desktop, 7E wayland iRt GNOME,

7.2 GUI (EWEAENE ) BHE

7£ GNOME SE{FEAI GUI BEliZZE T %

« Wayland (ARFEIRBERIFE) (BE)

- X HERGAEZOEZE (E1B xway land)

551847 freedesktop.org IEE3R T AR Wayland Z2H8F0 X 1RE L ER MAIREL,

EERENER, TEREMRBEIERA:

« Wayland R7EE—BE# L1 GUI @ RE: #i. BB, WRiE, RNEE setuid root I
« X Window 2 —EEB4ERINEER GUL B NiHE: @M. 5. 18, FE setuid root ZHEAIH

52 fE A Wayland =R, B VNC Bi RDP RZER—(ERinEH LB EMBERNAE, 288 7.7

RK X FRFABMIT HELIERER , WA X ERmEAAMAZCIBEETEN. EfGE T HRER
B9 Xlib 2R AEREE, RA T ARERIEIENEE. EthE Wayland ERIFARKMIR GULEMBENEIE SR,

£ GNOME #&inRAEIRY xeyes 12T, fREESIBERE GUI (BREERENE ) BAREIVERR GULEMEZ,

$ xeyes

- NRBRIEASER Wayland FRFSIRBERIBEMEAIER L, tEW “GNOME &i%", IREETZIRMESBRBE.
- IRBREEREA X REARZOHENEAERN L, bW “xterm”, REBESREFRBEY, RELAZIEMIL
B X RERBRE,

52021 FF 4 B, FFBRITH GUI EAER, LW GNOME # LibreOffice (LO) B4 EE] T Wayland BRFSIHRER 17
#. FLEEIR xterm, gitk, chromium, firefox, gimp, dia #1 KDE BRI RAER X RER KD IHRE.



https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/X_Window_System_core_protocol
https://wayland.freedesktop.org/architecture.html
https://zh.wikipedia.org/wiki/Virtual_Network_Computing
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/MIT-SHM
https://wayland.freedesktop.org/faq.html
https://zh.wikipedia.org/wiki/LibreOffice
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E

¥ Wayland 2 £E B xwayland SR E M X HEZGK, EMELEMNWEN X R IREKE EE
&F"/etc/X11/xorg.conf” NEEERMKE L7, BERTMEBARXEBRZHZ DK DRM, KMS 1 udev i
B, FEMN X REIREKEEREFEHREM. 28 Linux 0 XE#9"modedb default video mode support”,

7.3 GUI (B ERENT ) 2218

1B 2 Wayland IR1E _FF? GNOME MIE &1 GUI ig#5Ea,

ERHE
EREEE TE B | 55
I\
mutter V:2, 1:85 202 GNOME B mutter {1 & = 12 25 [auto]
xway land V:187,1:261 | 2340 | BAITTE wayland Z EFI—1E X ARFZiR [auto]
gnome-remote-desk{op, {8 PipeWire B GNOME EifR BB = Trelz ( daemon )
162, 1:166 1052 [auto]
gnome - tweaks V:15,1:208 1200 | GNOME FSPEEEERE

Table 7.2: &K GUI Z2HEE 285K

B4, ”[auto]” RNELLEREEEITE task-gnome-desktop TEBEZHELLE,

<IN
gnome-tweaks B —{EARTTRIVHEETHE, FlU:

- REEEFIAREBEEE, 1 “General (F& )" F/"Over-Amplification (iBHHK ) "

. {REESNIRB "Caps” SBERYEsc” ##, #¢"Keyboard & Mouse” -> "Keyboard” -> "Additional Layout Option”.

7.4 GUI (BERENE) EFE

IRFETE Debian £, BFFZHEHK GUI BAFE. R GNOME RERIEFSHEREINGENERE, BELELN
scribus (KDE) SHRIEEERR TP AIERN, ERXRKBSNEERNKEER, SEMNAKLEL.

BEEE—MHERERRN GUI (BRERENE ) EXIIXR,

7.5 FH
52 Debian F{ERE, B SERANOEFAEE, EREMIREREZRTLL, ERLEEZASH ERKLTEIFE,

b5, EARFILEE ] RELIRR GUI (B ERENE ) BRAERRE,
Debian Z#4EfE R FreeType 2.0 BERMMELET S AEFRIEN, BAIRESMIIED:

« Type 1 (PostScript) FE! EFRA=/X HEBHR (EFLSEEMNIBN)
* TrueType FE! ERH "X BEBHLR (FHHEIEER)
« OpenType F&! FR=X BEEFHLER REBIEER)



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
https://www.kernel.org/doc/html/latest/fb/modedb.html
http://packages.debian.org/sid/mutter
http://qa.debian.org/popcon-graph.php?packages=mutter
http://packages.qa.debian.org/m/mutter.html
https://zh.wikipedia.org/wiki/Mutter_(software)
http://packages.debian.org/sid/xwayland
http://qa.debian.org/popcon-graph.php?packages=xwayland
http://packages.qa.debian.org/x/xwayland.html
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://packages.qa.debian.org/g/gnome-remote-desktop.html
http://packages.debian.org/sid/gnome-tweaks
http://qa.debian.org/popcon-graph.php?packages=gnome-tweaks
http://packages.qa.debian.org/g/gnome-tweaks.html
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/PostScript_fonts#Type_1
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/TrueType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/OpenType
https://en.wikipedia.org/wiki/Bézier_curve
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¢
e RITE BX | A 5B

I
evolution V:26, 1:228 485 GNOME BAENEIE ( BEEHEHERTEN BE)
thunderbird V51, 122 | 193907| GIK EFHHFZEFnm (Mozilla Thunderbird (& & ) )
kontact Vi1, 11 2208 | KDE BAENEZE (FHEHRENETHHF)
libreoffice-writey, . 1416 | 38714 | LO EEIREE
abiword V:1, .9 3467 | GNOME NERIEFRE
calligrawords V:0, I:6 5836 | KDE NEREFNE
scribus V1, 19 30242 | KDE 4miE PDF % 2=HY desktop publishing 4w H 28
glabeTs V.0, I:4 1338 | GNOME R meE s
libreoffice-cald .9 1413 | 30541 | LO BEFRIE
gnumeric V4, 117 10004 | GNOME BEFRIE
calligrasheets | V0,5 11244 | KDE ETRIR
Uibreoffice-impress, 1410 | gog0 | LO 4
calligrastage V0, .4 5142 | KDE iGE
libreoffice-basg \.oc 115 | 5873 | Lo BrEEE
kexi V0, I:1 7118 | KDE ENEEE
libreoffice-dray y.co 1411 | 13401 | LO HEBEREE (&)
inkscape V:16,1:138 | 99316 | GNOME mEE miEas (2R )
karbon V-0, .5 3581 | KDE mzlﬁ/,.miﬁ%%( & )
dia V2, 1:25 3908 | GTK RIEEF R B E AR EE
gimp V:52,1:265 | 19877 | GTK EEBEIIJE?F. FHae (FEE)
shotwell V:15, 1:237 6542 GTK HEEAEERS
digikam V:2,1:10 265 KDE SRR e
darktable V:5,1:14 31350 | GTK REmNERBENERE
planner V:0, I:3 1458 GNOME BEEEHE
calligraplan V:0, I:1 19013 | KDE EXEE
gnucash V:2,1:9 32594 | GNOME EIASE nJr
homebank V:0, I:2 1232 GTK EAE:
Tilypond V0, I:8 15747 | - *“"“?HFH&
kmymoney V:0, 1:2 13341 | KDE BAE:T
Tibrecad V1, 1:15 8798 | QtFEF STEHEEENERET (CAD) &4 (2D)
freecad 17 53 QtEH EEWJr (CAD) #4 3D)
kicad V2, 1:13 231289| GTK ES]
xsane V:12,1:149 2339 | GTK }ﬁa?‘aﬁauﬁx
libreoffice-math y.co 1414 | 2034 | LO b N W
calibre V:7,1:30 63664 | KDE = EREEE
fbreader V:1, I:10 2631 | GTK ErERES
evince V:93,1:306 | 974 GNOME X (pdf) &
okular V:35, 1:113 17334 | KDE X& (pdf) FiEzs

B8 Zifi g4 [

x11l-apps V:24, 1:443 2476 ;..FEE’J X & xeyes(l) &,
x11-utils V:163, I:557 | 712 Fﬁm@E’J X & xev(l), xwininfo(1) &,

Table 7.3: ERMIA GUI (BRERENT ) ERAYIER



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon-graph.php?packages=kontact
http://packages.qa.debian.org/k/kontact.html
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
http://packages.qa.debian.org/libr/libreoffice-writer.html
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon-graph.php?packages=abiword
http://packages.qa.debian.org/a/abiword.html
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon-graph.php?packages=calligrawords
http://packages.qa.debian.org/c/calligrawords.html
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Desktop_publishing
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon-graph.php?packages=glabels
http://packages.qa.debian.org/g/glabels.html
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon-graph.php?packages=libreoffice-calc
http://packages.qa.debian.org/libr/libreoffice-calc.html
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon-graph.php?packages=gnumeric
http://packages.qa.debian.org/g/gnumeric.html
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon-graph.php?packages=calligrasheets
http://packages.qa.debian.org/c/calligrasheets.html
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
http://packages.qa.debian.org/libr/libreoffice-impress.html
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon-graph.php?packages=calligrastage
http://packages.qa.debian.org/c/calligrastage.html
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon-graph.php?packages=libreoffice-base
http://packages.qa.debian.org/libr/libreoffice-base.html
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
http://packages.qa.debian.org/k/kexi.html
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon-graph.php?packages=karbon
http://packages.qa.debian.org/k/karbon.html
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
http://packages.qa.debian.org/d/darktable.html
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon-graph.php?packages=planner
http://packages.qa.debian.org/p/planner.html
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon-graph.php?packages=calligraplan
http://packages.qa.debian.org/c/calligraplan.html
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon-graph.php?packages=gnucash
http://packages.qa.debian.org/g/gnucash.html
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon-graph.php?packages=homebank
http://packages.qa.debian.org/h/homebank.html
http://packages.debian.org/sid/lilypond
http://qa.debian.org/popcon-graph.php?packages=lilypond
http://packages.qa.debian.org/l/lilypond.html
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon-graph.php?packages=kmymoney
http://packages.qa.debian.org/k/kmymoney.html
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
http://packages.qa.debian.org/f/freecad.html
http://packages.debian.org/sid/kicad
http://qa.debian.org/popcon-graph.php?packages=kicad
http://packages.qa.debian.org/k/kicad.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon-graph.php?packages=libreoffice-math
http://packages.qa.debian.org/libr/libreoffice-math.html
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon-graph.php?packages=fbreader
http://packages.qa.debian.org/f/fbreader.html
http://packages.debian.org/sid/evince
http://qa.debian.org/popcon-graph.php?packages=evince
http://packages.qa.debian.org/e/evince.html
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon-graph.php?packages=okular
http://packages.qa.debian.org/o/okular.html
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
http://packages.qa.debian.org/x/x11-apps.html
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
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7.5.1 EiEFH

THMNRERWREEEZHYEATEEEFENEDEFE, LERBIIERHIRIEIFAES (metric compatibility ) FIFHE
B, KENFRBEBETHENTFE, &M Cyil ., RREBEMNMAFREBRMENEXEFE, SLFRRHW
R &E=REERMARIRIIED,

#]HEE MITE KV | sans serif mono FHRIGHE
. E'E
fonts-cantarell V:132, 572 59 - - (iantarell (GNOME 3, %4
1:291 )
_ Noto fonts (Google, B
fonts-noto 1:138 35 61 63 40 CIK 2 E=
DejaVu (GNOME 2,
fonts-dejavu 1:419 34 58 68 40 MCM: Verdana, I8 EH
Bitstream Vera)
Liberation =2 i}
fonts-liberation2 V:119, 1:393 | 4290 56 60 40 LibreOffice (Red Hat,
MCMATC)
Chrome OS: Arimo, Tinos
fonts-croscore V:20, 1:43 5278 | 56 60 40 #0 Cousine (Google,
MCMATC)
fonts-crosextra- L Chrome fEE & %:: Carlito
carlito Vi23, 11158 | 2696 >7 ) ) (Google, MCM:Calibri )
Chrome fEE &A%
fonts-crosextra- ) Caladea (Google,
caladea 1:156 347 ) > ) MCM:Cambria ) (RE#I
T=F7T)

o GNU FreeFont (BREHF
fonts-freefont-ttf V:67,1:221 14460 | 57 59 40 URW Nimbus)

Debian {EFR £ H,
fonts-quicksand 1:404 392 56 - - Quicksand (#8/~, RBEH
TFn)

o BIRIRTE TR —E=
fonts-hack V:21,1:102 2508 - - 40P % Hack (Facebook)
fonts-sil- 1:34 13568 | - 54 - Gentium SIL
gentiumplus
fonts-sil-charis 1:26 6406 - 59 - Charis SIL

V:133 URW Nimbus (Sans,
fonts-urw-base35 1_403 ’ 15558 | 56 60 40 Roman No. 9L, Mono L,
' MCAHTC)
fonts-ubuntu V3, .5 4339 | 58 - 33P Ubuntu 27 (FE7R)
fonts-terminus V:0, I:3 453 - - 33 Cool retro ZRim 51
ttf-mscorefonts- TERERIEFEFE

. . n
installer V:1, 1:53 85 567 60 40 (8F)

Table 7.4: & &HY TrueType 0 OpenType FHIF|F
B

"MCM” RR” EBE R M F R R HRIE IR R

"MCMATC” RRF” fERIRHAYF AL Arial, Times New Roman, Courier New HERRIEIENEE”

"MCAHTC” FR/R” 1 Adobe 12 {tH9=EY: Helvetica, Times, Courier HFRRIEIZEE”
EFRERFNEFRABEHREENFIE M FEIEEEAERE (

EIEHE )

##5f: M R/R Medium @, FEGAMIZE



https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Serif
https://zh.wikipedia.org/wiki/Monospaced_font
http://packages.debian.org/sid/fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
http://packages.qa.debian.org/f/fonts-cantarell.html
https://zh.wikipedia.org/wiki/Cantarell_(typeface)
http://packages.debian.org/sid/fonts-noto
http://qa.debian.org/popcon-graph.php?packages=fonts-noto
http://packages.qa.debian.org/f/fonts-noto.html
https://zh.wikipedia.org/wiki/Noto_fonts
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu
http://packages.qa.debian.org/f/fonts-dejavu.html
https://zh.wikipedia.org/wiki/DejaVu_fonts
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://packages.debian.org/sid/fonts-liberation2
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation2
http://packages.qa.debian.org/f/fonts-liberation2.html
https://zh.wikipedia.org/wiki/Liberation_fonts
https://zh.wikipedia.org/wiki/LibreOffice
http://packages.debian.org/sid/fonts-croscore
http://qa.debian.org/popcon-graph.php?packages=fonts-croscore
http://packages.qa.debian.org/f/fonts-croscore.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
http://packages.debian.org/sid/fonts-crosextra-carlito
http://packages.debian.org/sid/fonts-crosextra-carlito
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-carlito
http://packages.qa.debian.org/f/fonts-crosextra-carlito.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Calibri
http://packages.debian.org/sid/fonts-crosextra-caladea
http://packages.debian.org/sid/fonts-crosextra-caladea
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-caladea
http://packages.qa.debian.org/f/fonts-crosextra-caladea.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Cambria_(typeface)
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon-graph.php?packages=fonts-freefont-ttf
http://packages.qa.debian.org/f/fonts-freefont-ttf.html
https://zh.wikipedia.org/wiki/GNU_FreeFont
https://zh.wikipedia.org/wiki/URW_Type_Foundry
http://packages.debian.org/sid/fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
http://packages.qa.debian.org/f/fonts-quicksand.html
https://fonts.google.com/specimen/Quicksand
http://packages.debian.org/sid/fonts-hack
http://qa.debian.org/popcon-graph.php?packages=fonts-hack
http://packages.qa.debian.org/f/fonts-hack.html
https://sourcefoundry.org/hack/
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-gentiumplus
http://packages.qa.debian.org/f/fonts-sil-gentiumplus.html
https://zh.wikipedia.org/wiki/Gentium
http://packages.debian.org/sid/fonts-sil-charis
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-charis
http://packages.qa.debian.org/f/fonts-sil-charis.html
https://zh.wikipedia.org/wiki/Charis_SIL
http://packages.debian.org/sid/fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
http://packages.qa.debian.org/f/fonts-urw-base35.html
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Roman_No._9_L
https://zh.wikipedia.org/wiki/Nimbus_Mono_L
http://packages.debian.org/sid/fonts-ubuntu
http://qa.debian.org/popcon-graph.php?packages=fonts-ubuntu
http://packages.qa.debian.org/f/fonts-ubuntu.html
https://zh.wikipedia.org/wiki/Ubuntu_(typeface)
http://packages.debian.org/sid/fonts-terminus
http://qa.debian.org/popcon-graph.php?packages=fonts-terminus
http://packages.qa.debian.org/f/fonts-terminus.html
https://github.com/Swordfish90/cool-retro-term
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon-graph.php?packages=ttf-mscorefonts-installer
http://packages.qa.debian.org/t/ttf-mscorefonts-installer.html
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://en.wikipedia.org/wiki/PostScript_fonts
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« £ mono FRIARIFI K" RRARIEINERETH, BEABMIKIES"07/70” F” 17/ 17/717,

« ttf-mscorefonts-installer EREEE T & FMERHY” Core fonts for the Web” i ZZ2E Arial, Times New Roman, Courier
New, Verdana, ... , EEXLEMNFEEN, 2IEFMIENERN,

HZREEMAIT F8Y, B URW Nimbus ZK&E) Bitstream Vera B[ 478 .

VN
MRMGNBSREFMEENFISZBE LEMNFEIRRE, BfEMA aptitude £"Tasks” -> "Localization” FHEGEE
mEEarR, FRMEEEA Depends:” Bi’Recommends:” 7, EARMMLIEFREHRESEEIESEERENEE,

7.5.2 FEIHHIR(L

Debian {3 FreeType RHH&{LFE, ©RHFELERELEH Fontconfig FRIFLEEIRH,

ES 1) MITE XA | FREA

libfreetype6 V:535,1:996 | 890 FreeType A& (L E

Tibfontconfigl | V:531,1:852 | 579 Fontconfig 23 0C & &

fontconfig V:409, .717 | 617 fc-*: Fontconfig & 3aR<

font-manager V2, 1:8 1038 Font EIE25: Fontconfig GUI (BN EARAENE ) %
nautilus-font-mangger., 37 | Font IR i Nautilus AR EL

Table 7.5: & BMFRIRIFFARHEFERTIR

RBR

—LEZFRIGRIEE, LEANER fonts-noto*, ELXRASMFE, MoUFHELEFEREBENEE, BEEEE
FEAMERTEA, B Han unification FHEEHR —REXF, —L Unicode ISERHIEBZ @ T/, ~&F
ENFRERE S ERER Fontconfig EEE, —ERSANBRIBERRE CIK A HEEZRHHY"U+3001
IDEOGRAPHIC COMMA” F1"U+3002 IDEOGRAPHIC FULL STOP", {REEZA(EA GUI (B ERESNE) FEE
1228 (font-manager) B EMNIREFENFE RKE R ISERERE.

R AT AT a2 75 hFRUEC B AR RS,

« {FH “fc-match(1)” #&4R fontconfig FITEZRFHL
« {FH “fc-list(1)” #@BETE TR fontconfig FEY

REESHIE X FHREERECEF R ENE, BEREHN, 28 fonts.conf(5),

Linux EXE%5 GUI (B ERENE ) BAIE Debian BIR E, RMUEMHIBITFE.

« Applmage -- {E{A 75811 THY Linux FEF
- FLATHUB - Linux JEFR, 3i2&®@

« snapcraft -- Linux fE A5



https://zh.wikipedia.org/wiki/Core_fonts_for_the_Web
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon-graph.php?packages=libfreetype6
http://packages.qa.debian.org/libf/libfreetype6.html
http://freetype.sourceforge.net/index.html
http://packages.debian.org/sid/libfontconfig1
http://qa.debian.org/popcon-graph.php?packages=libfontconfig1
http://packages.qa.debian.org/libf/libfontconfig1.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon-graph.php?packages=fontconfig
http://packages.qa.debian.org/f/fontconfig.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/font-manager
http://qa.debian.org/popcon-graph.php?packages=font-manager
http://packages.qa.debian.org/f/font-manager.html
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/nautilus-font-manager
http://qa.debian.org/popcon-graph.php?packages=nautilus-font-manager
http://packages.qa.debian.org/n/nautilus-font-manager.html
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/Han_unification
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
https://github.com/FontManager/font-manager
https://appimage.org/
https://www.flathub.org/
https://snapcraft.io/
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@%%
B

IAAY
I\ =t

CUARATREY EMIFIEREE R, B AR EFARRIIEFIREREE.

¥J{EF Debian B EHEFERVIIEABITE, BEEMHNBANDE, F-LFAENER, ARERMEE —EEFH
5%, H Debian RHMNENHSERAENBEN LBEMBEERANE, BIRAR,

BTN EMFIMEE R, BEER LPERIE BYL, EEIRN Linnx T245M40NFER, (2RE 4.74),
 ¥i5% Applmage F1—L& FiFub B R0 _EMSI, 7 FTEE &R/ firejail BEIT,
« #H¢ FLATHUB R ZE(IHl, #EFlatpak BHITEM, (FEEFIEREE. )
o ¥R snapcraft 2REY EAIHI, 7E Snap BEIMITEM. (FEEFIEE, IRETHEEF (daemon) HHE. )

xdg-desktop-portal ERIEEABEAMNEEFHRME —EIZE2ELN APL, £ R xdg-desktop-portal (flatpak) F1 xdg-
desktop-portal (snap)

EREEEL TATE NI L

flatpak V:44, T:49 7368 | Flatpak S H fEFITE T EC EHESE

gnome-software- pqugﬂ ,'I:Egsatpalﬁm GNOME ERR2E 18 22 Flatpak 2%

snapd V62, 1:67 60665 | BXFH snap BRREEIRVIE = Tretz (daemon ) FITH

gnome-software-pllygin,snap | 1, | GNOME BESEIBEREY Snap SIE

xdg-desktop-portal., , 1335 | 1773 | Flatpak &1 Snap S EREFIS

xdg-desktop-port a%/:_ﬂ)t}l,(l:BBB 746 gtk (GNOME) #9 xdg-desktop-portal & i

xdg-desktop-port a%/:_ﬁ(,j?:ZB 1410 | Qt (KDE) B9 xdg-desktop-portal & i

xdg-desktop-port al.]-d\,l }rl 131 wlroots (Wayland) 89 xdg-desktop-portal 1& i
firejail Vi1, 1:5 1771 | 0 Applmage —#2fEFIRY SUID 2P &2\ firejail

Table 7.6: ERKPRIRIZTHERAEERIIR
EEPERERTNEEEFRERAR LNERENEERER, SENERRENBREE RMBAZIIER THRITH,

—LE X8 GUI (BFERENE ) BRI, LR Debian ERVBEEZIERS, WENSMER TORRERME, KR
efiREHELT,

7.7 EiEEE
7.8 X BRFSImIELR
BEHFGEIR M FERERE X RFSIE ( BiEAtEMAY xway land ),

7.8.1 X ERFimAHhELR

R X OMREN AT ER, 8E591EBAM UNIX R EEFEITAUEL, RiABAHA X fRFSiE, B0 LAEBE
B access cookie FUISHEFRE S 2RISHE, 1ZIERE MM B IEIB”$XAUTHORITY” RIS T, X BBIEIB”$DISPLAY” I8
IBEEET, HNELRIEZHNEESHEITRTE, FAEERITIEE, FHlwl, Ty gitk”,



https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://firejail.wordpress.com/documentation-2/appimage-support/
https://firejail.wordpress.com
https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(package_manager)
https://github.com/flatpak/xdg-desktop-portal
https://snapcraft.io/docs/xdg-desktop-portals
https://snapcraft.io/docs/xdg-desktop-portals
http://packages.debian.org/sid/flatpak
http://qa.debian.org/popcon-graph.php?packages=flatpak
http://packages.qa.debian.org/f/flatpak.html
https://zh.wikipedia.org/wiki/Flatpak
http://packages.debian.org/sid/gnome-software-plugin-flatpak
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-flatpak
http://packages.qa.debian.org/g/gnome-software-plugin-flatpak.html
http://packages.debian.org/sid/snapd
http://qa.debian.org/popcon-graph.php?packages=snapd
http://packages.qa.debian.org/s/snapd.html
https://zh.wikipedia.org/wiki/Snap_(package_manager)
http://packages.debian.org/sid/gnome-software-plugin-snap
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-snap
http://packages.qa.debian.org/g/gnome-software-plugin-snap.html
http://packages.debian.org/sid/xdg-desktop-portal
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal
http://packages.qa.debian.org/x/xdg-desktop-portal.html
http://packages.debian.org/sid/xdg-desktop-portal-gtk
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-gtk
http://packages.qa.debian.org/x/xdg-desktop-portal-gtk.html
https://github.com/flatpak/xdg-desktop-portal-gtk
http://packages.debian.org/sid/xdg-desktop-portal-kde
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-kde
http://packages.qa.debian.org/x/xdg-desktop-portal-kde.html
https://github.com/KDE/xdg-desktop-portal-kde
http://packages.debian.org/sid/xdg-desktop-portal-wlr
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-wlr
http://packages.qa.debian.org/x/xdg-desktop-portal-wlr.html
https://github.com/emersion/xdg-desktop-portal-wlr
http://packages.debian.org/sid/firejail
http://qa.debian.org/popcon-graph.php?packages=firejail
http://packages.qa.debian.org/f/firejail.html
https://zh.wikipedia.org/wiki/AppImage
https://firejail.wordpress.com
https://en.wikipedia.org/wiki/X_Window_authorization#Cookie-based_access
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IR MITE IR Tham iRHEH
gnome-remote-deskion 1156 | 105 &%&?FB GNOME &% SH BRF&IH
RDP, RFB
vinagre V:3, 1:94 4249 | (VNQ), Vinagre: GNOME & i &£ H & F i
SPICE, SSH
RDP, RFB
. (VNCQ), ) N I
remmina V:13, 1:67 897 SPICE Remmina: GTK iZif R EE i
SSH, ...
krdc Vi1, 1:17 3904 ?ﬁ(’:?FB KRDC: KDE i2if £ E X F iR
RDP, RFB PV .
) . Eg LU /o S il ggg
guacd V0, 10 80 (VNC), SSH é{p%cvllliguacamole. X P inAIE Uy R HFE
/HTML5
. . EREEEIE THERFEFERGK R
virt-viewer V4, 1:51 1316 REB (VNC), im%ﬁgﬂﬁg F fFRARME GULRR
SPICE EZFiH

Table 7.7: ZRKIRImHERFSIRTIR

#RHEE TATE ) 5L Bz
sshd A
openssh-server | V:741,1:837 | 1926 | i&I& SSH fRF&im (L2 )
X11-forwanding
openssh-client | V:858,1:997 | 5771 | ssh -X SSHEFin (£&)
xauth V:153,1:955 | 81 xauth XEEREETE
X11-XServer-utils, g; 1510 | 576 | xhost X BRISIHSHRIIEH

Table 7.8: iEZ#xZ| X {ElARZZHIFT TV



http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://packages.qa.debian.org/g/gnome-remote-desktop.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://wiki.gnome.org/Projects/Mutter/RemoteDesktop
http://packages.debian.org/sid/vinagre
http://qa.debian.org/popcon-graph.php?packages=vinagre
http://packages.qa.debian.org/v/vinagre.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Vinagre
http://packages.debian.org/sid/remmina
http://qa.debian.org/popcon-graph.php?packages=remmina
http://packages.qa.debian.org/r/remmina.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Remmina
http://packages.debian.org/sid/krdc
http://qa.debian.org/popcon-graph.php?packages=krdc
http://packages.qa.debian.org/k/krdc.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.kde.org/krdc/
http://packages.debian.org/sid/guacd
http://qa.debian.org/popcon-graph.php?packages=guacd
http://packages.qa.debian.org/g/guacd.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Secure_Shell
https://guacamole.apache.org/
https://guacamole.apache.org/
http://packages.debian.org/sid/virt-viewer
http://qa.debian.org/popcon-graph.php?packages=virt-viewer
http://packages.qa.debian.org/v/virt-viewer.html
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
http://packages.qa.debian.org/x/xauth.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
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username $ gitk
)=
{52 xwayland, XAUTHORITY B#E{l\"/run/user/1000/ .mutter -Xwaylandauth.YVSuU30” B1&,
7.8.2 X BRF5ImEImIELR
R X 2O BEIERERFEAE X FREMER, B X11 BESHE,
« AR ERAFR—E gnome 4R,
- BB TGS, MITH -X BB ssh(1), B EEIRILEEAELR,
localname @ localhost $ ssh -q -X loginname@remotehost.domain
Password:
- BA TGS, ERRGIHIT—E X AR, M “gitk’,
loginname @ remotehost $ gitk
EE7ERIURERRBRR X ERHENEL, HERE —{E A&t UNIX 338 socket EITARMAELR,
2 B 48 SSH/SSHD MIET 6.3,
o
HINL2MER, 7 Debian R4 L, Eim TCP/IP E4RE X RFSim, STEREEAN., AEEBHEMNLR
E'xhost +" REAEM. MREEMBRIEE, BAZRA XDMCP &4,
7.8.3 X BRF%if chroot iE4R
FER—ERET (b Chroot) A X OB ENERREE— M X IRFSiR, IREERELNR, EHER

xhost EITLZLHIZIE, 1FBEM User-based access , BN TFEAI”gitk”,

username $ xhost + si:localuser:root ; sudo chroot /path/to
# cd /src

# gitk

# exit

username $ xhost -

3
%Eﬁ%ﬁ%éﬂiﬁ,ﬂﬁ%, é%ﬁﬁ 11.6,



https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_Window_authorization#User-based_access
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] ‘
HEg RITE BX | 2EREE Bz

N
xsel V:8, 1:40 55 X X EENGLITE (BEEE)
xclip V:10, I:55 64 X X EEMNGLIIINE (FHEEE)

- - . 1 EE~E RS |/\
wl-clipboard Vi1, 1:6 141 Wayland ‘%} copy wl-paste: Wayland BIR538 K98 2317
o Linux =6 | 7 Linx IFHE LB B REGNESTERRF
gpm V:11, 1:13 521 = ( daemon )
Table 7.9: {R{EFLEIBLEMEREIEN IR



http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon-graph.php?packages=xsel
http://packages.qa.debian.org/x/xsel.html
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon-graph.php?packages=xclip
http://packages.qa.debian.org/x/xclip.html
http://packages.debian.org/sid/wl-clipboard
http://qa.debian.org/popcon-graph.php?packages=wl-clipboard
http://packages.qa.debian.org/w/wl-clipboard.html
https://wiki.gnome.org/Initiatives/Wayland/PrimarySelection
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
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Chapter 8

118N #1 L10N

—(EERAEEER SRESL (MI7N) SiAESZIE, &8 2 [ESRTM.

- EIFRL (118N): (E— (BB AESNRIE S (B STRAA,
+ AL (LION): (E— (BRI — B EIE TR,

Wi
7£ multilingualization ( 25851 ). internationalization ( BFf&{t ) #0 localization ( Athft, ) &, 5 17, 18, 8¢ 10 @
?Enm” *D"n”, nin *Dnnu' Eiulu *Dnnn EPFI'EE, E1Fﬂ$ﬁﬁ§§a—_\% Ml?N’ |18N *D LlONo %Hﬁﬁ%‘;{% |18n )/I\'%E o

8.1 ESRIR

EAZIEBERLNITS, BEBKRERITEZESLANG” RTEARML, ESRENERLIE, K8 libc FEIRMHAE
M, WERZLE locales B locales-all EX586El, locales BEAEEWBEZ YA,

30R locales 2k locales-all MEERUIIRBLRE, XEEFESRIEMWHMER, RMREM US REMI, L% ASCl
BRIEER, EEITAM SLANG” #EREA"LANG=", "LANG=C” 8%”"LANG=POSIX” f8[E,

GNOME # KDE FIRMIBR ZESH, FIEBEIE UTF-8 ERIREIRBERL, 1HEB gettext(l) RERMUENE
Bl RAC, BREE A ARBEIIRA LIRS BLIRIE M,

BBl Debian £E GUI (B ERABENE ) RAEEE GUI RIBRREESEIEALANG=XX_YY.UTF-8”, B4,
"xx” & 1S0 639 FESTETVEE , YY” 2 1SO 3166 Bt [ZF2T0RE, ELEMECEREAY GUI BRE IR RKRE, Woke
ERRTHR, 2RE0 152

8.1.1 UTF-8 ESRIZEMNEARRIE

REBENNFENRER ASCII, EHRFZRHH, PR 127 BFT (ER 7 AR ),
BMEAESR XL F AT RERL Z3E ASCIL FiT, FIANMMEREIZRS|SRE ASCI RN AN,

b’’"“b’"double quoted textb’’”b’’ is not ”“double quoted ASCII”
b’ ‘b’"single quoted textb’’’'b’’ is not ’‘single quoted ASCII’

ATSBESFN, FSFNENRERAHEARIIEZES, (Z2RRB 11.2),
Unicode FHFER] AR 21 (#5420 B REERZEFFRB AECAMFIT (#1890, +75EARIHIRY 0 2 10FFFF ),



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://www.debian.org/doc/manuals/intro-i18n/
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO_639-1
https://zh.wikipedia.org/wiki/ISO_3166-1
https://zh.wikipedia.org/wiki/Unicode
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NXFHmiEZ 4 UTF-8 1% Unicode M2 BEREE —ESIER 8 fiERIR, MXEHEE ASCI :é*-llfﬁ%"?ﬁ iE(EfE
UTF-8 {EAIRIEEBREIE, UTF XR7R Unicode B8 ( Unicode Transformation Format ), & ASCII 4 F & §8&
% UTF-8 44, EBMEREIR ASCII R2—HFHRABTHA/N, FLARE UTF-8 BERIEAEREMREL.

£ UTF-8 EESIRIZE TERMEAER, Ru]MERNMREBINENFEN, ERERNFMEBNEZLRIMARER, F

W7E”LANG=fr_FR.UTF-8” :E=IRIET, gedit(l) (GNOME £HEMX F4RiEEe) SeBERIREBINFTNFEN,
MmeEERIEE R E:E,

BR

FZ2ERYen_US.UTF-8” FIZIZER'C''POSIX” :ESBIEEMERIZERN US RXGE, EMEHIFSEAEEAMN
MARE, FEEEZRC AthiTRE, MRMANERRE ASCI Fit, FMEREMRNERE UTF-8 HmiSHNFT, &
Debian F{EFHIEIZ#ER)"C.UTF-8" ;B IRIE,

E

—LERESZIE ISN B EEFEESHICIERE, zE'Eli% MAaTIEEEL, MEMNSBER UTF-32(UCS4) KiE
Unicode, i B BB RESIRIEFMERN ASCl FITENEEEE 4 BT, B— X, FH UTF-8 BERIE
W AREEIRIBLMTE,

8.1.2 ESERIEMNENRAL

ATEZFHERE-—BSRIE, SeREENVAKESREENETRE.
locales 2R R B ESTALRMENESRIEEN., FEERRTENGEKLE:

# dpkg-reconfigure locales
ZiBIEER 2 ASR,

1. BEMBERENESREEN REATEUGNEN. (FERELES—(E UTF-8RESRIE)

5E

2. BEBEI “/etc/default/locale” RiXRTERATERMESIRIEEL PAM [ (2 RE 45),

FRETE”/etc/default/locale” B AMEEITEIRESIRIE, PIUH GUI (BFERENTE ) BEEA GUI
REEE

1.
FrERAMNEYERREIBERATTANIEIR “/usr/share/i18n/SUPPORTED” R AE:Z, HE UL, "LANG=en_uUS”
£"LANG=en_US.IS0-8859-1",

The Locales-all package comes with pre-compiled locale data for all locale data. Since it doesn’t create ”/etc/default/loca'le
you may still need to install the Llocales package, too.

"R
The locales package of some Debian derivative distributions come with pre-compiled locale data for all locale

data. You need to install both Tocales and locales-all packages on Debian to emulate such system environ-
ment.



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
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8.1.3 1ERARE

ﬂﬁ"ﬂ*?aﬂ’]sﬂ (2 REN 10.1.7), (FEEERNANRSHEIERZ K. BEGF, TMEARIER, mount(8) R
i% viat {RSR R4 R CP437. (RRBARER RHAATEIVHEIRIAREMAUTF-8 2( CPI32.

E
7£ GNOME EEMIRNKRHEIRIE T, EBBEE —[ExILIE U 8885, ReoJURESRMNHEZEIE, FERE LN
Bl~, Ehi®’Drive”, "Setting”, i A"utf8” Z"Mount options:”. EiE{E U 88 T )X# &S, UTF-8 #inlAT,

ZID%{/JTH%& B &4, sRBERERIE UTF-8 RFBRHIER, 3F ASCI FHIER T 2 EREER 1SO-8859-1
8% eucJP RiwhE. FERXFE MR T RICMHFIERE UTF-8. 2RE 11.1.

TEFERRIEM T, Samba EFFHVE Fif (Windows NT, 200x, XP) {£F Unicode, {EEERIZ Fif (DOS #1 Windows 9x/Me)
R CP850. BJLA7E”/etc/samba/smb.conf” #£=4#& @, {FA”dos charset” REEEZF IR SETEZ4RS, tE
iR, CP932 /inAHEE,

8.1.4 AL EMMEENH
£ Debian R 4AHREERIVFT 2 XX FENBRETE, LLAFEREN. RERNE L, BEMFME. GNU gettext(1)
B TREERXS D HFIMNERIR TR,

aptitude(8) ¥, “Tasks” - “Localization” {2t —EB AN &G EIERIIR, LEARENIGMAMC SRS
=M,

B{EPF, {RP]UEKE manpages-LANG BIREEF AN man FMEEM. #”/usr/share/man/it/” R:E
programname FXF|EERY man FME, B1T T EAIVRE,

LANG=it_IT.UTF-8 man programname

151 SLANGUAGE IRIBEE], GNU gettext BESEEENZRES MEBLIEF YR, fIaN:
$ export LANGUAGE="pt:pt_BR:es:it:fr”

EEESE:, 2R info gettext , BiE”The LANGUAGE variable” Zf,

8.1.5 ESRENTE

sort(l) WFETHF, FRESRENEZE BANFENREESREHFER KN,

Is() WHEIRAZESEREFE. "LANG=C ls -1” fI”LANG=en_US.UTF-8” HHEIR X ZA— BN (B RH
9.3.4).

FERBSRENBFIREA—K LR, REZFESRED, —TH—RETRA1,000.1”, MEREESRED EHF
71,000, 1. fRE]AEEFRIGFEXNEEBEESERE,

"$LANG” IRIBE BA B —[EMENIHREESNZRRE SLC_*” S2HIREE, SLIRIBEHNEMEBRTE $LC_ALL”

BYMEBARAEEZ, WE2E8 locale(?) man FME, MRIEGEEZIMNERHENEMMNEEE, BFERESEOMALIEF
F”$SLANG” £ 2R:8E —{@E UTF-8 S IRIR,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
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8.2 EigEIA

8.2.1 Linux ITHIIEF X RERVEEREA

Debian £ 4t 7] LAfEEF keyboard-configuration 1 console-setup EXEEEEEC S ERBIF L EGR.

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

R Linux 26BN X MERFK, EHBEHE”/etc/default/keyboard” #1”/etc/default/console-setup”
BMEEES|8. EEMEESE Linux RFHEFE, FF23F ASCI Fit, BIEFSBRNESERNEST T, PIUERA
FESE. AlGr § F1 AHE# RBWBAER,

8.2.2 Wayland E8&#5 A

Wayland REZ 4 LRI GNOME, & 8.2.1 AZIBIFRFEBEIIEMNGES, [Bus MEZBILMNES, thZIBEUMNEES. GNOME
FHEENSEEKERZEB gnome-she11” #E”ibus” , ”ibus” IR IBECKLEHEE setxkbmap 1 XKB
RIEINAE, HSESHBBHA, FEEMN"GNOME Settings” 8,”GNOME Tweaks” B2 & ibus,

S
R ibus BUA, BMEEENRESN X WEERIET, FiB setxkbmap EBEAEH X 2588, thEH ibus BE,
{REESAZE LR ibus, ﬁﬁﬁ im-config :REHAN/EZA None”, ES &R, £ R Debian 2E%: R,

8.2.3 IBus XXIEMEIN L

GNOME f£mIRIEEB”gnome-shell” #E”ibus”, *ibus” I NERKR, B—EFHEIE,
MASEESNEREANERIERENT:

Keyboard Application
| A

I I
+-> Linux kernel -> Input method (ibus) -> Gtk, Qt, X, Wayland
+-- Engine--+

FERZ Bus FlIERIS | ZEERTIR,

s

I, "feitx5” AR —EZERMNBNIEES, HH Emacs FIERAEIFE, "uim” SR —EER. ERW
AL, ReTEEER im-config M— LRI FTIERE, K 'kinput2” B EEDN A% {EJATE Debian EEHR
7, BERNEBHIIRRIRIER,

8.2.4 —{ERFEMAF

FEFIRAEREEIRIE ("en_US.UTF-8”) TRAENEH BN ZIEE B H. TEREE Wayland £#) GNOME T 1Bus A4
i

1. TEANBNEEFEE ibus-mozc (8% ibus-anthy ), LA im-config FiEEMEGEE

2. ﬁ}%”Setﬁngs” - ”Keyboard” — ”Input Sources” — 7E”Input Sources” F1EEE8”+” _, “Japanese” — “Japanese mozc
(or anthy)”, SABEEEAdd”, MREZEHAE,



https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
https://wiki.debian.org/Keyboard
https://zh.wikipedia.org/wiki/Input_method
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74 mITE K ZENESIRE

ibus V:167,1:216 | 1637 | fEF dbus FIEA 5 NIESE

ibus-mozc V2, 1:3 935 HX

ibus-anthy V0, I:1 8825 [ E

ibus-skk V:0, I:0 243 EE

ibus-kkc V-0, 1.0 216 B £

ibus-libpinyin Vi1, 1:2 2711 | X (zh_CN)

ibus-chewing V:0, 1.0 422 A3 (zh_TW)

ibus-libzhuyin V:0, I.0 40987 | HAXX (zh_TW)

ibus-rime V:0, I.0 77 FX (zh_CN/zh_TW)

ibus-cangjie V:0, I:0 119 A (zh_HK)

ibus-hangul V:0, I:1 285 BX

ibus-libthai 1.0 90 =X

ibus-table-thai I:0 56 "X

ibus-unikey V:0, I.0 318 TR

ibus-keyman V:0, .0 137 Z55=: Keyman 5|2, B8 2000 f&sE5

ibus-table V:0, I:1 2118 | IBus &R5|Z&

ibus-m17n Vo0, I:1 368 ZES: HERE. MAMAEENEE

Eﬁ;ﬁi'wmga& V:36, 1:87 1974 | Plasma 5 KIZESNTTH, BIABREBIERRE
Table 8.1: 1Bus F1'ERI5 | ZEIERTIT

3. REJLLEEZERF S HAR,

N~

. BEANERERSE,
5. GREE GUI TERER, RS BN
. {3 SUPER-SPACE 7E&Z#ERI#g \iE 2 BT, (SUPER $#18% & Windows $#.)

(<3}

B

MRMMAEEBERAYIBEE (shift-2 RPAEE—E” E351581Z% ) LB EFTEROBBIRIE, £ LENBG
FEHhEIE Japanese” , {REESA7EYPIERY “US” 888 (shift-2 %RiEZIBEE—E @ 1Z:2 ) L{FFM"Japanese mozc (2K
anthy)” # A HX,

« im-config(8) MIfEAE N EIEE A OE” Input method”,

o tb4h, RMERERY shell R#1T7im-config”,

+ im-config(8) MRIESEHE root IRIFMITHIRIZE BRI AEL

+ im-config8) BRENBN EFARRFERMARTEERE T,

8.3 FERENL

Linux ZHlE R BERRBRNF T, (RFREEASHRIZIRTZIN, B0 jfbterm(l), EMEIE GUI EHIERRERIE
BRMNEES. )

REFEMNFRLTRIEKA, GUI (BRERENE ) RIE (5 7) 8MIRTRIER UTF-8 Fit. ([RIEFRERIE
WEWERE, TIHERAERRIER. )



http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon-graph.php?packages=ibus
http://packages.qa.debian.org/i/ibus.html
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon-graph.php?packages=ibus-mozc
http://packages.qa.debian.org/i/ibus-mozc.html
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon-graph.php?packages=ibus-anthy
http://packages.qa.debian.org/i/ibus-anthy.html
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
http://packages.qa.debian.org/i/ibus-skk.html
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
http://packages.qa.debian.org/i/ibus-kkc.html
http://packages.debian.org/sid/ibus-libpinyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libpinyin
http://packages.qa.debian.org/i/ibus-libpinyin.html
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
http://packages.qa.debian.org/i/ibus-chewing.html
http://packages.debian.org/sid/ibus-libzhuyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libzhuyin
http://packages.qa.debian.org/i/ibus-libzhuyin.html
http://packages.debian.org/sid/ibus-rime
http://qa.debian.org/popcon-graph.php?packages=ibus-rime
http://packages.qa.debian.org/i/ibus-rime.html
http://packages.debian.org/sid/ibus-cangjie
http://qa.debian.org/popcon-graph.php?packages=ibus-cangjie
http://packages.qa.debian.org/i/ibus-cangjie.html
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon-graph.php?packages=ibus-hangul
http://packages.qa.debian.org/i/ibus-hangul.html
http://packages.debian.org/sid/ibus-libthai
http://qa.debian.org/popcon-graph.php?packages=ibus-libthai
http://packages.qa.debian.org/i/ibus-libthai.html
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon-graph.php?packages=ibus-table-thai
http://packages.qa.debian.org/i/ibus-table-thai.html
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
http://packages.qa.debian.org/i/ibus-unikey.html
http://packages.debian.org/sid/ibus-keyman
http://qa.debian.org/popcon-graph.php?packages=ibus-keyman
http://packages.qa.debian.org/i/ibus-keyman.html
https://keyman.com/
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
http://packages.qa.debian.org/i/ibus-table.html
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon-graph.php?packages=ibus-m17n
http://packages.qa.debian.org/i/ibus-m17n.html
http://packages.debian.org/sid/plasma-widgets-addons
http://packages.debian.org/sid/plasma-widgets-addons
http://qa.debian.org/popcon-graph.php?packages=plasma-widgets-addons
http://packages.qa.debian.org/p/plasma-widgets-addons.html
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8.4 RuRETEEREZENFT

AERDESREN, HIEER, FRFTNAERFOIESERFILMERNEFEE, ERSERKIRHHHEY
AERE (28 Unicode IZEERH % #11 ),

eI BB IE (ERERE :

- gnome-terminal: EEIE - EEER - &R - BHEM - EEBLENFT - F

« ncurses: (RERELE export NCURSES_NO_UTF8_ACS=0,



http://unicode.org/reports/tr11/
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Chapter 9

RERIRIT

B, EAREMEERBNERRTT, KD EEHRIERIE,

9.1 FHIERIS

LT AEARENRIEGIEEE.

]EEs RITE KN | FREA

mc V51, 1:223 1490 | Z2E& 1.3

bsdutils V610, 1:999 | 356 script B2 RaCEkERIn = an IR A AR H
screen V:83, 1:255 997 VT100/ANSI ZiniRi 22 B & R A& IR
tmux V:39, 1:146 1106 | RinERANEERR (£ “Control-B” X&)
fzf V:3, 13 3333 | B FEAE

fzy V:0, I:0 54 ERIFI X FEshEe

rlwrap Vi1, 17 330 B 1 readline FfBRIARLFNEHE

Tedit V0, I:13 315 EL1& readline FFEHRIGR L IIETEE

rlfe V:0, I:0 42 EL1%& readline @G S 55T

ripgrep V4, 1:15 4560 | ERBBEFREELESFH, TEEFBE

Table 9.1: SZIRIZHIEEENRIFENIIR

9.1.1 ;EMIRYECER shell jEE]

EIEEHI(FE A script(l) (2 RET 1.49) B8k shel ;FENEEE —EBEHIFETHER, ELIEHIFr] AR TERNS
&, {#H col(l) iz,

$ script
Script started, file is typescript

LR /E----- 3% Ctr1-DBH script.

$ col -bx < typescript > cleanedfile
$ vim cleanedfile

BENRBITITUIRETER shell i5EN:

« {§F tee (fF initramfs BIRLENBFZH BT FH):



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/screen
http://qa.debian.org/popcon-graph.php?packages=screen
http://packages.qa.debian.org/s/screen.html
http://packages.debian.org/sid/tmux
http://qa.debian.org/popcon-graph.php?packages=tmux
http://packages.qa.debian.org/t/tmux.html
http://packages.debian.org/sid/fzf
http://qa.debian.org/popcon-graph.php?packages=fzf
http://packages.qa.debian.org/f/fzf.html
http://packages.debian.org/sid/fzy
http://qa.debian.org/popcon-graph.php?packages=fzy
http://packages.qa.debian.org/f/fzy.html
http://packages.debian.org/sid/rlwrap
http://qa.debian.org/popcon-graph.php?packages=rlwrap
http://packages.qa.debian.org/r/rlwrap.html
http://packages.debian.org/sid/ledit
http://qa.debian.org/popcon-graph.php?packages=ledit
http://packages.qa.debian.org/l/ledit.html
http://packages.debian.org/sid/rlfe
http://qa.debian.org/popcon-graph.php?packages=rlfe
http://packages.qa.debian.org/r/rlfe.html
http://packages.debian.org/sid/ripgrep
http://qa.debian.org/popcon-graph.php?packages=ripgrep
http://packages.qa.debian.org/r/ripgrep.html
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$ sh -i 2>&1 | tee typescript

« {EF gnome-terminal $GN1T4EE, FREEIGRTR,
« M screen f1I”AA H” (2 RE1 9.1.2) REITIEFIEECER,

« FERAvVImBA”: terminal” EALHER, FEHACtr1-w N” &R IHERR B E@EER, £A”:w typescript”
A IRENEE 2 — A 2R,

« 5F emacs #1”M-x shell”, "M-x eshell”, Z”M-x term” REANREKITHIIE, FEH”C-x C-w” iFREVERE

Ro

9.1.2 screen 23\

screen(l) MEAF—ELIRIRENITSEIERF, BEAFRIR shell 127 IEPEIAELR. SERE —(EHEH) screen(l)
ERIS=.

1.
2.

BB —ERiHE,

EEEEHIE LRYE) screen,

{f§ A ¢ (“Control-A” $5&”c”) 7£ screen REMNHREHI TS EIEX.
1% AA n ("Control-A” #EE7"n”) RIEZ @ screen R EEEIR.

- KRR, (REERRRIEE, BT EEFEEEMMNIF, mELTFFEEERRR.

IRETAEBER 98 screen BiE,
« BRI R RAVERELR

. B AA d ("Control-A” (BB d") B F TIHEREGIBHBA
o iﬁ])\ AA DD (”CODU‘OI—A” %%”DD”) ﬁj\%ﬁ screen jﬁigﬂjﬁ)\

7. (REFHEANBIE—EREETH (BNERRRILLR ),

8. fE”screen -r” BY&f screen.

9. screen EHRRIAVEFMI _ESCRIFTER) screen (REFIFT B EZENMITHIIER.

BR

IR BSESE IR BT ENAREL, (RoTAER screen ETEELER, BART] AEEFD ESIGE—(EIRF4EE

1T, BRERBRERIFERHLE,

£ screen €8, RTHESKRBINNMERBEABIRE LI EFNRE. screen TERSRBRER A
(”Control-A”) INE{EH [MMEFI2E] RGN EEE - LEEMNESREFTETE.

e £

{HET2 R screen(l).
28 tmux(1) , EHEENXHESHIINEE,
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HEHTETNRE iR EE

AA 2 BrENER (BEREES)

AA C B —EFRNRELIRAZERE
AA N AT —ERE

A p i —ERE

AA O 20 SERE

AA 1 21 5ERE

AA W BrfREIR

AA a FAEBEBAEE Cul-A FERKRE
AA h EEARENEEERR—EER
AA H PR/ R E AR @ 21 E S A JaC ek
AA AX THE 4L (RS TRRE)

AA d RER IR 5 BE screen Zaa

AA DD SBE screen B NE LN

Table 9.2: screen $#E2 455K

9.1.3 7EHiREiEE

fEET 1.4.2, 2 ERISAAFFIRIETE B ERELEE, £ SCOPATH ] mc i,
MRIFERRMXFBIBIERN, REEAMNMABERE, It fzf KEE, £~/ . bashrc EEEBETIIAE,

FZF_KEYBINDINGS_PATH=/usr/share/doc/fzf/examples/key-bindings.bash
if [ -f $FZF_KEYBINDINGS_PATH ]; then

. $FZF_KEYBINDINGS_PATH
fi
FZF_COMPLETION_PATH=/usr/share/doc/fzf/examples/completion.bash
if [ -f $FZF_COMPLETION_PATH ]; then

. $FZF_COMPLETION_PATH
fi

540 :

- (REESAR/IMURTIRIEBRAIER RO F IR, MEKBA cd ** 8% Tab, ARMAERIRBRIZRRT, BMAZBHIE
BF&, tti s/d/b foo, WEMERERE, ZBBEFFMOERY cd, FBEEREERIIBRE,

« RE]ARSRAVLEVRIE, KT ELEEEZE—EGm<S, EmLIRRMA % Ctri-R, RERIMBHIERZENG
L. WABAGLFS, ttillvin d, BEHEFREE, ERFSTOEREEFCEERNGS.

9.1.4 Readline 14

—La5<, bWl /usr/bin/dash, ERVEHESTIELREEEES, B r lwrap SNEMSEY FHITHEESERAYE
IERRAIINEE.

$ rlwrap dash -i

ERM—EERNTERA dash FIAMZEE, EAEMU bash FIRIFIRIE,

9.1.5 FERIRIEHE

£ ripgrep MEERLHM rg(1) A<, ERMERABHNMERISSH, BHT —@EL grep() L ERENENR, €
ZHMATRNA S CPU, LEHEREENBIRERZIE—LEESR,
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9.2 TH vim

E{Tﬁﬁ 1.4.8 2EEARR vim(1) &, 578 Bram Moolenaar fY”Seven habits of effective text editing (2000)” 3R IE fi#
vim EEEREFEA,

Or”

ﬁﬂE%‘ﬂ%E"JIEEE ANEEAN NS TERMREL,

9.21 HAAEFHER vim

vim BITREESRARERIIRE, Fil Ex—*ﬁiﬁﬂ’ﬂu‘ﬁ%\, RUAERMEREE, tkil”set .. .” BRERTE vim EIE,

BL EX-ERNEGRS, SEREERERN vimre IEREEEIE, BRI~/ . vimre” 3% git RIFRI"~/.vim/vimrc”, &
BE—EIEEHEML, 1

colorscheme murphy " from /usr/share/vim/vim??/colors/*.vim
filetype plugin indent on " filetype aware behavior

syntax enable " Syntax highlight

"set spelllang=en_us " Spell check language as en_us

"set spell " Enable spell check

set autoindent " Copy indent from current line

set smartindent " More than autoindent (Drop/Pop after {/})
set nosmarttab " <Tab>-key always inserts blanks

set backspace=indent,eol,start ” Back space through everything

set laststatus=2 " Always show status line

set statusline=%<%f%m%r%h%w%=%)Yy [U+%04B]%21/%2L=%P, %2Cc%V

9.2.2 HAIINEFEREERIER vim

BEEEER, A& vim-scripts EREEE, LI TEINBEERAE vimre $EZR, BESRLA secure-modelines F1{&
419 IDE,

packadd! secure-modelines

packadd! winmanager

let mapleader = ' '/

" Toggle paste mode with <SPACE>p

set pastetoggle=<leader>p

” IDE-like UI for files and buffers with <space>w

nnoremap <leader>w :WMToggle<CR>

" Use safer keys <C-?> for moving to another window
nnoremap <C-H> <C-W>h

nnoremap <C-J> <C-W>j

nnoremap <C-K> <C-W>k

nnoremap <C-L> <C-w>1

ATELENRBEAERENTT, QIREAFERSE: Backspace-$#ES%"ASCII DEL”, Delete-$##E4 Escape

sequence”,

WMHRE vim REEE R 4Egit” M7git submodule” IEFRB TF, —EESHKAEE G FEEHE FAY git BE:
dot-vim %%, AE LRERMAY:

- FEBfFEA git” M git submodule”, RIMMIBEAREMIEEE, LLANER "name”, E#ME ~/ . vim/pack/*/opt/name
FEFCARIIM TS,

1ESHELDRENERGF: ”Vim Galore”, “sensible.vim”, “#vim Recommendations” ...



https://www.moolenaar.net/habits.html
https://packages.debian.org/unstable/vim-scripts
https://github.com/osamuaoki/dot-vim
https://github.com/osamuaoki/dot-vim
https://github.com/mhinz/vim-galore
https://github.com/tpope/vim-sensible
https://www.vi-improved.org/recommendations/
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- FEBIENN : packadd! name {TEIEAER vimre 185, ELIBEMME runtimepath,
« Vim EEMVIA L EIFEASLEERFEEE] runtimepath,
- ZEVRENRE, TRXGNEBWHES, £F/A”helptags ALL”,

BZEH, BFEH”vim --startuptime vimstart.log” BE) vim RiGEERMMITIEFR IS —E L EBEEN
H%Faﬁo

THEEESIEEIR B WA RN BN EREE R
o Vim - BFAARNTEII X F4REESE - Vim ¥ vim 1§ S1EH0E 75 LA %,
« VimAwsome -- Vim #M#FIFR

« vim-scripts -- Debian #X§2€1: —{& vim #§SRBRIULEE

BHEEERMNBIEREZMA N2 REEMFHNELIMNIEIEEE vin, RERBNENRRTNTGE,

R &5

‘help package fRFE vim EX5E BL AR

:help runtimepath f#%= runtimepath ]

:version AERIREE, BIE vimrc 18 =AY EE

recho $VIM IRIREESVIM” FREN vimre 2 RAIERTE

:set runtimepath? EARESMEHITREXEERNEF

- echo SYIMRUNTIME I;T;%@T’WIMRUNTIME” AREMREZRREEPORITHIE |

Table 9.3: vim BY¥I88LEEN

9.3 BRI IER

9.3.1 HiEFEBEE=R!]EN (daemon)

S ERIIENE"/var/log/” B T AXFERE IR EMIREE.
E—EELRSAMERNAR L, A logrotate(8) Rt HIIERMEIE,

2 M2 INERA systemd-journald(8) BaSARFSH &M BHESRIZ TR EFIRYIEEN, £/ var/log/journal”
BT,

{RBEZATE shell 35S B0 E 412 systemd-journald(8) Hik, #EF systemd-cat(l) &%,
286 3.4 F087 3.3.
9.3.2 HEENM

EBERFTEMHGEDITEEE ("~Gsecurity: : log-analyzer” £ aptitude(8) #).

£
CRM114 RILESHRBERBIEMBIEE, FH7T TRE ERRENE , EXTEEIREHEIEENER, BN
) N=ESa N

2vim-pathogen 18R 1T,



https://www.vim.org/
https://vimawesome.com/
https://packages.debian.org/unstable/vim-scripts
http://crm114.sourceforge.net/
http://www.laurikari.net/tre/
https://packages.debian.org/unstable/vim-pathogen
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7] ATE P NINBELE

Togwatch V:13, I:15 2328 | F Perll ERVHR P ITEEE, BHHRL
fail2ban V:108, 1:122 | 2129 | RS S [EREfaaxaY IP

analog V:3,1:98 3739 | web fAIfREEHGE DT

awstats V7,112 6895 | ARFNEHTEEEHRY web fAIlREE HE DT

sarg V1, -1 845 Y squid PITERES

pflogsumm V2, 1:4 109 Postfix HiE R EHE

fwlogwatch V:0, I:0 480 BhKiE Has 2 IEREE

squidview V:0, .0 189 EXEEHN 9 # squid access.log f& 352

swatch V0, 1:0 99 BIERTEN. a=MBENHEER GRS
crmils V:0, 1.0 1119 | Controllable Regex Mutilator 057 3% R #;E (CRM114)
icmpinfo V:0, I:0 44 fERE ICMP &3l

9.3.3 TEHNFERMIER

EEHIEN more(1) # less() EHEMNHERRN (2RE 1.4.5) FIAS
BUERMBEERAXFEN, EBANRERS (2R 1.46) EEEREN, B4 RS,

Table 9.4: R B HTEREETIR

A B

=
=T

MEAWEESRETR (2RE 11.18) 7

BN

52 vim(l) MIEMNS ERRAFR view(l), “:set hls” FJLAMAESRES,

9.3.4 TEAFEH B HAREER

“Is -1" f<FRRRAVASRIF] B BB RAB U ER S

ATEZ=
~AA /=

EEEHWELMN “SLC_TIME” Z"$LC_ALL” IRIBSHEE,

BEESRIEERNTERBERENEUVRRFTERN C 2EEMMA ( 1ibce BE2E ), thEiiR, ARAY Debian 3517
IR B AREIRFER ISR, E15L iso-formates, £ & ISO 8601,

MRMMENEEEEBHESRIBEMSEMH ARSI, REZEE “
FMEREERSEEINE (2R 1s(1). date(). “info coreutils ’1s invocation’”),

--time-style

RIE (HRANEZSRET 1.26), “SLANG” ZERIREXRER,

S8(EY, “$TIME_STYLE”

AFERIVE RBEIRIE B EF0 H HRRE R
iso EE 01-19 00:15
Tong-iso EE 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso A +0900
locale C Jan 19 00:15
locale en_US.UTF-8 Jan 19 00:15
locale es_ES.UTF-8 ene 19 00:15
+%d . %m . %y %H : %M EE 19.01.09 00:15
+%d . %b . %y %H:%M Coren_US.UTF-8 19.Jan.09 00:15
+%d . %b . %y %H :%M es_ES.UTF-8 19.ene.09 00:15

Table 9.5: £ BEFEIEIVER"1s - 17 ap S HIBHEF B AREEREIF

N

{REIAEAGLRBURREGRLT A RIEIE, (2RE 159):
alias ls='1ls --time-style=+%d.%m.%y %H:%M’



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon-graph.php?packages=logwatch
http://packages.qa.debian.org/l/logwatch.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon-graph.php?packages=analog
http://packages.qa.debian.org/a/analog.html
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon-graph.php?packages=awstats
http://packages.qa.debian.org/a/awstats.html
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
http://packages.qa.debian.org/s/sarg.html
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon-graph.php?packages=pflogsumm
http://packages.qa.debian.org/p/pflogsumm.html
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
http://packages.qa.debian.org/f/fwlogwatch.html
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
http://packages.qa.debian.org/s/squidview.html
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
http://packages.qa.debian.org/s/swatch.html
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
http://packages.qa.debian.org/c/crm114.html
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
http://packages.qa.debian.org/i/icmpinfo.html
https://zh.wikipedia.org/wiki/ISO_8601
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9.3.5 shell F echo HJEEER

KER5 R AL URAY shell AR echo BESA{EF ANSI EERF T REEREEE® (2R “/usr/share/doc/xterm/ctlseqgs. txt.gz”
ERXTIEF

$ RED=$(printf ”\x1b[31m")

$ NORMAL=$(printf ”\x1b[Om”)

$ REVERSE=$(printf ”\x1b[7m")

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}”

9.3.6 HBEALHWLIIES

EEMAMRIET, BINBHTEESR, RMGRERSHNIMITRER, BAER -~/ bashrc” EIMAT FTEARE.

if [ "$TERM” != "dumb” ]; then
eval ”"‘dircolors -b’”
alias ls='1ls --color=always’
alias 11='1ls --color=always -1’
alias la='1ls --color=always -A’
alias less='less -R’
alias ls='1ls --color=always’
alias grep='grep --color=always’
alias egrep='egrep --color=always’
alias fgrep='fgrep --color=always’
alias zgrep='zgrep --color=always’
else
alias 11="1s -1’
alias la='1ls -A’
fi

EEEXIESYH, FHNBRMEHECNS EHE, EHIRIEEZE export GREP_OPTIONS='--color=auto’”
tWETE, SHEMHE less() ZEMERERSTIER, Eﬁﬁﬁé BRHEESH, MEXEER, LEI
F»~/.bashrc” FHIAE, BJLAEM”- -color=auto” {L&.

AN
EGENXIRIEF, @@ TERM=dumb bash” IF0l shell , {REESARARAISLEERRIA,

9.3.7 FCERAmEEZRISFEMVEIRIRIFENMF

{RBESAC R 4 §E 38 18 ARV B R IRIFEN{F,
152 Vim, B N EIRF,
- 7qa”: FREHRBAF T EEFNEFR a”.
o - URERRIISMF
« Q7 FEERECERE AR F TT,
- 02" MITEFR"a IRE.
#1512 Emacs, i1 TEIRE.
- 7C-x (”: FHAREE—(ERBESE.
- HmEE SR IR1E
« 7C-x ) HRERE—ERBESE
« 7C-x e”: T —(ARBELE.



https://zh.wikipedia.org/wiki/轉義序列
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
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9.3.8 Cix X EAERNNER
BHLESETULE X ERARERNES,

B xterm FER.

EREEE TATE A/ &%
gnome-screenshot| v.); 1546 | 1134 | Wayland
flameshot V:7,1:13 3364 Wayland
gimp V:52, 1:265 19877 | Wayland + X
x11-apps V24, 1:443 | 2476 | X
imagemagick 1:320 176 X

scrot V:6, 1:68 131 X

9.3.9 CHAERIERNESE

BRENTARUER DVCS MEENIRICHECERRNETNA Bufs ERIFRFRE,

Table 9.6: EIFSHREET AYIR

EREEE ATE K| FREA
o {EH Git (F85% ). Mercurial 8 Bazaar ( #1 ) REBEFHEEZREM
etckeeper V:26, 1:30 164 SR TE R
timeshift V4, 1.7 3155 | {#Fd rsync Bk BTRFS REBM R TxE LE
snapper V4, 1:5 2233 | Linx ERAGREBEEZEETE
Table 9.7: ;EiRECERELHIEREZETITR

Rt AZBAIESIBET 1023 5%,

9.4 Ef=. =EHIFIRAENFEIV/EED

VAR e s fE MY RNy TR B IEFIE S,

N

procps B TIFFEERMWEE. EHRENZHINEMBRENIENINGE. RREEMMASIMES,

9.4.1 TEFFERS

BARIE S IENU R P RURS R AR,

# time some_command >/dev/null
# time on wall clock (elapsed real time)

real OmO.035s
user OmoO.000s
sys Omo.020s

# time in user mode
# time in kernel mode



http://packages.debian.org/sid/gnome-screenshot
http://qa.debian.org/popcon-graph.php?packages=gnome-screenshot
http://packages.qa.debian.org/g/gnome-screenshot.html
http://packages.debian.org/sid/flameshot
http://qa.debian.org/popcon-graph.php?packages=flameshot
http://packages.qa.debian.org/f/flameshot.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
http://packages.qa.debian.org/x/x11-apps.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon-graph.php?packages=scrot
http://packages.qa.debian.org/s/scrot.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon-graph.php?packages=etckeeper
http://packages.qa.debian.org/e/etckeeper.html
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://packages.debian.org/sid/timeshift
http://qa.debian.org/popcon-graph.php?packages=timeshift
http://packages.qa.debian.org/t/timeshift.html
http://packages.debian.org/sid/snapper
http://qa.debian.org/popcon-graph.php?packages=snapper
http://packages.qa.debian.org/s/snapper.html

Debian £E&Ff} 140/ 229
REEs MITE AN | EREH
coreutils V:880,1:999 | 18062 | nice(1): B EMHIEEEERNT —EE
bsdutils V:610,1:999 | 356 renice(l): AE—EBRIEIIT ;
procps V:750, 1:999 | 2163 ”/proc” FERAGZ T E: ps(1), top(1), kill(1), watch(l), -
DSMiSC V393, 1:789 | 909 /proc” @AM LHE: killall(l), fuser(l), peekfd(l)
pstree(l)
time V.9, 1:165 129 Eﬁlme(l) fI—fE=sl, WhEhsE) ERA S ’
sysstat V:160, 1:182 | 1785 sar(l), iostat(1l), mpstat(d), --: linux R&EETE
isag V0, I:3 106 sysstat W E NNV R G SENE]
Tsof V:387,1:942 | 482 Lsof(8): A" -p” EIEFHE —ERRIZFFRREITESR
strace V:13,1:132 2839 | strace(l): IRME R ZAIEIFNGNSE
ltrace V:1,1:18 330 ltrace(1): ERHEEMEM
xtrace V0, 1.0 353 xtrace(1): IRHE X11 EFimA0{al AR 25 im < EIEEEN
powertop V:10, 1:197 650 powertop(l): R RFEFERER
cron V:854,1:996 | 217 1RiE cron(8) BES EET (daemon) HEERIT—EFER
anacron V:370, 1:456 | 91 FIRR3EEEX 24 /NBF 3
] ] at(1) 8 batch(l): £— 1@4%7?.9’]5#??%’7&?%& EE—Z&Ee
at V:117,1:188 | 159 T
Table 9.8: Es¥zFNizHIF2z0/EEN TRIIFR
EFRELIERE HiRZ B xlER
19 RRELIEFRERF
0 EFEENEEBFERAEREIERFER
-20 root FRHEIERESNEXIEFZF

Table 9.9: HEFZBEIEFETIR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon-graph.php?packages=procps
http://packages.qa.debian.org/p/procps.html
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon-graph.php?packages=psmisc
http://packages.qa.debian.org/p/psmisc.html
http://packages.debian.org/sid/time
http://qa.debian.org/popcon-graph.php?packages=time
http://packages.qa.debian.org/t/time.html
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon-graph.php?packages=sysstat
http://packages.qa.debian.org/s/sysstat.html
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon-graph.php?packages=isag
http://packages.qa.debian.org/i/isag.html
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon-graph.php?packages=lsof
http://packages.qa.debian.org/l/lsof.html
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon-graph.php?packages=strace
http://packages.qa.debian.org/s/strace.html
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon-graph.php?packages=ltrace
http://packages.qa.debian.org/l/ltrace.html
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
http://packages.qa.debian.org/x/xtrace.html
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon-graph.php?packages=powertop
http://packages.qa.debian.org/p/powertop.html
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon-graph.php?packages=cron
http://packages.qa.debian.org/c/cron.html
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon-graph.php?packages=anacron
http://packages.qa.debian.org/a/anacron.html
http://packages.debian.org/sid/at
http://qa.debian.org/popcon-graph.php?packages=at
http://packages.qa.debian.org/a/at.html
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9.4.2 HIEEEIER
ERNHIZEEIEF 2 — BB LI EEE,

# nice -19 top # very nice
# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # very fast

ERLEERT, BiENREFELIEFESHARENSRE, N EREERES.

9.43 psiEd

£ Debian R4 LRI ps(1) FELFERFZIE BSD #0 SystemV 451, BEIIHAFFRENIZFIEE.

BRIV HAIES SE
BSD ps aux BE/R%CPU %MEM
System V ps -efH EE7R PPID

Table 9.10: ps <R TIER
HRIBRE (FETHI) FI2RF, (RAEZ0IEIB”PPID” MAIMIRIER ID RIFFEE .,
pstree(l) #§$RERIETVEL,
9.4.4 top 8%
Debian 24 EH top(1) MEE SIS, BENIEHIEFEBNEIREITA,
EE—EEERANLRERER. MIERR Y BREBINCHERER, %7q” #RE&IEZER,
9.4.5 JIH#—(EIZFFRBIESR

fReesmiEIA— @2 ID(PID) ZR7| %2R G RIRRAVIESE, U0, PID & 1 Mg, A TERIA.
$ sudo lsof -p 1

PID=1@EAM init .

9.4.6 [RItFEI/EEN

1REESHERMTZTN;EED, (M strace(l), ltrace(l), xtrace(l) KIEM A ARMEAUFONSE. EBEITA, X11 ZFEHF{EIR
2805 z RAR@:EN.

IR 1s I8 R G,

$ sudo strace 1s

B
fEEATE lusrishareldoc/stracelexamples/ H13515 [ strace-graph 1§15 R A& — BT BB IRR
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9.4.7 BWAERERMERFIERF

fRe] BAEIB fuser(l) REEAIHERERMERF, Flal, A TEMGINERIL"/var/log/mail. log” EHWHETEFR
R,

$ sudo fuser -v /var/log/mail. log
USER PID ACCESS COMMAND
/var/log/mail. log: root 2946 F.... rsyslogd

{Re]LAB R /var/log/mail. log” 2H rsyslogd(8) ISR E A,
fRe] L1818 fuser(l) R:BHILEREEFIER, F0, BTEYANERH”smtp/ tep” HWHMEFEFRERL

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

IRERERERBEINIT exima(8) REGIZELE] SMTP 18 (25) B TCP E4R.

9.48 FHREEMEMEE—(EES

watch(l) EREEERERRNIT—EES, TeESEREL.

$ watch w

RBARMPLEANZ AR RS, =2 EEH—X,

9.4.9 EARIEREENREE—EES
EALRERLEREMERREOBEE —EIES, BEESE, flW, DRESIFHHER" . ext”.
- Shell iBE I (2 RE 12.1.4):

for x in *.ext; do if [ -f ”"$x”]; then command "$x” ; fi; done

« find(1) 1 xargs(1) B&:

find . -type f -maxdepth 1 -name ’'*.ext’ -print® | xargs -0 -n 1 command

« find(1) fER”-exec” BIBL #ITIES:

find . -type f -maxdepth 1 -name ’'*.ext’ -exec command "{}’ \;

« find(1) A7 -exec” BIRIL 1T —{EIFGHY shell 15HE:
find . -type f -maxdepth 1 -name '*.ext’ -exec sh -c "command ’"{}’ && echo ’‘successful’” \;

LEMNFIFRABEREEEMER (WEEZH), find() ESEEMAE, 2186 10.15.



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.4.10 X GUI EI—EER

¥i52 8L 5INE ( command-line interface, CLI) , $PATH IRIZEHFTIEEMN B P E—ELRERESBHIETH
WiT. 2RE 153,

EHNBHE freedesktop.org 1Z2ER BIiZ{EAENE ( graphical user interface, GUI) , /usr/share/applications/ B
XY * . desktop ERABERREA GUIE EE“E' NIRRT WERBMY, B Freedesktop.org xdg FE R R EF—(E
#]E2g, mﬂwmmMMMMMMWTwﬁwmfk{m”ﬂ*&%bMﬁﬁoLmEﬂkme@ﬁ IR EE
IRIB, H xdg-utils MEBERAELENEMERINEE, £ R /usr/share/doc/xdg-utilsyREADME”,

B{E{FIF, chromium.desktop #ERH % “Chromium 4BE%2EE" ’”*T’fﬁﬁﬁ s, FIENFENR “Name”, FEZVHEL
ITIRIEFNZ B “Exec”, FHEAMETR “Icon” £% (2R SEAKRIERE ), EENSUT:

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtml_xml;x-scheme-handler/http;x-scheme-handler/ <+
https;
StartupwMClass=Chromium
StartupNotify=true

ER— AR AMENRE, *.desktop ERETEIPEWIEZS,
SEIRIEIRTE $XDG_DATA_HOME Fl1 $XDG_DATA DIR IBIE&E, £E(EHF, £ GNOME 3 Hf:

[ai

* KRFE $XDG_DATA_HOME, ( A%5fEFIFRER{E $HOME/ . local/share, )
+ $XDG_DATA_DIRS & E % /usr/share/gnome: /usr/local/share/:/usr/share/,

EH#EH$% (2R XDG Base Directory Specification ) F1fERE B ##30 TR,

$HOME/ . local/share/ — $HOME/.local/share/applications/

/usr/share/gnome/ - /usr/share/gnome/applications/

/usr/local/share/ - /usr/local/share/applications/

/usr/share/ - /usr/share/applications/

* . desktop ERGRBEREIEFEEL applications BEPETIES,

N
EEV—EFERAEBEEMN GUI BEIE, FETE $HOME/. local/share/applications/ B HiiE—{&E
* . desktop tE3,

BR
MBlt, NERESLEEERE T autostart BB 7 —1@& *.desktop 8%, Bl *.desktop ERHIETE
MR EESERIBEMEFSEEMIT. 2R Desktop Application Autostart Specification,



https://zh.wikipedia.org/wiki/Command-line_interface
http://www.freedesktop.org/
https://zh.wikipedia.org/wiki/Graphical_user_interface
http://standards.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
http://standards.freedesktop.org/basedir-spec/basedir-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
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=7

FE{At, WNR7E $HOME/Desktop BERHEIL T —fE *.desktop #ER B KRERIEW AL AZIE R EE RBE
B3IN6E, RIENZEEREHEEMRERNSWMNIT, 5FE, $HOME/Desktop B ERBBAESIRIEEH. 2
xdg-user-dirs-update(l),

9.4.11 BEEWREINED
—iERER s —EREHNE. TEEEEEBRENSL,

- EAENRRRE:

GNOME3 £ME: “BE" - “&R#" - “FH@EEHR" - “7EEARERX

— KDE £H: "K” - ”Control Center }2#l#/»” - "KDE Components J5f4” — ”Component Chooser JT{4iE1Z28”
Iceweasel BIEE2E: “#REE" - “EHRIE" - “ERARERX

mc(1): “/etc/mc/mc.ext”

"o

- 530 “$BROWSER”. “$EDITOR”. “$VISUAL” F1 “$PAGER” EREMIRIZEEE (2K environ(?))

« FAREIE “editor”, “view”. “x-www-browser”. “gnome-www-browser” 1 “www-browser” iEEMIER
#J update-alternatives(l) &4 (2R 14.7)

« “~/.mailcap” # “/etc/mailcap” HERIINERAE T F2VA MIME BF (28 mailcap(s))
« “~/.mime.types” F “/etc/mime.types” ERINEMEE T MIME BFIMEIESR (2R run-mailcap(l))

<7
update-mime(8) & FE Fi"/etc/mailcap’ 1€ X, H B € B %"/etc/mailcap.order” 2% (2 B
mailcap.order(5)).

B
debianutils EXBEEIIR{ sensible-browser(1l). sensible-editor(1l) 1 sensible-pager(1), EM=TLA
DRIBEFIMMREERSE. P EENFARAESEHIPSMNBIE, FEBREEIRL shell 545,

N

BTHEGU (BRERENE ) FHITHM nutt ERMETHEBARIRFRMFNEEEAREN, FEZERTE
B —E GUI (BFERENE ) BARERNILIRE “/usr/local/bin/mutt-term” ZR{REERNENNTEE
BRI

# cat /usr/local/bin/mutt-term <<EOF
#1/bin/sh

gnome-terminal -e "mutt \$@”

EOF

# chmod 755 /usr/local/bin/mutt-term



https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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N

GUI (BIXERENE ) EREXNENRETSNNERERBEEE THIT, EEMHEEN *.desktop EREEH
FR"Exec” MR AN E RT BTG, RrIURBAIERGRBIMAL kitty: ALRFEMNWMALANERR, &
FA—f& ibus % fcitx5 RIEANESR, LFEW T A NEIL—(E shell LR /usr/local/bin/kitty”,

# cat /usr/local/bin/kitty <<EOF

#!/bin/sh

GLFW_IM_MODULE=ibus exec /usr/bin/kitty ”\$@”
EOF

# chmod 755 /usr/local/bin/kitty

EE kitty IS BRI B BE MR E~/bin/” 8~/ .local/bin/” B %, R EiEL B #F E'$SPATH” A,
tt"/usr/bin/” Bt EREER.

9.4.12 RIE—ERER

fER kill(1) BidFER ID KR3QFE ((EEX—E:N%E ) — @2,
A killall(l) 5 pkill(l) BiBFEF G SHRBFHHEBMRMEIENESIS.

B AIRR BE | IR
k]
aflsk
0 (E5ES BEIRFEONT
258
kill(2))
®&IE
2
#IE
[k
&IF
EF
i 8
%
dump
core
&IE
2
#1E
EF

1 SIGHUP IEASImERRDIELR (FMAREME )

2 SIGINT 1 $283RER (CTRL-C)

~

3 SIGQUIT H32A2iR Y (CTRL-\)

9 SIGKILL AETFEZER kill FT5E

15 SIGTERM B #EPEERYAL LEEN SR

Table 9.11: kill #£< E HSETIR

9.4.13 B R{EFREFRILHE

1T at(1) B REH— R MR TIF,

$ echo ’'command -args’| at 3:40 monday

9.4.14 TEREFELHE

f$H cron(8) KETEREFELH, 28 crontab(1) l crontab(s).



https://zh.wikipedia.org/wiki/SIGHUP
https://zh.wikipedia.org/wiki/Signals_intelligence
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGQUIT
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGKILL
https://zh.wikipedia.org/wiki/Unix訊號#SIGTERM
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REESF R —EE BERAEEIRNIT—(EIZRF, tbil, foo M crontab -e” §<$E T —1{E crontab(5) AY1E
Z”/var/spool/cron/crontabs/foo”,

B8 2 —1E& crontab(5) IR F,

# use /bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is

MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR’ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It’s 10pm” joe%Joe,%%¥Where are your kids?%.%%
23 */2 12 * echo ”"run 23 minutes after ©am, 2am, 4am ..., on Feb 1”
5 4~ * sun echo "run at 04:05 every Sunday”

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)” == "Mon” ] && command -args

N
HIALLIEEENI TR A, K8 anacron BREEEURERFHITIBEMMIES, BOEBROESREINBIZHIT, I
AHFEREMNISE”ZMR. 28 anacron(8) #1 anacrontab(s).

R

HRERBARMKMEEE SN, REEHLL root IRIEEHNIT, LESHEE WM A"/etc/cron. hourly/”,
"/etc/cron.daily/”, "/etc/cron.weekly/”, 8"/etc/cron.monthly/”. BELIES BRI TR, =TLA
Bi@"/etc/crontab” #1"/etc/anacrontab” REX,

cron BE-FEEF (daemon ) NFTERF, Systemd W B IRAFREIET I TIZNAVRPERE /15140, / 1ib/systemd/system/apt
# /1ib/systemd/system/apt-daily.service B3 EXH apt FE{TE., 2R systemd.timer(5),

9.4.15 AIlt-SysRq i

& Alt-SysRq (PrtScr) S RIR—EF &%, ETAIBENRRERIZS,

Alt-SysRq Z &I 1TR%EIR
K kill FRFEEE pi ERIZHIE LB TERF (SAK)
s sync TEEXRBIERZARRBERENIER
u SEMURELSXREFFAEEREFIERZELR (umount)
r X BaE, I raw B RIEEE

Table 9.12: ER&M SAK #p S iETIR

FZEM2R Linux ZIMEAEEIESFM » Linux Magic System Request Key Hacks

R
% SSH 4&UR%5, {RAEEZ@IRE)"/proc/sysrq-trigger” BARRRER Alt-SysRq #5tE, 130, % root shell 12
RFETTHITecho s > /proc/sysrq-trigger; echo u > /proc/sysrq-trigger” 3 syncs #1 umounts

FTEERSIERZR A,



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Secure_attention_key
https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html
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B &l (2021) Debian amd64 Linux #Zi0\&s /proc/sys/kernel/sysrq=438=0b110110110:

 2=0x2 - A FREEHIE B ARRIES (FARY)
« 4 =0x4 - BFA#ERRIEH] (SAK, unraw) (FIRY)

* 8=0x8 - ATEFFREEE R (debugging dumps of processes ) F. ([EHRA)

* 16 = 0x10 - B{ A sync &% (IR

* 32=0x20 - RRFARBEFEE (F)

* 64 = 0x40 - RYFRFEFEN3E (term, kill, oom-kill) (BAEA)

- 128 =0x80 - ALFFERY. BARAEIR (BERY)

« 256 = 0x100 - SLFFAAEEFTE RT (ERS) EFHEZIEF (FRY)

9.5 ZARinHERI

9.5.1 HERGRE?
RETBB TEN S SR ERBANELAE,

« who(1) BERHEBANERREE.

- w(l) BETRREEAERRER, MAEEEMAE.
- last() BERERAEREEANTIR,

« lastb(1) BEREAEREERE AR,

TN

"/var/run/utmp” ¥1"/var/log/wtmp” fEFERIEREZN. 28 login(1) # utmp(5).

9.5.2

g

SRMBEA

R ABA TENARNER wall(l) AEARGNE—BAEEE.

$ echo "We are shutting down in 1 hour” | wall

9.5.3 fEESHA!

152 PCI $88E & (AGP, PCI-Express, CardBus, ExpressCard 55), —BIRFAER 1spci(8) (EFM L7 -nn” 3EIE) EITHEE

sl LB T

LEsh, fReTBAEIBREE"/proc/bus/peci/devices” BEKMRENEZE"/sys/bus/peci” NHEHAIE sk RIEITHEES

Al (2RET 1.2.12).



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC_Card#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
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EE] TE XV | FREA

pciutils V231, 1:.990 | 212 Linux PCI T H: Lspci(8)
usbutils V:69, 1:859 | 325 Linux USB LE: Lsush(8)
nvme-cli V:9,1:16 1367 | Linux NVMe LE: nvme(1)
pcmciautils V:7,T:11 91 Linux PCMCIA T E: pccardct1(8)
scsitools V0, I:3 375 SCSItgRE &R T E&: 1sscsi(8)
procinfo V:0, I:10 132 &7 /proc”: 1sdev(8) BB RAZEN
Tshw V:13,1:96 919 MEREsAc = an: Lshw(l)

discover V:35,1:953 | 98 TEREER B R 4% discover(8)

Table 9.13: fERE:55 TRYIR

e ITE NN

console-setup V:80, 1:965 428 Linux FEFEIFBERR T E

X11-xserver-utils . o) 1510 | 576 | X FBFEEETE: xset(1), xmodmap(l)

acpid V:101, 1:186 | 154 BRSPS A E R  rE (ACPD) BN ENEES SRR,
( daemon )

acpi VL, 172 | 47 R~ ACPI REEHNMTE

sleepd V:0, 1.0 86 EELATHE, FHEAKERBHNEEERIEN (daemon)

hdparm V218, 1:421 | 256 BWIEFIREL (BRE 96.9)

smartmontools V:190, 1:240 | 2199 | fEH SMART ERHEEEE RS

setserial V-4, 1.7 103 RIEEETHE

memtest86+ Vi1, 1:23 12685 | iLBREFREEIE LER

scsitools V:0, I:3 375 SCSIFEEEETESR

setcd V0, 1.0 37 FEEFRREX

big-cursor L0 26 ERRERXE RS

Table 9.14: FEES AR TRYIFE



http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon-graph.php?packages=pciutils
http://packages.qa.debian.org/p/pciutils.html
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon-graph.php?packages=usbutils
http://packages.qa.debian.org/u/usbutils.html
http://packages.debian.org/sid/nvme-cli
http://qa.debian.org/popcon-graph.php?packages=nvme-cli
http://packages.qa.debian.org/n/nvme-cli.html
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon-graph.php?packages=pcmciautils
http://packages.qa.debian.org/p/pcmciautils.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon-graph.php?packages=procinfo
http://packages.qa.debian.org/p/procinfo.html
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon-graph.php?packages=lshw
http://packages.qa.debian.org/l/lshw.html
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon-graph.php?packages=discover
http://packages.qa.debian.org/d/discover.html
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon-graph.php?packages=console-setup
http://packages.qa.debian.org/c/console-setup.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon-graph.php?packages=acpid
http://packages.qa.debian.org/a/acpid.html
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon-graph.php?packages=acpi
http://packages.qa.debian.org/a/acpi.html
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
http://packages.qa.debian.org/s/sleepd.html
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon-graph.php?packages=hdparm
http://packages.qa.debian.org/h/hdparm.html
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon-graph.php?packages=smartmontools
http://packages.qa.debian.org/s/smartmontools.html
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon-graph.php?packages=setserial
http://packages.qa.debian.org/s/setserial.html
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon-graph.php?packages=memtest86+
http://packages.qa.debian.org/m/memtest86+.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
http://packages.qa.debian.org/s/setcd.html
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon-graph.php?packages=big-cursor
http://packages.qa.debian.org/b/big-cursor.html
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9.5.4 1EREIAEC

& GNOME # KDE BRI B RE A4, AKX EIEMREEHEESEEENER AR TEREE, BHE
—EREEFNERAN, LR —EFNES,

548, ACPI 2—fEtt APM S EREIE R AIES,

b
RRRGER CPU JARAEINGE, REZIMEME acpi_cpufreq EIEHY,

9.5.5 H#EASEFIFEESATR

THEHRERAIEIEIFRIA: MM/DD hh:mm, CCYY.

# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian RIS EE B RN AAMAGRE, EEEEEREER UTC(GMT) BE,
WNRIERERSEERE S UTC BSR, 57F “/etc/default/rcS” #BME:RE “UTC=yes’,
THEREHFA Debian R4 FEASE,

# dpkg-reconfigure tzdata

MRIRFHLBEBFEIEREFARIFE, EEMEM ntp, ntpdate # chrony SR ERHEAY NTP ARFS.

N
7 systemd F, RfEHR systemd-timesyncd RENETHEEEFERET. 28R systemd-timesyncd(8).

&M

. FRRERSFREFN B EAEIE HOWTO
« NTP A HRFEER

« ntp-doc &

BR
7£ ntp BEERM ntptrace(8) BEFIRME NTP FRFSSEZERIBIR,

9.5.6 #imFEEC
BEETH I ARRAEF TIEHIEFR ncurses(3) RARINEE,

« “/etc/terminfo/*/*” 13 (terminfo(5))
« “$TERM” IRIREE (term(7))
« setterm(l). stty(l). tic(1) #0 toe(l)

AZ| Debian Z 4205, (RFEECXEIRAVAE IR

MR xterm By terminfo ¥3E Debian B xterm RNEEVER, BIEMRIGERRES
EZANRLR"/usr/share/doc/libncurses5/f

R
RIB“STERM”, it “xterm” BN ATHEEZPRAVARAS (90 “xterm-r6")
= “$TERM” FERERN,



https://zh.wikipedia.org/wiki/高級調配與電源接口
https://zh.wikipedia.org/wiki/高級電源管理
https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
http://www.tldp.org/HOWTO/TimePrecision-HOWTO/index.html
http://www.ntp.org/
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9.5.7 EBEEM:L

AARIBFER) Linux MEMNETEEEETFENH S8 Linux EHT2 4 ( Advanced Linux Sound Architecture, ALSA ) 124,
ALSA Rt THEZAIH MBS 24 (Open Sound System, OSS) BIFE#EEIL,
ERAHREAETREEATEEERFHSEEE, o UEB —LEEKESRBEAARABEM B,
PulseAudio, JACK # PipeWire # FH{FB SHRFEIRZA MR, 2R Debian EEB S EHH SRIRMIBN.
BERATHNEERREEEHE —EERANESS|Z, SEREREXNEANESS|ZE T NBEEREARMNESE
BR2E,

BR
A “cat /dev/urandom > /dev/audio” B{ speaker-test(l) HKAl;Hi5EE2E ("CELE),

B
MRREEERBE, IMEMNBESETEERD T —EFSHE. BRNESAREFSHEH, alsa-utils #KiE
B alsamixer (1) s ARIF AR B SHFERE,

7] ATE X[ EREA

alsa-utils V:308, 1:447 | 2537 | ABCFI{ER ALSA BT E

0ss-compat Vi1, 21 20 7£ ALSA FNEZE 0SS, F8F5 "/dev/dsp not found” #Eiz
pipewire V:248,1:313 | 106 a5 A BRlE 5| 22 2 TR A= IR 5 U - JL & A4 EL
pipewire-bin V:265,1:313 | 1601 | Bafle R RIES | Z 2 ERARTSIR - S anistlm< IITE,
pipewire-alsa V:19, 1:38 202 B R RS | Z 2 EEAR S in - (K& ALSA FUEARTE
pipewire-pulse | V:37,1:59 48 Sz R EIES | EZIEEEARTS U - X PulseAudio IS NARTE
pulseaudio V:331, 1408 | 6462 | PulseAudio PRIZim

TibpuTse0® V:384,1:568 | 969 PulseAudio BEFIm/E

jackd V2, .21 9 JACK Audio Connection Kit. JACK) {aiREE ({KZEE )
libjacko V:1, I:10 329 JACK Audio Connection Kit. JACK) & ({RZEE )
Libgstreamerl.0-Py. 09 1578 | 4427 | GStreamer: GNOME B3| 8

Libphonon4qt5-4 1 y.71 1167 | 572 | Phonon: KDE B&3|%

Table 9.15: BFEIER

9.5.8 RIS E{R:E
PRI EIRE, R TENES.

IRIR ik

Linux =HIE setterm -powersave off
XRE (FRERRE) xset s off

X & (FR dpms) xset -dpms

X RE (EER:E GUIARS ) xscreensaver-command -prefs

Table 9.16: BAPAERRERLIIR



https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
https://wiki.debian.org/Sound
http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon-graph.php?packages=alsa-utils
http://packages.qa.debian.org/a/alsa-utils.html
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon-graph.php?packages=oss-compat
http://packages.qa.debian.org/o/oss-compat.html
http://packages.debian.org/sid/pipewire
http://qa.debian.org/popcon-graph.php?packages=pipewire
http://packages.qa.debian.org/p/pipewire.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-bin
http://qa.debian.org/popcon-graph.php?packages=pipewire-bin
http://packages.qa.debian.org/p/pipewire-bin.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-alsa
http://qa.debian.org/popcon-graph.php?packages=pipewire-alsa
http://packages.qa.debian.org/p/pipewire-alsa.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-pulse
http://qa.debian.org/popcon-graph.php?packages=pipewire-pulse
http://packages.qa.debian.org/p/pipewire-pulse.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon-graph.php?packages=pulseaudio
http://packages.qa.debian.org/p/pulseaudio.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon-graph.php?packages=libpulse0
http://packages.qa.debian.org/libp/libpulse0.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon-graph.php?packages=jackd
http://packages.qa.debian.org/j/jackd.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon-graph.php?packages=libjack0
http://packages.qa.debian.org/libj/libjack0.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon-graph.php?packages=libgstreamer1.0-0
http://packages.qa.debian.org/libg/libgstreamer1.0-0.html
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4qt5-4
http://qa.debian.org/popcon-graph.php?packages=libphonon4qt5-4
http://packages.qa.debian.org/libp/libphonon4qt5-4.html
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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9.5.9 [HARFIEEE

FILAIBE SRV I5E 3 th 19 2R RARAIENS R, 1B pcspkr #IOEAAMIBR, tha]CAMEIEES,
bash(1) FAZI# readline(3) 12X, BBE|EZEF T (ASCII=7) BF, HEEE, THEHAVRFEASEMHELEES:,

$ echo "set bell-style none”>> ~/.inputrc

9.5.10 FCIEEEEA

HRRR, EEEMETRNAEREEGCIERNERER.

« “/var/log/dmesg” FREZORENENE S T Rl B IERRFEREE R,
- free(1) # top(1) BERIEERITH R MK CIEIE S RIVERFER.

TER—EFF

# grep ’'\] Memory’ /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k <«
data, 296k init)

$ free -k
total used free shared buffers cached
Mem: 997184 976928 20256 0 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572
fREJBEEBBTR: “dmesg 53R 1R free 7 990 MB, T free -k &H&R{R free #3 320 MB, &K T #8i@ 600 MB =",

BB “Mem:” BEITH “used” BAKMELAR “free” BNBIE, MERRE, MEEMENE TEHMINME (ELEW
fBlFHhEPE 675404 F0 321780 ),

EHRFAY MacBook, B 1GB=1048576k ;0152 (BERRRMGAE L), HEZNWNOT,

HmE KN

dmesg H total FIK /N 1016784k = 1GB - 31792k
dmesg FRY free 990528k

shell 87 total 997184k

shell FHY free 20256k (EBREIA 321780k )

Table 9.17: $RESHIFCIETE R/

9.5.11 ZRBELXEMMTEMEE

BRENAREETERESREMNAR, EREWINBIEEER,
HRARREUMTBEMRE, MFRRETEELESEMLRE.

- debsums EREEE, 28 debsums(1) FEi 2.5.2,

chkrootkit #X§8%8l, £ & chkrootkit(1),
« clamav 2B X%k, 28 clamscan(l) 0 freshclam(1),
* Debian security FAQ,

* Securing Debian Manual,



https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/securing-debian-howto/
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74 1) mITE KAV | ZREA —
. . 1&2%5‘*55& (daemon ), ﬁ%%%ﬁ:a;n S E EBIZE —.rE
logcheck V:7,1:8 109 Eue =T e
debsums V5, 1:40 98 ERER, A MD5 REsiEH ki iERETRRE
chkrootkit V:5, 1:19 928 rootkit 1% ;AER T
clamav V:10, 1:49 29007 | Unix E’J}i@ﬁﬁ&‘t—} RN
tiger V2, 1:2 7800 5
tripwire V2, 1:2 11951 *ﬁ_ﬁﬂ Eﬁm
john V1, 1:10 471 %ﬁE’J E%EE%ZIE-
aide Vi, Tl 289 g
integrit V:0, 1.0 324 ffm ré%ﬁ;ﬂ{t
crack V0, I:1 152 ZHEEAFE R

Table 9.18: AARAMEEMMTEMUBENTER

THR—EMENESH, ARERMANAE AR SSERIERTTE,
# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

pE =1
@ 5 debsums EREEELEAARMMFEEFR MD5 K515, ALLEEHEERE, UAETLBERAT2 MR
TITH,

9.6 ENEFRIS

{3 live CD BX, debian-installer CD LABUIEIRTVRIENREV R AR, PILAR(REG BB RERIMEIRENEBIHETE.

MRELEBEFEGUI(ERERENT) REASA FHEIHE, EHEMETIREER, ROUREEXGSIFL
umount(8) iSLLiE &,

9.6.1 MEEZEFERBR
R SR E ISR AT LAE® mount. coreutils F xdu EREEEIZ (EAVFE T AR ET(E

- mount(8) BERFTERIEIER AL (= HAME).
- df (1) IREERAZRERIFETR,
. du(l) 5 B SR E R EE A,

B
{RRTLARE du(8) AuEa i {EE6 48 xdu(1x), REAEHWBEREEIRNER, #I30 “du -k . |xdu”, “sudo du -k -x

” kh- A—N

/ |xdu” F5F,

9.6.2 HEREDEIFEREC

HIHER S BIERES, BE fdisk(8) WRARIFENE, (BR parted8) TREREREEH,



http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon-graph.php?packages=logcheck
http://packages.qa.debian.org/l/logcheck.html
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon-graph.php?packages=debsums
http://packages.qa.debian.org/d/debsums.html
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon-graph.php?packages=chkrootkit
http://packages.qa.debian.org/c/chkrootkit.html
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon-graph.php?packages=clamav
http://packages.qa.debian.org/c/clamav.html
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon-graph.php?packages=tiger
http://packages.qa.debian.org/t/tiger.html
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon-graph.php?packages=tripwire
http://packages.qa.debian.org/t/tripwire.html
http://packages.debian.org/sid/john
http://qa.debian.org/popcon-graph.php?packages=john
http://packages.qa.debian.org/j/john.html
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon-graph.php?packages=aide
http://packages.qa.debian.org/a/aide.html
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
http://packages.qa.debian.org/i/integrit.html
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon-graph.php?packages=crack
http://packages.qa.debian.org/c/crack.html
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/Live_CD
https://www.debian.org/releases/stable/debian-installer/
https://zh.wikipedia.org/wiki/Disk_partitioning
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E/ PC EAZBIAYE5|IBECE% ( Master Boot Record, MBR ) /A%, gk N BIEERRTFES —ERE, BILBA B
[E 0 (512 fiIjcél ),

—LEZE B G — o] IEAEAZ)TE/ " E ( Unified Extensible Firmware Interface, UEFI) B9iF{X PC, BIEEHL Intel Y Mac,
£ M — 12357 EIfER ( GUID Partition Table, GPT ) /A%, WD EIEENIARFEFEE —ERE,

BE fdisk(8) —ERBHSIEIEBHRETER, (BIR# parted®) BRTE,

]iEe ATE XAV | FREA

util-Tinux V:883,1:999 | 4975 | STEHRALE, B fdisk(8) F cfdisk(8)
parted V:385, 1:551 | 122 GNU Parted, fERE7 EIIBARIZN

gparted V:13,1:107 | 2109 | Zh? libparted B GNOME %) ElfE4REETz o0
gdisk V:361, 1:512 | 885 FAHX GPT/MBR i {7 RIRERERY 73 EIFE AREETE TV
kpartx V21, 1:35 75 AR EERIREHRMER

Table 9.19: IFRE N EIFEE IR SR

ES=
@ FE parted(8) EMAERAKREUIRBIERZS, BEEAEESRTNEMIARMELEEEEALR,
Y0 mkfs(8) (mkfs.msdos(8), mkfs.ext2(8). mkfs.ext3(8). mkfs.ext4(8)------ ) ¥l resize2fs(8),

E

AT GPT #1 MBR ZRtNi#%, MEEZEEMMREBENLERTHIANST (2RE 9.8.6) WEM “parted
/dev/sdx mklabel gpt” 8 “parted /dev/sdx mklabel msdos” RiZEE, imif =, SEFEMAK “msdos”
=R MBR,

9.6.3 {#FH UUID 7ZEY 9 EIf&

REENREMRNS BB REETNENMBIEF TSR N BEEEARNEF, BIREIUEAR—{E uUID
RAFEM. MRIFESERERRL BIRE BIOS/UEFL )B4 EM — RV ERREE, £A UUID BREAERE,

- mount(8) IELHFE “-U" BIER[LAERAUUID RiE —EIREE, MANERMIERTE, g “/dev/sdas”,
« “/etc/fstab” (2R fstab(5)) FJLAfEHA UUID,

- SIEEAER (& 3.1.2) the]LAfER UUID,

N
fRETBAER blkid(8) R —(ESERKER UUID,
fRIBETCAEA"1sb1k - RigRIT SR EEE,

9.6.4 LVM2

LVM2 2—{EA Linux #ZOMBEEESEIEES, A LVM2 MEE, B BT UAENI B R ER Y IRERE,
LVM B FIIEK,

o Linux #ZOFPRVEEEHR T I8 ( Debian #Z/IDFEEEZIE )

- FREEBCERENMIERE ( libdevmapper* BEEE )



https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
http://packages.qa.debian.org/u/util-linux.html
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon-graph.php?packages=parted
http://packages.qa.debian.org/p/parted.html
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon-graph.php?packages=gparted
http://packages.qa.debian.org/g/gparted.html
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon-graph.php?packages=gdisk
http://packages.qa.debian.org/g/gdisk.html
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon-graph.php?packages=kpartx
http://packages.qa.debian.org/k/kpartx.html
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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- FRAEATEELVM2 THE ( lvm2 818268)

A T EAY man FFEREERE LVM2,

lvm(8): LVM2 #HIRIEREENG: (FIH TFRE LVM2 8%
« lvm.conf(5): LVM2 HI4REEIEZE

lvs(8): EEHEESHIIERME

- vgs(8): HREEHEMERAER

- pvs(8): IREVIESHIHERAEN

9.6.5 ERZAFAALR
L ext4 1ER R, e2fsprogs BRI TERMNTE,

« mkfs.ext4(8) BIFil ext4 IERARMGR

- fsck.ext4(8) @EFMERIRE x4 ERZRR

« tune2fs(8) AR extd IERRAAVBULIR

- debugfs(8) EENTLRIIREE extd EER R M. (EF undel IS RIRESLMPRAESR.)

mkfs(8) Fl fsck(8)$‘§’v\zE'EH3 e2fsprogs BZ Y, R B EER A RBRAEMRIM.(mkfs . fstype # fsck. fstype).
L ext4 EERL, B2 mkfs.ext4(8) Fl fsck.ext4(8) (EMHAFSEELR mke2fs(8) #1 e2fsck(8)).

Linux XENE—EERZK, GHEMNIES.

nEe ATE KN | FREA

e2fsprogs Vi723,1:999 | 1496 | ext2/ext3/ext4 la At LE

btrfs-progs V:42,1:72 4845 | Bufs f@RAHZILE

reiserfsprogs V:10, 1:26 469 Reiserfs fe R Z 4t L &

zfsutils-1linux | V:27,1:29 1611 OpenZFS fEXZG L E

dosfstools V:153,1:509 | 315 FAT f8= %%t L E. (Microsoft: MS DOS, Windows)

exfatprogs V:13, 1:255 281 exFAT FERZHZTEH, =

exfat-fuse V:9, 1:202 75 FUSE FE & exFAT i& =A% (Fﬁn E’ﬁ) ERE],

exfat-utils V:7,1:196 231 exFAT TR A% LH, H exfat-fuse FIIEBEE,

xfsprogs V:22,1:99 3464 | XFS $%‘_5‘5<%..?§IE (SGI: IRIX)

ntfs-3g V:149,1:492 | 1470 | FUSE 8% NTFS e = £ 4t ( WEX: Windows NT

jfsutils V:0, I:9 1577 | IFS BEZHIE. (IBM: AIX, 0S/2)

reiser4progs V:0, I3 1367 | Reiserd ig=ZAH/ 1L E

hfsprogs V:0, I:5 394 HFS #1 HFS Plus fER &% T E. (Apple: Mac OS)

Zerofree V:5, 1:132 25 1B ext2/3/4 TER A B LRI IZRESZHTER
Table 9.20: 1ERAKREIEETIR

R

Ext4 {@RAMRE Linux R LTERIIERAS, MEBEREERE

TEERIE R R 4.

—“IE—ILMI: 28 Linux ZIO0ZENER T FRERZR (2RE 9.8.2).

KRS, RIEMGBIFFRWIERAER,
Btrfs ARBEBESNTE Debian wiki on btrfs 1 kernel.org wiki on btrfs 2538, TRHAEEIES extd BREAKZEN T —E



https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/e2fsprogs
http://qa.debian.org/popcon-graph.php?packages=e2fsprogs
http://packages.qa.debian.org/e/e2fsprogs.html
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/btrfs-progs
http://qa.debian.org/popcon-graph.php?packages=btrfs-progs
http://packages.qa.debian.org/b/btrfs-progs.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/reiserfsprogs
http://qa.debian.org/popcon-graph.php?packages=reiserfsprogs
http://packages.qa.debian.org/r/reiserfsprogs.html
https://zh.wikipedia.org/wiki/Reiserfs
http://packages.debian.org/sid/zfsutils-linux
http://qa.debian.org/popcon-graph.php?packages=zfsutils-linux
http://packages.qa.debian.org/z/zfsutils-linux.html
https://zh.wikipedia.org/wiki/OpenZFS
http://packages.debian.org/sid/dosfstools
http://qa.debian.org/popcon-graph.php?packages=dosfstools
http://packages.qa.debian.org/d/dosfstools.html
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/exfatprogs
http://qa.debian.org/popcon-graph.php?packages=exfatprogs
http://packages.qa.debian.org/e/exfatprogs.html
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/exfat-fuse
http://qa.debian.org/popcon-graph.php?packages=exfat-fuse
http://packages.qa.debian.org/e/exfat-fuse.html
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/exfat-utils
http://qa.debian.org/popcon-graph.php?packages=exfat-utils
http://packages.qa.debian.org/e/exfat-utils.html
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/xfsprogs
http://qa.debian.org/popcon-graph.php?packages=xfsprogs
http://packages.qa.debian.org/x/xfsprogs.html
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon-graph.php?packages=ntfs-3g
http://packages.qa.debian.org/n/ntfs-3g.html
https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon-graph.php?packages=jfsutils
http://packages.qa.debian.org/j/jfsutils.html
https://zh.wikipedia.org/wiki/JFS_(file_system)
http://packages.debian.org/sid/reiser4progs
http://qa.debian.org/popcon-graph.php?packages=reiser4progs
http://packages.qa.debian.org/r/reiser4progs.html
https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon-graph.php?packages=hfsprogs
http://packages.qa.debian.org/h/hfsprogs.html
https://zh.wikipedia.org/wiki/Hierarchical_File_System
https://zh.wikipedia.org/wiki/HFS_Plus
http://packages.debian.org/sid/zerofree
http://qa.debian.org/popcon-graph.php?packages=zerofree
http://packages.qa.debian.org/z/zerofree.html
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
https://wiki.debian.org/Btrfs
https://btrfs.wiki.kernel.org/index.php/Status
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9.6.6 ERAZREBUMTEMRE

mkfs(8) #£ Linux R4 ERBIERRMR, fsck(®) IBLE Linux R LIRMIER AR TEMRENZIETNEE,
FERRRZRREIIR, Debian IRTEFRIZAEHAMERIMIT Fsck,

=z
EE

HEEEHERERZRZ LT fsck, —MRBTZEH.

<N

7£’/etc/mke2fs.conf” 5% E enable_periodic_fsck” ii{f"tune2fs -c0 /dev/partition_name”
MESRAHHENS 0, FErJLAEERIAE, Froot ERRABEEANMBERRA L, TEMMIT fsck(®) EL.
28 mke2fs.conf(5) #1 tune2fs(8).

WRYENIA B EMITH fsck(8) FESLER, FILAE"/var/log/fsck/” Bk T8,

9.6.7 BEBHFEIBENMERZRSR

“/etc/fstab” FEETERWBRIERARARL. H1W0,

«file system» «mount point» «type» «options» «dump» «pass»
proc /proc proc defaults 00
UUID=709che4c-80c1-56db-8ab1-dbce3146d2f7 / ext4 errors=remount-ro 0 1
UUID=817baeb6b-45d2-5aca-4d2a-1267ab46ac23 none swap sw 00
/dev/scd0o /media/cdrom@ udf,iso09660 user,noauto 0 0
R
UUID (2R# 9.6.3) aJLABRK—ARAVIREE R (Fla “/dev/sdal”, “/dev/sda2” -+ ) IRE% B — (iR i
%O

{& Linux 2.6.30 2, #ORIFERRITARRM relatime” EIE,
£ 8 fstab(5) # mount(8),

9.6.8 1EIBIBALIR ( superblock) BXIEREZRLR
— EIEE RGNS T AMER tune2fs(8) 35S BIBBARIRRE(L,

o #4T “sudo tune2fs -1 /dev/hdal” BJLARER “/dev/hdal” LFHIERAGZBAIRNE,

« #M{T’sudo tune2fs -c 50 /dev/hdal” i¥&”/dev/hdal” i8R K GZHIEE (TERENRSFHIT fsck) SEEXRAT 50
RESE.

« 1T “sudo tune2fs -j /dev/hdal” BLAERZMAINYEHEINAE, B1 “/dev/hdal” KIER RN ext2 Eifa
& ext3, (HRBEIERRBEEM. )

« 11T “sudo tune2fs -0 extents,uninit_bg,dir_index /dev/hdal && fsck -pf /dev/hdal” 7E
“/dev/hdal” EHEHR ext3 BiRA exd, (HRBENRAESEM. )

"R
EE tune2fs(8) WBRFREIEHKET, BENERAN ext2 IBRZME, tHAEAN ext3 T extd IBRZAM.



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
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9.6.9 HEREERIE(L

iﬂ:
T{:J\}ﬁﬂéﬁﬁﬁ%lﬁEEZﬁﬁ. B ERIVIEREIERIEE hdparm(8) B9 man FE, EAESFIREEHEN TEBMIE
EEAMEE,

fRETAE@ “hdparm -tT /dev/hda” ZRAIE “/dev/hda” EREMIZEURE, #Hi—LER (E)IDE Lﬁﬂ’]ﬁﬁﬁ%
fRe]AER “hdparm -q -c3 -d1 -ul -m16 /dev/hda” REZF “(E)IDE 32 fiiz38". R{A “using_dma flag”.
(%% “interrupt-unmask flag” WERE “multiple 16 sector I/O” ( f&k& !), KREMINEEEFEGERE,

{RETLAIEI® “hdparm -W /dev/sda” Al “/dev/sda” EMEAIE ANREINAE, fREJUAER “hdparm -w 0
/dev/sda” RARAE NIREXINEE,

IHXSIE CD-ROM Jeht, (ReJbAER”setecd -x 27 BREE, FKEBEEAEBE4LER CDROM i,

9.6.10 [EREMFIRRIENL

FERERERE ( Solid state drive, SSD ) B &I bA#E B EhaAl,
7£ /etc/fstab 8@, BESEMHERREEE A tnpfs”, LR AN ER IR R PE IR IEEE,

9.6.11 £/ SMART FEAIRERE S
{RR] A{E S SMART £ smartd(8) 225 =21\ (daemon ) REIZFNFCERIRAVIERE,

1. ¥£ BIOS RS A SMART IfjgE,
2. &k smartmontools ERFEE,
3. @i df(1) 7 HrERR EREN L 3 5 E 1P,
- BERMFRERSERNERS “/dev/hda”,
4. & “smartctl -a /dev/hda” BIEi, & SMART IR B ERA,
- INRZH, @BiB “smartctl -s on -a /dev/hda” BATE.
5. BB TIARIIT smartd(@) BEE=FEX (daemon ),

« jBFR /etc/default/smartmontools” #EEH “start_smartd=yes” MEifE,
« iB@ “sudo systemctl restart smartmontools” EFE{EN smartd(8) EE~T:EFEF (daemon ),

"R
smartd(8) BEE=TE (daemon) TJLAfEHRA /etc/smartd.conf EERETEES, BETES THENEE,

9.6.12 1&B $TMPDIR (EEEERS(EZE %

FEREN—RRTEERES AT AR “/tmp” TEIZERIHESR, MR “/tmp” BB RHAMN=RE, (FFTIIEE $TMPDIR £
RAEENIEE R HET B .



https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/S.M.A.R.T.
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9.6.13 Ei® LVM ER S HREEZM

ELREFEITE Logical Volume Manager #EEEFEEEIE (LVM) (Linux 4514) LRI EE, SRS SNBERSHIE
FZREMIFRIEFZR A NRE KR, MAEZAEZ ERFRE DETRENEHRRAR,

9.6.14 EBHIE S — (BN ENERIER T HFEEFH

MRIFE—EZ=RIDENE (B0 “/dev/sdx”), fREJBAGER mkfs.ext4(1) ASERRIL, LEA mount(8) IGERHE
AFFEEZ=ANER. (FREERFEREHNNE. )

$ sudo mv work-dir old-dir

$ sudo mkfs.ext4 /dev/sdx

$ sudo mount -t ext4 /dev/sdx work-dir
$ sudo cp -a old-dir/* work-dir

$ sudo rm -rf old-dir

N
R AT LORIBH S — (BT EEMEER (2RE 9.75) (FA—EEEEE (2RH 9.7.3), BERMNEEEHES
FEE B AFE RN DM,

9.6.15 & “mount --bind” #\& 5 —EBFRIEAEAHTRREZ=AE

WRMFAERS—ESAREE—EFFEITRAEEN=E & (I “/path/to/emp dir”), fReIAiEi@sE “--bind”
EIERY mount(8), MFEMBE—EMFTEES=RRIBEK (HIW “work-dir”),

$ sudo mount --bind /path/to/emp-dir work-dir

9.6.16 i=i@ overlay #& (overlay-mounting) 53— (BB ##RIBREG T BEFHEZME

MNRMFBES—EREERTBIRNZR (FIE0, “/path/to/empty” F1 “/path/to/work”™ ), {ReJLATEEAE
Y—EBHFTEEITEEHNABEENB R (1, “/path/to/old” ), EiEEM, REZEMH Linux 3.18 iR
DS EFhR A ( #1FE Debian Stetch 9.0 B E HThRZAS ) A9 OverlayFsS,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/old-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty” #1 “/path/to/work” FEZAIMEIEBMSEIE, KHEMEesHE A “/path/to/old”,

9.6.17 {ERMSRELIERFRAHETER

( : ) EE
ER—ECEAMNME RLNRETED “RELENR FleATERILIE. FEAER LA “8
5 BER,

MRMFES—ENEEEE —EHEITHTENTE (FI3 “/path/to/emp-dir”), {REJLAMER 1n(8) EiZH
I —(EFFSRIER,
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sudo mv work-dir old-dir

sudo mkdir -p /path/to/emp-dir

sudo ln -sf /path/to/emp-dir work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

D ue

RIS RREENB R (FIE0 “/opt™) A “EHRER", ERNELEERRARSIRESREER.

&P B BB P

9.7 HiRERRIZR

BTSSR R R BV IRIF,

9.7.1 RAFHIERIRBGIESR

—ERBEESE (F90, M@ SCSITKFF ATA FE “/dev/sdb” ) RIMIERKIESR “disk.img” =JIAfER cp(l)
8% dd(1) & F A AN,

# cp /dev/sdb disk.img

# dd if=/dev/sdb of=disk.img

{84% PC R{I/LE IDE WEHEFE—BEMESISiCEHE (MBR) (2RE 9.6.2) MR AR dd(1) @@ T 7
V&I,

# dd if=/dev/hda of=mbr.img bs=512 count=1
# dd if=/dev/hda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/hda of=mbr-part.img skip=446 bs=1 count=66

« “mbr.img”: FHENEERL MBR
« “mbr-nopart.img”: REHE|FERN MBR
« “mbr-part.img”: {& MBR 99 EIIER

INRIREEF SCSI SR F! ATA REFARENER, RBEZEMEMA “/dev/sda” &K “/dev/hda”,
INRIRER I [RIATERR B — (ERRIR 7 BBRIBRIR, (RREERA “/dev/hdal” FEMA “/dev/hda’,

9.7.2 EREBAMRER

HARRBRIRIE R “disk.img” STUNBBTANARNBAR —ELER/NIREBEHZEE (HlO1, M@ scSI £ E
/dev/sdb"

# dd if=disk.img of=/dev/sdb

s, EESEIERERIESR “partition.img” FILAEB T AXBEARLERE K/NIKREE S EE (FlaN, £
{& SCSI &£ BME—@EH ;IJ** “/dev/sdb1” ),

# dd if=partition.img of=/dev/sdbl



https://zh.wikipedia.org/wiki/Master_boot_record
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9.7.3 HIEFMIRMIRIESR

B]AE DB K EilE T 7175 N SRR R K B S EE 7 EEMRG AR “partition.img”,

# losetup -v -f partition.img

Loop device is /dev/1loop®

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
. .hack. . .hack. . .hack

# umount /dev/1loop0

# losetup -d /dev/loop0

ATLARS(E B0 R,

# mkdir -p /mnt/loop®

# mount -t auto -o loop partition.img /mnt/loop®
..hack...hack...hack

# umount partition.img

BJAMEA EEEE HEEA S E)BEBIHEMRE “disk.img” FIEESBIE,
FLEHFIFEER T A NERREE,

# modinfo -p loop # verify kernel capability
max_part:Maximum number of partitions per loop device
max_loop:Maximum number of loop devices

# losetup -a # verify nothing using the loop device

# rmmod loop

# modprobe loop max_part=16

REEERETUEESIE 16 B EIE,

# losetup -v -f disk.img
Loop device is /dev/1loop0®
# fdisk -1 /dev/1loop®

Disk /dev/1loop®: 5368 MB, 5368709120 bytes

255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: ©x452b6464

Device Boot Start End Blocks Id System
/dev/loop0Opl 1 600 4819468+ 83 Linux
/dev/1loopOp2 601 652 417690 83 Linux
# mkdir -p /mnt/loopOpl
# mount -t ext4 /dev/loop@pl /mnt/loopOpl
# mkdir -p /mnt/loopOp2
# mount -t ext4 /dev/loopOp2 /mnt/loopOp2
...hack...hack. . .hack
# umount /dev/loopOpl
# umount /dev/loopO@p2
# losetup -d /dev/loopo

EREEEEFRRANEEDEE,

5, {REETUAER kpartx EREEELARAY kpar tx(8) EIL 5 & ¥k 4 B SRIERE EIRIM R,

# kpartx -a -v disk.img

# mkdir -p /mnt/loop@p2
# mount -t ext4 /dev/mapper/loopOp2 /mnt/loopOp2

...hack...hack...hack
# umount /dev/mapper/loop0Op2

# kpartx -d /mnt/loop0®
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=
fRA] AEREE K EX AREERHE MBR F, RESIEMRMRENERED EIE, BEEMNESHE,

9.7.4 BIEHRRIRRIESR

EATENARN, —EWKRREIESR disk.img” 825 /FREME S EMIRIVIESR, MB—(EFZFIRE R

&’ new. img”,

umount new.img
umount disk.img

# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

#

#

MR “disk.img” IfL ext2, ext3 Bf ext4, {RUIETLAMG T EBRE(ER zerofree BXBEEIHR zerofree(8),

# losetup -f -v disk.img

Loop device is /dev/1loop3

# zerofree /dev/loop3

# cp --sparse=always disk.img new.img

9.7.5 RUFZ=HIMIBRIRIRIZE

RTEMNANER dd(1) , TURIE—ERNE 5GiB M= HRRIGIER.
$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

EXM fallocate(8) FILAESEWER, ARENMER dd(1),
BITENANERRDERE, (REENTEREMIRMRE disk. img” EEIT extd4 IER R,

# losetup -f -v disk.img

Loop device is /dev/loopl

# mkfs.ext4 /dev/loopl
...hack...hack. . .hack

# losetup -d /dev/loopl

$ du --apparent-size -h disk.img
5.0G disk.img

$ du -h disk.img

83M disk.img

i disk. img”, EFERK/NZ 5.0 GiB, MEBRMEIX(ERIEER 83MiB. iEEZ=IEr]fER M ext4 BEBHHIE

—
=x.

’R
BHERNWERERERASREEEHNBEAMEN,

DIRSEE ok K EHM KB LEABEMUNIEE, EELRERE 9.7.3 B#E, RE5AEA parted(8) 3 fdisk(8) ¥
EEERE disk . img” EITHEINE, BESH(ER mkfs.ext4(8), mkswap(8) £ LB IERR 4SS,



https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Loop_device
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9.7.6 H{F 1ISO9660 RS 1EZ

» SRR THIE ST LUBIB N T T /REY cdrkit 2450 genisoimage(1) #§4 REUF 1S09660 BREHAESE, “cd . is0”,

# genisoimage -r -J -T -V volume_id -o cd.iso source_directory

F8{URY, BT 5| R ISO9660 BRERAER , ”cdboot . is0”, BESATE debian-installer $8{l B ###”source_directory”
E, AW,

# genisoimage -r -o cdboot.iso -V volume_id \
-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory

12421 Isolinux boot loader (2 RE 3.1.2) I ELEIR.
BRTEMNARN, Re] AR EETE mdssum B, TRE 1SO9660 R,

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

oF

H
=]
S TISEIERGR, RZB/IVDE S Linux 1ISO9600 183 & 47858 bug.

[

af

9.7.7 HIZEEAIEZRZ| CD/IDVD-RIRW

TN
5L cdrkit I24EHY wodim(1) K5, DVD E{ER—{EXKY CD,

{REESDE BN T FT/REVIE S TR E rT AR E,

# wodim --devices

SR1BASZERY CD-R $EA CD BEEN2R 16 HIE 1S09660 BREMESE, “cd.iso” BAZIRKRER, BIWMAYTFIREI wodim(1)
REHEAR"/dev/hda” &,

# wodim -v -eject dev=/dev/hda cd.iso

R CD-RW X& CD-R, AU TFIRIIESRKRE R,

# wodim -v -eject blank=fast dev=/dev/hda cd.iso

BR
MRV EEAZEENEE CDs, 7EFA wodim(l) ZRITELIREMA sudo umount /dev/hda” fBIRETEE,



https://zh.wikipedia.org/wiki/Cdrkit
https://zh.wikipedia.org/wiki/ISO_9660
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9.7.8 1Ej 1S09660 PRZIE S
WE”cd.iso” BE—{E 1S09660 BAR, TEIVIESF T HIEHSEESRE]”/cdrom”.
# mount -t iso09660 -o ro, loop cd.iso /cdrom
"R
MK RERAREELEENN S FTRENNE, Wik 1SO9660 B {LHY CD(Z2RET 10.1.7).
9.8 ENFIER
B8, B mERRERENE LN TEMSIEN,
9.8.1 #&MRAMAREE EMIHIE LY
RERMEE TEARIERNGIERER0d -t x1” S,
NEe ATE X[ FREA
coreutils V:880,1:999 | 18062 | Errgraeel, & od(1) REETLIES (HEX, ASCII, OCTAL, -)
bsdmainutils V:17, 1:435 17 TE#ER, B hd(1) RELFEZE (HEX, ASCII, OCTAL, )
hexedit V1, 1:10 73 TEAIRTEE A 4REE S (HEX, ASCII)
bless V0, I:3 924 LI TR EMFIA%EEES (GNOME)
okteta V0, 11 1585 | TR TNEMFI4REERS (KDE4)
ncurses-hexedit | ., 4 130 | TiEEfirs)BEfN4REESE (HEX, ASCIIL, EBCDIC)
beav V:0, I:0 137 BRI G A= 4meEgs (HEX, ASCII, EBCDIC, OCTAL, ...)

Table 9.21: #BRFE LT I FHIEFIHIEREERLIIR

B

HEX 2+ /NEfIflZ X hexadecimal e FEH4EIEE, BB radix & 16, OCTAL 2/\ENIFIZXoctal B F34ERSET,
EHE radixZ 8, ASCIl REBEFRIEAEFER S American Standard Code for Information Interchange B9
s, BNERMREXFEZNNE, EBCDIC iR T EAFIARME TEAI FI3X 25§ Extended Binary Coded Decimal

Interchange Code IR 4EE, 7E IBM KA (EE R % LFER,

9.8.2 HENFMHIBRIRIFESR

BT ArMER B HESHRNER T ERESR.

E ] MITE IR B
mtools V:8, 1:69 399 A HEEERER MSDOS 1§ T E
hfsutils V-0, I:5 184 AEFERER OFS 1 HFS+ fa = 1L E

Table 9.22: NMHE MR IRIFIERIEEERTIR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon-graph.php?packages=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/hexedit
http://qa.debian.org/popcon-graph.php?packages=hexedit
http://packages.qa.debian.org/h/hexedit.html
http://packages.debian.org/sid/bless
http://qa.debian.org/popcon-graph.php?packages=bless
http://packages.qa.debian.org/b/bless.html
http://packages.debian.org/sid/okteta
http://qa.debian.org/popcon-graph.php?packages=okteta
http://packages.qa.debian.org/o/okteta.html
http://packages.debian.org/sid/ncurses-hexedit
http://qa.debian.org/popcon-graph.php?packages=ncurses-hexedit
http://packages.qa.debian.org/n/ncurses-hexedit.html
http://packages.debian.org/sid/beav
http://qa.debian.org/popcon-graph.php?packages=beav
http://packages.qa.debian.org/b/beav.html
https://zh.wikipedia.org/wiki/Hexadecimal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/Octal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/IBM_mainframe
http://packages.debian.org/sid/mtools
http://qa.debian.org/popcon-graph.php?packages=mtools
http://packages.qa.debian.org/m/mtools.html
http://packages.debian.org/sid/hfsutils
http://qa.debian.org/popcon-graph.php?packages=hfsutils
http://packages.qa.debian.org/h/hfsutils.html
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9.8.3 BHILE
Linux #DFTIRHAIRAIDERIE R MR HIZ IMER R AR BN E M TR B 2K EMRF R,
BEERENRRIGMNEN TSREESKEREEFITEENTIE,
EEE TITE KN ] FREA
par2 V7, 174 268 FERBIERERE, E’S BEMEERERE
dvdisaster V:0, I:1 1742 | CD/DVD HFEERHE =/ JIRaE
dvbackup V:0, 1:0 413 {EH MiniDV ﬁﬁ?ﬁ?ﬁ%ﬁﬁﬁlﬁ—(%{% rsbep(1))
Table 9.23: [AIERIMEEMTTHMN T AYIR
9.8.4 BHHERWIEMZEI DT
BEARERERRIENZE DN IE.
EER TTE RN E&'EEH
testdisk V:2,1:31 1413 | D EERENEERENERERN
magicrescue V20, I:2 255 ;f;ﬂé;%ﬁagwumzﬂx'm@%mla RREL: &R man
scalpel V-0, I3 88 BE. B BeRERIER
myrescue V0, I:3 83 IREEEEEFRNEN
extundelete V:0, I:9 147 TRTEMIFR ext3/4 TERAGZ ERVERMNERER
ext4magic V-0, I:4 233 TREMIFR ext3/4 *ﬁ?‘%.ﬁtﬂ’ﬁfﬁ%ﬁﬁh_t
ext3grep V0, 1:2 293 mﬂﬁlﬂ
scrounge-ntfs V0, I:2 50 NTFS R R AZNERRIETEN
gzrt V:0, I:0 33 gzip KB T EE
sleuthkit V2, 1:24 1611 | 32Efi% 7 TE (Sleuthkit)
autopsy V0, I:1 1027 | SleuthKit IER{L T E
foremost V-0, I:5 102 REEHNZETER
guymager V:0, .1 1021 | ERR QBB RITE
dcfldd V0, T:4 114 IETRRRRY dd, ARPZENRE
Table 9.24: EFHERRIEFZEI N TEEBIIR
N

7£ e2fsprogs ¥
VR18 ext2 tERAS LMFREVIESR,

BEE%E debugfs(8) <, ERAZIES

#81 list_deleted_inodes 1 undel 5%, {RAES

9.8.5 IBXRIERNMBE/NER

=—ﬂ§l BRAKXMAE

SHAVIIRRIESR,
$ split -b 2000m large_file
$ cat x* >large_file

ERIEIEHER, RERERDZAILEE

P EIEZ{E/IVFL 2000MiB F/NES,

HEBICEL/E

JES=
BTMILERER,

R BEFIN X FEEESR,



https://zh.wikipedia.org/wiki/RAID
http://packages.debian.org/sid/par2
http://qa.debian.org/popcon-graph.php?packages=par2
http://packages.qa.debian.org/p/par2.html
http://packages.debian.org/sid/dvdisaster
http://qa.debian.org/popcon-graph.php?packages=dvdisaster
http://packages.qa.debian.org/d/dvdisaster.html
http://packages.debian.org/sid/dvbackup
http://qa.debian.org/popcon-graph.php?packages=dvbackup
http://packages.qa.debian.org/d/dvbackup.html
http://packages.debian.org/sid/testdisk
http://qa.debian.org/popcon-graph.php?packages=testdisk
http://packages.qa.debian.org/t/testdisk.html
http://packages.debian.org/sid/magicrescue
http://qa.debian.org/popcon-graph.php?packages=magicrescue
http://packages.qa.debian.org/m/magicrescue.html
http://packages.debian.org/sid/scalpel
http://qa.debian.org/popcon-graph.php?packages=scalpel
http://packages.qa.debian.org/s/scalpel.html
http://packages.debian.org/sid/myrescue
http://qa.debian.org/popcon-graph.php?packages=myrescue
http://packages.qa.debian.org/m/myrescue.html
http://packages.debian.org/sid/extundelete
http://qa.debian.org/popcon-graph.php?packages=extundelete
http://packages.qa.debian.org/e/extundelete.html
http://packages.debian.org/sid/ext4magic
http://qa.debian.org/popcon-graph.php?packages=ext4magic
http://packages.qa.debian.org/e/ext4magic.html
http://packages.debian.org/sid/ext3grep
http://qa.debian.org/popcon-graph.php?packages=ext3grep
http://packages.qa.debian.org/e/ext3grep.html
http://packages.debian.org/sid/scrounge-ntfs
http://qa.debian.org/popcon-graph.php?packages=scrounge-ntfs
http://packages.qa.debian.org/s/scrounge-ntfs.html
http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon-graph.php?packages=gzrt
http://packages.qa.debian.org/g/gzrt.html
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon-graph.php?packages=sleuthkit
http://packages.qa.debian.org/s/sleuthkit.html
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon-graph.php?packages=autopsy
http://packages.qa.debian.org/a/autopsy.html
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon-graph.php?packages=foremost
http://packages.qa.debian.org/f/foremost.html
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
http://packages.qa.debian.org/g/guymager.html
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon-graph.php?packages=dcfldd
http://packages.qa.debian.org/d/dcfldd.html
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DT ERENARERZEMNERNAST, NZ2A rm() BELEMRERARBIFINZER, AREEERTER
BEMITHHREERER, UTRBRERABTHIERTE,

$ :>file_to_be_cleared

9.8.7 BFNH&

THEMESRIBERF XS

$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

RAGEEIR T 54,

« ”5kb.file”  5KB &,
« ”7mb.file” @ 7MB HEMLEE,

« "zero. file” thEFR—1E 0 FEMXH., MBEEXHEZAREE, BEN ntine BREH, MENNBTHUER
RISTE,

- alwayszero. file’ —ER2—1E 0 FEIXH, MBEEXEZFEE, WEM ntine BREH, MENNTER

ETFE
/B<o

9.8.8 EFREIRIELR
BEENERTLEREKE CREFR L&, LR, £7/dev/sda” L USB iCiEH2EE,

JES =)
@ EHITIERRIES 2R, REZA mount(8) < RIBR USB iEiBRMHEIME, "/dev/sda” IEAKEE
FIEER KB EE R MY SCSI FEREIE serial-ATA FEHE,

WTFATREEAERER 0 75V RIEMRER EAMBEEMN,
# dd if=/dev/zero of=/dev/sda

TN RABHERNERNA A RIERFAEERN,
# dd if=/dev/urandom of=/dev/sda

T RABHENERN AN RERERMBEEM,
# shred -v -n 1 /dev/sda

{RERE FTLAEA badblocks(8) il -t random&IE,

E% dd(1) 35S 7EFF 2 75/ 8B/ Linux CDs (140 Debian ZE ¢ 8%) Y shell IRIE FERRRIFRY, (REESATERE RRRY
Wig £, fla”/dev/hda”, ?/dev/sda” FERE LRITERIESRELBRELLTRIARS,
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9.8.9 {EFRIERR LHIR(EARIE

WERR (X USB iciEtE ) EREAMEE, FI “/dev/sdbl” FIREMABSFIHRIBMRINEN, ARMAESRZEMH
PR T IEERZRRINELS, BELIAEBERKIFIR,

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to ‘junk’: No space left on device
# sync

# umount /dev/sdbil

I
nH

: EHIEN USE THERRBENDERNATT, BBEREE. AN CERNESNEEE T sER
I EBEERRRT.

9.8.10 IEEAEMPRIEHAKFRRIAIIESR

BMERA/NOMBR T RERER, RSBEEERNAR —LERARIMER (FENER ), kELERITEN.
EATFAEF

$ echo foo > bar

$ less bar

$ ps aux | grep ' less[ ]’

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar

$ rm bar

$ 1ls -1 /proc/4775/fd | grep bar

lr-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

EMRET lsof REBMHER, ERIIM—BEIFNAITNTES,

$ 1ls -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1ls -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.8.11 &E:AFTBEEL

BIEEANIESR, REMER"s - 117 .
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$ 1s -1i
total @
2738405 -rw-r--r-- 1 root root 0 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo

“baz” #"foo” KELEA2” (>1), RRMMIBEELS, EFIAY inode SRERRE 27384047, ERRE IR ERAVEEL
R, NMREAEBARMITEFIREELAIESR, RTLUER inode SERERE, LR, R TEMNANERN27384047,
# find /path/to/mount/point -xdev -inum 2738404

9.8.12 A r] RHFRZ=REEE

FTERREVIE R MR, MAABREMRTE, EEMAITEENWEEN du(l) FTER. BLWMERaERAMHFIN
Ay, EIBAE@ FTEAANIIEH,

# 1lsof -s -X / |grep deleted

9.9 ENNZRTR

FERT LAY EVERY PC RUEIR T, R AEBR] LRSS B 1S root FFRIHE, 1FEUERY PC LRIFFBIER (REF 4.6.4), 1B
BREZEBAZBRMREEN PC MM B L NEAFBEMANHBENNR S, BUANEERNBRMRER, &
& GNU [BFASTRE (REF 10.3) ATAEHERETNE, EEFE-LERAERNIE,

Dm-crypt iZBER M Linux #ZiI0ME4H, {EMA device-mapper, ARV HERERIESIRABEEERINZ,

]iEE TE A/ Bl
cryptsetup V:26, 1.77 409 A ARINZNIREEMNERTEIN (dm-crypt / 3LUKS )
- TARMBNREEESEN LR EREHS/BREZRNERR
cryptmount V:2, I:3 231 £ ( dm-crypt / LUKS )
fscrypt V:0, I'1 4447 | TARINZRERZZPERTER (fscrypr)
Tibpam-fscrypt | V:0,1:0 3981 AR INZERAZNBRATEL (fscrypt)

Table 9.25: EfINZ T BT

=z
E=)

ENNZEEF CPUBESEIR, MRENEBERX, NENENSENELDME. FEGETEE

=S
iBi@ debian-installer (lenny B E#ThR), E{E Debian ZR4REELDHE 52 —EMNZERIFERE L, R dm-crypt/LUKS
F0 initramfs.

"R
E2MHE 10.3 FRETHEMEBHAFEN: GNU Privacy Guard,



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon-graph.php?packages=cryptmount
http://packages.qa.debian.org/c/cryptmount.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/fscrypt
http://qa.debian.org/popcon-graph.php?packages=fscrypt
http://packages.qa.debian.org/f/fscrypt.html
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
http://packages.debian.org/sid/libpam-fscrypt
http://qa.debian.org/popcon-graph.php?packages=libpam-fscrypt
http://packages.qa.debian.org/libp/libpam-fscrypt.html
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://zh.wikipedia.org/wiki/Debian-Installer
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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9.9.1 £ dm-crypt/ILUKS NN ENhiinE

&R A A dm-cryp/LUKSIIEZE KB ErRENEE FEH, FINHEE “/dev/sdx” £ USB LB, RRFZAOTF
TREEMIEERIKL,

# fdisk /dev/sdx

”n” IIpII "1" ”return” Ilreturnll IIWII
# cryptsetup luksFormat /dev/sdx1
# cryptsetup open /dev/sdxl secret

# 1ls -1 /dev/mapper/

total @
crw-rw---- 1 root root 10, 60 2021-10-04 18:44 control
lrwxrwxrwx 1 root root 7 2021-10-04 23:55 secret -> ../dm-0

# mkfs.vfat /dev/mapper/secret

# cryptsetup close secret

K&, T UEFEMNERNKEEBIETER udisks2 #1828, #iE U”/medla/username/dlsk label”, R
ABEEERBAZE (2RE 10.1.7), FTENREANERNESSNZER, BB EEIUBEFABRIR (2R
10.3.6 ),

RETLMBER R A MR RIUBRAMR, PINNMA mkfs.ext4 /dev/mapper/sdx1” IBERRME extd, WRIE
Fbufs, BIFELRH udisks2-btrfs BiEE, HNELERRAR, T ERLEERMFTEETTIE,

9.9.2 {FA dm-crypt/LUKS & I0ZZHm5RE

£4EF5+¥, B dm-crypt/LUKS 7£”/dev/sdc5” EEITRIINZRRLRER] AR IR S BREEEI”/mnt”:

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdcb5: ****

$ sudo lvm

lvm> lvscan

inactive "/dev/ninja-vg/root’ [13.52 GiB] inherit
inactive "/dev/ninja-vg/swap_1’ [640.00 MiB] inherit
ACTIVE "/dev/goofy/root’ [180.00 GiB] inherit
ACTIVE "/dev/goofy/swap’ [9.70 GiB] inherit

lvm> lvchange -a y /dev/ninja-vg/root

lvm> exit
Exiting.

$ sudo mount /dev/ninja-vg/root /mnt

9.10 #Zil»

EHAZEAVE4E, Debian ﬁmﬁ'xﬁ;%;@;&ﬁé’éffﬁﬁﬁftﬂﬁ Linux f&Zi).
WNRIRIEERGEAN G, ReJEEREERBm=EZ0D.

9.10.1 ZILZ2E

2 Linux 5] AR TENA R, BBz 02 8RAR.

* B2 805818 bootloader FIIA{L (2 RET 3.1.2)
- H1EIE sysfs FERVD 28, EHITIIBIE sysct1(8) 1B (2 RE 1.2.12)



https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/Linux_kernel
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- E— BB, BB modprobe(8) 2EIRIAEIEMASE, (BRE 9.7.3)

4H&72 B The Linux kernel user’ s and administrator’ s guide » The kernel’ s command-line parameters” ,

9.10.2 ZIMETEIEZR

ABHEBREXNRERATEZOIZEER, MRGEEREHEMREE, EEETERHEZTE. £ Debian
R, LTEEXNMREMNEE libce- dev B8 (B glibc RIS ELE ) 2 HH, E”/usr/include/linux”
F0”/usr/include/asm” BHVIETEIE S,

E

HRmEE-—_S&ROMEME:IN WK ® 9|~ 8 IR %5 7S Am 5E RY #Z 0 1% 4 A0 automounter
% E T % (daemon) R (amd), MW EEESHEN K OLIREE X B EE
le]"—I/usr/src/linux—particular—ver31on/1nclude/ , BRRIER <A,

uk

9.10.3 #miEfzOFIMEREIELE
Debian B'E B 275 = R4 2O FMERIE4E,

#REEE mATE X/ | EREH

build-essential | | g0 20 %237 Debian 8X88 1 FT A /AMYEREEE: make, gec, -

bzip2 V:156, 1:970 | 121 bz2 FE BT ER A T E

Libncursess-dev 1:90 6 ncurses FAEEE BRI 4

git V:325,1:528 | 44963 | git: Linux IOMERMARIREAEFIR 5

fakeroot V:28,1:495 | 208 7 3E root EAEEUIEBRE—ERER root IRIE
Initramfs-tools | y.a0) 1.9g9 | 113 | E37 initramfs B9 T ( Debian 3383 )

dkms V:61,1:175 189 ENREZIDMRAES 2 dynamic kernel module support (DKMS) (&)
module-assistant| v,y 13 | 406 | SYFIEMEHEEMNEEITE ( Debian 38 )

devscripts V6, 145 2640 ?}g}zf;fa*%];%gg maintainer Debian BlZEREE IV EBNIESTE

Table 9.26: Debian RO REEELTHNTEHERTIR

WRIRFEET 3.1.2 M initrd, 55— EMB:& initramfs-tools(8), update-initramfs(8), mkinitramfs(8) ¥
initramfs.conf(5) BHYIERAE .

@ r‘iﬁang Linux B\ RIBHERE, SBAEMEML"/usr/include/ linux” #1”/usr/include/asm” B[RS TS
(EEg0: "/usr/src/linux*") £ BERRIFTFSRIEL, (—LEBHAR I EEIERM.)

E

E7E Debian stable MR8 4miZa=FEY Linux #zi0BE, RIBEE E(E M — L1 Debian unstable Hr#E backported [a]

BRENSMREANIEA,

module-assistant(8) GREEMREHIN m-a) BEMERE, K—EXSEERNZD, BEHNEREMTRIZERK

BEE,

dynamic kernel module support (DKMS) Eifeiz MR 18 B — B BN BIIESS, WERETHR AT EEMNZ

lb\*ﬁ%ﬁ?’$EQ“‘“¥1IEI$?IL\E’J‘TE/R—FHQ& B LARRRAERERZ D IZTURS R ONEBRUARAE, S thEIRAMRIZIDES, EfiR
PR IEERE,



https://www.kernel.org/doc/html/latest/admin-guide/index.html
https://www.kernel.org/doc/html/latest/admin-guide/kernel-parameters.html
http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon-graph.php?packages=build-essential
http://packages.qa.debian.org/b/build-essential.html
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon-graph.php?packages=libncurses5-dev
http://packages.qa.debian.org/libn/libncurses5-dev.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon-graph.php?packages=fakeroot
http://packages.qa.debian.org/f/fakeroot.html
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon-graph.php?packages=initramfs-tools
http://packages.qa.debian.org/i/initramfs-tools.html
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon-graph.php?packages=dkms
http://packages.qa.debian.org/d/dkms.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://packages.debian.org/sid/module-assistant
http://qa.debian.org/popcon-graph.php?packages=module-assistant
http://packages.qa.debian.org/m/module-assistant.html
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon-graph.php?packages=devscripts
http://packages.qa.debian.org/d/devscripts.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
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9.10.4 #m:ERZIDEIRTS: Debian #ZiI0BE KR

it Ltz DR IR RS AR Z E ML A2 0 ZIEMIFI B, (REE(ERA B ERME deb-pkg” ¥F,

sudo apt-get build-dep linux

cd /usr/src

wget http://www.kernel.org/pub/linux/kernel/v3.11/1linux-version.tar.bz2
tar -xjvf linux-version.tar.bz2

cd linux-version

cp /boot/config-version .config

make menuconfig

B BB L L P

make deb-pkg

©“

B
linux-source-version EREEEI{ER"/usr/src/linux-version.tar .bz2" 2% Debian #§ 7T 89 Linux #Zi0\E18
5,

1% Debian #Z/ID R IR IS ERBE B AR5 E BV EMIFI S, (RIEE(EH debian/rules.gen” ##/y”binary-arch_architectu
Wi,

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

EPEE

W

=N

ﬂll"

jHE

» Debian Wiki: KernelFAQ
» Debian Wiki: DebianKernel

+ Debian Linux #Z/0)Fff: https://kernel-handbook.debian.net

9.10.5 HERSERENFIZ]EE

FERERE R MITEEEZER G LF CPU LHERE, KEDIEEEENIRAEREHIE, SLESELER Debian #Z1I0
2R, BUIE main EiF,
« GPU BRE))

— Intel GPU B&Ef) (main)

— AMD/ATI GPU BE&f) (main) 0/

— NVIDIA GPU EE&)) (nouveau BEEIHITE main , MR TIEM _EMIHIEESE), HTE non-free)

Eﬁ%*ﬁ)\?‘ﬁﬁir‘ﬁff”%% EE FMIENIEEREH (EL9NER, CPU microcode, GPU #1THYE 2RI IEEL FPGA /
CPLD &) BN #EERERABEHREIEFE, EERSIEEHNESBLIERBHBNEN, TEMABARZEE
%EEEE’KE%T?E ZHRELIEENZVEN, EREESEIRIBEMIT,

FEEMIIEE, SRININBRRERKMEMTFSR LHEN,

— firmware-linux-free (main)



http://wiki.debian.org/KernelFAQ
http://wiki.debian.org/DebianKernel
https://kernel-handbook.debian.net
https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
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— firmware-linux-nonfree (non-free-firmware)
— firmware-linux-* (non-free-firmware)

— *-firmware (non-free-firmware)

— intel-microcode (non-free-firmware)

— amd64-microcode (non-free-firmware)
- FEEMIENRES, EMEREREFSHRMUFTR LNWER,

— fwupd (main): & Linux Vendor Firmware Service F &2 EMHVFNIEEMEETETEF (daemon ),

— gnome-firmware (main): fwupd B9 GTK Bijif

— plasma-discover-backend-fwupd (main): fwupd f9 Qt Bijif
R/ EE, 1 Debian 12 Bookworm B8, EREFERHEALTRENEREREME non-free-firmware BEEERIEMH
TEMLTEIEER, non-free-firmware BIFEET 2.1.5 EEIEAR,

tEEERE, fwupd { Linux Vendor Firmware Service T &R #1528 & ¥} ik # A\ B IEFE B ITHY Linux #Zi10y, EIHER
non-free,

9.11 EBMLREGR

BIRERERAS, RMAEEEREKSE LRRRITSERE.

N
£ B nttp://wiki.debian.org/SystemVirtualization.

9.11.1 ERMLANREETE
B4E B IRERTATE,

- T2 IERIEE 588, LLUNiE® games-emulator TTERBE B R EMEEE

- K&B5 CPU EBRIMEHE, 1 L—L 1o £BAVEEE, thal QEMU

« KEB5r CPU EBRIEHL, MNL—L 10 FHEAMESE, tLUl Kernel-based Virtual Machine (KVM)
« FERRRPBR[ERMC, N EZOARIIZIE, LI LXC (Linux Containers), Docker, ...

- EERRBIERZRABEEL, N EEEREEENRFEIFI, EEU chroot

- FERBRENERZRAEERL, N EEERFAEETTELMWRRETI, b0 fakeroot
- FEERL AP AREE2E, EEUN Wine

- EERMMERC, M EENBITEEMMITEEZR, tbil Python Y virtualenv # venv

BERERERE 474, TRE 7.6 WEHRREHL
EEE-LEMERERCAREIEE,
2 R#EE B Comparison of platform virtual machines 3RIEF ARG E0 E B AER S RIVFALLERE .



https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
http://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/Hardware_emulation
https://packages.debian.org/zh-cn/sid/games-emulator
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/LXC
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/
https://zh.wikipedia.org/wiki/Wine
https://pypi.org/project/virtualenv/
https://docs.python.org/3/library/venv.html
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
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BEER RITE K| EREB

schroot V:6, 1:8 2508 1£ chroot F#1{T Debian _ BN GIBMNEELE

sbuild V1, 1:3 243 & Debian [Ri515 & E Debian _EMNGI BN TE

debootstrap V35, [:58 279 FEE—(EEZAH Debian 4% (FJ sh 2HY)

cdebootstrap V0, 1:2 111 FEZE—{E Debian &%t (H CBHY)

virt-manager V:10, 1:42 2296 e itay: ANRBIEERKES HER

libvirt-clients | ., 1.e3 1311 | libvirt foEEFESt

games-emulator | L0 21 games-emulator: Debian B By IS 25

bochs V0, I:1 6956 | Bochs: IA-32 PC 1&E#izs

gemu 1:24 97 QEMU: PR B A I ss = e 2a

gemu-system I:21 63 QEMU: £INRERRAVERE —EALH]

gemu-user V0, 1.7 103696 | QEMU: EFERAAVRE _EAIHl

gemu-utils V:11, 1:106 10325 | QEMU: TH&E

gemu-system-x86 | yio4 190 | 45578 | KVM: x86 FEEE 75 FEAREARNEIELAY S EIRL

virtualbox V:8, T:11 126401 | VirtualBox:1386 #1 amd64 L x86 HY R it L. R J7 32

xen-tools Vo0, 1:2 719 R EE debian XEN ERARENTLE

wine V:13, .62 134 Wine: Windows EFTENIENaRaT T A B IR (122 EH)
o DOSBox: & Tandy/Herc/CGA/EGA/VGA/SVGA BB~ &, B &

dosbhox V:1, 1:16 2671 DOS #] x86 K&ilsEse

Ixc V9, 1:13 25643 | Linux es EHBELE

python3-venv 1:68 6 venv 2137 EE B HY python IRIE ( RARE )

python3-v1rtua1en\<]:9, I:52 406 virtualenv #237 FREERYE#E python IRIE

pipx V:1, 1.5 931 pipx TEPRREHIIRIE P % 5% python FEFIFE\

Table 9.27: E#{L THEYIZE



http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon-graph.php?packages=schroot
http://packages.qa.debian.org/s/schroot.html
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon-graph.php?packages=sbuild
http://packages.qa.debian.org/s/sbuild.html
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon-graph.php?packages=debootstrap
http://packages.qa.debian.org/d/debootstrap.html
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon-graph.php?packages=cdebootstrap
http://packages.qa.debian.org/c/cdebootstrap.html
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon-graph.php?packages=virt-manager
http://packages.qa.debian.org/v/virt-manager.html
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon-graph.php?packages=libvirt-clients
http://packages.qa.debian.org/libv/libvirt-clients.html
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/games-emulator
http://qa.debian.org/popcon-graph.php?packages=games-emulator
http://packages.qa.debian.org/g/games-emulator.html
https://packages.debian.org/zh-cn/sid/games-emulator
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
http://packages.qa.debian.org/b/bochs.html
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu
http://qa.debian.org/popcon-graph.php?packages=qemu
http://packages.qa.debian.org/q/qemu.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon-graph.php?packages=qemu-system
http://packages.qa.debian.org/q/qemu-system.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon-graph.php?packages=qemu-user
http://packages.qa.debian.org/q/qemu-user.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon-graph.php?packages=qemu-utils
http://packages.qa.debian.org/q/qemu-utils.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system-x86
http://qa.debian.org/popcon-graph.php?packages=qemu-system-x86
http://packages.qa.debian.org/q/qemu-system-x86.html
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon-graph.php?packages=virtualbox
http://packages.qa.debian.org/v/virtualbox.html
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon-graph.php?packages=xen-tools
http://packages.qa.debian.org/x/xen-tools.html
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon-graph.php?packages=wine
http://packages.qa.debian.org/w/wine.html
https://zh.wikipedia.org/wiki/Wine
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon-graph.php?packages=dosbox
http://packages.qa.debian.org/d/dosbox.html
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon-graph.php?packages=lxc
http://packages.qa.debian.org/l/lxc.html
http://lxc.sourceforge.net/
http://packages.debian.org/sid/python3-venv
http://qa.debian.org/popcon-graph.php?packages=python3-venv
http://packages.qa.debian.org/p/python3-venv.html
https://docs.python.org/3/library/venv.html
http://packages.debian.org/sid/python3-virtualenv
http://qa.debian.org/popcon-graph.php?packages=python3-virtualenv
http://packages.qa.debian.org/p/python3-virtualenv.html
https://pypi.org/project/virtualenv/
http://packages.debian.org/sid/pipx
http://qa.debian.org/popcon-graph.php?packages=pipx
http://packages.qa.debian.org/p/pipx.html
https://pypi.org/project/pipx/
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9.11.2 EBLITIER

E
B lenny Z1, FBi&HY Debian #ZDFLRZIE KVM B,

HRVE) R TR M A T (B S8R,

- BUTIERZS (B RS SHERRER),
- BB LAE® mkdir -p /path/to/chroot” 17,
- RIAHIREREARGIERBELOMERA dd(1) B (2 REi 9.7.1 FNEH 9.7.5).
- gemu-img(1) BESMEIIFNEEL QEMU ZIBRIMIRRIRIRIER.
- [REHIAEINFD VMDK 8RBT, SEsERER (L TEREAEI.
- {£F mount(8) BIEMAERGEIER R A (FTB).
- BIRRIRHEMRRIER, ILEFARIREE o KE¥IM RERE. (2RE 9.7.3).
— ¥5% QEMU SIBRVMERERR(E, IR EFIYEZ network block device 4FFRIRIE B E (R RET 9.11.3).
- EEREERAR LBEFTENRREN,
— {£H debootstrap #l cdebootstrap ZEMERARIBEEIZEEBIE (2RET 9.11.4).
- ERIRERARIRE R T EREERRTERSSE,
- EERCRIRE THIT—ERZE,
— chroot IRILEANERLIRIE, BHEEEEMREIZIN, PITIEFIEERA, #1172 =230 daemon.
- QEMU R FEFER CPU 1S
— QEMU #1 KVM i&if hardware-assisted virtualization A Fe#HEN E #E (L RIZ I 2 IHEE R AR IEER.

— VirtualBox B BATE i386 FM amd64 _E, A& ~{EFH hardware-assisted virtualization 78 fash B E KV RIZ (L INEE
RIRIERER.

9.11.3 HIEERFEIRRIER

HIRRIGHERRGIESE, 2 REF 9.7.
I HE R R RRIER, (REE51AER network block device fAREIRIEE 1759 gemu-nbd(8) REE i fthff, MM
RZiDEAE nbd REMEE.

gemu-nbd(8) x#& QEMU FTZ BRI FEHETN: QEMU 1B T 9UHEREHE N: raw, qcow2, qcow, vmdk, vdi, bochs, cow
(user-mode Linux copy-on-write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) FIEMAEE.

PRI R E REMANIEIREE —KRNAXNZEB D EE (2 RE0 9.7.3). (REENZ TEMNA N HE "disk. img” FI5E—{E
TEIFE.

# modprobe nbd max_part=16

# gemu-nbd -v -c /dev/nbd@ disk.img

# mkdir /mnt/parti
# mount /dev/nbdOpl /mnt/partl

’RR
{RATLA%E gemu-nbd(8) {EF"-P 1" FEIEREH "disk.img” BIE—{E 5 EiE.



https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox#Virtual_Desktop_Image
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
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9.11.4 Chroot 4%

NRR A B AR URIZHIEE S — (EFTHY Debian IRIF, FIEBIRER chroot, SfEREESI#IT unstable # testing
MIEHIERAREN, F1288ENEMEAR, TEFRFTEER. chroot(s) BRERNGIE,

=
EE

TEFFERERARIERAT chroot RARERHLZAEFEIRY amd64 CPU 524,

BEIA{REESNF T EA debootstrap(l) 3K —{E chroot(8) IRiE, (BiEEREFMTIE,

sbuild BX 32 B4 R 147545 72 — (B Debian X324, {$ A schroot FREEE EIRH chroot IBIE. EFEBNIESHE sbuild-createchro
—ig, EHMRANTHRARNARIHITE, REZEREELEN,

$ sudo mkdir -p /srv/chroot
$ sudo sbuild-createchroot -v --include=eatmydata,ccache unstable /srv/chroot/unstable- <«
amd64-sbuild http://deb.debian.org/debian

{REEZE 2 debootstrap(8) RIN{ATE”/srv/chroot/unstable-amd64-sbuild” F&B%& unstable BIEM AR
mEN, AR—ER/NIBERA,

fREILAEA schroot(1) REAZEEIRIE,

$ sudo schroot -v -c chroot:unstable-amd64-sbuild

{REIAB R —EHITE unstable IRIBHIZR 4R shell RUNEIEIIHY,

i
"/usr/sbin/policy-rc.d” &R 2 A 101 B, FELE7E Debian R4 F B EIRNEN &
8”/usr/share/doc/sysv-rc/README.policy-rc.d.gz’

ok
W

TR

)=

—LE7E chroot FTHITER, EEMLL EEIRRER A LM sbuild-createchroot BESIRIHIIIER ZIMIE S IESE
FHeSMIIT, G0, "/sys”, "/etc/passwd”’, "/etc/group”, */var/run/utmp”, "/var/log/wtmp” &E&. #1
FE(FEHA bind-mounted XEEH.

B

BR

sbuild EXEEEIE BN —(& chroot R4ERIBIE—(EEFEEL, TE chroot A{ER schroot fEAEMNEIR. ©TR—
Bt S B2 (build-dependencies ) HIE B R4, EZE:N2 R sbuild at Debian wiki F¥17E"Guide for Debian
Maintainers” F 4 sbuild BB E 154 .

9.11.5 BEHEARL

MBRRHEBERT—EERAR— B GUI KREIRIR, HIEBTE Debian BERAL LEH QEMUREKVM , B
HEEAERIENZ2NNTSEEAA. EEEMHITEAREER, B8 Debian AEERFIAIZ MR _ EFREE
B, THEEHEZEENBEEE LR, TALREEEM,

EAEMN QEMU TERIEREIEMN, BEFMAMRTIE KVM MEHE, BEREATRINE,

ERIEEEIEES, B S virt-manager, ER—EEFNMWERE KVM B30 GUI (BIXERETm) T8,
BN libvirt,

BTN EMGE, 8E503 3 — @ 7T ABRQEMU MY Bl &7 Debian R 4R EEEHIEMR virtdisk . qcow2”, E{@ Debian
Z 45 {8 debian Z8E28: /\ CD&EE,



https://zh.wikipedia.org/wiki/Chroot
http://packages.debian.org/search?keywords=sbuild
http://packages.debian.org/search?keywords=schroot
https://wiki.debian.org/sbuild
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
https://zh.wikipedia.org/wiki/Libvirt
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
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$ wget http://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso

$ gemu-img create -f qcow2 virtdisk.qgcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

=R
fEEBL T 8T Ubuntu 0 Fedora Z#BRIE'E GNU/Linux 321ThR, R—ER#ENSEE
BEEZR G HEIUTEISE GNU/Linux E T RIFRIEIT,

e

A IoM 75, HER

7£ Debian wiki: SystemVirtualization £2HE Z 15,



https://zh.wikipedia.org/wiki/Virtualization
http://www.ubuntu.com/
http://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
http://wiki.debian.org/SystemVirtualization
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Chapter 10

EHEE

BAF 2RAILFE Debian R4 EERE _EUHANFENN TR RHBRERET.

10.1 H=E, EBEHMFE

( ) e
BREHBWR, NESHEMETHRMEOEEEE, SERFETARANEERE. KA flock®)
) BRI MEITT A B EIE R,

ENNZ SN ENZERZHM TEESE,
- FIEERET

« RInRHFEFFE

- BR

- IRHHECXESE

- REEHHE

* BILEREIREMITERTFA

- BRIREREMEREN

BEERTEBERTRERER,

- FEFBETA
- ERFIRS TA
- MEBRIERESR

- BENRETFIEN

« T2 shell

) 7%
° nZ‘.J\ ag EE%

« IRFEHIRETR
- MREEFENNETE



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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FENBRGTE
BAR 2 Debian 245 L r] RITFEFI B4R T RAYTEE,

10.1.1

EEEE mITE X | BIFER 5% iR
tar V:913,1:999 | 3144 | .tar tar(1) EERERIE TH (78R
_ . . i VERiEas, B4
cpio V:396,1:998 | 1141 | .cpio cpio(1) E;“nx d?{;te_mﬁ\;fg%m“ =
binutils V:159, 1:638 | 144 .ar ar(1) EmEENREE LR
fastjar Vi1, 1:17 183 .jar fastjar(l) | Java BfE LE (%E{U zip)
o R POSIX BRIE TH, /it tar Al
pax V9, I:17 170 . pax pax(1) cpio 2
gzip V:876,1:999 | 252 | .gz gi;ggg | GNULz77 B4ET A (78R
bzip2(1), Burrows-Wheeler block-sorting BX4g T
bzip2 V:156, 1:970 | 121 .bz2 bzcat(1), | BEZEtL gzip(l) ESHIBRGER (IR
gzip BEMRUNEEERELLEE)
— LZMA B TEEEL 9zip() BEm
1zma V:1,1:19 149 . lzma 1zma(1) MBRGRR ( NIER)
xz(1), XZ BT EBEL bzip2(l) E&HY
Xz-utils V:421,1:980 | 1226 | .xz xzdec(l), | B#F=E (BLHEEE] Izﬁ’* gzip {ERtLt
bzip2 #%; LZMA BiE TEMNERR)
zstd(1),
zstd V:41,1:140 | 2102 | .zstd zstdcat(l),| Zstandard HRiEELEBRGETE
p7zip V:108, 1:461 | 987 .7z p7zip(1) (LZMA J_kfg )
- : ) 7z(1), B
p7zip-full V:112, 1:463 | 4664 | .7z 72a(1) (LZMA P r%nﬁﬂﬂ)
LZO BT EHBELE gzip(l) EERY
1zop V:13,1:138 | 164 .1zo 1zop(1) BRAEFNRRERAEERFE (IR gzip BEME
{URIEEZEBERLLER)
zip V:46,1:396 | 616 .zip zip(1) InfoZip: DOS ERtEESFfEME T E
unzip V:101,1:772 | 379 .zip unzip(1) InfoZIP: DOS FRIZZZ AR L 1 B

Table 10.1: fFEFIER4E TR

Ee==
=H

O

g

BRAE(RENE

SEREME, BRIFE

1]

Z=ZaxX e

STAPE” 28, TEXE

4 tar(1) 9175,

gzipped tar (1) BERAREIERR
xz-compressed tar (1) BRtE23 R EIE

FOSS TH, flal tar(1),

%%n tXZn

» . tgz” E”. tar.gz” FIRESER,
o E”. tar . xz” 1%
PR ERBRLE 7 ERIR U T FRIEBR: gzip - bzip2 - xz

.
CEN

cp(l),scp(1)  tar(1) TEFTgEL AN BRI —L45AESR, cpio(l) TEMEASHERHZEN,

cpio(l) R#iRETRE find(1) FIHERS—EER, E5NEUBMHIESHENESR, Eit, HOWMEREER
73 BESI M IBLAIE.

Libreoffice BFHERMASLEEBE”. jar” 18X, ©SMHeICAER unzip TERERL,

EEIBTSSBRIFNEETIRR zip, B “zip -rX” WAXFIUETIESERANESTE, IREXIER
INEEMAEEEE, BRKES “-” BIEEA,



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon-graph.php?packages=tar
http://packages.qa.debian.org/t/tar.html
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
http://packages.qa.debian.org/c/cpio.html
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
http://packages.qa.debian.org/b/binutils.html
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon-graph.php?packages=fastjar
http://packages.qa.debian.org/f/fastjar.html
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon-graph.php?packages=pax
http://packages.qa.debian.org/p/pax.html
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
http://packages.qa.debian.org/g/gzip.html
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
https://zh.wikipedia.org/wiki/Burrows-Wheeler_transform
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon-graph.php?packages=lzma
http://packages.qa.debian.org/l/lzma.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
http://packages.qa.debian.org/x/xz-utils.html
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
http://packages.qa.debian.org/z/zstd.html
https://zh.wikipedia.org/wiki/Zstandard
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon-graph.php?packages=p7zip
http://packages.qa.debian.org/p/p7zip.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon-graph.php?packages=p7zip-full
http://packages.qa.debian.org/p/p7zip-full.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon-graph.php?packages=lzop
http://packages.qa.debian.org/l/lzop.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon-graph.php?packages=zip
http://packages.qa.debian.org/z/zip.html
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
http://packages.qa.debian.org/u/unzip.html
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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10.1.2 #HMETTEH

BAF 2 Debian Z4%_ ERYR] AR ERREN TENTEE.,

ERREE mITE XN | IR Ihge

coreutils V:880,1:999 | 18062 | GNU cp ' EXME (-a” Z2HEIREE )
openssh-client | V:858,1:997 | 5771 | scp ®) EintesRAE% (P, ~-r RS
openssh-server | V:741,1:837 | 1926 | sshd CESEEEINEE @SR ED)

rsync V:274,1:565 | 776 ErnEimE S MED

unison V:3, I:15 14 EaERinRTNERD

Table 10.2: ERFEF T BEYIE

ERRIERMBHR, rsync(8) tbEM T BRI T E S AVHM,

- ENEREE IR EEXRREHNEFENBSERZBNEET S
- RIEREEHEE (F858) EERA/NEREBMENFEBEHUIESR
+ ”--exclude” #1”- -exclude - from” FEIBFE{LHR tar(l)

- IR B P IE R BHRRIRE A AES0E St B IRIE R R IIER SN B 8R4 R,

=R
ERIE 10.14 FIRAIZRFIZR S (VCS) IR AR S KEENRS TE,

10.1.3 ER1EEE;

N T 2AAENTEBRGEMEERGEEE. /source” BEPHAR.
GNU tar(1):

$ tar
$ tar

-cvJf archive.tar.xz ./source

-xvJf archive.tar.xz

BHE, WTAR.

$ find ./source -xdev -print@ | tar -cvJf archive.tar.xz
cpio(1):

$ find ./source -xdev -print®@ | cpio -ov --null > archive.cpio;
$ zcat archive.cpio.xz | cpio -1i

1ERGR
MTEATANTAERERE" . /source” BRFHINE,

10.1.4

« Ki#ER: 7. /source” Bik - ”/dest” Bk

--null -

xz archive.cpio

« SRIRER: AiFEHE ERY”. /source” HEk - “user@host.dom” £# ERY’/dest” HER

rsync(8):



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
http://packages.qa.debian.org/r/rsync.html
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon-graph.php?packages=unison
http://packages.qa.debian.org/u/unison.html
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# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

RRESEEER “RER EMRME" Bk

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

&, WMTFR,

# cd ./source; find . -print® | rsync -aHAXSvO --files-from=- . /dest

# cd ./source; find . -print®@ | rsync -aHAXSvO --files-from=- . user@host.dom:/dest
GNU cp(1) #0 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom ’'(cd /dest && tar xvfp - )’
cpio(1):

# cd ./source; find . -print®@ | cpio -pvdm --null --sparse /dest

{REESATEFTB RS .” BBIFEA foo” BK”.”, EHEMBEIUMK”. /source/foo” B#kERIERE]"/dest/foo” B
ﬁio

ERBEE”.” N F&, REcsERBEIRE” /path/to/source/foo” RILE” . ”, BRI LK cd . /source;”.
WMTFAR, EEERSRETIAENAR, BEIAENGLE,

« ”/dest/fo00”: rsync(8), GNU cp(1), #1 scp(1)

« ?/dest/path/to/source/foo”: GNU tar(1), ¥l cpio(1)

"R
rsync(8) #1 GNU cp(1) eJLAR"- u” FEIER 2R 1= i L EMAIESR,

10.1.5 BE:HIERAIGE

find(1) WEBEREEPEEERt B AEEERS (2B 10.1.3FME 10.1.4) HKEAR xargs(l) (RBE 9.4.9),
BB find B935S T 2 BUREL B H INAES B MN3A,

AT 2 find(1) EAE AL,

. find &2 HIEEHAEZREDE,

. —BHEERTEY, IREEREEL,

- "% OR” (MR 2R -0 2HIEER ) BEIEFMRIL” #EE AND” (H”-a” SEIEERERGE ZEZEEM
5188,

- 7 EE NOT” (HfRHAIEAY 1 H8E) BEIEFSH “#E AND”,
« 7-prune” B2 E{EE%E TRUE It HINRISE R HF2FEN, HSIESMRIEERHFAIMIIESR,
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« 7-name” IEIALECTHE shell BAFIT (2 RE 1.5.6) WIEREHLILEEFHEEMN * F017?” TFITH .7, (Hi#Y POSIX
F)

* ”-regex” LECEEIZRIZE, FARIRA emacs EIEH BRE (2 RE 1.6.2),
« 7-size” RIBERKX/NRLE (ErIEFE"+ RILEEAMIER, ERIESE” - SRLEE/NMER)
« 7-newer” 2HILELLSHBRPRENEREZNIVER,

« 7-print0” 2422 [E{F#E#E TRUE %5 E1ER (null terminated) FIENRiEEEGHHIEE I,

WMT R find(1) FBIEE.

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ”".*\.cpio|.*~" -prune -o \
-type d -regex ”".*/\.git” -prune -o \
-type f -size +99M -prune -o \
-type f -newer /path/to/timestamp -print@

BELERSEMITUNTEME

h;
i
=r
N

e
o
—+
>0
S
(s
=
—
jmm
&
3
o
Hi:
M

2. RESIEMERERZAL B EANI ERE (2RE 1.6.2)

3. B@BEIERIBMANRABRITE”. *\ . cpio” 7. *~” ERTEXMER
4. BIRE LI ERIBR S TURARRILAS . */\ . git” ERREXNMB %

5. B@E LEERIBAY T TR HEBREE 99MB (1048576 IT4HEE TT) B ARIMER

6. BERER, MEULIEZEEHM AL /path/to/timestamp” FHIIER

RO EFIFHRY -prune -o” HIRERNBIERZE.

£
¥1529F Debian ZH#Y Unix-like R4E, BLSHETREAK find(1) FEOMZIE, HEEERT, BREERELES
ELA"-print” &X"-printe”, {RAJEERIGFE R XEMBRANIES,

10.1.6 ERIEIEEE

REENENFESK BERE R, REIEEMNBERYE. HiOENEABERNEDR, BERARMATN CD-R
#1 DVD-R ARIEBERAERR,. LR, FRENS, (BRN—RERETEENH)

=
KL REARE AR, RSBMFTERENFEFENELRE, REBRBRTES AL
mzEE,

L (EERRFEREEBEMN ) FIMERFEENENRAERSS,

« KHR 100 £ : FHZ/KHEFLR
- 100 & : HHEfE7F (CD/DVD, CD/DVD-R)
« 30 FF: MR (M, ]



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/wiki/Safe
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* 20 5 RECERRETE (CD-RW)

ENEEHRARBERIEHSESS,

WL (EZBREREEFENR) FIMMERBEENENEANERE.
« KH% 250,000 )X : FEFEEEENES

- KK 10,000 ;R : REJECIERE

« 1,000 ;X: CD/DVD-RW

+ 1,R: CD/DVD-R, #&

pES -
@ EERNFETFEHSNRABNENTNEZRARRETMAARBRENNREERN, FHRRSEHEHRNGTE
EmIEREA,

R
A% CD/DVD-R M RET—X, ERREEALELTERERERNENTINER, EZIES!

"R
MRMFFEEFRERBEFETRERED, BEESASERARERIRREM CAERRER BN, FIeeRME—7]
1T %.

R’
MRMGEERA—EEESANNEFRMIENNE, EAZERBEREBH brfs 5 zfs ERRK, tLFF2—1E
HiER,

10.1.7 mBENFEFERE

N ENfRFEE TRER U T RYEM —FE,
- USB tREG:CIEREAR

- HEREERENZE

o FRRBRE)ZE

o EUREAE M

- BF SRR EE

T e BB LA TR 7 I AR EITIELR,
« USB

* IEEE 1394 / FireWire

« PCE

% GNOME 1 KDE SRR REIRITAESTE"/etc/Fstab” ERFZELRIRBE MR, BEHEHESLAIBEE
%0



https://zh.wikipedia.org/wiki/Btrfs
https://zh.wikipedia.org/wiki/ZFS
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
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* udisks2 B T FEREFIERNERAEURBEBRERELRE,
« D-bus B EHRGEBRIE,
« PolicyKit 2t 7 FTEE RU4FHE,

B
umount(8) TE BB BRI BEEHF uhe lper=" 2§,

R
REZBELRBHMREZBE /ete/fstab” ERPIIHE, REHIRIETAESBEEHEEH,

BREERE T ESEHES”/media/username/disk _label”, ERJA#EUN T ETRAIRE &L,

 FAT tH8NRIER R REA mlabel(1) 5<%
+ 1S09660 ER R MAFEMATHE”-V” EIEM genisoimage(l) 3ES
. ext2/ext3/ext4 tERRMERF R -L” EIEN tune2fs(l) #ES

<N
?it‘iﬁ]zﬂ%ﬂﬁgéﬁ%g%{/w W]E%]&IE ( Aﬁ:ﬁﬁ 8.1.3 )o

B

EEENERE LBIRERRR, TESBRENERREHIMIMN/dev/sdc”, MRIFEEFRECHREHH,

RIEZEIE LR RFT LE#EA umount(8) IS RMERETETE,

10.1.8 EEARNZFENNERZRR

EMEBRRARFREREMARD FTEMNNER, MEZTCICERIVUBEMEFRARESIEIERARN 18

G, TERBRRRMIIE,

EF

B
BIRET 0.9 IRESHNEREERNEBNEILENERAZNET,

|lr

FAT iERARBEASHMIRANFRERASZIE, cHRNEBTEERETHNENRREZIFEBAN,
ERNURES FAT ERARNBETLEESHHAZWAIBERER, U TEZRREBIEE,

* F fdisk(8), cfdisk(8) Zi#& parted() < (2RE 9.6.2) LEMBRIHMAEFENESENBLEHEEMUM TR

ol
— fZ:2/\BR 2GB B FAT £ BB FIT767,
— 1B E KM FAT32 £EAF T,

« MTFATRER mkfs.vfat(8) ISR E N ENIFER,

- EMEELZF, FIU1”/dev/sdal” FiL FAT16 &£ 8
— BARERRIEFIEMEE R, FI1”-F 32 /dev/sdal” AR FAT32 &



https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
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ERAMB Hﬂiﬁ%iﬁ?
FAT12 B (<32MiB) EBEFENERNSZE
FAT16 ?‘/J\EEE (<2GiB) EFIBIEENERN=E
FAT3D f: FERFERE (<8TiB, #& MS Windows95 OSR2 TA FRIEEZ AT < 1E) LB T=l&xN
FAT HEEFBEVTEHZEN (<512TiB, #% WindowsXP, Mac OS X Snow Leopard
ex 10.6.5 i Linux #ils 5.4 H&ZISLXJ:E'H’E%?%FEi%E)
NTES L g =HZEF (T MS Windows NT BB RARERIE; &
Lmux E, :_ﬁﬁ}% FUSE E’J NTFS 3G i% )
1S09660 VBT
UDF
MINIX i 2
ext2 Eg% linux ?%E’JE@LE’J ﬁ*-l/\ =
ext3 7(‘ HEEEE linux RGEmERE £ ﬁ:H" =
ext4 CFITHY v
burfs FHRERBEES ﬁﬁﬂ’] Linux %%E’JEE?&J:%?&H

Table 10.3: HEUERISR T o] BHRFREREMNERARIIR

E{#EF FAT 5§ IS09660 EERZMNZEHIES, MTEFTEIBENKLEIE,

- Atar(), =& cpio(l) ELEMER, BHRATRERESR, MRES, RRNERTTEIERAEEEN.
- A split(l) FESIEBMEIER D MEAE T VL 2GIB BIVER, EHRZERKN\RE,

- MEBRHERREANT BRI RETBNFE,

E

E& FAT R R MR, BAMERA/NS (2732 - 1) bytes = (4GiB -1 byte), ¥R—LEEEM 32
fNREGINEREAMS, EAMERAKNEZEE/) (2431 -1) bytes = (2GiB -1 byte), Debian ;Z2Ei&
e EIRE,

E

MERR G A B NEZETERIE 200MB 195 EIFE s & ERENZE L {E A FAT, ftt{fIf9"Overview of FAT, HPFS, and NTFS
File Systems ERXERMHEER T MR AR, FIINMENMEEZERAE, 827, FME Linux RELE
FEZ(EF extd HER AL,

B
ERERAMNEFIERZANESEN, 52E Filesystems HOWTO”,

10.1.9 #FERLFHERNE

EEAMEBERSZEHNGER, MEZERAEANRE. EE8F LRET.

BEHNERIERS, BERARHIAERAGINEHIEREREEHEN, BEERINLTELN, SRMBERELRY
B P RRsEE £,

« F SSL/TLS jN%%

« ¥3] SSH @&

. E37 VPN &8

- PR <BFEZELEMBNAGE

W

BEi 6.5 F& 6.6,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/ExFAT
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
http://support.microsoft.com/kb/100108/
http://support.microsoft.com/kb/100108/
http://tldp.org/HOWTO/Filesystems-HOWTO.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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HrRARTS HAFERGESEA
B "Microsoft Windows 8~ HEfEx, 28 smb.conf(5) #
SMB/CIFS FH Samba M E{BIRIER R4 B 75 Samba 3.x.x }§IEFNLEFM ( The Official Samba 3.x.x

HOWTO and Reference Guide ) 8% samba-doc #X§28]
] N e o 4ot e B1® “Unix/Linux 8" 2 Z1E=, 2K exports(5) # Linux
| 41 D& fi 4 1= Eadl:= k] p
NFS F Linux #ZOE EIABERER AR NFS-HOWTO

HTTP fR#% 7 web AR/ B InZE N Zla sk
EREMENEZEERRE (SSL) ABZZEEHE (TLS) FIHREIR

HTTPS fR75 /2 FiRhs) S
FTP fR7% = FIP AR/ BRI Z B D Fle =

Table 10.4: SREVEFAIS R T ARIBNEREIRFTIR
10.2 R AIRIE

BAMAMERENT HEE, NEHRABN#ERERARNERIRE, BOMNRERERNIINAREESIE
EEEN—#5., TREE—XIFNEMNS HREE.

TN
FRETNRNZEERLBELERNENRR, BRHNEMILERANGBNHZNZTTERZEENS,

10.2.1 B FIRIERES
B 3 [EREEE =R E BRI N FITRIE HRE,

1. sLEZEENFIRIETE,
- (FECEUMNERMER: &~/ THEHM
- (RERNBRENERINEMMESR 7T /var/” THEX (BRT”/var/cache/”,”/var/run/” #1”/var/tmp/”)
s RIBUEREIER: 1E7/etc/” THEN
« AHhFEX: #E/usr/local/” B{”/opt/” FTHIEH
« RipRREN: HRSR (DI, NEXFHETER
- BEEMER: BABRMMRERIERTELHRE
- {EHETEFR Cron TIE,1ERTE”/var/spool/cron/crontabs” Bk, BERY cron(8).2REN 9.4.14%K
J&15EA5R cron(8) # crontab(1) A&,
— {EH&ETEFRY Systemd 51AFEE T 1E: #E3 7"~/ .config/systemd/user” Bif, 2R systemd. timer(5)
# systemd.service(5),
- EFREREFNBEEMEI TIE: #EXRE"~/.config/autostart” B#k, 2 R Desktop Application Autostart

Specification,
2. FIEEREENFRE,
- TENERRET: REHRRESNRRME
- KEED: BEEINED
s TUERME1 : ERMRE
- BMRE: EEBERESHED
3. FHME I R R bR R AL AN,
- EREXMEBE



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://tldp.org/HOWTO/NFS-HOWTO/index.html
http://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
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- ENELERZEARNMESEE L, RIFRERENMBIEE F, RASRRZRBENEE, 52
EHRFRTFE—ERBERRRL. 1
- ERAEE B ER
- BRBHBNER, LLUN”/etc/ssh/ssh_host_*_key”,”~/.gnupg/*”,”~/ .ssh/**,”~/ . local/share/keyr
”/etc/passwd”,”/etc/shadow”,’popularity-contest.conf”,”/etc/ppp/pap-secrets”, and”/etc/e
BEFERMZED. 2(2RE 9.9, )
- MEARGEENRAL, CTEMERBAREAZERENZZHBIEFARAET, (2RE 1036, )
- BHEANA A RE TR
- WERE (YSRIRENR) WEER
- ERRRCIESEE, EENENTEREX
- HERLTLHEMS, EHHFEFRANEMRET
- SSRYERRBIRAERESNIRESRANVIR AR
- WERFFIERR T AR IR
- RIDEREMEIR: A7, 1B, BEE, -
— {3 cron {EFEENE systemd FTEGBREFE R B ENLHIE 1D TIF

£
PRIEMRENE R CMIIRME, TAIARE®EN /proc, /sys, /tmp, 1 /run BETHARERZSL (2RE 1.2.12f
1 1.2.13), EfMREXEERBNEN,

E
ERMNEBIIHE, Fr]RefREFLE-LERARINERIENFWN MTA (2RH 6.24),

10.2.2 ERHHEH

BAF 2 Debian #4% LEFIENERBHEXNEHMNIIR,

B TEESENERANAE.

+ Mondo Rescue @ — BB R4, ERESFHENMEMEDN CD/DVD FREPREIRIERERML, MATEZLBERNR
mEEAEIE,

« Bacula, Amanda #l1 BackupPC RE£INEEMENEREN, TERARBAENTEHEN.

- EHRMEREEN, PINER—(ERFENESEER (8 10.2.3),

B 1011 FIET 1012 MAHERTRENBBETRIESERENRMEY, BLEBONET BN THT

BIRIEE,

- restic BIEEAENMBMY CER).

+ rdiff-backup KEEEAIRERY GER ).

* dump EREEEANRSMEEREFEMIRIERERERRLR,

N
28”/usr/share/doc/dump/” #1 "Is dump really deprecated?” 3R 7 fi# dump 2=\,

1—{AREEE RIS, 40 CD/DVD-R, BERSLEBESH, (2 REN 9.8 BRI shell HSTNBAREFHEN. GNOME KHEBERZIRTR] AZRR
EEMIEIEEEE: “(IE - CD/DVD (&R RERBAIRE, )
ELEEHPN—LE, FEMESRAERREEBASRNFTERENLEMN.



https://zh.wikipedia.org/wiki/Mondo_Rescue
https://zh.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://zh.wikipedia.org/wiki/Backuppc
http://dump.sourceforge.net/isdumpdeprecated.html
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74 1) mITE K ZREH
N

dump VL I 351 2}.34 BSD dump(8) # restore(8) FEL IR ext2/ext3/extd IR R

#£ GNU/Linux #1 IRIX EF xfsdump(8) ¥ xfsrestore(8) 5

f :0, I:8 848 .
xTsdump Vo, & RABHFIRIE XFS EERS
backupninja V:3, [:4 360 KE, _HEEE’J meta-backup 247
bacula-common V39, I:12 2119 M ) .
bacula-client I3 154 Bacula: zwxmé }Ejﬁmﬁﬁm’_’
bacula-console | V:0,1:3 104 Bacula: ZWEH‘Z S‘Z—??’;‘
bacula-server I:1 154 § 3
amanda-common V.0, I:2 9935
amanda-client V:0, 1.2 1084 %m)anda: ’%E
amanda-server V:0, I:0 1076 %ﬁm)anda:
backup-manager | V:0,I:1 566 BESEHR TR
backup2l V-0, 1:0 115 FRTREEN (ERERRE) FR4EER EITH
= 7 Y =y AT A= 55 2EFA S

backuppc V2, 12 3178 ]Z};;EICIkgPC =RARES PCEEN (ERERE) NEXENTEE
duplicity V:22, 1:45 1877 | (=im) IBEEHR
flexbackup V-0, 1:0 243 0=im) IBE®M
rdiff-backup Vi4, 11 1162 | (=im) BEBHR
restic V2,15 21665 (;fi.-ﬁ“) EBE®D
s1backup V0, 1:0 151 (Eim) EEED

Table 10.5: ERBHERNEHIIR

10.2.3 BEAE R

HH#IT testing EMFRIEA Debian RERMARH, IFEFREEAEHTFREN, RIEEREFHEERR
R—X&4, BRERERNBERRNERKEENFENERER.

HIEERE, B—EERNRIONEAERTAREERRBRNER, NLBEREABHNNSEHR, RIFEEEEEN.

BACEER—EREER shell 1515 bss REMESLLIRBFEN . BEESER —ERE/\EY shell, ERAFETR: btrfs
FEIRE, rsync, EIINZER, HIRRKRH fallocate(l) EiZIH cryptsetup(8) BBE.

<N
{REESM F"debconf-set-selections debconf-selections” @< k{8 debconf FAEE & ¥, =] LA dpkg
--set-selection <dpkg-selections.list” }¥§S k€ dpkg EFIEE Y,

10.3 EfNTeEE

ENZeEWRERERINE ﬂu}rﬁ%ﬂxﬁlﬁﬂﬁﬁﬁo
2588 9.9 8 dm-crypt 0 fscrypt, EfER Linux #ZORAEIR T EENEMINZLEE,

10.3.1 GnuPG £ i&EI1E

TR GNU EBiGET EXANEREERS,
BEEBEE.
W< L{EFAI710D8D791” &R E IR A #8(EARES " hkp: //keys.gnupg.net”,



http://packages.debian.org/sid/dump
http://qa.debian.org/popcon-graph.php?packages=dump
http://packages.qa.debian.org/d/dump.html
https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/xfsdump
http://qa.debian.org/popcon-graph.php?packages=xfsdump
http://packages.qa.debian.org/x/xfsdump.html
https://zh.wikipedia.org/wiki/IRIX
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon-graph.php?packages=backupninja
http://packages.qa.debian.org/b/backupninja.html
http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon-graph.php?packages=bacula-common
http://packages.qa.debian.org/b/bacula-common.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon-graph.php?packages=bacula-client
http://packages.qa.debian.org/b/bacula-client.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon-graph.php?packages=bacula-console
http://packages.qa.debian.org/b/bacula-console.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon-graph.php?packages=bacula-server
http://packages.qa.debian.org/b/bacula-server.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon-graph.php?packages=amanda-common
http://packages.qa.debian.org/a/amanda-common.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon-graph.php?packages=amanda-client
http://packages.qa.debian.org/a/amanda-client.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
http://packages.qa.debian.org/a/amanda-server.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
http://packages.qa.debian.org/b/backup-manager.html
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
http://packages.qa.debian.org/b/backup2l.html
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon-graph.php?packages=backuppc
http://packages.qa.debian.org/b/backuppc.html
https://zh.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon-graph.php?packages=duplicity
http://packages.qa.debian.org/d/duplicity.html
http://packages.debian.org/sid/flexbackup
http://qa.debian.org/popcon-graph.php?packages=flexbackup
http://packages.qa.debian.org/f/flexbackup.html
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon-graph.php?packages=rdiff-backup
http://packages.qa.debian.org/r/rdiff-backup.html
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon-graph.php?packages=restic
http://packages.qa.debian.org/r/restic.html
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
http://packages.qa.debian.org/s/slbackup.html
https://github.com/osamuaoki/bss
https://zh.wikipedia.org/wiki/Dm-crypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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NiEE TTE ) §S Bl
gnupg V546, 1:917 | 885 gpg(1) GNU FEFA% T - OpenPGP MBI =L L H
gpgv V:891, 1:999 | 917 gpgv(l) GNURBHMAT - ZRRELE
paperkey V1, 12 58 paperkey(l) {& OpenPGP fAtE%EH, EEELFAZEEN
cryptsetup V26,177 | 409 | CTYPTSCTURGY o marEmMBE IR LUKS TH
coreutils V:880,1:999 | 18062 | md5sum(l) | 5TEEERER MD5 B2
coreutils V:880,1:999 | 18062 | shalsum(l) | 3T EEEiREE SHAL FNERE
openssl V:818,1:995 | 2288 | openss1(lss])fER”openss1l dgst” (OpenSSL) ST B &:MIAE
libsecret-tools | ., 1.q 44 secret - toq UkYZFIEXEZEFS (CLI)
seahorse V:70, 1:252 7987 | seahorse(l) Z#R=EIE T H (GNOME)
Table 10.6: ERLZLEB T HIIFR
8% Bl

gpg --gen-key

ER—RBIFERY

gpg --gen-revoke my_user_1ID

Er my_user_ID Fi— 1 RiEE=

gpg --edit-key user_ID

SERARIESIE, A help” RIEEFEREN

gpg -o file --export

CrENZRE L IER

gpg --import file

EREREAETR

gpg --send-keys user_ID

{&5X user_ID BN EBE N i&E RS

gpg --recv-keys user_ID

R iaEREE F &) user_ID /N8

gpg --list-keys user_ID

S user_ID FIFFE £ &

gpg --list-sigs user_ID

IH user_ID BIZE=F

gpg --check-sigs user_ID

188 user ID T iEs 7

gpg --fingerprint user_ID

& & user_ID HUIEAN

gpg --refresh-keys

EMAERE

Table 10.7: GNU [BFABI T £ BT BB SHITIR

FEIVES

[ERESizpes

REMBEEERR/RRIE

BEESTEEXR

2B EANENARGE

RANEEEERE

RIERENEE

ZEEE

C|—h 35S/ D!

REEE

Table 10.8: FEBFE&EIIFR



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
http://packages.qa.debian.org/g/gnupg.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
http://packages.qa.debian.org/g/gpgv.html
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon-graph.php?packages=paperkey
http://packages.qa.debian.org/p/paperkey.html
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
http://packages.debian.org/sid/libsecret-tools
http://qa.debian.org/popcon-graph.php?packages=libsecret-tools
http://packages.qa.debian.org/libs/libsecret-tools.html
http://packages.debian.org/sid/seahorse
http://qa.debian.org/popcon-graph.php?packages=seahorse
http://packages.qa.debian.org/s/seahorse.html
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$ gpg --keyserver hkp://keys.gnupg.net --send-keys 1DD8D791

B R~ #8EARESE"~/ . gnupg/gpg.conf” (BRI EE"~/.gnupg/options” ) ERPIRTE, LERES

TL,L'F g il
keyserver hkp://keys.gnupg.net

tm RIS ER MR

$ gpg --list-sigs --with-colons | grep ’'Asig.*\[User ID not found\]’ |\

cut -d ’":’

B —(E§8:RTE OpenPGP N i&{FIfR2E

(5ERIAVAR A 0.9.6),

-f 5| sort | unig | xargs gpg --recv-keys

SAGEPES 2 @A LY FH#. FHY gnupg (>1.2.1-2) EXEEE

BesRIBS LRI Fi#E, 28 gpg(l) FHY”- -repair-pks-subkey-bug” iRIE.

10.3.2 7EfE%E LfERA GnuPG
EEE—LAEER L(EH GNU BAE T 1590+
5L ZREH
gpg -a -s file ASCII FERZERIEE file.asc
gpg --armor --sign file ENS
gpg --clearsign file RN EFE
gpg --clearsign file|mail P

foo@example.org

EE—NEAXEF

# foo@example.org

gpg --clearsign
--not-dash-escaped patchfile

BAX 2RI T 13

Hi
s

gpg --verify file LRl S

gpg -o file.sig -b file ER—N O BENET
gpg -o file.sig --detach-sign =

file =L

gpg --verify file.sig file {EH file.sig BRnata 3=

gpg -o crypt_file.gpg -r name
-e file

NWINZE, RIEREEERRTF, EMTEMSIAY crypt_file.gpg

gpg -o crypt_file.gpg
--recipient name --encrypt file

Cills

gpg -o crypt_file.asc -a -r
name -e file

NEWINE, RERTIESRTF, LA ASCII FHEAY crypt_file.asc

gpg -o crypt_file.gpg -c file

At o 21 hE I 21 crypt_file.gpg

gpg -o crypt_file.gpg
--symmetric file

Cills

gpg -o crypt_file.asc -a -c
file

HIFEINE, 1252 ASCII 335/ crypt_file.asc

gpg -o file -d crypt_file.gpg
-r name

gpg -o file --decrypt
crypt_file.gpg

Table 10.9: TEHER L {E /Y GNU BFAB RIS

10.3.3 7£ Mutt F{EH GnuPG

EINTEASE~/ . .muttrc”,

E21ES

EEERENES, BR—EEH GnuPG, ER5IEEPRK’S” RAFEFER.



http://sourceforge.net/projects/pks/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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macro index S ”":toggle pgp_verify_sig\n”
set pgp_verify_sig=no

10.3.4 7£ vim F{EF GnuPG

gnupg JMERTLUGERERIERA” . gpg”, 7. asc”, #1”7. ppg” MIFE R EM#IT GnuPG, 3

$ sudo aptitude install vim-scripts
$ echo ”packadd! gnupg” >> ~/.vim/vimrc

10.3.5 MD5 RE&F

md5sum(l) B T RIFRBEERN—ETE, ©fERA fc1321 BHAANRFREER.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffe0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

S
MD5 #REGFNH CPU stE38E Lt GNU Privacy Guard (GnuPG) IIZHZELM. EEEERT, REERINIEE
BERASZENZERREFREN TN,

10.3.6 ZEERRIR

7£ GNOME &4t ,GUI ( B ERENTE ) TH seahorse(1) BEIEZ15, TLMEL IR ~/ . local/share/keyrings/*
#HEFEFEMN.

secret-tool(l) BESAR LTI REFEIBEIIBRLIR,
EFMETE LUKS/dm-crypt INZ5MERE AR SR A B RO 2505

$ secret-tool store --label='LUKS passphrase for disk.img’ LUKS my_disk.img
Password: ****xxx*

EERFIZREARENLAZIHEER, thil cryptsetup(8),
$ secret-tool lookup LUKS my_disk.img | \

cryptsetup open disk.img disk_img --type luks --keyring -
$ sudo mount /dev/mapper/disk_img /mnt

kj_-
i By, REETE—(ERAEmIZEZER, £ secret-tool Rt AEE G EIZE RSN AEAE,

10.4 [RIRBEHITA

EEEFZFERBEHIAE, ITHERHRREHMNTE,
SMNRARER"~/ . vimre” KB~/ . vim/vimrc”, BETHEERMEX,



http://tools.ietf.org/html/rfc1321
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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]iEE RITE XN | ESL Bk

patch V83,1702 | 248 patch(l) HIEERITET

vim V:94,1:384 | 3650 | vimdiff(1) | 7£ vim L HFEEER m{ETE =

imediff V:0, I:0 169 imediff(l) | EFEEIXNME/ =REH LE

me Ld V:10, I:33 3500 | meld(1) EERFNBEER (GTK)

wiggle V:0, 1.0 174 wiggle(l) | EER#HIEZRRWET

diffutils V:869,1:995 | 1598 | diff(1) EITHERMERER

diffutils V:869,1:995 | 1598 | diff3(1) EITIERET =EfE3R

quilt V:2,1:25 774 quilt(l) BERVWET

wdiff V7, .57 648 wdiff(1) EXFRERT, BREFANARE

diffstat V:12,1:127 | 74 diffstat(l) & diff £ —EREFFIRE

patchutils V:13,1:125 232 combinedififEMEIEE W T 23 —Eia = ]

patchutils V:13,1:125 | 232 dehtmldiffi(#fE—E HTML Emi=BE —1& diff

patchutils VA3, 1125 | 232 filterdiffi({f—{& diff B /E E i Bk & HEFR diff 18 3e

patchutils V13, 1125 | 232 fixcvsdiffidE{EM CVS patch(l) SEiR ez A4 diff T8 3

patchutils V:13,1:125 | 232 flipdiff(1) REMmEW T BIER

patchutils V:13,1:125 | 232 grepdiff(l) B RMERERERALKEERTENNE ] B
: . . FERTEMESR — 18T diff iER (ERE—ERERD

patchutils V:13,1:125 232 lnterdlff(l)ﬁﬁflﬁlﬂﬁ diff i) BHNER

patchutils V:13,1:125 | 232 Isdiff(l) | BERWEREREME ] BX

patchutils V:13,1:125 | 232 recountdifif@fst EERANT diff ‘BERNBENR

patchutils V:13,1:125 | 232 rediff(l) | BEFIMHIE dfffax s

patchutils V:13,1:125 | 232 splitdiff()FREEIEEWE T

patchutils V:13,1:125 | 232 unwrapdiffi(ERRIE &R D EIRIH T

dirdiff V0, I:2 167 dirdiff(1) | R BEHEZENAETBERE

docdiff V:0, I:0 553 docdiff(l) | FFAEFHILEERMIEFESR

makepatch V:0, I:0 100 makepatch()ZEmIEREW ] fa

makepatch V:0, 1.0 100 applypatch(ERERWE T 18

Table 10.10: [RIRISSH T EYFE



http://packages.debian.org/sid/patch
http://qa.debian.org/popcon-graph.php?packages=patch
http://packages.qa.debian.org/p/patch.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://packages.qa.debian.org/i/imediff.html
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon-graph.php?packages=meld
http://packages.qa.debian.org/m/meld.html
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
http://packages.qa.debian.org/w/wiggle.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon-graph.php?packages=quilt
http://packages.qa.debian.org/q/quilt.html
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon-graph.php?packages=wdiff
http://packages.qa.debian.org/w/wdiff.html
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon-graph.php?packages=diffstat
http://packages.qa.debian.org/d/diffstat.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon-graph.php?packages=dirdiff
http://packages.qa.debian.org/d/dirdiff.html
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
http://packages.qa.debian.org/d/docdiff.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
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10.4.1 WHRIRBIERELER

THERVERE, BEEMERBENAE, TREERNUE, BIN8A diff 1§37 file. patcho” 5t"file.patchl”.

$ diff -u file.old file.new > file.patcho
$ diff -u old/file new/file > file.patchl

10.4.2 |RIGESIERBIEEM

diff 123 (EHEWRIUF patch WTHER), AREE—ERNAEH, BB TENAN, BWRIERS, BREEEHZ

HEER,

$ patch -p0@ file < file.patch®
$ patch -p1 file < file.patchl

10.4.3 HEIXBE

MR—ERES, REMERAE, REICAEBR FEAEN, EA inediff(1) MITMAEENBIE,

$ imediff -o file.merged file.old file.new

MR—ERIETS, FE=ERAE, REICAEB FESGN, £ inediff() MITEEIN=B1E,

$ imediff -o file.merged file.yours file.base file.theirs

10.5 Git

Git RIELEXRIBIZM AR ARSI R4 version control system (VCS) TR, E% Git fEsRESEAS TR IGRIAEE
BE, #MEMSEE

81 Debian Salsa service, Debian BEZAIR L ERY Git BRFE, 7E http:/wiki.debian.org/Salsa BEFXE| ERIERAAS 4,
THER—L Git tERAERIE &,

NBEe mATE R 5% RAH

git V:325, 1:528 | 44963 | git(7) Git RiE, "iER. HHRRIREEF RS
gitk V:5, .35 1814 | gitk(D) ERLEINREN Git B EEZE S
git-gui V:1,1:20 2408 | git-qui(l) | Git B2 E (EBEEINEE
git-email V:0, I:10 1062 | git-send-emfaGil A& FEAFEZEEINERIIE T
git-buildpackage v, 1. 7351 | git-buildpaBkageaEhE4E Debian &

dgit V0, I:1 489 dgit(1) Debian {832 EHY git GENEEF
imediff V:0, 1.0 169 git-ime(1) | BNV git RRAVEEI TE
stgit V:0, 1:0 601 stg(1) R git (Python)

git-doc I:13 13067 | N/A Git B AX1I&

gitmagic 1.0 721 N/A Git Bf, SIERD Git FH

Table 10.11: git MR EFNIE LTI



https://zh.wikipedia.org/wiki/Revision_control
https://salsa.debian.org/
https://wiki.debian.org/Salsa
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
http://packages.qa.debian.org/g/gitk.html
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon-graph.php?packages=git-gui
http://packages.qa.debian.org/g/git-gui.html
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
http://packages.qa.debian.org/g/git-email.html
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon-graph.php?packages=git-buildpackage
http://packages.qa.debian.org/g/git-buildpackage.html
http://packages.debian.org/sid/dgit
http://qa.debian.org/popcon-graph.php?packages=dgit
http://packages.qa.debian.org/d/dgit.html
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://packages.qa.debian.org/i/imediff.html
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
http://packages.qa.debian.org/s/stgit.html
http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon-graph.php?packages=git-doc
http://packages.qa.debian.org/g/git-doc.html
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon-graph.php?packages=gitmagic
http://packages.qa.debian.org/g/gitmagic.html
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10.5.1 A Git EF iR

fRRIBATE"~/ . gitconfig” REREX(E Git T RFEZEAWEFRE, LLUWRMFHNBFNEFE 1L,

$ git config --global user.name ”“Name Surname”
$ git config --global user.email yourname@example.com

fRET AR FATRER Git BIFRRRIT .

$ git config --global init.defaultBranch main
$ git config --global pull.rebase true
$ git config --global push.default current

INRIRE1E(EM CVS 3 Subversion $§<, RIFFAEREIN T EERE SRR,

$ git config --global alias.ci "commit -a”
$ git config --global alias.co checkout

freesmEdal T AR E RV ERER,
$ git config --global --list

10.5.2 EAXH Git <
Git IBYE5 R &EEH,

- TR BSHRHAMIERENEE, ] ST R,
- EEWRRMNE, NWAPRNEEIETEFIIRS, BER git add M git rm&d,
- RE|RIBEFIER,
- EETRIERZE, DERRSHIERIIAARE, EER git commit &%,
- KA R ESIRZIIER,
~ Git R ENELEL I AEEES TS S TES,
- AHAEEE git push BSERERBEHERE,
- AHEEREMER git fetch fMl git pull HLRBEREERIREN,
* git pull@$fE git fetch&#1T git merge 3 git rebase @<,
« B, git merge MEMEEIHZNELLRE —EE, (TEEEERN git pull, BSEZTERMN, F
# ERHEERHE S ZEHS AR, HRIFH)

« B, git rebase B —(EEBHZMFIBLMNEEN L, BEALSZ, (GEREH pull.rebase
true MIER, HEMESNAEERA. )

- BInEERFEERRIESR.
- NEREENE, FRATEMENRZE, tEyl SSH 5 HTTPS,
TFERE .git/ BRZIMNIER, £ .git/ BREEMESR, BERS AEEEHNN—L git BENNFESR.

EEREEN Git SO E,
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Git % Th&E
git init B (Kh) EEE
git clone URL SEPEIR U a 17 B 2 A 2 B L 1F B 8%t
git pull origin main EERmaE origin EFAM main 7%
git add . E T R ERE R EFATA TR fax
git add -A . BN TR A lxal (BEC&MFRE)
git rm filename R I FEFRSIFPRFRESR
git commit RRAZRSIFHEFNES EpedE
git commit -a %i,;g_.]_:ﬂ; 1R
+ 1R )
git push -u origin branch_name {ERAH branch_name A EIMRimaE origin (FIBRA)
git push origin branch_name fFEAZAM branch_name X EfiRimaE origin (FEEMFA)
git diff treeishil treeish2 HE/R treeishl TR XA treeish2 T-RAIAE
gitk VCS RBRED X EERMET T HER~

Table 10.12: FEM Git &5 %

10.5.3 Git %15
THER L Git %15,

or

AEFERABTHRNESRETH, E-LTH, gitkQ) RFHFMERE, BEMEBETE git 85,

g
i

IR
@ IR—EXRE ST X —EELSENERGEANEE, HXERNIXBRER, LEX --force EIE,
BEEE main D3RR AER, BHR—EBEL main SREAIMBEDSZ, 27 AEZH,

==
@ IES =)

IE<LTEA git-xyz” EiZMA git FHE<LHIATN, ) 2006 R HARMBAMEEGH,

®R
MRBE—ETHITIESR git-foo ARTIRIFEE SPATH BHE, EmLiBANALBFEIRN git foo”, BIAZIA
git-foo. 52 git MM —ERE,

10.5.4 Git &%

ETMH,

« man Ffff: git(1) (/usr/share/doc/git-doc/git.html)

« Git fEF&FM (/usr/share/doc/git-doc/user-manual.html)

. git N4ABEE (/usr/share/doc/git-doc/gittutorial.html)

. git M4AZE: 2P (/usr/share/doc/git-doc/gittutorial-2.html)
GIT #—X 20 AL HE/I&S (/usr/share/doc/git-doc/giteveryday.html)

+ Git 7 (/usr/share/doc/gitmagic/html/index.html)



http://www.kernel.org/pub/software/scm/git/docs/git.html
http://www.kernel.org/pub/software/scm/git/docs/user-manual.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
http://www.kernel.org/pub/software/scm/git/docs/giteveryday.html
http://www-cs-students.stanford.edu/~blynn/gitmagic/
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Git 555 7]

TR

SETER Git BEFESE, tEWEE HEAD F|B 9 —ERER.

gitk --all HEW T, RIIEENN

git stash FI—EEZFN IR, FAEEXENR
git remote -v BERImRE

git branch -vv BMEDGERE

git status R~ T IERTIRRE

git config -1 ZIE git 3%E

git reset --hard HEAD; git

clean -x -d -f

RERE Tt s2/FEER

git rm --cached filename

KEMH git add filename RERIEFZS]

git reflog ENZ2EHF (HEMRN S XFRERXEH)
git branch new_branch_name

HEAD@{6}

{it reflog BRI —(EFTHI 2

git remote add new_remote URL

EIN—{E A URL FEEARIGEE new_remote

git remote rename origin
upstream

EREENEZFEM origin EF RS upstream

git branch -u
upstream/branch_name

R RImIs N IRImE e upstream FIEMD R

branch_name,

git remote set-url origin
https://foo/bar.git

X% origin #Y URL

git remote set-url --push
upstream DISABLED

B F#EIER) upstream (4REE .git/config REHFEFE )

git checkout -b topic_branch ;
git push -u topic_branch origin

BE—{EFHY topic_branch WIBE#HIXF origin

git branch -m oldname newname

LS T =

git push -d origin
branch_to_be_removed

ifREm sz (FEITI)

git push origin
:branch_to_be_removed

iEFEm7 Sz (EHF)

git checkout --orphan
unconnected

I —{EEHY unconnected N

git fetch upstream
foo:upstream-foo

BN AR (PTRERMIZIAY ) upstream-foo 0%, E%S

git rebase -i origin/main

upstream & foo XM —(EEH
€ origin/main E¥

iidd

git reset HEADA; git commit
- -amend

B mERR % —{E

git checkout topic_branch ; git
merge --squash topic_branch

B4R 2 topic_branch B—{EER

git fetch --unshallow
--update-head-ok origin
"+refs/heads/*:refs/heads/*’

RE—(EXEE — BB ZHTETE

git ime

NHREBHNRERI—RINEEZE —ERM/NMER, (EX

imediff)

git repack -a -d; git prune

KiWEESEMITEI—REEBNEFR (EraefEREMRNS &
HIREELENEHRE )

Table 10.13: Git ¥(I5
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10.5.5 EHERRAIZEIZR S

RRAIZFIZRAE (VCS ) BB RRIEFTIES R (RCS), HERUKIBELEEIEREL (SCM),
IE¥Z Debian R4t LZERHIEEE Git 19 VCS T4,

2 E MITE XN | IH VCS EUA| - puy
: = o
mercurial Vi6, 1:35 1049 | Mercurial | 8=t mercurial EZ2F Python BEVEH
—ain = C B/
darcs V:0, I:6 34070 | Darcs PR EEERHWTHDVCS (B)
bzr 10 78 Bazaar Syt % tla BREETE HEHA Python BHY

DVCS (B5%)
FZH Tom Lord BRI DVCS (R ABE

tla V0, I:1 1022 | GNU arch THEI ET)

. . e st "t CVS #BYEF ©, =im VCS BOFR
subversion V:14, 1:81 4838 Subversion Y] = (EP)
cvs V4, 131 4620 | CVS = i M EIHYE LR VCS 12 ([BE )

o s VCS (CVS,Subversion,RCS) &7 ER

tkcvs V.0, I:1 1498 CVS, IR U KBRS EEER
rcs V:2, I:15 564 RCS it ” EE Unix SCCS M TF (FEE)
csscC Vo0, I:2 2044 | CSSC i Unix SCCS HJ7c P& (EE)

Table 10.14: HEMRAFEH RAETRIIR



https://zh.wikipedia.org/wiki/Revision_control
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon-graph.php?packages=mercurial
http://packages.qa.debian.org/m/mercurial.html
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon-graph.php?packages=darcs
http://packages.qa.debian.org/d/darcs.html
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon-graph.php?packages=bzr
http://packages.qa.debian.org/b/bzr.html
https://zh.wikipedia.org/wiki/Bazaar_(software)
https://wiki.ubuntu.com/UbuntuDevelopment/MigratingFromBzrToGit
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon-graph.php?packages=tla
http://packages.qa.debian.org/t/tla.html
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon-graph.php?packages=subversion
http://packages.qa.debian.org/s/subversion.html
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon-graph.php?packages=cvs
http://packages.qa.debian.org/c/cvs.html
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
http://packages.qa.debian.org/t/tkcvs.html
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon-graph.php?packages=rcs
http://packages.qa.debian.org/r/rcs.html
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
http://packages.qa.debian.org/c/cssc.html
http://cssc.sourceforge.net/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
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Chapter 11

TEZMA Debian Z#% LI AKX EL T AREMRROE
EEEnTE, RESFAN, BXENSEEREIER.

111 XFENERTE

WTRXFENBIRTE,

HEe RITE X | EASEE :RER
. —_—— fEH iconv(l) MAREESIRE (locale ) ZERIX
. . E=
libcé V:923,1:999 | 12984 | L& S IEREEIRSE ()
. FE +18 | NERESIRIE (locale) g 2
recode ViZ L2l 60 g (SIhEer, DSBS )
NE SR= IS [=1]1s N g my E\Tj’léu
konwert V:1, 1:49 134 FE ?-%*;E,'J:'){EE (locale ) ZRIHTTS4kS =
=) TEH
nkf V-0, I:10 360 FiE HiaFoE#E
tcs V-0, 1.0 518 FiE FaEiE
unaccent V:0, .0 35 FiE REEEF, EFHNeMEENIEEEFET
. = 7£ DOS FI Unix IR E 887%: Fromdos(D)
tofrodos V:1, I:20 51 #arT #1 todos(1)
] L TE Macintosh ] Unix Z BRI Fg = B #a:
. . R
macutils V:0, I:0 312 BT frommac(1) ¥l tomac(l)

11.1.1 Hiconv IES$RER N FIER

Table 11.1: XFEHEHLTRIIR

N

iconv(1) & libc6 BRI —ERS M B E R BATESR Unix MR L BT TTHIARES,

fREESHIBIAIN FAYIE S A iconv(1) REBH X FIERAVARES.

$ iconv -f encodingl -t encoding2 input.txt >output.txt

WISERXN/NEAERN, BSERKRZEE “-7 f “_", "JUERA “iconv -17 IBIMEZEIIMRE,



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon-graph.php?packages=recode
http://packages.qa.debian.org/r/recode.html
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon-graph.php?packages=konwert
http://packages.qa.debian.org/k/konwert.html
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon-graph.php?packages=nkf
http://packages.qa.debian.org/n/nkf.html
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
http://packages.qa.debian.org/t/tcs.html
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
http://packages.qa.debian.org/u/unaccent.html
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon-graph.php?packages=tofrodos
http://packages.qa.debian.org/t/tofrodos.html
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
http://packages.qa.debian.org/m/macutils.html
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ImE(E =53

ASCII EREMRBRIE

UTF-8 E"Fﬁﬁiﬁfﬂ’ﬁ%?%ﬂﬁézéz

1SO-8859-1 ENARRESIZ®E, ASCII+ E%f&%ﬁ

1SO-8859-2 ENREGESIZ®E, ASCII+ ER 1998

1SO-8859-15 ENE BT RI AR S 122 (1S0O-8859-1)

J— code page 850, FAIRPEERFE = HIMEX DOS B BEFIF T,

1SO-8859-1 BYE8E
CP932 code page 932, HEE Microsoft Windows F4 Shift-JIS £ 52
code page 936, FﬁﬁAF‘i RER XM EE R R AR GB2312,

CP936 GBK Z GB18030 fygtae
. code page 949, FAMREEREMIMIRIEFERAREIZE) EUC-KR (&
Unified Hangul Code H%£52
CP950 code page 950, FHMREFEPXHY
CP1251 code page 1251, FIREER N o
P15 code page 1252, FﬁﬁAEj’EEEE'J%EM'F%?%ﬂ*&E'J
1SO-8859-15 HyLsee
KOI8-R FARAEREFEIEHE UNIX 128
1SO-2022-JP HXE R E RS, RfEM7 14{_77_1:%
eucJP ZHH UNIX f£%/9 8 fiifizscZH, #0 Shift-JIS T®EAR[E
Shift-JIS H3Z JIS X 0208 Fffex 1 122 (2 K CPI32)
Table 11.2: 4RS{EFIAIERVTITR
pES

— R AR IEENER, ENRIFABRSRIENE B 8.1).

& ASCII #1 1SO-8859 IEEANEMTTAHANFITE, FmBMNFITELTIENER—HSEE,

HRSFMF s, thinik, AR BEX/ IS X 0213, SKAREAR S FiB =R Universal Character Set (UCS, Unicode,
1SO-10646-1) , B2 @RS H R R F I EMBIAITTEE R,

« H3H EUC F1 ISO/IEC 2022 (1B #5584 JIS X 0202)
 Unicode B9 UTF-8, UTF-16/UCS-2 #1 UTF-32/UCS-4 #rh%

I LB, FREMFTHIBEZETZRENER,
HRELHERBRMS, code page RIFAFITARISRIEIZETIRER.

£

iR, KEDWIBRATLE ASCI 1Y 7 (IFTHIRERMRES, BB LIS, NRIRIEBE TR shift-JIS 4RiS
B, BEMNEX CESIENHM URL EH, B UTF-8 18, (RFEEERA"CPI32" {FRMRISR R B shift-JIs”
RISTNHAERIASR 1 0x5C - "\"Fl Ox7E - "~". BE|, BLAGKENAIERNF T,

B
recode(l) el EEHRER Y B RNEER iconv(l), fromdos(l), todos(l), frommac(l) #1 tomac(l) INEERY4E
5. BEEBESERM, 552 R"info recode’,

11.1.2 Hiconv IEBERXRIENE UTF-8 45

fREEsDEIBIN FHE< A iconv(l) RIBE—EXFIERZTZR UTF-8 4RESHY,



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/Character_encoding
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page
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$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo ”"non-UTF-8 found”

BR
£ L EBEIFHER"- -verbose” 28R %25 —1{& non-UTF-8 Ft,

11.1.3 £ iconv EiiES

ERR—ERARE, EE—B#FR T, BEENFRRRRAR TEINERRS, BRAIRNK UTF-8.

#1/bin/sh
ENCDN=1s0-8859-1
for x in *;
do
mv "$x” "$(echo "$x” | iconv -f $ENCDN -t utf-8)"
done

"$SENCON” EHTEETHEZNFRRR T, EREANRRRE, RRE 1.2

HREMEROER, HEAEENRISFS mount(8) MEIR (2 REN 8.1.3) RINFEZBERERIMERZRMR (Lt
SNER, HERE EEV—EDEE), M cp -a” FLREBCHNEEANTEISIM—EFER UTF-8 BISIERRAK L.

11.1.4 BT

XFERWBN, [BRITE (RITH) M5, BFEB/UN.

= 4= Fehe =l jyrayre [y
TE TR | =T | TS | 16386
Debian (unix) LF N 10 0A
MSDOS #1 Windows | CR-LF AMA] 1310 0D 0A
$ESRAY Macintosh CR AM 13 0D

Table 11.3: NEFEEMIRITAHRIIIR

BITTFERIER, fromdos(1), todos(l), frommac(1), ¥1 tomac(l), RHEEHE. recode(l) L2 EAHM,

=
£ Debian R4t LHI—LEER, 3l python-moinmoin BXEEEIAY wiki EEER, R MSDOS zU#kHY CR-LF %
RITAT4mES. FICA, EERRAIEER —EEARA,

iE
RER4mEEeE (ELgl: vim, emacs, gedit, ---) BE30iERRARIE MSDOS TVRRIIRITRFIE SR,

RBR
#HGES MSDOS F Unix SEERUIESE, #4—2 MSDOS #1718, {E"sed -e '/\r$/!1s/$/\r/"" RE
todos(1) LLEWF, (BIaN, 7E{ER diff3(1) BiEm{E MSDOS RiERIiER%E.) ERE% todos AR BERITIEM
CR.
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ThEE bsdmainutils coreutils
EHRTERRTE “col -x” expand
IR “col -h” unexpand

Table 11.4: bsdmainutils Fl coreutils BRI ARE TAB HIFESTIE

11.1.5 TAB #Eif

BEE—LEEih TAB B BMEEXTH,
indent B1FAY indent(1) LR EFIZ L C BRAHPHITHE,

130 vim F0 emacs ERMVAREZEREE, RIUAMEFIRIER TAB, = vim 3R, (REESHIZIEFE#AN": set expandtab”
07 :%retab” 58S RIER TAB, RFILARIEFH# A :%set noexpandtab” F1”:%retab” ¥§$RIER,

11.1.6 wHBEERINGENARIES
& vim SRR E R iRE RS2 A E AR H s RIZE RIS R R A A TERIE . (REZRIESIE UTF-8
ARIBRVIZHIE LILTE UTF-8 IRIG T (£ RIS L AR iE 3 RIERRITFIIHERIE,

BA latin1 (iso-8859-1) #RASFAFAIEFERFESHY Unix XFHER, “u-file.txt”, BEBBWM TR vim B5HY
fmEE,

$ vim u-file.txt
B EEMES vim BIER4mES B g RIS S REESRE UTE-8 #ri%, MRELHK T, BREER latinl 4wiS.
A latin2 ( iso-8859-2 ) AmAS{ETFHIE RRERENY Unix XFHER, “pu-file.txt”, BE@EBINFETRAIA vim 4REE,

$ vim ’'+e ++enc=latin2 pu-file.txt’

BA eucIP #miSATFHIE HEEH Unix XFIER, "ju-file.txt”, BEBIBINTAT/REIA vim 4RéE,

$ vim '+e ++enc=eucJP ju-file.txt’

CAFTEBRY shift-JIS 4mAS (BRELIAVERIER : CPI32) 7FAVE HEE MS-Windows X FIEE, “jw-file. txt”, BEEBYU
TEUREIA vim 4REE,

$ vim '+e ++enc=CP932 ++ff=dos jw-file.txt’

= —(EtERA vim FERHET B ++enc” FI7++ 7 38IH, £ VimEBELIBEA:w ESEURBAFEFERLES
BERER, (Fhe]AE Vim 5B ERFERREMBN, F, 7w ++enc=utf8 new.txt”,

B0 vim 5 EEBTRE mbyte.rxt, ” SATTANTRIE MR 1125088 ++enc” ERANALENEN,
emacs ZKERIFEIVEESN B IR B #AIINEE,
11.1.7 REMNF

MTFTRBA web BEELIEEEHUMXFIER, St Web FIEEHCIHE ZE web EEPEREM grep(l) AIEFRE
Unix XFTHE, UTHESRIFEEAN,

$ w3m -dump http://www.remote-site.com/help-info.html >textfile

B, RAIAMERI AR TREEEMBINRIEXFEN.

11.1.8 SRR AXFEN

fRE] AE@ I F AR RERIEB A FER,
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REEE MITE X/ | BA#EEA Ige
R _ » FEA A 7
w3m V:14,1:178 | 2828 | html - text ?; w3m -dump” #5218 HTML BfE 7R3 FRIRA
htmi2text V:2,1:33 274 | html-text | BFERY HTML FIXFIEZRAIEIRES (15S08859-1)
» - RS BEYAXFHNE
lynx Vi14,1:157 | 1935 | html— text E%;ynx dump” #2238 HTML Bt A3 HK
B 3 - » TEAN §E1Eﬁ‘f;ﬂﬁ‘
elinks V:4,1:23 1624 | html - text i e}lnks dump” JE <38 HTML B{tR3F
EizE
9 4 _ » TEAN x
links Vi3, 1:32 2302 | html - text }flgél”ks dump” #2235 HTML BL 230 HI%
A7
»q 4 _ » TN = [~
links2 Vi1, 112 5479 | html - text g;&;%lgnksz dump” 515 HTML 8{£2 35
B
catdoc V:10,1:130 | 686 MSWord — text, B, MSWord 1& 2= 21 48 X 7 8%, TeX f& 30
antiword Vi1, 18 589 | MSWord — text, B8{¥ MSWord 1852 B14E 3 75K ps e ae
pstotext V0, I:1 122 ps/pdf - text | & PostScript #1 PDF ¥& 3 #% & i X =F
unhtml V-0, 1.0 40 html  text E—E HTML e EEMRIECIRE
odt2txt Vi, 117 60 odt  text AR RN FIRNELER
Table 11.5: AR FEM T AYIER
REEE RITE X/ | FEEEEA Bz
F”:source
vim-runtime V:19,1:414 | 36406 | &% $VIMRUNTIME/syntax/html.vim” Vim E£E35
SHE{Y[RIAFEEI HTML
cxref V:0, I:0 1190 | c—html & CTEVE latex #1 HTML FUE8#2E (CRES
src2tex V:0, I.0 622 =) ERFZ[RIRMEE] TeX (CES
: - SRS B = R~ HTML, XHTML,
source-highlight y., 1. 1989 | B= LaTeX, Texinfo, ANSI EBB#8% 531 DocBook 1%
E (C++)

i ; O N E T 2R RE A F A o ra/nl HTML,
highlight Vi, .7 1084 | &= XHTML, RTF, LaTeX, TeX or XSL-FO &2, (C++)
gre V:0, I5 208 téxﬂt,; FR | mi I B RER AR (Python)
pandoc V9, 1:46 168398 text— any BEAECE{LES (Haskell)
python3-docutils V:13, I:50 1777 text — any SR FXHE XML (Python)
markdown V:0, I:10 58 text - html Markdown X FXHFZ] (X)HTML (Per])
asciidoctor V0, 1:8 98 text - any AsciiDoc XF XV E] XML/HTML (Ruby)
python3-sphinx | V6, I:22 2791 | text—any ERXHELZRR (Python) EEXF
hugo V:0, [:5 52391 | text— html E R Markdown FIFFEEUREEZE T 22 4% (Go)

Table 11.6: B =AXFERNTAIIFR



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon-graph.php?packages=html2text
http://packages.qa.debian.org/h/html2text.html
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon-graph.php?packages=catdoc
http://packages.qa.debian.org/c/catdoc.html
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon-graph.php?packages=antiword
http://packages.qa.debian.org/a/antiword.html
http://packages.debian.org/sid/pstotext
http://qa.debian.org/popcon-graph.php?packages=pstotext
http://packages.qa.debian.org/p/pstotext.html
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
http://packages.qa.debian.org/u/unhtml.html
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon-graph.php?packages=odt2txt
http://packages.qa.debian.org/o/odt2txt.html
http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon-graph.php?packages=vim-runtime
http://packages.qa.debian.org/v/vim-runtime.html
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
http://packages.qa.debian.org/c/cxref.html
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
http://packages.qa.debian.org/s/src2tex.html
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon-graph.php?packages=source-highlight
http://packages.qa.debian.org/s/source-highlight.html
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon-graph.php?packages=highlight
http://packages.qa.debian.org/h/highlight.html
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon-graph.php?packages=grc
http://packages.qa.debian.org/g/grc.html
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon-graph.php?packages=pandoc
http://packages.qa.debian.org/p/pandoc.html
http://packages.debian.org/sid/python3-docutils
http://qa.debian.org/popcon-graph.php?packages=python3-docutils
http://packages.qa.debian.org/p/python3-docutils.html
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon-graph.php?packages=markdown
http://packages.qa.debian.org/m/markdown.html
http://packages.debian.org/sid/asciidoctor
http://qa.debian.org/popcon-graph.php?packages=asciidoctor
http://packages.qa.debian.org/a/asciidoctor.html
http://packages.debian.org/sid/python3-sphinx
http://qa.debian.org/popcon-graph.php?packages=python3-sphinx
http://packages.qa.debian.org/p/python3-sphinx.html
http://packages.debian.org/sid/hugo
http://qa.debian.org/popcon-graph.php?packages=hugo
http://packages.qa.debian.org/h/hugo.html
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11.2 XML &%}

ERRIZECEES Extensible Markup Language (XML) = —fE1ZiLE S, ARSB&EEBLENNXXG,
£ XML.COM &R N 4BE .

. ” ftEEE XML?”

- ” ftEER XSLT?”

* 7 {TEE 2 XSL-FO?”

« 7 fHERE XLink?”

11.2.1 XML BHEXRETR

XML X FERRELSR HTML. EReERMAERE —EXHNS @R, —EHERN XML R4 =2 docbook-xs1 ¥
§28, HmIEEER.

B—{8 XML {ERER T ERE XML E5/1A,
<?xml version="1.0" encoding="UTF-8"?>

XML STEHEAREEZR X TENSG R,

<name attribute="value”>content</name>

ABRZM XML TEH, ERATENEBIRLC.

<name attribute="value” />

TEAFH7attribute="value”” 27]EH],
XML #HMEEESRS, SR TENENIFC.

<!-- comment -->

ANERIBIFE, XML ELEREREERERENAETRENLTIFT,

FAEEERE E{LR=F T
&quot; " Bl
&apos; SR
&1t; <: VISR
&gt; > KhiR5E
&amp; &: &3FE

Table 11.7: XML JEEEB 127K

“<” \ESZ “&” ANBETERBM (attributes ) B{ITE (elements ) F{EH,

i
E SCGML XBEMERAEEEER, ttilgsome-tag;”, WEANEE, F—EEEEEBEHEN. B
FE’<IENTITY some-tag ”"entity value”>" BRR,

i
[l
R



https://zh.wikipedia.org/wiki/XML
http://xml.com/
http://www.xml.com/pub/a/98/10/guide0.html
http://xml.com/pub/a/2000/08/holman/index.html
http://xml.com/pub/a/2002/03/20/xsl-fo.html
http://xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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ES
HEXML EER—BRERE—ZHERES (—LEMMERNBE(E ), £ Extensible Stylesheet Language
Transformations (XSLT) R#EzZ| 5 5h—{E XML, 2 —ERMAEEETE.

11.2.2 XML FEIE

B2 THEARIUAREIE XML 185, tbilsi: sIHE7RHRIUZREES Extensible Stylesheet Language (XSL).
—B{REI T —EFRIMIE) XML 185, BEAR LRE, REFILAMER rIiERKINRE S B Extensible Stylesheet
Language Transformations (XSLT), #&E IR ERE,

BRI T IE7E TR 5 S Extensible Stylesheet Language for Formatting Objects (XSL-FO) R FARIEAIZRL AR
RFIFE. fop BREEELLL Debian main 12 REZEH, EABEMKFE Java ZINEES. LaTeX BB E ¢ XML £ XSLT
%Y, LaTe BRACRERAREI DVI, PostScript #1 PDF S48 7] 7l ENAIES,

EHEE mITE XA | EE#E a7 AR
docbook-xmT 1:372 2134 | xml DocBook B XML XHERFIEE (DTD)
o {8EF XSLT #% DocBook XML Bz P2 Ry & FE (i ig 1,
docbook-xs1l V39, 1:140 14870 | xml/xslt B XSL izt
EAST| N g =
xsltproc V:16, 1:84 162 xslt ;SéT FELFIRIEES (XML — XML, HTML, #X,
g T
xmlto V1, 1:16 130 xml/xslt 8 XSLT 7% XML BRE[{IFERANEIREE
fop V0, I:14 285 xml/xsl-fo #8313 Docbook XML &= %] PDF
£ = = 3
dblatex Vi3, 1:12 4643 | xml/xslt 2P XSLT # Docbook FE588IR% DVI, PostScript,
PDF X4
dbtoepub V:0, I:0 37 xml/xslt DocBook XML Z1.epub Ei&

Table 11.8: XML T B7%|%&

B XML 2 2% 581250558 = Standard Generalized Markup Language (SGML)R)—{BF 5, AR EIE SGML MiEZR T
B, theEsapEIE XML, tbaN:R XX RES FI#REEEES Document Style Semantics and Specification Language (DSSSL).

EREEE TATE X | BASEE an BH
openjade Vi1, 1:29 1019 | dsssl ISO/IEC 10179:1996 f£%E DSSSL iRIEzs (B FHY)
{#H DSSSL &I DocBook XML 2 & 7&H L8
docbook-dsssl V:0, I:15 2605 xml/dsssl B DSSSL Kt
DocBook TEHITEE, BFEEA DSSSL FIE#
docbook-utils V:0, I:11 287 xml/dsssl EERIX (HTML, RTF, PS, man, PDF) fY
docbook2* 1%
sgm12x V:0, I:0 90 SGML/dsssl | SGML #1 XML {#F DSSSL BRI

Table 11.9: DSSSL T B3I

B
GNOME K9 yelp {F{EAE59 75 {ERE HEEEEN DocBook XML 183, EREAEFIUMK X EBBEENESR,

11.2.3 XML ZEHHEEY

ERTEIYFE, (REesaitE MV HTML 3 XML &8,



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/zh-tw/Java
http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon-graph.php?packages=docbook-xml
http://packages.qa.debian.org/d/docbook-xml.html
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon-graph.php?packages=docbook-xsl
http://packages.qa.debian.org/d/docbook-xsl.html
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon-graph.php?packages=xsltproc
http://packages.qa.debian.org/x/xsltproc.html
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon-graph.php?packages=xmlto
http://packages.qa.debian.org/x/xmlto.html
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon-graph.php?packages=fop
http://packages.qa.debian.org/f/fop.html
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon-graph.php?packages=dblatex
http://packages.qa.debian.org/d/dblatex.html
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
http://packages.qa.debian.org/d/dbtoepub.html
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon-graph.php?packages=openjade
http://packages.qa.debian.org/o/openjade.html
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon-graph.php?packages=docbook-dsssl
http://packages.qa.debian.org/d/docbook-dsssl.html
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon-graph.php?packages=docbook-utils
http://packages.qa.debian.org/d/docbook-utils.html
http://packages.debian.org/sid/sgml2x
http://qa.debian.org/popcon-graph.php?packages=sgml2x
http://packages.qa.debian.org/s/sgml2x.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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e mITE XA | FA#EE Bz

. man FHE | . = g =
man2html V:0, I:1 138 ~ html # man FMEZI HTML HIEEH2E (1B CGI)
doclifter V:0, I:0 451 troff - xml troff 2] DocBook XML FYEEIAZE
texi2html V:0, .6 1847 | texi— html & Texinfo ] HTML RIEEHAES
info2www Vi1, 1:2 76 info — html € GNU info E] HTML BVE8IRES (X1, CGI)
N V0. IS a1 MSWord R TRER Word 182 HTML, LaTeX, FIZHIIEZR

o = IR,
unrtf V0, I:3 148 rtf — html & RTF 2] HTML ZREIRES

WordPerfect | WordPerfect 5.0 1 5.1 f&2= 2l TeX, LaTeX, troff,

wp2X V:0, I:0 200 R GML 1 HTML

Table 11.10: XML &EFHEEN T E3IZER
11.2.4 XML BHeE

$HYHE XML B9 HTML $£2, {REe4EIRT M4 XHTML, XHTML 2 —EMEZERER XML |18, XHTML BESa 4
XML TEERE.

XML {ERIEEMACFIPEEIR URL RUTEM, SHWRIEE,

]I E TE XV | Inge BT
i i 17, T: fEF xmLlint(1) B9 XML 18551 LH GEERE,
libxml2-utils V:17,1:210 179 xmlﬁhtmlexhzﬁg;*%ﬁﬂg, 1B,
tidy V:1, .10 84 xml o« html o xh##TML B &R EFEFHIENT
weblint-perl V-0, I:1 32 BE FiS HTML RU/NI5HYEE £ B 88
Tinklint V:0, I:0 344 EERE TRIEFVAIIRAEE T E B RS Es

Table 11.11: XML ZE{IIENT AYIR

—BEER XML £, BERIFEHNAESE, (REEER XSLT KATRNER.

11.3 HEhR

Unix E#Y troff IR RYIZH AT&T R E]FEN, sJARAMEERR, BERAREILIFHRE.

Donald Knuth 22BAfY Tex 2IEF@ANMHR T E W RER L191E%, =Y H Leslie Lamport FAZEHY LaTex {H15{F
EHoJURAHFERFIE Tex BI38EKINEE,

FREEE TR K| FA#ER an BH
texlive V:3, 1:40 56 (La)TeX FRRHER. TEEFNZIENE Te B2 LR E
groff V:2, [:44 10557 | troff GNU troff X FIEN LR 4R

Table 11.12: HEhR T ERIFIFR

11.3.1 roff HERR

FE@mER L, roff R Unix EFXFBNNFERIBRA.ZR rof f(7), groff(7), groff(1),grotty(l), troff(1), groff_mdoc(7),
groff_man(7), groff_ms(7), groff_me(7), groff_mm(7) #1”info groff”,

LR grof fERREEILAR  (REN " -me” ERIESHEERR — M N EMIREFM, I ER"/usr/share/doc/groff/”,



http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon-graph.php?packages=man2html
http://packages.qa.debian.org/m/man2html.html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
http://packages.qa.debian.org/d/doclifter.html
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon-graph.php?packages=texi2html
http://packages.qa.debian.org/t/texi2html.html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon-graph.php?packages=info2www
http://packages.qa.debian.org/i/info2www.html
http://packages.debian.org/sid/wv
http://qa.debian.org/popcon-graph.php?packages=wv
http://packages.qa.debian.org/w/wv.html
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon-graph.php?packages=unrtf
http://packages.qa.debian.org/u/unrtf.html
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
http://packages.qa.debian.org/w/wp2x.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon-graph.php?packages=tidy
http://packages.qa.debian.org/t/tidy.html
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
http://packages.qa.debian.org/w/weblint-perl.html
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
http://packages.qa.debian.org/l/linklint.html
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon-graph.php?packages=texlive
http://packages.qa.debian.org/t/texlive.html
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon-graph.php?packages=groff
http://packages.qa.debian.org/g/groff.html
https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
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N
"groff -Tascii -me -"EiHiHHE ANSI BRIBIMENTF, NRIREE manpage HEHHHEFZH" #"_", B
B{ERE 54 GROFF_NO_SGR=1 groff -Tascii -me -",

R’
NRBEBIR groff £MAIXXFERFRY H" F1"_", {£A"col -b -x" RKBEE,

11.3.2 TeX/LaTeX

Tex Live BRESIR L T 23009 Te BIFZ(LRE, texlive STEIR R TeX Live PFHI—ER5, (ERERMEM BEET
EEBHFSOTA TeX #l LaTeX H2EEM,

* The teTeX HOWTO: The Linux-teTeX Local Guide

. tex(1)

« latex(1)

« texdoc(1)

« texdoctk(1)

+ ”The TeXbook”, ¥fE# Donald E. Knuth, (Addison-Wesley)

+ ”LaTeX - A Document Preparation System”, f#& Leslie Lamport, (Addison-Wesley)

+ ”The LaTeX Companion”, fE& Goossens, Mittelbach, Samarin, (Addison-Wesley)

ERREANARIRIE, 72 SGML BIEREEFAEREFEIETE, lyx MEERMM Lyx f texmacs ERFEE

IRALAY GNU TeXmacs &% LaTeX 124t T IEE RN AP RENFAISAUMRIEIRIE, AMETS AR Emacs  Vim {EREIR
IRTBAREE 23,

BRI 2R LEREFE,

« TEX Live Guide - TEX Live 2007 (”/usr/share/doc/texlive-doc-base/english/texlive-en/live.html”)
(texlive-doc-base B)

« Latex/Lyx B)—{BEIf§EE$55|
o (M LaTeX EITXERIE
« teTeX/LaTeX B {EHEESI

EXHEBE KRS, TeX BT HE, FNEBETE”/etc/texmf/texmf.cnf” &N pool FIK/\ (EREIHIEHE 2 4R
#§2”/etc/texmf/texmf.d/95NonPath” i H 1T update - texmf(8)) RIEIEILFEIRE,

E

"The TeXbook” #J TeX [RIAFSA] LATR http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex =T &f, It
BRESTBAZHMFNESES, HBEHREXEFRHE 7 25 10 7IE T 1L B#HE \input manmac
\proofmodefalse”, FArIAF tex(1) REEIBLEX 4, Fri@ZIEEEZBEIEARE (EF Donald E. Knuth BiEth
=) MARERR LA, B4R LIRAFNRRISHEEZEE Tex MARITFHIEF !



https://zh.wikipedia.org/wiki/轉義序列
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://www.tldp.org/HOWTO/TeTeX-HOWTO.html
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
http://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
http://supportweb.cs.bham.ac.uk/documentation/LaTeX/lguide/local-guide/local-guide.html
http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
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11.3.3 E=MIIENFME

REESAIN MERE —EESTEENRE LRSI FHRE.

$ man -Tps some_manpage | lpr

11.3.4 #E X FMHE

BERAL voff BB FME (manpage ) rTEER), EEERE —LHMWEXEANRETFRE,

BEEE RITE K| EESEE 5B

SGML - man | {& DocBook SGML %I roff FIHEEEIESHER
docbook-to-man | V:0,1:10 191

’ FHE 25

text - man e P .
help2man V:0, I:8 542 E=HWE 1818 --help 28 BEIEMFMEMNTR
info2man Voo 134 | EES | gmin GNU info B POD S FMERIMIRE

N T, text —» man P — g =t

txt2man V:0, I:1 112 E=WE {B4E¥ERD ASCII X FE (L AFMERKT

Table 11.13: EXFMEMNTRIIFE

11.4 FJERIAYE R}

£ Debian 24, FJFIENRIERIR PostScript #5TVRY, E4HLIE PostScript ENZRH, @A Unix FIENR 4 (CUPS) (£H
Ghostscript {EREH & E X MEIETE,

11.4.1 Ghostscript

R e] ENRIE) & #8940 Ghostscript PostScript H5%88, ERESERLRE

RIS E TR NN L
ghostscript V:187,1:571 | 194 GPL Ghostscript PostScript/PDF B 7= zx
ghostscript-x V:4, .50 86 GPL Ghostscript PostScript/PDF H = ee-X BE/R X 15

Tibpoppler102 V:41,1:285 | 4274 | PDF JBZ[E (xpdf PDF FE N %)
Libpoppler-glib8l oo 1465 | 484 | PDF BB ( EH Glib B =E)
poppler-data V:90, 1:597 13086 | FAhR PDF JEZ:[EHY CMaps (CJK Z#&: Adobe-*)

Table 11.14: Ghostscript PostScript B ;2287!|3R

R’
"gs -h" 8E%9RE/R Ghostscript BIFAEC & .



https://zh.wikipedia.org/wiki/Troff
http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon-graph.php?packages=docbook-to-man
http://packages.qa.debian.org/d/docbook-to-man.html
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon-graph.php?packages=help2man
http://packages.qa.debian.org/h/help2man.html
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
http://packages.qa.debian.org/i/info2man.html
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
http://packages.qa.debian.org/t/txt2man.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon-graph.php?packages=ghostscript
http://packages.qa.debian.org/g/ghostscript.html
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon-graph.php?packages=ghostscript-x
http://packages.qa.debian.org/g/ghostscript-x.html
http://packages.debian.org/sid/libpoppler102
http://qa.debian.org/popcon-graph.php?packages=libpoppler102
http://packages.qa.debian.org/libp/libpoppler102.html
http://packages.debian.org/sid/libpoppler-glib8
http://qa.debian.org/popcon-graph.php?packages=libpoppler-glib8
http://packages.qa.debian.org/libp/libpoppler-glib8.html
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon-graph.php?packages=poppler-data
http://packages.qa.debian.org/p/poppler-data.html
https://zh.wikipedia.org/wiki/CJK_characters
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11.4.2 &E#mM{E PS = PDF {&%

{R8E£8{E A Ghostscript 189 gs(1) 2R & {HMI{E PostScript(PS) X rI BB 44&L (PDF) &%,

$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo02.ps
$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

=
PDF RRERENEFENERNEMEN, E4E LRWE —EERIMTHEANIREFIERYE T PS 1830,

B
HIESHIKER, psmerge(l) # psutils BHRREMIESTELRIE PostScript X IR EB AR, pdftk B2/
pdftk(l) 7EiEIE PDF X4 RIBHER KR RIFEN,

11.4.3 FRIEFEIRIERNT AR
MTREETERIENTESIE,

e ITE NI i iR EH
s ) ] pdf - ps,text, | PDF THE: pdftops, pdfinfo, pdfimages,
poppler-utils V:171,1:448 | 717 pdftotext, pdffonts
psutils V:5,1:78 219 ps - ps PostScript ‘B RERTE
poster V:0, I:4 58 pS —Pps FH PostScript E R RELEHR
- =7 i g
enscript VL 116 213y | €Xt=Ds, L 1d ASCII X ZFZ PostScript, HTML, RTF 5%
html, rtf Pretty-Print

1 " {E{AISZFZ] PostScript’ FIEEHREIE HtEEEE A
azps Vi1, L:12 3644 text - ps SEIBIENTRSE
pdftk 1:45 28 pdf = pdf PDF XHFEBRTE: pdftk
htm12ps V:0, I:2 261 html - ps & HTML %7 PostScript FIEER S
gnuhtmi2latex | V:0,L:0 27 html - latex | ¢ html 21 latex FJEBIRES

. B LaTeX X ZTEEH Microsoft Word FEEXHY
latex2rtf V:0, I:5 480 latex — rtf RTF &5t S

77K 1 i X
ps2eps V2, 148 o5 05 eps i PogsgtScrlpt F EPS ( Encapsulated PostScript ) B9
Eiizs
e2ps V:0, I:0 109 text — ps 8 H X ARrts < BRI =21 PostScript EIRET
impose+ V:0, .0 119 ps - ps PostScript TH
. E=RYENEFZRTE ( C, C++, Java, Pascal, Perl

. . IRIC A I s ) ] ] ]
trueprint V0, 10 149 text—ps Pike, Sh, [ Verilog ) Z|| PostScript, (C 8=
pdf2svg V:0, I:4 30 ps - svg PDF Z[r] A AR R EE RN R EIRES
pdftoipe V:0, I:0 65 ps - ipe X PDF 2 IPE ‘s XML I8 AIEEIR 2

Table 11.15: ERIETENRIE R T EFIR

11.4.4 F CUPS %IE[]

Unix BAZIENZRAE (CUPS) HRY 1p(1) 0 1pr(1) FESERM T EEERFIENERANEIE,
{RE] AER R IR <SRRI —{ERIUED 3 (BRI EIBHIESR,

$ Ip -n 3 -0 Collate=True filename



https://zh.wikipedia.org/wiki/PostScript
https://en.wikipedia.org/wiki/PDF
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
http://packages.qa.debian.org/p/poppler-utils.html
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon-graph.php?packages=psutils
http://packages.qa.debian.org/p/psutils.html
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon-graph.php?packages=poster
http://packages.qa.debian.org/p/poster.html
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon-graph.php?packages=enscript
http://packages.qa.debian.org/e/enscript.html
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon-graph.php?packages=a2ps
http://packages.qa.debian.org/a/a2ps.html
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon-graph.php?packages=pdftk
http://packages.qa.debian.org/p/pdftk.html
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon-graph.php?packages=html2ps
http://packages.qa.debian.org/h/html2ps.html
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
http://packages.qa.debian.org/g/gnuhtml2latex.html
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon-graph.php?packages=latex2rtf
http://packages.qa.debian.org/l/latex2rtf.html
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon-graph.php?packages=ps2eps
http://packages.qa.debian.org/p/ps2eps.html
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
http://packages.qa.debian.org/e/e2ps.html
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon-graph.php?packages=impose+
http://packages.qa.debian.org/i/impose+.html
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
http://packages.qa.debian.org/t/trueprint.html
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon-graph.php?packages=pdf2svg
http://packages.qa.debian.org/p/pdf2svg.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
http://packages.qa.debian.org/p/pdftoipe.html
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
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$ lpr -#3 -0 Collate=True filename

{REEZAIEIA” -0 number-up=2”,”-0 page-set=even”,”-o page-set=odd”,”-o0 scaling=200”,”-0 natural-sc
SFEENRWBIERE - D ERENREIRE, FMANXXGES RESTITIENFHEIR,

11.5 HEHEHERER

T EFEIRERE B IRE T RIRK,

ERHEE mITE XA | FAEEE ZREA
sharutils V:3,1:42 1415 | BSfF shar(1), unshar(1), uuencode(l), uudecode(l)
mpack Vi1, 13 108 MIME iRASFRERS MIME Zafl: mpack(1) #l munpack(1)

R Bl MIME P& B application/ms-tnef”, FZF&I\

tnef V:0, I:8 110 ms-tnef (E R MEER
uudeview V0, I:4 105 ;M4 e o e xencode,

BASE64, quoted printable F] BinHex

Table 11.16: HEIREAFERBRIVEERTIR

R’
RBAEFinr] UEEEER IMAPA [EIARES, MBFRAEEENS M IRAE 4 IMAP4) (EARk23 7T LA R RIEEHIER
BEMF R GEEB LR,

11.5.1 EMFERER

B4 (SMTP) BRI B EZWRHIZ 7 (LB FS], ZEABIERIF 8 AIXXFE#HERA Multipurpose Internet Mail Extensions
(MIME) 4BFR4EEE 2 BB AR EM MIRENFRERER 7 18X, (BRFRE 11.2),

EEMEMEGATFR TR mbox, ERMKIE RFC2822 (F REC822 ) RAVIET. 2R mbox(5) (A mutt ERFEEIIRHL).

HEHIEOMNEES, 8B EE 8 iIFETT, “Content-Transfer-Encoding: quoted-printable” il 1SO-8859-1 F
TTEBEHRARBG NRENF 2 WARISS UTF-8, HIR&F 2R 7UEM,(EM Content -Transfer-Encoding:
quoted-printable” h2&EH,

R EE, E4H Content -Type: text/plain; charset=IS0-2022-JP” i@ #AIREMERIRITXFIE 7 {iL,
BREZEMNMNRZAKEERZEESHENR TER Shift-JIS REFXEMG, MNRHEXFEA UTF-8 475, HNSBHFZ 8
&}, {£F Base64 EEEM, HEDMNES LEEMNER.

iE
ANERARHIIE Unix EREE R P] BUER — B BB IMAPA BR751E5NAYIE Debian EFimaAfE, (R EBMITIRRY
IMAP4 BRFS G EMF E R .

=
MRIFMEREHEHEGREEFRIN, F—LEEFBER mbox BN ELELF. & mutt(l) EHSINENEFIRIZERNAI B
BRI TE RIS SRIRE,

{RETLAEA procmail(l) # formail(l) EEFENE 7 BN & —HE 4.
B EHEELHERRE mpack BREZELRY munpack(l) 8¢ (EEFENTE ) RIEF MIME HIENE,



http://localhost:631/help/options.html
http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon-graph.php?packages=sharutils
http://packages.qa.debian.org/s/sharutils.html
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon-graph.php?packages=mpack
http://packages.qa.debian.org/m/mpack.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon-graph.php?packages=tnef
http://packages.qa.debian.org/t/tnef.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon-graph.php?packages=uudeview
http://packages.qa.debian.org/u/uudeview.html
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc2822
https://zh.wikipedia.org/wiki/Base64
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11.6 EBEFENRTER

T RERERENER, WENEENTRS,

N
7f aptitude(8) (2EH 2.2.6) PHIEHEKREN~Gworks-with: :image” REHNEFSHHRTE,

AR gimp(1) EERMBERNEZRZIFEEBAN, BF imagemagick(l) EEMIELSH TEHERESHEEILEE
FREZREAN.

BIR COWERSERNERE I RIRMFRIEREIN(EXIF), ERBARE JPEGC ERERBN LG - ETEMNRE.
ERESFETFEMBER. IREFERERENER.

The Lempel-Ziv-Welch (LZW) EEERBEZN S LBHA T, EA Lzw BEH I B 281180 (GIF) TRIRE]
BA7E Debian 4t EBHREAT,

B
(E R PTRR ENEC 4R N B M BN RS AR LR IR 1R S2ER R LATE Linux £i8i8 USB 7B R T/E, AATEEEEE
*?%EQEHEEUEEEFH FAT IR A4, 2EH 10.1.7,

11.7 AEFEEMNENERTE

EEEFSEMANRENERMNT R, 7 aptitude8) (28 2.2.6) BHAIEHRKRENX"~Guse: :converting””
REFDUNTRIEREE R,

fREESDEIBYN FHUIE S RPM XM B AHIRENE R,

$ rpm2cpio file.src.rpm | cpio --extract



https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
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]E" TE XAV | BA#EE Bl
Z EE E .
gimp V:52,1:265 | 19877 ;g’ € GNU B EEIEIE TV
Z EE E .
imagemagick 1:320 176 ;;’ (= B IR
Z EE E . N
graphicsmagick | V:2,1:14 5446 ;g’ (= B ERRIBIER (imagemagick JREHRA)
B (& FIFR SANE BUER GTK BalimE N E (RERF
12, I:14 2 B e/ e 2
xsane Vil2, 1149 ) 2339 ) BRI SRR T)
netpbm V:24,1:329 | 8200 ;;’ R | myamomnTe
. . . . S Windows R I=8814 % PNG 185, =&
icoutils V:8, 1:61 221 png<_>1co(b1tn1a%u,:~ PNG $8 20 EB{L, A B5FEE S 2 (favicon.ico)
scribus Vi1, 1:19 30242 | P _s:/pdf/SVG/ Scribus DTP 4w¥8 2%
Libreoffice-dray y.co 1411 | 13401 ;g’ (B | LibreOffice SFAE# (G E
inkscape V:16,1:138 | 99316 ﬁ’ (= SVG ( a] 4k EEE ) drnigas
dia Vi2, 1:25 3908 ;;’ (= BlR4EE (Gtk)
. E ; o "/, > =LA PA=]
XFig voria 7o | 27 (P | sERAET, ERANERERKRESE
. nd i B EI % H JiojgE 2 N s, A
pstoedit V2, 159 1005 pgs/pdf 1mage([?bstScr1pt #1 PDF 1B R E[F] AREER M EEFHVE R
2) 28 (SVG)
Libwmf-bin V:6, 1:145 151 g)“dowy Mg indows TEAEZ (HEBERER) SR TE
fig2sxd V:0, I:0 151 fég)_’ sxd(fe] #81f XFig #8X %A OpenOffice.org 2=
unpaper V:2,1:18 412 image — imagel BRIE OCR FEEmMTE
tesseract-ocr V:7,1:36 2135 | image - text TEHZERIE = OCR 52/ OCR ERHE
- - = AT H=
tesseract-ocr-en %8, 1:36 4032 | image text %Cé SIEEN: AREXIFHR tesseract-ocr 58 =
gocr V:0, I:9 545 image - text | & OCR ¥XE
ocrad V-0, I:3 578 image - text | 2E OCR ¥XAZ
eog V:57,1:262 7836 | 2K (Exif) | Eye of GNOME &R A&z,
gthumb V:3,1:18 5395 | ®XK (Exif) | ®&E#Ea (GNOME )
geeqie V4, 1:16 15398 | B2&R (Exif) | =5 GTK R E s
shotwell V:15,1:237 | 6542 | & (Exif) %E%%EE% IE25 (GNOME )
gtkam V:0, I:4 1154 | &R (Exif) | KEHEE & sEHER (GTK)
gphoto2 V:0, I:10 947 =R (Exif) gphot02 S E|7§| VBRSNS T E
gwenview V:26, 1:94 11615 | ¥&, (Exif) B2 %E%E (KDE)
kamera 1:94 983 ® R (Exif) | KDE ERVZIBENnSIaERY B FAERES
digikam V:2,1:10 265 & (Exif) | AR KDE REREBNBFREE =B ER
exiv2 V:2, 1:31 278 ¥%R (Exif) | EXIF/IPTC TENERE L H
exiftran Vi1, 116 70 TR (Exif) | (XNEEEERIEHER jpeg BRIEN
. 1/ . B = Iy N i N
jhead V0, 1:9 131 2% (Exi) ;%EI.E;E? JPEG 2 (B HEEEFR) /Y Exif FRY
exif Vi1, [:20 339 R (Exif) | B8R JPEG FEXAFHI EXTF EfPVESII TR
exiftags V-0, I:4 292 R (Exif) | IRENREIETERT JPEG T8 32 a8) Exif 2B Em LE
exifprobe V-0, I:3 499 TR (Exil) | KEEER FEETTER
. image(JR %4 i’
dcraw V:1, I:14 583 ) - ppm MRIER AR RSB E
findimagedupes | V0, L:1 76 image — fingerpdREME{I KB EATF R
ale V:0, I:0 839 image — image]| EHERRIENNFEEDE
imageindex V0, I:1 145 image(Exif) - hdfIEZ PEIIFF R HTML $ﬁ’%
outguess V0, I:1 230 jpeg,png B FRY Steganographic T B
Tibrecad Vi1, 15 8798 | DXF CAD E¥4m#82% (KDE)
_— blend, TIFF, . g
blender V:3, 1:33 87149 VRML, -+ FRENER 3D 4riEEs
mm3d V:0, 1:0 3881 gff&?’_ %0 [ gtp4 OpenGL 9 3D 1 AUEERES

open-font-design-toolkit |4 thps, | FREIMTREMTE


http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon-graph.php?packages=graphicsmagick
http://packages.qa.debian.org/g/graphicsmagick.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon-graph.php?packages=netpbm
http://packages.qa.debian.org/n/netpbm.html
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon-graph.php?packages=icoutils
http://packages.qa.debian.org/i/icoutils.html
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon-graph.php?packages=xfig
http://packages.qa.debian.org/x/xfig.html
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon-graph.php?packages=pstoedit
http://packages.qa.debian.org/p/pstoedit.html
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon-graph.php?packages=libwmf-bin
http://packages.qa.debian.org/libw/libwmf-bin.html
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
http://packages.qa.debian.org/f/fig2sxd.html
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon-graph.php?packages=unpaper
http://packages.qa.debian.org/u/unpaper.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr
http://packages.qa.debian.org/t/tesseract-ocr.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr-eng
http://packages.qa.debian.org/t/tesseract-ocr-eng.html
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon-graph.php?packages=gocr
http://packages.qa.debian.org/g/gocr.html
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon-graph.php?packages=ocrad
http://packages.qa.debian.org/o/ocrad.html
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon-graph.php?packages=eog
http://packages.qa.debian.org/e/eog.html
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon-graph.php?packages=gthumb
http://packages.qa.debian.org/g/gthumb.html
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon-graph.php?packages=geeqie
http://packages.qa.debian.org/g/geeqie.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/gtkam
http://qa.debian.org/popcon-graph.php?packages=gtkam
http://packages.qa.debian.org/g/gtkam.html
http://packages.debian.org/sid/gphoto2
http://qa.debian.org/popcon-graph.php?packages=gphoto2
http://packages.qa.debian.org/g/gphoto2.html
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon-graph.php?packages=gwenview
http://packages.qa.debian.org/g/gwenview.html
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon-graph.php?packages=kamera
http://packages.qa.debian.org/k/kamera.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon-graph.php?packages=exiv2
http://packages.qa.debian.org/e/exiv2.html
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon-graph.php?packages=exiftran
http://packages.qa.debian.org/e/exiftran.html
http://packages.debian.org/sid/jhead
http://qa.debian.org/popcon-graph.php?packages=jhead
http://packages.qa.debian.org/j/jhead.html
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon-graph.php?packages=exif
http://packages.qa.debian.org/e/exif.html
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon-graph.php?packages=exiftags
http://packages.qa.debian.org/e/exiftags.html
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon-graph.php?packages=exifprobe
http://packages.qa.debian.org/e/exifprobe.html
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon-graph.php?packages=dcraw
http://packages.qa.debian.org/d/dcraw.html
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon-graph.php?packages=findimagedupes
http://packages.qa.debian.org/f/findimagedupes.html
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon-graph.php?packages=ale
http://packages.qa.debian.org/a/ale.html
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon-graph.php?packages=imageindex
http://packages.qa.debian.org/i/imageindex.html
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
http://packages.qa.debian.org/o/outguess.html
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon-graph.php?packages=blender
http://packages.qa.debian.org/b/blender.html
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
http://packages.qa.debian.org/m/mm3d.html
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon-graph.php?packages=open-font-design-toolkit
http://packages.qa.debian.org/o/open-font-design-toolkit.html
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon-graph.php?packages=fontforge
http://packages.qa.debian.org/f/fontforge.html
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
http://packages.qa.debian.org/x/xgridfit.html
https://zh.wikipedia.org/wiki/Hinting
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REEE RITE X/ | FEEEEA Bz
alien V1, [:23 163 rpm/tgz — deb | IEIMREVEREEBLEFIRZ Debian FXFEE!
- T | B EFE” EHERRIT) ErE—RY JIS X 4081
freepwing V:0, I:0 421 EB - EPWING $8 (EPWING V1 )P )
calibre V:7,1:30 63664 | any - EPUB ERRRENEEIE

Table 11.18: NEIFEFEMEHME R T ATIR



http://packages.debian.org/sid/alien
http://qa.debian.org/popcon-graph.php?packages=alien
http://packages.qa.debian.org/a/alien.html
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
http://packages.qa.debian.org/f/freepwing.html
https://ja.wikipedia.org/wiki/JIS_X_4081
https://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
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Chapter 12

AmTE

BEFLAH —LE Debian RAFHVE, EPE2EERLGTHAKBITEMERE, TEIESEIMEEaNE 2 ¥
FERISZ 1,

Z 8 manpages #l manpages-dev 82#%, pJLAE@IEIT “‘man B EEFMETHNSEEN, TETGNUTL
BMEBXIES ZE, sTEIBET “info IEFR1E" EE2ENE, R GFDL HEMNIEH DFSG AR TS,
FRUARETBEEETE main BEEPE S contrib #l non-free A T LEEM,

wERERRAENRHEIE. 286 105

5 A
=25

AERA “test” FRAMITHARXMGNEF, EE shell FREE “test” L,

IR
@ {Re] IBIRIBER IS MRE B EIMNIEF EEME “/usr/local” = “/opt” Bi%k, EHRTITUBRHERKIER
EE,

B
“Breh: 99 HRMEE" BYESROIFI AAAIRIR M EIR S TEES TS,

12.1 Shell f{iZ

Shell {14 2IEBEE FEANF AT RITHIXEX M+,

#!/bin/sh
. command lines

5B —1TIE AR EEEN L B TIE (B S FHY shell fRFEER,

FE1E shell IR RIFHIERSCIEMEE UNI BR.ACF AR LIEN, EEE L shell fHIEMIRTR. BF “Shell $§
52" (http://www.greenend.org.uk/rjk/2001/04/shell.html ), BJCA{$EsRPE,

& shell REHE (L RET 1.5 FEF 1.6), shell WASIEEFERLSH. BREHNBEIRS,



http://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
http://www.greenend.org.uk/rjk/2001/04/shell.html
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12.1.1 POSIX shell &4

RIFPEF SIS EER I LUEIBIEE POSIX shell (2B R 1.13) R#A1T,

¥E:&MI3EE BN POSIX shell ”/bin/sh” @ —{E#8[EZ2 /usr/bin/dash FIFFIEELL, WS RMAIENER,
- FEERIE E)T POSIX shell  /usr/bin/bash,

B H4RE BB bashisms ( bash 1t ) 3(# zshisms ( zsh 1t ) FEiEHY shell 15§$15, ERIESIBERTE POSIX shell ZEE
BrIBtEM, {Re]UAER checkbashisms(1) #EETIRE,

¥ : POSIX Bz A7 : bashism

if [ "$foo” = "$bar” ] ; then .. | if [ "$fo0” == "$bar” ] ; then ..
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { ..} function funcname() { ..}
JGERIFHIIEIN: "\377” FREMFIFER : "\xff”

Table 12.1: Bi%Y bashism 35/£5IZR

{EM”echo” IHESMIHEFEIEUTXESE, ERRIBAE shell FIMBIELHIANE, ENERBEER,
< BRMEMARR “-n” BIMERIES RIS,
- BREEFHPERERRFT, ABRIE shel RE, 5AERNGERBR—K,

E
BE “-n” BIELARRE POSIX iBi%, EEEREZES,

N
MRMFEBEEHEFEPRAERFY, Bprintf” 1§58 "echo” i8S,

12.1.2 Shell 2%
$EUREY shell 2848 E7E shell A E @4 A2,

shell 28§ [

30 shell 3%, shell F5 L IBRYIEHE
$1 E—1El shell Z&

$9 28 9 (B shell ZE

$# ESEH=E

TeE "$1 $2 $3 $4 ..”

"$Q” "$1" "$27 "$3" "$4” ..
$? H‘L RSB T IRERS
$$ 1@ shell F§ £ #5R7 PID

$! RIDFIRFEEEE PID

Table 12.2: shell 28%1&
MNTARREECCENELANSEERM,
BA EELEiREAR  BRR LE R HERN,
« B ERAEE var BREFERIESR
« 8B SRR var BREFERN, PIUASE



https://zh.wikipedia.org/wiki/POSIX
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SHRTIAEN WR var EHERERBEES | R var EEUS B EAREER
${var:-string} ”$var” ’string”
${var:+string} ”string” “null”
${var:=string} “$var” ”string” (EE{T var=string”)
${var:?string} “$var” 7E stderr FEE/R’string” (BEEHE)

Table 12.3: shell 2@ R7IR

SHEREN “R

${var%suffix} BRAIAS var ZZEERY suffix F/NLECFRZV
${var¥%suffix} PBRALIAS var ZZEERY suffix R AILACFR TV
${var#prefix} BRGIRS var FHEERY prefix FR/NLEIER
${var##prefix} fRFRGIAS var BHFERY prefix sx ALACIRTC

Table 12.4: EEEHY shell 2E1E TR
12.1.3 Shell &38R

BEESHEOE RERE, ETMEIRHEDER,

« BIN: 0 ("True”)
« 5LBY: 3E 0 (False”)

E
"0” #£ shell {ZFERHHIREBR True”, AM"0" £ C FHEERRIEZ E A False’,

=
"[7IR test IHLRFEN, BFHMER] ZBNS RIS —ERERTI.

T RREECIBIER RFEEE,

« »command && if_success_run_this_command_too || true”
« »command || if_not_success_run_this_command_too || true”

« WTFAREZITIRSBAER

if [ conditional _expression ]; then
if_success_run_this_command

else
1if_not_success_run_this_command
fi

BEKREN “|| true” BREEM, EFJUMREEME shell HSWBARINMERT “-e” BIBMBIFIURBRSEZIT

BIMBER L,
BERERNLEBRERERTTR”-eq”, ”-ne”, 7-1t”, 7-le”, ”-gt” #”-ge”,
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E " C{EEE B A= ARG

-e file file F1E

-d file file FEN HE —EE #%

-f file file FEN HE —EE@IER

-w file file N Hr] &

-x file file F7ENE HRTFATT

filel -nt file2 filel Z&EE file2

filel -ot file2 filel ZAEE file2 &

filel -ef filez file1 0 file2 IR AEREIHYEE it HBHEERY inode #w5R

Table 12.5: FEIRHRRIPETERLLR

T C{EEEEMEIRG

-z str str IREAE

-n str sir IREAAE

strl = str2 strl ¥ str2 1HEE

strl 1= str2 strl ¥l str2 ANBZE

stri < str2 str1 HEFITE str2 Z 81 (BURIRBESIRE )
stri > str2 strl HEPTE str2 Z1& (BURIRESIRIER )

Table 12.6: FEMFHRRINPETFHILER

12.1.4 shell J@E
EEBLIERT AR POSIX shell FIEE I,

« ”for x in fool foo2 ..; do command ; done”,:%EEEHS"fool foo2 ..” L FEE”x” WH T command”,
« "while condition ; do command ; done”, &E”condition” AERs, EEE#H T command”,

« »until condition ; do command ; done”, E”condition” Af{REE, EEE#HIT command”,

« ”break” BAAFRIEHEHE,

- >continue” FJLARIZREFHIE T —XEE,

B
C EESHHEUEENRFIUAA seq(l) BIRK LR fool foo2 ...7%

BR
288 9.4.9,

12.15 Shell BiEg
LB shell HLTRT TN —LHRIBERY, FEARIIESBIMNTRBNRIAE,

« ¥HA”SUSER”, EEA”$(1id -un)”
- #HY”$UID”, fEA”$(id -u)”
- Ej2”$HOME”, {EM”$(getent passwd ”"$(id -u)”|cut -d ”:” -f 6)” GEEHEE 4.5.2 FLE)



https://zh.wikipedia.org/wiki/C_(programming_language)
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12.1.6 shell 55 7IMEIEIEF
shell K2 LA T FIBIER 3R 12 —(EIE S F8.,

* shell %gﬂy - 1?0

- MRZITEEE"..” I .. , shell HIRZITEE D EITHHEIES —(E1Z:H (one token ) (FZ5E: one token 215 shell 7
RIR—E4EET ) .

+ shell BB F A XAGITHMEEER S 2 IEE 1258 (tokens ),
- THFEIT: TN tab BITH
- JTFIT: | 7 & ()
+ shell EEE—EARMNR ”..” 2% ' ... Y token FHY REBFRFALEECHIITAE,
— {REB=F: if then elif else fi for in while unless do done case esac
o shell BRAAQMIFR 7.7 8 /...  FH AR,
o shell BRI 7.7 8% ' ... BB R4,
-~ BRERAENXRE
- ’~yser” - user MZxRB &
+ shell AR ...  Hf SEREHATHE,
- #8: "$PARAMETER” B{”${PARAMETER}”
 shell BREAQMIRR /... HHY 1858,
- ”$( command )” - ”"command” FV#
—” " command ” - ”command” HYE&H
« shell AR 7.." 3K ' ... R glob BBEEMALENIER,
- * L EEFET
-? - —{EFT
- [..] - EEMIR”..” FEFETT
+ shell ¢ FIEHEER IBSIEIT,
- RAAEE
- AEES
— “$PATH” FREYRTEAITIESR

« shell BIETF—17, WIRBEEIEFEERRXETRIE.

L35 RPRIEESIRRIZ BRI,

7E shell R#IT “set -x" fEMA “-x" ZEIERREN shell FTLAGE shell BEREFIBHITIIES., EHRERBRIEERS
&,

>
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74 1) mITE KAV | ZREA

dash V:886, 1:996 | 191 INFIBREY POSIX A shell, FIAR sh
coreutils V:880, 1:999 | 18062 | GNU L LE

grep V:781,1:999 | 1245 GNU grep. egrep #l fgrep

sed V:781,1:999 | 987 GNU sed

mawk V:396, 1:997 | 263 INFOBRAT awk

debianutils V:911,1:999 | 243 FHHR Debian IEFELHE

bsdutils V:610,1:999 | 356 KEH 4.4BSD-Lite WE®R T E
bsdextrautils V:499,1:608 | 338 KH 4.4BSD-Lite MZBINI T E
moreutils V:14,1:39 244 EHYMEY Unix TH

12.1.7 Fi? shell 1§

« Yaptitude search

Table 12.7: B1& FH2 shell #§

____E”

i B EVERE

- ”dpkg -L package_name |grep ’‘/man/man.*/’”,

SHEMNERIER
% T {E{RRY shell ¥2T7E Debian £ 4t EEPJREM B B o] BEM, REZ

LB NEERENNEESR

RER L ENREEFEHIIEREL,

5|4 package_name EXEE BLATIZ LAY man S,

YN

s
TIJ\MEEI_ REVRER

, EBIEIFA.

moreutils—f EANTETE Debian 24, BEERH T —LFEBAI/NER, RESEIEN—ER sponge(8), &

:I:

288 1.6 BIfBIF,

.\.E_l_

12.2 REFEMS

F[==]

REVIESHS

ES 1) mITE K | 8
dash V:886,1:996 | 191 sh: /NFITRAY POSIX FHEHY shell, ARR sh
bash V:822,1:999 | 7164 | sh: il bash-doc BEHA) “info bash”
mawk V:396,1:997 | 263 AWK: /NFIERET awk
gawk V:307,1:388 | 2906 | AWK: H gawk-doc BIIEHEY “info gawk”
perl V:636,1:990 | 669 Perl: per 1(1) AJ%i&E@ per 1-doc # per 1-doc-htm1 IEEHEY
html 34
tibterm-readline-giipGrl | 5 | GNU ReadLine/History B Perl HEZEEM: perlsh(l)
Tibreply-perl V:0, I:0 171 Perl BJ REPL : reply(1)
libdevel-repl-pery., ., 237 | Perl ®JREPL: re.pl(1)
oython3 V698, 1:940 | 81 }?:zthon python3(1) EA&%iE® python3-doc B AR html XX
tcl V:27,1:252 20 Tcl: tc1(3) M&iBE® tcl-doc BIREMEFANFHEXXH
tk V:22, 1:245 20 Tk:tk(3) A&EB tk-doc BIRHEMEFANFMEXHF
ruby V:63, 1:245 29 Ruby: ruby(1), erb(1), irb(1), rdoc(1), ri(1)
Table 12.8: EHZa3HRAEEEE1TIR
= {RAHEME Debian EBENMUMIT—EETS, (MEEELEERRELESHESN. EEFEMESNELR:



http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/grep
http://qa.debian.org/popcon-graph.php?packages=grep
http://packages.qa.debian.org/g/grep.html
http://packages.debian.org/sid/sed
http://qa.debian.org/popcon-graph.php?packages=sed
http://packages.qa.debian.org/s/sed.html
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon-graph.php?packages=debianutils
http://packages.qa.debian.org/d/debianutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/bsdextrautils
http://qa.debian.org/popcon-graph.php?packages=bsdextrautils
http://packages.qa.debian.org/b/bsdextrautils.html
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon-graph.php?packages=moreutils
http://packages.qa.debian.org/m/moreutils.html
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon-graph.php?packages=gawk
http://packages.qa.debian.org/g/gawk.html
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
https://zh.wikipedia.org/wiki/Perl
http://packages.debian.org/sid/libterm-readline-gnu-perl
http://qa.debian.org/popcon-graph.php?packages=libterm-readline-gnu-perl
http://packages.qa.debian.org/libt/libterm-readline-gnu-perl.html
http://packages.debian.org/sid/libreply-perl
http://qa.debian.org/popcon-graph.php?packages=libreply-perl
http://packages.qa.debian.org/libr/libreply-perl.html
http://packages.debian.org/sid/libdevel-repl-perl
http://qa.debian.org/popcon-graph.php?packages=libdevel-repl-perl
http://packages.qa.debian.org/libd/libdevel-repl-perl.html
http://packages.debian.org/sid/python3
http://qa.debian.org/popcon-graph.php?packages=python3
http://packages.qa.debian.org/p/python3.html
https://zh.wikipedia.org/wiki/Python_(programming_language)
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon-graph.php?packages=tcl
http://packages.qa.debian.org/t/tcl.html
https://zh.wikipedia.org/wiki/Tcl
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon-graph.php?packages=tk
http://packages.qa.debian.org/t/tk.html
https://zh.wikipedia.org/wiki/Tk_(software)
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon-graph.php?packages=ruby
http://packages.qa.debian.org/r/ruby.html
https://zh.wikipedia.org/wiki/Ruby_(programming_language)
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« {£F dash, MFREFERMER, (£ shell :IZNBIS CLI &L FITER,
- £/ python3, MREHBAREEN, FIETHRER.
 {EM perl. tcl, ruby---, SARTE Debian EEAIELESHHNIRFENE, FTERTMEIBETHE

MRREIENBANE, BEAPITER, (ReIARRZEEE

mll

ERmET, EEEEESITY,

12.2.1 [REIBEREUESIENS
AR5 E R IR E AN EE SR B FE SR M A,

“dash -n script.sh” - Shell #§<$ 15551868

“dash -x script.sh” - BRH#t—{El Shell 5515

“python -m py_compile script.py” - Python 3§68 5188
« “python -mtrace -trace script.py” - iR¥t—18 Python 35515
« “perl -1 ../libpath -c script.pl” - Perl 3§ S 1555188

« “perl -d:Trace script.pl” - IR¥t—{E Perl $§%15

Ziflst dash 12058, ETE 9.1.4, EEMTH bash NN EEXIRIE,

A&7 AI per LI2XN85, E5T Perl B REPL IRIE, EZA Perl 247 Python #8{l{#Y REPL (=READ + EVAL + PRINT +
LOOP) IB1%,

12.2.2 {FF shell #1569 GUI 12T

shell S MSRELOH OE R REE—EIRS|I AL GUI (BRERENTE ) 12X, FRI5EA—(EBINEEERRAEE
H echo # read S HIZKEE],

g]ES TTE XAV T EREE
x11-utils V:163, 557 | 712 xmessage(l) E—EREPEN— Rk (X)
whiptail V:254,1:996 | 57 i€ shell ISR RERAERIFRIEEESIR (newt )
dialog V:12, 1:110 1213 ﬁé shell FES PR RERERIFIVEE SR (ncurses )
zenity V:72,1:353 167 i shell IS B PEERE E: ¢ (GTK)
B 7N “_l-.\.u.: E. v n FHE F n

ssft V:0, 1:0 75 2?%1)?5 SHRERIIm L H (zenity, kdialog, and F5 8 gettext AY dialog

£
gettext V:53, 1:274 5825 “/usr/bin/gettext.sh”: EN:E&:M

Table 12.9: ¥15& ( dialog ) FE IR

i

EER—EARERN GUI F2XX8FF, EFER—E shell 5SS EES.
EETESHEER zenity RKEEZE—(EHEE (FERR /etc/motd) MRERE,
EEHE S5 GUI R ENZ38E5AF&ET 9.4.10 1L,

#!/bin/sh -e
# Copyright (C) 2021 Osamu Aoki <osamu@debian.org>, Public Domain
# vim:set sw=2 sts=2 et:
DATA_FILE=$(zenity --file-selection --filename="/etc/motd” --title="Select a file to check «
") 11N
( echo "E: File selection error” >&2 ; exit 1 )
# Check size of archive

i [



https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Read–eval–print_loop
https://zh.wikipedia.org/wiki/Read–eval–print_loop
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon-graph.php?packages=whiptail
http://packages.qa.debian.org/w/whiptail.html
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon-graph.php?packages=dialog
http://packages.qa.debian.org/d/dialog.html
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon-graph.php?packages=zenity
http://packages.qa.debian.org/z/zenity.html
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
http://packages.qa.debian.org/s/ssft.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
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if ( file -ib "$DATA_FILE” | grep -ge ’'Atext/’ ) ; then
zenity --info --title="Check file: $DATA_FILE” --width 640 --height 400 \
--text="$(head -n 20 "$DATA_FILE")"”
else
zenity --info --title="Check file: $DATA_FILE” --width 640 --height 400 \
--text="The data is MIME=$(file -ib "$DATA_FILE")"”
fi

EFE(E shell I8N GUI B AR RHMERIENIESEA, NRFE—EESEAERNER, SEETIE
FRNTEE LS,
12.2.3 THE GUI (BZEREME) EXEIESENITA

GUI (BFERENE ) EXREEREEEMERL, ARIMINBEREHREERBEAEHANI T LEERITR.
EBEINEENESE, EfEEAARERNITIEERKRNITR.

« ¥ij% GNOME, £ B NautilusScriptsHowto,
« ¥{§? KDE, £ R Creating Dolphin Service Menus,
« ¥j}R Xfce, 28 Thunar - Custom Actions F1 https://help.ubuntu.com/community/ThunarCustomActions,

« ¥{52 LXDE, 2R Custom Actions,

12.2.4 Perl $EIESENRIT

R TEREEN, shEBEZLEMFIEFHIT cut, grep, sed F, I8N, KAIN—EFHE, perl ENEBEEENEEN,
RREY, PTBA Debian ERIFF S RARHEEIESEMER perl,

FERFIEE TE—1T AWK I8 5 ERFIETE Perl HEYEFEY,
awk ’($2=="1957") { print $3 }’ |

EFERTINEE—1T.

perl -ne ’'@f=split; if ($f[1] eq ”1957”) { print "$f[2]\n"}’ |
perl -ne ’"if ((@f=split)[1] eq ”1957”) { print "$f[2]\n"}" |
perl -ne ’'@f=split; print $f[2] if ( $f[1]==1957 )’ |

perl -lane ’print $F[2] if $F[1] eq "1957"' |

perl -lane ’'print$F[2]if$F[1]eq+1957" |

RE—ESEMEEX,. EMRLT TESHANSLE Perl A4,

- SHRRAEEIE,
- FERBFIFHENEHER,
- EBELIEIE: perlrun(l) B Perl MITHIG

« Perl 45 EEE: perlvar(l)

BIEMR Perl RUIRIE, EAULEIRG, EAFFRMEILS AEBIEBLRENE, ATAFE/ID,
EZRITH Perl 15LHE, BEBAIRIBAFT Perl Golf ,



https://help.ubuntu.com/community/NautilusScriptsHowto
https://develop.kde.org/docs/dolphin/service-menus/
https://docs.xfce.org/xfce/thunar/custom-actions
https://help.ubuntu.com/community/ThunarCustomActions
https://manual.lubuntu.me/stable/2/2.4/2.4.4/pcmanfm-qt.html#custom-actions
http://perlgolf.sourceforge.net
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EH] AT NI L:
gcc V:151, 1:561 | 47 GNU C #mz=zs
libc6-dev V:241,1:575 | 11954 | GNUC [&: FHEEFIiZialgx
g++ V:53,1:503 | 14 GNU C++ #mizas
Libstde++-10-devi y.o01 17 | 17587 | GNU @3 C++ BBERZS 3 (BIRHER )
cpp V:315,1:728 | 30 GNU C TEETE
gettext V:53,1:274 | 5825 | GNU EHIfRtTE
glade V:0, 1:6 1209 | GTK ERENHEESS
valac V0, I:5 717 M GObject AARFEL C# BIRES
flex V:6, 1:79 1241 | LEX #HZHY fast lexical analyzer generator
bison V.7, 1:87 3116 | YACC tHERY fEfres Rl zs
susv2 1.0 16 #E “E— UNIX & (fRE2) 7 BE (REXIE)
susv3 1.0 16 @ “E— UNIX & (FRA3) 7 BE (REXIE)
golang 1:20 11 Go 12T\ 38 = Amnz on
rustc V:3,1:13 7753 | Rust AATErE =
haskell-platform L4 12 mte g g
: TAEMY Haskell BEFI T E
gfortran V7,171 16 GNU Fortran 95 #Rz= 23
fpc I:3 102 B H Pascal

Table 12.10: #R:EFERAERES BIDITR

12.3 #m:EBIESIEIVES

A
[=]

B%E, BETHE 12.33 e 12.3.4, ARGMAIAMEURZERMVIENERA CESRER, BEBFEESMEIERE C

it

1231 C

fRE] LB I AR E B ENIRIR R mZER C A SMBIE.

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential

libc6-dev ¥X826l, BDGNUC &, Rt T CIZEE, EEET C ENESMEANREERTESE.,
SEZEMUT.

« “info libc” (C ERRZE)

« gcc(1) A “info gcc”

« each_C_library_function_name(3)

« Kernighan & Ritchie, “C f2xVi&515E5", % _HR ( Prentice Hall )

12.3.2 fHER C X (gee)

—(ERSEMEIF “example.c” JLAEBINTARF “libm” E—R4RESFHITIER “run_example”,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

int main(int argc, char **argv, char **envp){



http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon-graph.php?packages=gcc
http://packages.qa.debian.org/g/gcc.html
http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/g++
http://qa.debian.org/popcon-graph.php?packages=g++
http://packages.qa.debian.org/g/g++.html
http://packages.debian.org/sid/libstdc++-10-dev
http://qa.debian.org/popcon-graph.php?packages=libstdc++-10-dev
http://packages.qa.debian.org/libs/libstdc++-10-dev.html
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon-graph.php?packages=cpp
http://packages.qa.debian.org/c/cpp.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon-graph.php?packages=glade
http://packages.qa.debian.org/g/glade.html
http://packages.debian.org/sid/valac
http://qa.debian.org/popcon-graph.php?packages=valac
http://packages.qa.debian.org/v/valac.html
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon-graph.php?packages=flex
http://packages.qa.debian.org/f/flex.html
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/GNU_Bison
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon-graph.php?packages=susv2
http://packages.qa.debian.org/s/susv2.html
http://www.unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon-graph.php?packages=susv3
http://packages.qa.debian.org/s/susv3.html
http://www.unix.org/version3/
http://packages.debian.org/sid/golang
http://qa.debian.org/popcon-graph.php?packages=golang
http://packages.qa.debian.org/g/golang.html
http://packages.debian.org/sid/rustc
http://qa.debian.org/popcon-graph.php?packages=rustc
http://packages.qa.debian.org/r/rustc.html
http://packages.debian.org/sid/haskell-platform
http://qa.debian.org/popcon-graph.php?packages=haskell-platform
http://packages.qa.debian.org/h/haskell-platform.html
https://zh.wikipedia.org/wiki/Haskell_(programming_language)
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon-graph.php?packages=gfortran
http://packages.qa.debian.org/g/gfortran.html
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon-graph.php?packages=fpc
http://packages.qa.debian.org/f/fpc.html
https://zh.wikipedia.org/wiki/C_(programming_language)
https://zh.wikipedia.org/wiki/C_standard_library
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double x;

char y[11];

x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\@’; /* fill to make sure string ends with '\@’ */
printf(”%5i, %5.3f, %10s, %10s\n”, argc, X, y, argv[1]);

return 0;

}
EOF

$ gcc -Wall -g -o run_example example.c -1m

$ ./run_example
1, 2.915,

2, 3.082,

./run_exanm,
$ ./run_example 1234567890qwerty
./run_exanm,

(null)

1234567890qwerty

ATER sqrt(3), WEFER “-1n” ELRE 1libce HREEBME “/usr/1lib/libm.so” , ERMEREEAMN
“/1ib/”, 8% “libm.so.6”, EE2FEME “libm-2.7.s0” B—{EEL,

FE-THUHNFHNRE R, BEEET "%10s”, EMREBLT 10 EFT.

AR EERMENIEIECIERRERD, thil sprintf3) F strepyd), EREEGH, EAMIRIGRLRER
B FERRAIRSRE, R snprintf(3) # strncpy(3) KE1X.

12.3.3 Flex —{EE Y Lex

Flex ZHEE Lex FJRIEFEZDITIZTVEM R,

AIBAMER “info flex” 1818 flex(1) HIFIE,

FTEZRMMBECH main()” #7yywrap()”. BEI, REY flex 2N, BERKERN, HENFRIEAEHE, B
BRAZAyywrap” 2—EE%, "%option main” BH3ITR T "%option noyywrap”.

%option main
%%

.|\n ECHO ;
%%

RIN—FERIE, TR cc(l) LR, RAIMERREELFEIE, - 11, (REMA”- 11" #Y AT&T-Lex ). 7£1E
BERT, REE %option”.

12.3.4 Bison —{EE ¥ Yacc

£ Debian ¥, BEEFRIZEIR M YacclBERIBIBEIERY LR #24T 5K LALR RRATAYERL RS,

E7S 1) MITE XA | EREA

bison V:7,1:87 3116 | GNU LALR M2 E Rk 25

byacc V0, I.5 258 A=A (Berkeley ) LALR A28 £ Y 28
btyacc V:0, 1.0 243 ER byacc BRI ER 28

AIAfERA “info bison” #&fR bison(1) BIEE,

Table 12.11: 38 Yacc B LALR BT84 289K

REZRMMBE M main()” F”yyerror()”. 8%, Flex #iIfY”main()” MM yyparse()”, B XML

Tnyylex( )5:.
%%

%%



https://zh.wikipedia.org/wiki/Flex_lexical_analyser
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Lexical_analysis
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon-graph.php?packages=byacc
http://packages.qa.debian.org/b/byacc.html
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
http://packages.qa.debian.org/b/btyacc.html
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12.4 FREFERNEBIN LA

FEfL lint I T B RESAEHBNETEENME

*m

BF

REFZTVIE 4T,

FA{U Indent BV T RAESAEB EITIEDBRE, BB BMMNERBIULIRGS.

FAfll Ctags WT HAESAEMAETIEDGRE, ST ARBBHEERENBFERRS (FFH) BX.

VN

REMREEI4REER (emacs Bk vim) EAIEFEY lint 5| ZIMIEFEHNERNENE. ELINEBRSTAE
Language Server Protocol Y22,

128, BR—EFIEE

SEFEEEA, HEMERERE,

EREM LiFTENS{CE Debian &

L) TE NWRELE

vim-ale 1.0 2591 | F3AR Vim 8 # NeoVim HJ3EEIZ Lint 5|2
vim-syntastic I:3 1379 | vim EBiERERES

elpa-flycheck V:0, I:1 790 Emacs IR BEREAIEE

elpa-relint V:0, 1.0 135 Emacs Lisp IFRISE% 52 T o5
cppcheck-gui V0, I:1 6325 | FBRE C/C++ fZI i R T LE (GUI)
shellcheck V2, T:11 18987 | shell F§ZR5HY lint TH

pyflakes3 Vi1, 14 24 Python 3 FE IR ENIE &S

pylint V:3,1:18 2026 | Python FETVHEAT REls & ag

perl V:636,1:990 | 669 BANNFEESRAIEEss: B: :Lint(3per))
rubocop V:0, 1.0 3247 | Ruby FRREFEIE N IS

clang-tidy V:1,1:9 20 Eh? clang B9 C++ IRAIEXiGETE
splint V:0, 1:3 2320 | FREBECENbug ITH
flawfinder V:0, I:0 205 B8 C/C++ RIS EREE AN TE
black V:2,1:9 601 SERERY Python FETUISIRTVILER

per ltidy V:0, .4 2338 | Perl IESRBMEHIAIE IS

indent V:0, I:9 426 C B = RN IER

astyle V:0, I:3 785 C. C++, Objective-C, C# # Java FI[RIEELRHEZS
bcpp V:0, 1:0 111 = cHH

xmlindent V0, I:1 53 XML REFIRIE

global V-0, 1:2 1895 | RIGIEREIEIE TR
exuberant-ctags | .5 1), 345 | EERERETENEHERSS

Table 12.12: FREEXB oM TENIIR

12.5 [REE
MREEEAPREZN 9. MEERERIEIEN, ELZEMMA—{E1FH Debian (EFAE, GESMH B R RMEER
s,

#REEE ATE X |8

gdb V:11, 1:99 11637 | B gdb-doc BEHR “info gdb”

ddd V-0, I:8 4105 | A ddd-doc BIIEfHEY “info ddd”

Table 12.13: PREEERFEELTITR



https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
https://zh.wikipedia.org/wiki/Indent_(Unix)
https://zh.wikipedia.org/wiki/Ctags
https://zh.wikipedia.org/wiki/Language_Server_Protocol
http://packages.debian.org/sid/vim-ale
http://qa.debian.org/popcon-graph.php?packages=vim-ale
http://packages.qa.debian.org/v/vim-ale.html
http://packages.debian.org/sid/vim-syntastic
http://qa.debian.org/popcon-graph.php?packages=vim-syntastic
http://packages.qa.debian.org/v/vim-syntastic.html
http://packages.debian.org/sid/elpa-flycheck
http://qa.debian.org/popcon-graph.php?packages=elpa-flycheck
http://packages.qa.debian.org/e/elpa-flycheck.html
http://packages.debian.org/sid/elpa-relint
http://qa.debian.org/popcon-graph.php?packages=elpa-relint
http://packages.qa.debian.org/e/elpa-relint.html
http://packages.debian.org/sid/cppcheck-gui
http://qa.debian.org/popcon-graph.php?packages=cppcheck-gui
http://packages.qa.debian.org/c/cppcheck-gui.html
http://packages.debian.org/sid/shellcheck
http://qa.debian.org/popcon-graph.php?packages=shellcheck
http://packages.qa.debian.org/s/shellcheck.html
http://packages.debian.org/sid/pyflakes3
http://qa.debian.org/popcon-graph.php?packages=pyflakes3
http://packages.qa.debian.org/p/pyflakes3.html
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon-graph.php?packages=pylint
http://packages.qa.debian.org/p/pylint.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/rubocop
http://qa.debian.org/popcon-graph.php?packages=rubocop
http://packages.qa.debian.org/r/rubocop.html
http://packages.debian.org/sid/clang-tidy
http://qa.debian.org/popcon-graph.php?packages=clang-tidy
http://packages.qa.debian.org/c/clang-tidy.html
http://packages.debian.org/sid/splint
http://qa.debian.org/popcon-graph.php?packages=splint
http://packages.qa.debian.org/s/splint.html
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
http://packages.qa.debian.org/f/flawfinder.html
http://packages.debian.org/sid/black
http://qa.debian.org/popcon-graph.php?packages=black
http://packages.qa.debian.org/b/black.html
http://packages.debian.org/sid/perltidy
http://qa.debian.org/popcon-graph.php?packages=perltidy
http://packages.qa.debian.org/p/perltidy.html
http://packages.debian.org/sid/indent
http://qa.debian.org/popcon-graph.php?packages=indent
http://packages.qa.debian.org/i/indent.html
http://packages.debian.org/sid/astyle
http://qa.debian.org/popcon-graph.php?packages=astyle
http://packages.qa.debian.org/a/astyle.html
http://packages.debian.org/sid/bcpp
http://qa.debian.org/popcon-graph.php?packages=bcpp
http://packages.qa.debian.org/b/bcpp.html
http://packages.debian.org/sid/xmlindent
http://qa.debian.org/popcon-graph.php?packages=xmlindent
http://packages.qa.debian.org/x/xmlindent.html
http://packages.debian.org/sid/global
http://qa.debian.org/popcon-graph.php?packages=global
http://packages.qa.debian.org/g/global.html
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon-graph.php?packages=exuberant-ctags
http://packages.qa.debian.org/e/exuberant-ctags.html
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon-graph.php?packages=gdb
http://packages.qa.debian.org/g/gdb.html
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon-graph.php?packages=ddd
http://packages.qa.debian.org/d/ddd.html
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12.5.1 EAXH) gdb EHAES

Debian E[RIGRIIEFEIZNRE gdb(1), ERERIRERRNHITHIRHRIGEE,
EIFIERI FARIIESREE gdb REAERREL.
# apt-get install gdb gdb-doc build-essential devscripts

$FHY gdb FFZEES MR ZEIR :

« “info gdb”

« £ /usr/share/doc/gdb-doc/html/gdb/index.html # “Debugging with GDB’

« “tutorial on the web”

BER—EMENGIT, M odo() & B #E" - g BIBMRBIEIRREEIREE,
$ gdb program

(gdb) b 1 # set break point at line 1
(gdb) run args # run program with args
(gdb) next # next line
(gdb) step # step forward
(gdb) p parm # print parm
(gdb) p parm=12 # set value to 12
(gdb) quit
"R

52 gdb(1) ESEBREMAERS, Tab HERIRTE shell —HR&REET1E,

12.5.2 [4#E Debian #4528

Debian RFEETERIBERT, FIEREN ZEMFIFEXN T stripped, FILKEF5 FREERTFIE ( debugging symbols ) 7£
BEMNHRECERZTWBIR, B 7TEH gdb(l) FR#E Debian #FEE, *-dbgsym REBEEHRE, (flW, TE
coreutils-dbgsym, FAIRFREE coreutils) [RIARSEARE B E BRI T EMFIEEEE — B ENERM * -dbgsym EX
128, FLERIBIIEBASHWIBILFTE debian-debug 1ERE, T2 Eifls52 /] Debian Wiki X5 ,

MR —EFBWIREBNEFERLBRME *-dbgsym EREE, (FEEHRUWTARNEREEHERLEZEE,

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
apt-get source package_name

cd package_name*

sudo apt-get build-dep ./

B BH B LR PR

&FEY bug,

AR EIREEIR AR ERIE 77 Debian (REANER, FIMEEHMEZFCFENERIERREELRN +debugl” FE, WMTF
PR R AR AR BT ERAEELN ~prel” F&E,

$ dch -i



https://zh.wikipedia.org/wiki/Debugger
http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html
http://debug.mirrors.debian.org/debian-debug
https://wiki.debian.org/DebianKernel
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ONF Pt R 2l 2 A R PR ER T SRRV ERBE BL,

$ export DEB_BUILD_OPTIONS="nostrip noopt”
$ debuild

$cd ..

$ sudo debi package_name*.changes

R

12.5.3 JESENE

SR 2 F2NEEBRIBHE, S bug BSMY ERIEE MR ERENEE,
FERWTAEZ—, "TLIER gdb(1) BUEEEER:
- 7£ GDB FEHERIAE:

- 1% GDB #1TIE=.,

- ERiERET

- £ GDB RRFF#HIA"bL”,
- ERBENAER:

— EFf “/etc/security/limits.conf” {EE, BETEAR:

* soft core unlimited

shell IBRTF FEIA”ulimit -c unlimited”,
RIE1E shell IBRFHITIER.
BRERIFEINE S —1Bl core dump &R,

BB BMBRIE MBI R R AR ZE &N HFIHRER T "CFLAGS=-g

-wall” ZEIg,

— & core dump ¥§%%| GDB, F”gdb gdb ./program_binary core”,

- 7£ GDB RRFH#IA"DL”,

HREPRIEE 5 A AR R ARSI, (RETLAUEIBHR Ctr1-\ 5k Ctrl-C &
N, (2R 94.12)

17 “kill -ABRT PID” 3@4IZ;EF2

VN

BE, MEFIHEENE —1THESTAE malloc()” 8’g_malloc()". BEELIRMHE, RINEEBRZIERE
BAN, HE-LCEREMN—(EFELZRRTERREZESMALLOC_CHECK " B{EH 2 (malloc(3)). fRAJLAE

BT EAYSNEMIT gdb BRERE,
$ MALLOC_CHECK_=2 gdb hello

1254 SP% gdb 15
12,55 IaEEAKTEMN

AT FTRER 1dd(1) REHIZNAIEMRFEM,

$ ldd /bin/1s
librt.so.1 => /lib/librt.so.1 (0x4001e000)
libc.so0.6 => /1ib/1libc.so0.6 (0x40030000)
libpthread.so.0 => /1lib/libpthread.so.0 (0x40153000)
/1ib/1d-1inux.s0.2 => /1lib/1d-1linux.so0.2 (0x40000000)

E% 1s(1) $ITE chroot ed 3R1E, UA_EAYEEFE chroot ed IRIEth B R ] Y,
2881 9.4.6,



https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
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5% B AE R

(gdb) thread apply all bt FRZHITERELN

(gdb) bt full ERERNITFIERRN 28 EN

(gdb) thread apply all bt full MrEEE—ERFEIEENZE

(gdb) thread apply all bt full B E T 5 b s NE ~ A
10 122080 10 EMFAUARISFISBIE, CALLZRERRAERAER L
(gdb) set logging on & gdb FIH ML RITES FRRAVZ"gdb . txt”)

Table 12.14: /5P gdb ESIFE

12.5.6 ENREMFAURRIMET B

£ Debian H1, BRESEIFIURM TEFE. 2860 94,

12.5.7 [REBEE X tHRARVERER

R —{E GNOME 2 previewl E|T—(@ X #i%, LKEREFR R TEHERME,

The program ’‘previewl’ received an X Window System error.

MRIMZBEFEFR, Re]UAEHEITIERNRHEIN L - -sync” 1EIH, B gdk_x_error” R EERE PEIRE
FERE,

1258 iEEHFREAITE

Debian EH—LER] B IEE ARG TE,

74 mITE X/v | 5REA
1ibc6-dev V:241,1:575 | 11954 | mtrace(1): F&E8 glibc FFAY malloc
valgrind V:5, 1:37 77683 | FCIERS(ESEIZ VAN 2 M es
electric-fence | V:0,1:4 73 malloc(e) IEEEFZTN
Tibdmalloc5 V:0, I:3 393 sCia e 7 ECEPREE
o NN BZyoE T 73 -
quma V0,10 293 ?'):EE%;D C++ PRV AR EGARIFIERENR# (buffer under-runs
leaktracer V0, 1:2 56 C++ IEVEC B IR R FE IR It ae

Table 12.15: ;IR B R IRIERI TRAFIR

12.5.9 RE4H _EMHIFEN

{RE]LAEA FERY 7S i@ objdump(1) R 4RiE ZERIFIFZ NS,
$ objdump -m i386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

£
gdb(1) FTLARREEN R ERIZNE,



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon-graph.php?packages=valgrind
http://packages.qa.debian.org/v/valgrind.html
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon-graph.php?packages=electric-fence
http://packages.qa.debian.org/e/electric-fence.html
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
http://packages.qa.debian.org/libd/libdmalloc5.html
http://packages.debian.org/sid/duma
http://qa.debian.org/popcon-graph.php?packages=duma
http://packages.qa.debian.org/d/duma.html
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
http://packages.qa.debian.org/l/leaktracer.html
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] mITE A T8

make V:139, 1:569 | 1592 | 1®® make-doc BIEHER “info make”

autoconf V:32,1:250 2025 i autoconf-doc BIEHERE) “info autoconf”
automake V:31, 1:249 1837 i automakel.10-doc BEHEAR “info automake”
Tibtool V:27,1:234 1213 M libtool-doc B EfH”info libtool”

cmake V:14, I:115 28897 | cmake(l) BY¥E. FEMMm=EAR

ninja-build V:5, I:35 417 ninja(l) BOl Make e e/ NiRaE R 40

meson V:2,1:20 3459 | meson(l) E ninja 2 ENSEENINBER G
xutils-dev V:0, I:9 1485 | imake(1), xmkmf(1) &,

Table 12.16: #rzE T EERESBIVIR
12.6 #mi=1 B

12.6.1 make

Make @ —{E4EERENANTE, —B#1T make(1), make EiEERAIESR Makefile, B# LR BIZERMIENE,
MRBFRERKMIOBRMIERZELE TNE, BENTEHERER, AEBFRERATTE, TEELEREMIEE
Eil:SE: 3
RAERMEZWN T AT,
target: [ prerequisites ... ]

[TAB] commandil

[TAB] -command2 # ignore errors
[TAB] @command3 # suppress echoing

EEMEP’[TAB]” @ —fB TAB 121018, B —1TEEITEEBIRNEEH shell BB, TITRER"\” REGLLIESE.
ER$$” BIAN"$” RIETT shell IELEHIIRIFEEUE,

BiZREEER e LB ERINARAIAA H, FIaN, WFFIR.

%.0: %.c header.h

EER, BREaT % Fiu (RREMPHEIINE—E), "% FrefLiLERBERERTER—EIEZ=NTFH,
TRRAERERER%" RRATCMRERE B FEREILBEEN,

BEIEE &

$@ ErIEZ

$< BEERERER

$? L TR EES

$A FrBERafE SR

$* BiZENA, $* BRI/ % LRSS

Table 12.17: BEIEEHITIR

EBHIER iR
fool := bar —REERE
foo2 = bar ETER
foo3 += bar Eh0

Table 12.18: S EUERIVTIR

#MiT'make -p -f/dev/null” 15 RiGMAZEEML IR,



http://packages.debian.org/sid/make
http://qa.debian.org/popcon-graph.php?packages=make
http://packages.qa.debian.org/m/make.html
http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon-graph.php?packages=autoconf
http://packages.qa.debian.org/a/autoconf.html
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon-graph.php?packages=automake
http://packages.qa.debian.org/a/automake.html
http://packages.debian.org/sid/libtool
http://qa.debian.org/popcon-graph.php?packages=libtool
http://packages.qa.debian.org/libt/libtool.html
http://packages.debian.org/sid/cmake
http://qa.debian.org/popcon-graph.php?packages=cmake
http://packages.qa.debian.org/c/cmake.html
http://packages.debian.org/sid/ninja-build
http://qa.debian.org/popcon-graph.php?packages=ninja-build
http://packages.qa.debian.org/n/ninja-build.html
http://packages.debian.org/sid/meson
http://qa.debian.org/popcon-graph.php?packages=meson
http://packages.qa.debian.org/m/meson.html
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon-graph.php?packages=xutils-dev
http://packages.qa.debian.org/x/xutils-dev.html
https://zh.wikipedia.org/wiki/Make_(software)
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12.6.2 Autotools ( BEN{tTH)

Autotools F—EREVFRFT TR, WiREHFRMIRRIBIBEREEEBIEZIFTS 18 Unix R,

« Autoconf @—1{E{#”configure.ac” 4£m shell #§$ 1 configure” T A,
- »configure” fE& AR "Makefile. in” EIR4EM "Makefile”,
+ Automake Z—{E{¢”"Makefile.am” £5f"Makefile.in” TR,
« Libtool @—{ shell {515, EWRWRBMELZER, FREEENBIELRIRE,

12.6.2.1 #RiElLHEEN

D ge
(i

B ERFFIRINER, IR EBERRER,

Debian NE7E”/usr/local” 8”/opt” Bk FEIIER, NRMGBERABHEERN, EELEE]"/usr/local/”
Hik T, ERELANEREE Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make # this compiles program

$ sudo make install # this installs the files in the system

12.6.2.2 fRIRTEER

MRIFERIBEL BEERA autoconf(l)/automake(1l), MRIFEELFIIR ELRBECTHIGE, MITUH TAVIES RERR
LEREN,

$ ./configure all-of-the-options-you-gave-it
$ sudo make uninstall

HE, MRMBTHREREEFICEREMET”/usr/local/” T BiEEEHEEEMNRA, (Ro]NiBBMTH
ELRBREMBIINE.

# find /usr/local -type f -print® | xargs -0 rm -f

MBIFAEEIERELEEE THHE, (FRILAZEER checkinstall #X88EHAY checkinstall(8), EAERMH—
[EEWRIRRMR L RIRE, RE, EXEEISRE “-D” EIEM Debian FIEEL,

12.6.3 Meson
NEBERGNETEE:
« Autotools fiZf? Make Z £, ## 90 F£{XHHMR, ERIBIEEBEEBNEEZE, ©EEEEN,

* CMake £ 2000 FH)I1EL, BEEMNETRE, ERCEAERIESE LIEM Make 2 E,

« Ninja 7£ 2012 F¥]ia%EL, RRTHR Make, E—TINEREZERE, BRANRE L, EMBAERALENBER

* Meson £ 2013 F£#)afEH, BHNFLRITH, EHRRENN EENBERR, EfEMA Ninja (FRENEIRK,

2 B7EThe Meson Build system” F1”The Ninja build system” & 3517 B934,



https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Autoconf
https://zh.wikipedia.org/wiki/Automake
https://zh.wikipedia.org/wiki/GNU_Libtool
https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Cmake
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://zh.wikipedia.org/wiki/Meson_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://mesonbuild.com/
https://ninja-build.org/manual.html
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12.7 Web

BEANENRREENHE AT B0 T F5EHIF,
- SIRLBERERAENR HTML F2x,
- BRAMBEREFRBNSERERD web ARIMBEXHERBSEMI TS URL FEZ—,

- ”http://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- ”http://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- ”http://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

* £ URL #E”%nn” ZfEA—{E 16 EAIFIFTH nn ERE,

- IRIBEEEETEA: "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"”.

» Web faliR28 LRICGIFZR (IR —{E”program. *”) FEMITRS, EBEEMA"SQUERY_STRING” IRIFEEL.
« CGI 2R stdout {FiXEIRER, FRATENENRE web EHRER.

HRELEE, RIFAEZECERBERT CGL 28IF 2. £ Perl I Python PEIRBREMEFILAER. PHP HES
BEINEE. BEEEEFIMERHHTER, a[{ERHTTP cookies . BB ERIEE Fin&E FI0F, 1BE 8 HJavascript.
FZEH, 28 EFRESENHE, Apache EXFEE £ =, 0 JavaScript.

EIETE2IE 8 b A& A http://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial FL 7] BA7E Google F32Z “CGI
tutorial”, ERTE Google {AARES LI CGI IESBHITHIF A,

12.8 [RIGHHEIR

[RiqrSEERiE,
giEe TE XAV | BASEE Bl
perl V:636,1:990 | 669 AWK - PERL| IE[RIARETE AWK EIR% PERL: a2p(1)
f2c V-0, I:4 442 FORTRAN - ( E[RIA557E FORTRAN 77 EI&pY C/C++: T2¢c(1)
intel2gas V-0, I:0 178 intel  gas & NASM (Intel #83¥) BEHERL GNU ZARTZEV (GAS)

Table 12.19: [RIRISER T BYIR

12.9 R{E Debian &

WRFERAVE—{E Debian €1, BB FEAR.

- B 2EREANBEEERE

- 8§ 2.7.13 EREANBERE

« B 9.11.4 IEFEEARR chroot 7

- debuild(1) 1 sbuild(1)

o 8 12.5.2 4REEFIPREE

« Debian 4#5E&E 55| (debmake-doc £1)

+ Debian FZ2E 2 EFM (developers-reference &)

* Debian EEFMH (debian-policy &)

debmake, dh-make, dh-make-perl FEEEE, HHREEITEERE, thEEH,



https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/HTTP_cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/Apache軟體基金會
https://zh.wikipedia.org/wiki/JavaScript
http://www.google.com/search?hl=enamp;ie=UTF-8amp;q=CGI+tutorial
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/f2c
http://qa.debian.org/popcon-graph.php?packages=f2c
http://packages.qa.debian.org/f/f2c.html
http://packages.debian.org/sid/intel2gas
http://qa.debian.org/popcon-graph.php?packages=intel2gas
http://packages.qa.debian.org/i/intel2gas.html
https://www.debian.org/doc/manuals/debmake-doc/
https://www.debian.org/doc/manuals/developers-reference/
https://www.debian.org/doc/debian-policy/
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Appendix A

B %

EXIEER,

A.1 Debian *=

Linux R4 E —EE AT ERNINEERANGETE, A, 2BEACHNLIINELIESE. EAIF PostScript
FIFTFHEEREC LPR $TF 55, BREFHIF. (BIRERH CUPS REMNHNLRARLIRER, MTABEEHEE, )

E—REEMAFRAMEM# “SOURCE CODE” , EIFF EE(EBHIEMRE, BE —L2EZ0] HOWTO F1 mini-
HOWTO, EfISRIERRE, BAETASMHMETRMEAGIL T AAE, ETHERARERES, HEHEERRN HOWTO
Rk EFXR,

HALBIEE “Debian 2EFM (AR 2.102 )" (2023-08-05 05:24:24 UTC ) AEEBNTE Debian K EEEAHEIAM, &
PR M — BT A E,

A.2 |RIEFESE

Debian £2ZF M F ( Osamu Aoki<osamu at debian dot org> ) 22, SEEE—EREARRKEIESEL., HTHMNHFS KW
BEBR F K Debian (EAEE4 7RI E{th Debian HREAERESHNEER.

FEIR4N T 3 B Josip Rodin FJE:% 2% (Josip Rodin fEDebian XAEIER (DDP ) HFIEE;ERE ), “Debian 2EFM (F
—hR, 2001-2007 )’ R{E T DDP XiEM—8,

6 F1&, HEMEIRRN “Debian 2EZFM (F—HR ) NBRE, EHBEHRESARE, Y “Debian 2EFM (F
ZhR)’ TE 2008 FE A,

H B4 EF 7 "Debian 2EFM (WA 2)” REIEFHVFERE (Systemd, Wayland, IMAP, PipeWire, Linux #Z/0) 5.10), R
IBHAGERE (SysV init, CVS, Subversion, SSH 1 ##5%, 2.5 R4 Z BRI Linux #Zi0y). Jessie 8 (2015-2020) kR ABI1ENR, SHEE
ERNB BRI BIR,

1E{E”Debian £2& 3} (version 2.102)” (2023-08-05 05:24:24 UTC) B & T A EB4) Bookworm (=stab le) # Trixie (=testing)
Debian hRZ,

HEMERMER, TLUER T EIRNERIER,

« ”Linux {#H & FM” Larry Greenfield (1996 & 12 B)
- BN H1EREY (Debian 2 ) X

« ”Debian #{2” Havoc Pennington (1998 ££ 12 B 11 H)

— 2843 H Oliver Elphick, Ole Tetlie, James Treacy, Craig Sawyer #[I Ivan E. Moore Il £



http://lists.debian.org/debian-user/
https://www.debian.org/doc/ddp
http://www.ibiblio.org/pub/Linux/docs/linux-doc-project/users-guide/user-beta-1.pdf.gz
https://www.debian.org/doc/manuals/debian-tutorial/
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— BN HE KA (Debian GNU/Linux: ZEFEAFM) UL
+ ”Debian GNU/Linux: ZEF1{8F F” John Goerzen 1 Ossama Othman (1999)
- B (Debian 2FF M (F—hk )Y BUX

MM HFEAN—LRRER, 82591818 NN E RKIE M,
+ ”Debian FAQ” (March 2002 & 3 BhRA&, ERB5=2H Josip Rodin 4£3E)
HERBTH—LRFEMER, 8650158 T EmIYNERIEM,

» ”Debian 2%} (35 —hR)” Osamu Aoki (2001-2007)
— 12 2008 FE#EEFHY”Debian 2 F M (5 _hR)” BUL,

FERIEY “Debian 2EFM (F—HR)" HFSERERIE,

» Thomas Hood 24845 R EENEENETERE

* Brian Nelson R BRI T RAN X 1 VCS RIAERAERE

« Jens Seidel E1BERIAFFZ ABHEIERMH TEE)

« David Sewell 1T 7 KERIRE

- REWESE. ERE bug IREENTSER

Debian RAFHFZMNEPERMNENEERARFLAEEXHNEESE. £ EEENER LHEEBT AFER
MPRIFFSH7, LAHRGTHESR, HEBHJ Ok, NBEELERAMEAARHIIEELS.

gdb FAFAEBIAVIEIAER T HER Debian HEERNE RO R 4R, iIER M Ari Pollak, Loic Minier, 1 Dafydd Harries EEHY.

FRT EEIRFIVE S 29, “Debian 2EZFM ( AR 2.102 ) ( 2023-08-05 05:24:24 UTC )" BIABHAABTEHRECH T
fE, —LERENZHRNBTETER.

fE& Osamu Aoki FELL B A BEXIERFBIEFEAETEINNA,

A.3 EEPRNEEE

BRI EHRE, 1818 Debian X ER45 RB LR, RISENE L {ERI AiEI8 salsa git 5% weblate 1T, R A RS
@i weblate 20%J:%: https://hosted.weblate.org/projects/debian-reference/translations/-
zh_Hans/

ZIEBEEBERBAS, BUI AR salsa git 3% weblate 288, BEIZF S NIFRIHTS, "I AERIEN,

Debian B A BB R ASE S T HRPIMWRFFEIEME: https://www.debian.org/doc/manuals/debian-reference,
index.zh-cn.html https://www.debian.org/doc/manuals/debian-reference/index.zh-tw.html

ZFMEEREZES: debian-reference-zh-tw

EAMEEA: https://packages.debian.org/testing/doc/debian-reference-zh-cn https://package:
testing/doc/debian-reference-zh-tw

RBR

7 testing WREME, MU B EMLLER L, KAKMRE apt RIFEEERE T testing KRIE, BIFTUEEA
apt-get install debian-reference-zh-tw SRS TEZEGEE, TENERE, AIUESHEE pdf B
(/usr/share/debian-reference/debian-reference.zh-tw.pdf ) BIX,
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https://zh.wikipedia.org/wiki/Fair_use
http://wiki.debian.org/HowToGetABacktrace
https://hosted.weblate.org/projects/debian-reference/translations/zh_Hans/
https://hosted.weblate.org/projects/debian-reference/translations/zh_Hans/
https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html
https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html
https://www.debian.org/doc/manuals/debian-reference/index.zh-tw.html
https://packages.debian.org/testing/doc/debian-reference-zh-cn
https://packages.debian.org/testing/doc/debian-reference-zh-tw
https://packages.debian.org/testing/doc/debian-reference-zh-tw
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Y FMEENEFIRRERER, FUARKE Debian FASIEMFFRET

* debian-chinese-gb dot lists.debian.org

* debian-110n-chinese dot lists.debian.org

(Debian 2EFF M) (B R ) BEEROT:

(—) 28ER

i€ weblate 01 git BFE4RET, STEE 1 UMEERIE,
BRIENBFE:

Chih-Hsuan Yang (15&18)

A4 SUHEMET

BAl, RX[RIEXHFFER DocBook XML #EREBE, IRIGIER]HEEIRAL HTML, #EXF. PostScript 1 PDF, (F2HAF
EEBEIIIER, )
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