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HERRLYTE

AIGE TN R ER bash(l) shell ai LB FRIBZE A URERES.

# command-in-root-account
$ command-in-user-account

XL shell IRRFFX S TAERANKS,, RTEEME, EAFMREP shell RRFEXMIMELERIZRESD “PS1="\$""
M “ps2=' ', REERMRERMZRAMEML shell RRFRETEETE,

FrIEMaS RAERIZITERIEIESIME LANG=en_US.UTF8" N, BAEHALE #s S RGIH1& command-in-root -accou
# command-in-user-account XM G UNSWENFE, XAME R TREFMEEF RS EH.

- =r
EE

S 07E bash(l) PWIMBLTE “$PS1” 1 “$PS2” HUMRER,

ERZREERANITHRIE, FRFTETHER, W “7E shell PRABSFHHRG, BA Enter 1,7

LR HEMUERERBE - RIEEE, GERZRRAEEMHEL, XEIBESEIRIEFEIT"a” ] the”, E
MBI B S — M RENEEFRINEE, ERVENNEGSERNEREAT 0", BEAFRIESIEERE
RAR, XENEREIMABREN TIEXEHEERRIJENERE, XERIEEETEFSHINEEANZRAT
FEAEN.

=z
B

IR EEEANHOBUT AL, RELEXFEANSFRE,

EXAEGERS| AVER< R BB NG| SEERMITEMW FARH#ITIRG, #Mfk aptitude safe-upgrade”,
EXARESERS| AR B E AR ARG | SIEEROITENN FHEITIRE, #& deb-src”,

HONBTHRNEESAOERASTR (7)), HITFNFRHTIRE, & bash(), B IBREIEIEETE
AT RS RFFEL,

$ man 1 bash
manpage 27| FHFAHREEES P 2R manpage IETS, ¥ sources. list(5), EINIRETEAU T HL KR
EVEH: IS

$ man 5 sources. list

info page TL2 NG| S Z [EMFTEN FEHRKINE, 80 info make, BIVMFREITEAUTHEGRSRIFENENEER,
$ info make

X EHNE | SERRMITENN FHRHITIRG, #IBR”/etc/passwd”, SWFEEXME, RAILABATIIMES KK
HEeENES.

$ sensible-pager "/etc/passwd”

B R BEHANE| SIER R TEIN FARHITIFE, &K /etc/apt”, RAIUBATIMGESRKAEERHIAR,
$ mc "/etc/apt/”

REBRBIFFBRITEMNFAEEITIRG, & vim, RETEA T IR &< RIKEER

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim

ok

=
1Cho
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— NP REBIE B RIERENME, XFRIFHNG | SEERMFITENN FARHITIRG, Fi&R”/usr/share/doc/base
#0” /usr/share/doc/base-passwd/users-and-groups.html”, 5@ ER) URL, #if& https://www.debian.org,
{REIABIT A T 5 a < R IF %34,

$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz” | sensible-pager
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$ sensible-browser "https://www.debian.org”

MR T EFHNG | SEEROITEIN FERITING, FAHFE"$S” AR, MBESTERM”, {RE]MIA T &< RIKME
:OEETI=N

$ echo "$TERM”

popcon ;i1TE

popcon BB AREMEEZNERITE, ©RTHATE A 2021-11-14 06:04:38 UTC, B8 T #8id 183175 N
HHIERFEF 25 NEMIILER 209877 1IR3,

EE
BHEE amd64 FF2E (unstable ) IRMIIEEER R EE 551 64950 3REE, popcon FURESIFZ IHAG TR
H

BL “V:” FLRR “votes” B4 popcon FETHE A S “1000 * ( HEHEITIE PC EHIERY popcon 1£3Z ) / (A popcon
B,

A “L” FKRER “LRE 89 popcon FETEA NI “1000 * ( HEIZEE PC LHIBEHI popeon 183X )/ (B
popcon 232 ),

=

RITEEAELL popcon BIEAMMANBHNEEUNENEE, BIFSEAZTURMAITTEIE, 6li0, S5RTEF
LML RZRTEERE “/bin” MBS, EHMES “noatime” EIMLEF RAMAE, XHEMNRAGWAE
BT “iRE (vote )’ INEE,

R BRI

REBNXNBERERBTRHENENENEE, EET “apt-cache show” =X “aptitude show” &< (B
BITE amd64 ZEMEIARIRER ) IREM “TRRN, REMWKNENMR KiB ( Kibibyte= 7R 1024 Bytes FJEA] ),

3
BRNE—MNRENSTRERTRAME “FRE RNEL— M ENE, CEA%TRUXFNEENS, 2
RERMOE, ENDEETIRTENSE— 1,

=z
B

BRNEHERE"(Y) RI\Z MR BENZERERPRREFIE I ER TSR MERA PRI B R NRENR,

LE AR 1S Bug

WRIREMA Y EEMo)E, EfFER reportbug(l) [@ debian-reference MBS bug, I IRAER
RIBHMHRIY, BEA I -u” B8 bug REEM,
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— LN FERERREE

XBELENHFAFN—LREER:

- SR IREVEE
- RERFMHBBRNLZ2ER
* KISS (fR¥FERMB/MNIN)
- NEERAPIILEIRIT (overengineering )
- FiERR BB
- B—FHREEARREEN
* RTFM ([izFM5ES
- fEfo)io) @A, SEEEEN LR
- URZBWMEER root BIAHE, FEAEER root
- NEWRELITBERUBEEIRR A
« REWMAEARRERGS
c (ERESEEIZ SO A ) FEREEEHINER
» MRS ARATIEE S Z BI AR E X H root shell
- BREEFERABMNR (USB BHR. BHLES

— LW HERAENSS

M Debian BRI RREI—LEBE5IX, RAEIUSBNHERERS.

« “iIXR Unix, BAMEBMEBZRRBEIRES,  --- Miquel van Smoorenburg <miquels at cistron.nl>

« “Unix RAPRIFHY--ERUEFEREMBIR,” - Tollef Fog Heen <tollef at add.no>

HEEARNE"Unix §%” JIH T —LHBNES,
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Chapter 1

GNU/Linux 72

BIARZES]) — PN ENRSE, MEFESI—THIMNE, ERABENXEREENN, BMRYABCES], »THEER
RS, RIFMAR—EEAER,

Debian GNU/Linux & 38 KAVIRIT KRB UnixiZ2ER R, — N SHPSESHIRER S, FUINFEST X LEEH K
Unix #1 GNU/Linux BYAE{1HE,

AIELEEE Unix BIXH, AERZME T GNU/Linux X414, ZH#MKIFRTRIFSEANES,

xR
WRIREEFIZE Unix RAPERT—ENENGSITIR, R EfEETXMXEPFHRE, BFIEeHM
—NSCAL S 56 A0 ] B,

1.1 =HIaEM

1.1.1 shell R%

Bi&HzZE, WMRIFEBERR GUI (HIZIGNOME =#E KDE ), BAMSKBIFHERAE, RIRMFIUENRER
foo, MBAERRRTHIN TR,

MBRMREET — GUIIME, IBAMRINIAREBA Cul-Alt-F3 AR TERNERIRRE, B{REEET Cl-Alt-F2 [0
B GUIMME (BESIFIBBESHRTXE 1.1.6 T )
foo login:

AERRTET, MAARAFSA, fU penguin, ARKEIER, ETREBAGHBZEBHERROER,

B
81 Unix 548, Debian 24 FHAFSMBREX/NEHEN, Ar2B8EH/)\SFBEAM. -1 AFPKSE
BETRPEHTUR, SMIIAP KSR root B A adduser(8) B,

RGLURIFIE”/etc/motd” FAIRE{EE ( Message Of The Day ) KA 18, ERER— N LRRT,
Debian GNU/Linux 11 foo tty1l
foo login: penguin

Password:
Linux foo 5.10.0-6-amd64 #1 SMP Debian 5.10.28-1 (2021-04-09) x86_64
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The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Thu May 13 08:47:13 JST 2021 on ttyl

foo:~$

WIE, {RFATE shell T, shell @EHT{RAVARS,

1.1.2 GUI T shell 127RFF
YNRIRIER L Debian FITIEH, BT —4 GUIINME, BAGERNRASBERARLERAE. HARNEPE
BRI A REIEEIUE IS, (EF Tab 88 (BMSE) ATUZERASMNZR 268, BolERRFTIERSE,

EEGUI( B RFRE ) MR T3R5 shell IRRFF, (R ANBEN— x LIRIRIIEEFER, F20 gnome-terminal(l),
rxvt(l) 3% xterm(l), 7£ GNOME REMET, {ReJURBRKE (Windows # ), EIEREREH A terminal” k3T
FFE&UR,

FHE-ESEEAL (9 fluxbox) THE, AIERLBHEMNABRBEAL, IREZMERL, A TehREFFEHE
ERRRERE,

1.1.3 root K/~
root T P th A VERB R AR PSS o, BN, (REESFBIT FEMNRAASIEIS,

- 1% SHMMERRZE LUEMSE, REREANRIXAEER
< REARG LEMXERIPMB SR

- REAYG LEMIESINA P RIER

- RAFPEEEFEMKS

FEBRAR I8 root Mk, BERFIEEM 51 REMNER.

==
B85

FRAREFEM AL root 5.

JED =

— AN (BIEEHIRE, W CD-ROM &, XLENY Debian LRI RE— X ) FINFR I BES S IE root
RPZEEERNLEE. BAEXMIBRAT, £ root IkFE—MHRIERTIE, BIERPIMRTTIENIZRIXHEHR
FRAAFEMMIEITEEMIRE (B0F 1.23 1),

1.1.4 root shell &£RF
XEBEE—EERNGETLALIRELRIA root Z 53K root A9 shell IR/RF.

s EEFRENERERT, BAroot FRAFRPBRER.
s EEEAFPH shell BRFTFHA “su -17,
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- BRAREFYFTAPHIMEIRE,

- EEEZEFHEPH shell BRFTEA “su”,
- XEREFYHEAPN—LEIMEIEE,
1.1.5 GUI R4EIETH

MRMGHNEREXPSEERAEINEEN GUI (AFAFRE) MBS EIETRE, ReTUELIRERIEE (Fl
gnome-terminal(l), rxvt(1) 3% xterm(l)) A root i shell I"RRF FEME, SME 1.1.4 THFE 7.8 1,

O

& O

EAEAERREER (FIE gdm3(1) ) MRERF FHEA root RER root WA B GUI BIR/AEERE

S BHE S D

i

AEAERKBEEN X Window FIBITAZEEMITIE GUI 12fF, ERERTRESEITIRE X FR,

1.1.6 EHUZHIE

7EEXIABY Debian REH, B 6 MNEItNHRAVZE VT100FFFIEFIE, PILABRIETE Linux 41 L5 shell, BRIEMRATF GUI
MET, BNREIURENZRTALE Alt #f F1—F6 z—HREENEGIGER, §—1NFFIEHEE8 R IFMIE
FEMk P HIRH S AFPIRE, XS APIMERF AR Unix B985, BES LR,

MRARLETF GUI MR, {REJBAEE Ctr1-Alt-F3 #AIEFHERIS 3, BMRENZETE Ctrl #, £ Alt #
M F3 #, fREILART Alt-F2 B3 GUIIME, E—MRIBITERMIEHIE 2,

R AERRSITIIHRE S — P ERIESIE, flantkIEs|E 3,
# chvt 3

1.1.7 EFRHAFSITRERM

FEmITHA Ctrl1-D, BNERHRTZM -Ctr1-#F0 d-8, BEDEIXMA shell ;&D), MRFELTFFFHEHIE, F5F
RIBREEERRRT. REXLEHFH “conrol D” AT AEFE, RHARFERIE shift-#, Ctr1-D BEJLAE
55 AD, BE, fREFTIAEA" exit” BHH ST,

MRAROLTFT x LImIRINEE (), REICAMERXNXA x LmRINEED.

1.1.8 EMXFZRSA

MBEFREMEMAIRIER A, Debian BT AFRIEFRIEEITHREUES 4R, FLERREZ S
AARMFEEIMRITE, BDFATFPIRIERGSARERERZ TR, WRRAEERESTA, 3B
LFRNMIRFZENIARRRIR, (B, FeIEFEERNIEZREERRLDH, )

TEESAFPEIRAT, TUERGSITRARS.

# shutdown -h now

ERAPENT, TUERGLITXARS,
# poweroff -i -f

B

M 6.3.8 T,



https://zh.wikipedia.org/wiki/VT100
https://zh.wikipedia.org/wiki/缓存
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1.1.9 ME—PEENEGS

YT —LBEME (BN “cat THEINMG") 5, FRAKNE, REIMEGSITHA “reset”, REJETIEER
R LEEIMFAANGS. RBEIBBA “clear” KiERF.,

1.1.10 EBHFRRIEMIMRGE

REETEF M EEIFMEN Debian RAR/NTEHEIRM T EHAR Unix IhEE, EBWNHFHFMS, FH apt-get(8) T
— LR TFF LRI SITH curses 3EE (190 me #1 vim ) KIBR— M ABHIEE,

# apt-get update

# apt-get install mc vim sudo

MRMFEZLZRTXEREE, BARSEMWREBREZR,

RER mITE K/ ] 1%ER
mc V56, 1:227 1508 | XAEBRANEEXEEIER
sudo V:605,1:814 | 4589 | ZAEEHFIETa8% root X PRAITERF

. i YRiEEs Vi FUCERR, — TR Gafs YmiEes (f
vim V103, 304 | 3498 ,l;im)x NAYmEEEE Vi B , NEFR AN AR RiERE (ThE
vim-tiny Vi58,1.971 | 1666 }#iim)x XA Vi R, — kD e (451
emacs - nox V4, 1:18 18364 | GNU IITE Y Emacs, &7 Lisp B9 B X ARiEEs
w3m V:26, 1:233 2367 | XABRKBIRHEMF R ES
gpm V:11, I:15 539 Unix KIBRIXAEFEEFREETE (STIPEE)

Table 1.1: HEIIXARAEFEIIR

BRI B REIE— EE thpEE3E,

eSS ATE K/ [ HBH

doc-debian 1:855 166 Debian IiTE 315, (Debian & II[o]& ) FIHEXH
debian-policy 1:27 4319 | Debian ZREEFHFNME X
developers-referepee .o 2016 | Debian FEHEIEEHHIER

debmake-doc I:0 11421 | Debian ZEFFEFM

debian-history | L0 4302 | Debian NH[AE

debian-faq 1:851 817 Debian & Il [o] 21

Table 1.2: 3+ EUE B TR

RR] AR FEM &GS T RIXLEE,

# apt-get install package_name

1.1.11 ZNSNEFPKS

WMREAERIFECHNERF KA REIT FENGSRE, (RATUERTENANEE-NMESIRPKE, i,
SIB— AP RER fish HIKS,

# adduser fish



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
http://packages.qa.debian.org/s/sudo.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
http://packages.qa.debian.org/v/vim-tiny.html
http://packages.debian.org/sid/emacs-nox
http://qa.debian.org/popcon-graph.php?packages=emacs-nox
http://packages.qa.debian.org/e/emacs-nox.html
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
http://packages.qa.debian.org/d/doc-debian.html
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
http://packages.qa.debian.org/d/debian-policy.html
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
http://packages.qa.debian.org/d/developers-reference.html
http://packages.debian.org/sid/debmake-doc
http://qa.debian.org/popcon-graph.php?packages=debmake-doc
http://packages.qa.debian.org/d/debmake-doc.html
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
http://packages.qa.debian.org/d/debian-history.html
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
http://packages.qa.debian.org/d/debian-faq.html
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[B1Z R A o)l
XFLIB—NEH fish MFKS, ERGITME, RATUERTENG LSRRI MEFKSHENAFREE R,

# deluser --remove-home fish

1.1.12 sudo fi2E

SFHRBMBERAF T, PIEITEEICAEM LASEHE Debian R4, BEE R E sudo(8) RENIFHNAF
(BINAF penguin ) RFWARFZEMIE root ZRDFEERISEERNR,

# echo ”"penguin ALL=(ALL) ALL” >> /etc/sudoers

4, FIMER TGS EIRENAF (FISNAF penguin) THRZWHIKSEERNR,
# echo ”"penguin ALL=(ALL) NOPASSWD:ALL"” >> /etc/sudoers

XERITRHREEN S AP TIFLP AR ME—RFER.

D e

EZRAPIHERAEZERUIHNZERFPKS, AAESSRERTFENRALT O,

Ty

VAV

@ £ LRl FH, AF penguin MZERLRIKSZHEH root IS 2B EHF 2 HIRIF,
EEMIBERLT, EEGNEREE FIRLEEIN TEGEITRABEEISMIA, KIZAZILFEHQAEITHRERE
BRIIEARRIZBIRAITER (IS FHAINPR ), FRIEMATIRIG TERATEXFRIEET],

==}
AT WNRBAIREME R ILENR, (RNZEEERERRHZRUE, MAREL sudo(8) REM root
R,
FEE HRBAKEAZMEE, sudo(8) FJARF— M HERLE LNHEEAFPERNEENRMAELE root Bid, X
MBI ESNEERNENRITREER, RAINTRIREMRT 4. 5—7H, RA]ENEEMARTXEN
PR,

1.1.13 #H3FEAF|g)

MEIRBEEEIFE Debian RELATLT, REMRERAIENAFPKSHASE XL,

XRZRE 7 Debian 4 (BIERRING R ) RIREIE SHIXAENRRMILIEIASNA P RAEM KT, HA, FIEENA
B-ERRETUNA, EXOXEEMPIARNMIZFIZZ—TT, MEIZEFiE Debian T2 Ff,

FAMERATEMNASIN, 1 Debian RAHIE— 28 Unix RRFKES],

- F 12 T ESEER)
< %13 T (E&ERERD)
< % 14 T (EEXAHR)
« 8 1.5 73 (shell #Hl)
- % 1.6 T (XALERN)



https://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/Unix-like
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1.2 £ Unix XHEERS

£ GNU/Linux FIEfhE UnixiFR AR, XHRARKZBRP, MEMXXGIERHREN “/" HROEXHHE,
WEMBRAMNMRFELEXAERSE, SBERME—RN, B EIIEITRE,

XEXHMBRATUSEES MREP, mount(8) ATEREMEE LHEINIXMAGRAMEBEREXRIIX N £, Bk
B9, umount(8) IBEEBRNE. ERIER Linux WIZE, mount(8) HRELS AT BRI —EB S HIE B 5 4
W75, HETUEXHRFEHAIAZEN, BN, NRE. ATHEN, WENXERAZFHIVEHEI] A

#£/usr/share/doc/linux-doc-*/Documentation/filesystems/#%Zl,

Unix R EI#B R, FLEHMARE LUMXHR, BRFER, EEF Unix RFEL, RENBN[OMS, F0
‘A, BRE-AXHERS, HEMERAHESEN, XENTF Windows KR —MEXKIML S,

1.2.1 Unix E&E
THEE L Unix STEERM,

« XHFRR XOK/NER), tERii, "MYFILE” FI"MyFile” RNEKIXH,
- RERBREXGRFNR, BRENFHA “/7, FEIEER root HFHERER “/root” JBET,

- BANERBE—NEF, EUNESEEFERRT /7 UIMIFS, RERRMSG. EMEFE /" (HF ‘&
4" & “RER"), HEETERERR.

« BN EFRBRIEE N EREXAER, BWXHR, HiEFE, RINFLEHONZTHEFAMEAENE K.
RX=AKIERR X,

- FIBMEREXHRU “/" BRASR, FEESI MERIXXGEBZEE— /7, -1 /" BRRIEER, &
by “/" BTFHRBEENFER. HEZARENAOD, BLRXEFNER, XLAFTESSARER, ATEXN
2REXURIERBIF: “/usr/share/keytables/us.map.gz”, i, AMMBIEENESE “us.map.gz” &
ME R,

- RERBRSHX, HlI0 “/etc/” F “/usr/”, REFERKANDHESHFER, HlI0 “/etc/init.d/” Fl
“/usr/local/”, XEARIUEY “BRM", FEIE—MENXHBZBRMMN “/" ZERMYBEIENDEZ (—1X
) MERM—FIRE. FHIFAAMNKEERN, MTFRER—1MESAEERERN "RE" ®Mi9—/1E, X
AEIMERER (/7)) BtFERBRER, FE—FBREERT —IXETENEL, BEEANRKZNEM
Ff?ﬁ‘hﬁ'ﬁ;ﬁ%}}\?fﬁﬁio FRZEIEBER “. . /" BEARB R, IMANBHRERTHEMEMUERNEL, WNE
BURLENM,

s WF—IMEBEE BREEIMMHFENERERRRNNMAEMES . X AR FRI-11, CP/M,OpenVMS,MS-
DOS,AmigaOS, AR/ %X#Y Windows, XLERZEE—NMERRES T —MRERZFE, tbwlrc:\», (REWMIL, B
REEWMSEGEESI B TYRRZFEAEENNEREN—39. 2% 1.22 15, )

JED=

SAMFAINEXHFBHERTIENFRERENS, EREXGBATIFME—MEE. RITBRER LT
STEESBERABTXNFR, (L=, SR, RITMF, MECHHERFF {3 () [ 17 7\ / ><|
;L #HeN Y % 0 S MRMBE-—ITXNERFNGR, LRFIEEEFN A, EFAM T XL (Ra]E
NBEENEFEAE, XWXEIEFEE, LLIIXF LikeThis”. KRFEMN Linux AFSBEEFEXGERRE

FZER.

=z
EE

XNroot” FIBERERR BB F root” XFRR" R B K"(froot) . MiZIRIE L T XHEENRE.



https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
https://zh.wikipedia.org/wiki/Microsoft_Windows
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=z
R

17 path MIRTESEREXMH R, AR RGLRRNERZ. BRREFEXNZREFEET L TORAH.

XTFXEERMBREIFMAEBREXERREIRIFAE (/usr/share/doc/debian-policy/fhs/fhs-2.3.txt.gz”
M hier (7). RMZIBEN TR —EIREFEAFBRZEINTRE.

B3R EE3EEES

/ EEES

/etc/ AG ORI EXF
/var/log/ RBEHEXHF

/home/ FIEIEENAFRAFER

Table 1.3: EE B RXIARIIR

1.2.2 NHRGRNENT

%88 UNIX RFRIELE, Debian GNU / Linux FIHRAREVIERIEEFMEIRSENMEHMEFERE L, SEH
RENRE, IERIEFITZESLIRBEUA—NARNENAE “/ dev /7 THL.

B BR. wREE (—MAENMEFEILZRIRNITIIE ) 3 Debian GNU/Linux Z 4t ERIYIIRIR SERE — U
inodeBEIRLEM, AT HAEXEN, IIMBENAF (FiE%E ) eEBTHA, Rie—XihkE, $F5. LME
FAEBRREXGRFETHEEZRZRET Unix, PR Linux RZIEXNBEHET TR, WE, EEEXITEN
LIEEEITHHIZMERE AT AE S R A HILE,

XATHYPIESLARFAIA RN R —FHRIZIEFEERN, BAZATRNABEFNGSTHTFZ T2 ANEMNIREHITE

HERE, EETNEYBIHRIISITHENHSRXAEB ABIBRRAERZEIEITHEI
R’

T

NRIEFERF XA MFYIELAR Z BN N R R, BEHAANFSHEIT mount(8),

2

1.2.3 XEGFRFEWNR
2K Unix R R FIRRILE XA =L ZHMBIAF,

- BEXNMMAHAF (u)
« EANXHEFEEMEMA, (g)
- FIEERKAF (o), EHEHR “HR" 1 “FAAEN"

KRG, SRR TF I,

« 7% (r) MERAFBEEREXHFHIAR.
- 75 (w) NRAFAMBEEEIXXAFRE,
< THAT (x) RBRATFFIBEEXHESM—ME<iET.

WFEFRKRE, BNMNEMRRFTFIIENE,
« /% (r) MERAFABEEIILERANASE,



https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions
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- A]5 (w) RERAVFREERMEMER B X EmAIS 1+,
« AT (x) MEBRAFFBEE VIR B RENXHF,

EXE, —MERNITHITREERENMXAFZERENXG, TAFRRMINEY, FIaXNFIERETE,
Lls() BFERXAFBERINRER (EZ ), HBTHEE “- 17 @&ll, ERRATEINFERTIES.

« XHFERB (F—1TFR)

o XERIBRIER (9 NFER, SAFHER—ERBAF. B, ENIRFRT)
- BHEEINARIRETHER

- XHEFTBEENAFR

« XX FERAR

« UFRF (FT) ABRMBXERN

X9 H HAFNET[E (mtime )

- XHHBRF

i iz
EEX
EES
TSz
FHRETR
RRETR
AER=A P

EEF

$f

0T ITIO|— Q!

Table 1.4: “1s -1" #HME-NFRHIIR
chown(1) F3F root WP IEAXHBIFREE, chgrp(l) BFXARIFTEEK root i IELXSXAFTERIZE, chmod(1) A3
FXHHIFT B EEK root Mk AIECX A FNSI A RETIIEIANER, #BIF— foo XHMIEAIEEZWT,

# chown newowner foo

# chgrp newgroup foo

# chmod [ugoa][+-=][rwxXst][,...] foo

Bign, RETARBTEE—NERWEAF foo FiE, HHELL4AE bar,

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rX .

B = EMSIREI R AL

+ Set-User-ID(SUID) {if (s 2% S B1AFH x)
+ Set-Group-ID(SGID) fiI (s 2 S E#kEM x )
o MO (¢ T BEREMAFPN X)

R “1s -1 WLEMMHHEXEFE, WRRXLHH FTEMRITURIRE,

LB[— MR HITXHR E Set-User-ID (il 81— MR AR E S/ ID iBTX AN AT (190 root AP ), ZE{URY,
B[—AEIITUHHRE T Set-Group-ID (43 52 1F— MR U AFATELER ID BT, (g0 root ), HTIXLE
REFTRESHEZ NG, RECIAHFTANREZERINER,
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E—NBERLEIRE “Set-Group-ID” $#TF 3 BSD WXl L, FIEEEREEEIZMXMHIEETERAENA.

L—NERRE “WR" BRIPFZERANXERREFREEZN—APRR, ATRIP—AER “/tmp” X
HBAREHEHLEASHNER FXHERETNEE, MBEERRAISNR, CRLEMERRIREMNFL, N, &
XA R] AR ESX B AT B R B SNFRE A P bR SIZ — R R A

XEE— R Bl HPREIF,
$ 1s -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, @ Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) B —MEERIURERENIR, XFHBFEIER 3 2 4 41/ \iEH (KR 8) B

B iAA
CE—ATERF Set-User-ID (=4), Set-Group-ID (=2) # #5781 (=1) Z#0
TE_ABF BEFIIRNE (=4), 715 (=2) 70 "] 31T (=1) PR ZF0
E=ABF HXPRERE E
- EUAREFAL HittFAFIPRERE £

Table 1.5: chmod(1) &5 < XX PRAVELF IRV

XUTEERBE XTI EAEER, MRMFIE “1s -1 HSHEAIEILE (2-10), BRAUTHS] (KR 2) RRXHE
RUARBR (“-" BRL 0, “rwx” BAL 1), fREIZFICIERARFENENRE 3 (TN AR \HEFIRE,

IR IGIF

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ 1ls -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo

"R
WMRIREFEEL shell fIARIFE1s -U"ERNER, RESFERABEXTSL, W test(l),stat(l)F readlink(l),
shell RE®<, 0 “[” 3 “test”, "IEEthAE,

1.2.4 EHIFTEAFRINER: umask

T4 NBRIG N BB F S shell RE &S umask FIPRHEI, &0 dash(l), bash(l), FIREHZ (7).

(file permissions) = (requested file permissions) & ~(umask value)

Debian ZXIAMERBFPFAAL (UPG), SH— AP RNERZAEWERHEESEIE— UPG, UPG MRAFEMEIETH
BFEE, IMEFRXA UPG ME—R R, BENBNEFESEECHNFAALZE, 1B umask IRER 0002 TFE
Z27, (ERL Unix TP, ERBEEEAFPIREZI—MY users MARIEEENMMIE, EXMIBERAT, HF
ZLEEL umask i¥5 0022 B—MFEE)



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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umask 8 BRI AR EEISEEDUE Bi%

0022 rwW-r--r-- “TrWXI - XTI -X NFTERFRIS

0002 “rwW-rw-r-- S rWXTWXT - X NFrEHe] 5
Table 1.6: umask {8245

B

BTl “umask 002" B A ~/.bashrc X4FTH UPG,

1.25 —(HREFRINEE (48)

AT EARBRNAZ—MIERF, IMNEFPEZELMER “sudo vigr” 4miE /etc/group MAKRMER “sudo vigr
-s” YR8 /etc/gshadow R HIZARIRR. MEEFHZEEMER (HEIT “exec newgrp” ) ABRFHIER

%0

==
EE

&, REJLALBERIM—1T “auth optional pam_group.so” 2 “/etc/pam.d/common-auth” LAKRECE
“/etc/security/group.conf”, EEESMHIGILIREMNSHRMBFEIE, (BRE 4 &,)

£ Debian R4EH, BHFIRER D —MXMGF. WRIMFA—TAFIKFILREIFEERSEHIEM, FI90 CD-ROM # USB 18
2%, (REZEXAF R AERERIRLG,

—LEZRNHRAREMNBRTFEMRARTEE root MRVIEIRLERERHFIRE.

g Bl 1510 X A FIiR & BV iR

dialout TERERNARIEORO ("/dev/ttyS[0-3]")

dip BIRPARIED, SIEZEESRRS IP &

cdrom CD-ROM, DVD+/-RW IRE1E5

audio ZONRE

video IR =

scanner ESEETIN

adm A BERE

staff —ERTYIREETERNEZR: “/usr/local”’, “/home”
Table 1.7: XFXHFiARIMAR SRR EIERATIR

BR

REEETF dialout AAREER B RFIMRIAR ILSIEEMS, SZ BME root AP /ete/ppp/peers/”
FHSEESABRTRENREXHWIE, (RRESET dip A, MATULIRIES IP RiEEa LS EFNS L,
EERANSSITIAESE pppd(8). pon(l) BAK poff(l).

RLEZZWHAARENARTFENIIMRRNTE root MREITHENGS.

H BTEERES
sudo ANEENRZEREETT sudo
Tpadmin RITHRSUMNITEWIEREE R, Bk, BRRITENN

Table 1.8: ZERMHRARUATHERSBITHAIR
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HASRIREMAFPFIANTEIIR, S0 H base-passwd BIRHEAY“/usr/share/doc/base-passwd/users-and-gro
, HEihRAR “Arfa”,

BPMERZENEEGS,E20 passwd(5),group(s),shadow(s),newgrp(1),vipw(8),vigr(8), AK pam_group(8),

1.2.6 BE)&
GNU/Linux X &8 =fhZE a9 a 8] B,

ESid] BX (AEL Unix WENX)
mtime N EEIRATE] (Is -1)

ctime NXEIRSIERETE] (s - 1lc)
atime N HFREHIRIFIETE] (Is - Tu)

Table 1.9: Bf(B)Bf2EHIG|ZR

=z
=)

ctime ~NEXHLIEHT 8],

=z
EE

atime 7£ GNU/Linux &% LR ESHERTEEFIAE £ Unix FIE X BFTAREL

s BEANGE, BERTZXEFER mtime, ctime, 1 atime E 14,
s WEXHFFEEHENR, BTN ctime 1 atime 14,
« FEASE L/ Unix R4, 12BN MEIE LT R atime B4,

c B, BIREXXHR atime B ; £ GNU/Linux RE L, ZINEKEEEXXHRAER “strictatime” S
HHIBAT.

« IR GNU/Linux RAMXERFZER relatime” EIEH, F—IRIEXH, HEERBIEXXHE, BT ZXEH
atime B, (M Linux 2.6.30 FFEARIZKIATT )

* MR GNU/Linux REEMIXHERFER noatime” HF, ME—I XM, FRBXNNHH] atime EHE,

ES -}

ATHEEBWERZRPEBRA XA RAMZERNE, 87T 'noatime” f'relatime” XFAMEIED, W{E
F7T’strictatime” i£IN, BNfEREPHIXAIZIRFEFIEEER atime BMXMERSEF. B atime BE
Bx T mbox(5) XHMIMNRLVAE. 1¥151EE mount(8),

{6 touch(l) S IENEBEEX AR EE.
AR, EIFBR (“Fr_FR.UTF-8"), s BOMHAHLFHE,

$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=en_US.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 oct. 16 21:35 foo

R
£E% 934 TAEX “1s -1" @ik,
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1.2.7 s
BEFEMGEE—/H “foo” HHER—AREMIHES “bar’,

- MRk
- WOBXHEERT

- “1n foo bar”
« S HEEEN symlink
- B RFIEE S — MR

- “1ln -s foo bar”

BEATEAR, rmGBSERPEIZHHNTHCINAMIIER,

$ umask 002

$ echo ”"0Original Content” > foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo

$ In foo bar # hard link

$ In -s foo baz # symlink

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo "New Content” > foo

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

BRHERTUAER - XERARLIE, HHABR— inode S, B 1s()#F “-i" EHET.

HESHEARBXLERE “rwxrwxrwx” BIXHIAEIRR, W EEGIFAR, SERRRBRUIEIRBRE EFRERAIX
HE,

ML
@ FRAEMBIEZFNIES, SNAZCE— M EANFTSRIENFRFEERINTFER., FSHENZIEAES
FIRES B R R ER AR TIRIELT,

5=z
1B

BEEAYS S EREEEESE, RS — MEnEEREILE,

“7 BREBEITHAENER, EIEMRTEERMEHERM 2 AR, .7 BRBEIRXER, BIERVEEHER
BEE e+ B REVEIEMEM,

NRARRI I Windows iF#E Linux, {RRRIFER Unix B HE FHERR T Windows RAEIER) “REFR" BZ4
BILRITE), ATEREXHARATKIN, NATEERHEXHRRIEXFZEINXR), ERERIMERL, X
BENMRELEN,



https://zh.wikipedia.org/wiki/Hard_link
https://zh.wikipedia.org/wiki/Symbolic_link
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1.2.8 mREE (kL)

mAaEEE— MREE— X, FIEATRETXH, ENZ—imthR, FLt, E#WHFA FIFO, BlJE#LH: R
NEEXIREREEZNFRBERAS —IREERK,

IR — B EEHITEANERE, SANITREASKAELL, HEEISANEERNEEFRIZILR, ZBERERRF
ZESBEREIMEENLE, EENXKNMALRTE, ENFERIE, EREBEERMNIIE, & shell RBER” 1] 2715
EINEE—H, AT, —BEERTEM, IMNERMAINTVER— I a<iT, EEHR-AFET, EER
UNIX By — M EER MBI,

Zid FIAF

$ cd; mkfifo mypipe

$ echo "hello” >mypipe & # put into background

[1] 8022

$ 1s -1 mypipe

prw-rw-r-- 1 penguin penguin 0 Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello” >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.2.9 EEF

ERFHROZNATRENERNER, SUREENRERAELS, EXUTHEEE (FIFO) HEATHEZBHEE
AEHENZEHITEERR WTFERFY, ILEHEAFTEAR—MEIET, EAFERR—IMRH#ENFHIE
ERH#IEENERE (IPC) W—IM TR, FRNRRAERBIMEREETRENZE, KRELNAEME ERNER
F M UNIX IHEEF .

VN
Bid netstat -an” GLAURAENEERRELITA TMLEERT,

1.2.10 2&XH

RENHEBERANYERENELNRE, IBEE. EFX EXF B2 ENREN—1MOFRESS, A

“/dev/console” iR,
RBENH BT,
. FRIRE
- BRIAE—NFER
- AN EFETFINEFED
- s, &0
. RIGE
- BEERMET-R, #HITUAE
- =R —AFEH
- NEaE--
{ReJNEBHRIEE XY, REZXGrIEEE S T #FIEE, G BRET/EIEMIVELE, BXESARIE, Bfq]

CABSEAE (I RR SRR, LEOl, MRRTIAR XA HS AITEINIRE “/dev/1p0”, EFEHBIAGSKEIEE
FIERO “/dev/ttyse”, B2, MRIEXLIZEE /DT, BNFIRESH AR, FUEEID.



https://zh.wikipedia.org/wiki/Named_pipe
https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
https://zh.wikipedia.org/wiki/Device_file
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=z
R

EHLEIITEIN, ER 1p2).

RENTREEIAETMIT 1s() B2, MTAR.

$ 1ls -1 /dev/sda /dev/sr0 /dev/ttyS@ /dev/zero
brw-rw---T 1 root disk 8, 0O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, O Oct 16 21:53 /dev/sro0
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

« ”/dev/sda” FIFIZESE 8, KIFESE 0, ERIUHE disk BEMAFIESE,

« 7/dev/sr0” IFIRESE 11, KIRESZE 0, EFIUM cdrom B#ANAFIEE,

« 7/dev/ttysSe” EIRESR 4, XIRESRE 64, ERIUM dailout BHANAFIES,
- 7/dev/zero” EIREER 1, RIEESR 5. ERAIUBREIERAFIES.

FEIA Linux RGEH, &E7/dev’ ZTFTHIXHRAZEINK udev() HHIETE,

1.2.11 g EXH

BB — L IARIRE X M.

B’EXH BE Mg Mz FE R
/dev/null 1EEY RE] “XHLEREFN (EOF) ©
/dev/null EA TORE (— PN ERPFBIREFERN)
/dev/zero 1ZEY RE\0 TF® (5 ASCIH FHIEF 0 ~E )

E == N N[ -I-A-:k- T 3 I 7
/dev/random (EEY #ﬁé%ﬁﬁm%&r‘i%ﬁﬁ@ NENIFER, ENER (2
/dev/urandom 1ZEY MEEBEZ 2= RREN I~ E 25 B — N NENFER
/dev/full =PN REWMEEH (ENOSPC) iR

Table 1.10: 57K & X HFIER

XERRNRE M EEH shell RIFEEERBKRSER (8% 158 W),

1.2.12 procfs 1 sysfs

procfs¥lsysfsT MR %, DBIMET /proc” #7/sys” 2z £, BRZPWBIBEHMRELAFTE, H&E,
XEZEREIR, MITH T RATHRIRERRBITHAEZ],

BRX>/proc” AEANERGITHHEERH T N FER, BRNBFHMEHAREFIRF (PID), EZIREHZEENR
ZTH, WM ps(), FIMNINEREMREFBER.

»/proc/sys” ZTHER, B8 T7TUERELRNZETSHEOD., (RETLAEREIIN sysctl() M EK,
NEERAEMMNE/EEXH"/etc/sysctl.conf”, )

HAMNBEXMIRIKREIXHE/proc/kecore” B, EERIREELE, MG TFHRUNBRAFTERNMEERS, E
HWAXIARAARZ, ER—NEMXE, EARANT, FIUABEBOLERKN,

»/sys” M FHEREE T AZBHNEIESEWY, EMNNEN, UREIZENEE, ERNBESTHREELRNZ
TR SHEO,

&%”proc.txt(.g9z)”,”sysfs.txt(.9z)”, A\REMME X Linux WIZX4HE (”/usr/share/doc/1linux-doc-*/Doc
XL linux-doc-* IR AR,



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
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1.2.13 tmpfs
tmpfs @ —NMERT X R FE, ENXEEHREFERUATR, BN, TREFIEFH mpfs IR ERRIGETER
PRI X,

RARBNEEAMER, »/run” BREE P tmpfs, XHEEE"/7 ZEFHARE, SHETUHEAN. EATESXER
H®THEME=ZE), [EAYtEX T Filesystem Hierarchy Standar2.3 kR i BRRI B RAIE :

« ”/var/run” - ”/run”
« ”/var/lock” = ”/run/lock”

« ”/dev/shm” - ”/run/shm”

2EZ7tmpfs. txt(.9z)”, XHEALTF Linux AZIXAY (”/usr/share/doc/1linux-doc-*/Documentation/filesyster
BRZTF, HREE linux-doc-* &1,

1.3 Midnight Commander (MC)

Midnight Commander (MC) & — " Linux LI EELRIRIMETHGNU R WL ET) . EAFFIIRET —IMXRE
NEMLIRERARLR, XESTEI)cARER Unix %,

RR]BER ERE THEMNBSRERIRE N mc ” B Midnight Commander 1.

$ sudo apt-get install mc

£ mc(1) AR L BB KRR G Debian 2%, XERERHFHNFIAN. BEANXTEMODEFEREREE - LRNEBNAS,
« 7/etc” REFBHZR

«” /var/log” REFEZR

« ” /usr/share/doc” REFEHR

«” /sbin” #1” /bin”

1.3.1 BEX MC

ATERE MC FIRHEE R B R cd BIHEB R, HBEIENRN ~/.bashrc” B&—1"H mc BIRHEHIIMIZA,
. /usr/lib/mc/mc.sh

EF mc(l) (&”-P” EINE) WEE, GIRFAEEEBBXEURAMHE, Fe]UHERELBE)

1.3.2 FEziMC
MC 5] X #E B,
$ mc

MC BEREBE T AENXAGEIE, BItMIEAFREE LS. RFER F1 eI AR E, MRAFELAL
PREEFNINBE R AT LAER MC,

£
HLELLURtE YN gnome-terminal(l), INEERAVREM L BERITRESW A IRIEFEEL, 7 gnome-terminal &,
LB EEI - @A > REEE FRIRE R IXLEAHIL,

MRMFIBRFrF gm0, BRHEREIZEL, BEILRIN”-a” F MC L {THIFR T B RLL2E o),
MRIXHFAREERA MC PHEREM, JBASEE 956 7.



https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
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1.3.3 MC XHEIE

RMANFANEREREESTXHIR, Z—MERANEARREGUEO R R KIZMXXHACNRES. ET
RE-LMBIVRER, TIPERE gpm(8) BITHRME, REFIUAFNRSITERBRRIEF. (E MC E#1TES!
FRENEIR(ERIBHE — EZIRAE shift . )

RIEHE BEEINEE

F1 BEIEE

F3 R HFEESR

F4 LR

F9 BUE FhIRE

F10 1Bt Midnight Commander

Tab TR & OB

Insert 8 Ctrl-T BT EXHREMREXXEF, WMElR

Del W& EF GEB--RE MC hEEHRER)
FEAREE BRER

Table 1.11: MC REERYE

1.3.4 MC :H<{TiRI5

« cd MSEEPHRERPHNEZER.

« Ctrl-Enter or Alt-Enter #BNIXHER|GHLIT,. £ cp(l) Fl mv(l) AN RIHITAIE,
« Alt-Tab ERX G 2B 2RER.

« BIERIN MC Gr L BEFIIEEARER; #lg1, "mc /etc /root”,

« Esc+n-key - Fn(BlEsc+1 - F1%; Esc+0 - F10)

- 5Ei% Esc BAMER I ALt —4; B0, #A Esc + c FTIFEE Alt-C 2—#R/), Esc #HJ0 meta 8, BIHEHBIT
Zﬂ‘j”M'”o

1.3.5 MC AZRYmiE2S

XITABERERE - TERRNMAWAR. # F3 ARERERR, BR F3 ERESHASRERKX, LZI{RATEA
BIREIER, (£ F6 FEXBINFI SRR T, FS MEEXEHREISmART. F2 REXHEH, Flo Bh. 2
Bt AEMBI A N TR,

MC 4riEES PN E U TEMNSSHNEE.

$ mc -e filename_to_edit

$ mcedit filename_to_edit

BEAR— N ESEORmIERS, EREEEITE ALIRRAZIEHINER, EHANEORIES, FEME Al-Fn RJREH
221 7+ {F FFile  Insert file” 2% "File - Copy to file” R TNIN &K,

A BB YmEE 83 7] LA#R I B gmaB 2R X

G, FSEFERMMELE SEDITOR I $VISUAL KAEmIBRIVER., MNRIMAERZER vim(1) EF nano(1)
FHE, MERIEFEEE TEHRBIMA~/ . bashrc” K3t mcedit #HITIRE,

export EDITOR=mcedit

export VISUAL=mcedit

R T RERVIEFRIEFER "vim”,

WMRREA vim(l) HARIMEF, REJCAEREBD RAPULEER mcedit(l) KiHEITIAF,
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1.3.6 MC AZfEF=E
MC 22— MNEESHEMNETSE, IR—MEXHEPERYANTTE, BEEFEHRERE/usr/share/doc BRHPEH
X, XRNEKRE Linx FEEMRRAR, XINMNEEFETLET TGS HIMEM— N REZEBH,

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 BHzEzh MC
EXHHRMARZE, BEYHNEFRLEXHNRNS (BEE 94.11 ), X2 MC —MEEHSENAEE,

XA 5 [B1 2= 2 A A [y
AT RITXH AT
HEIXs BEERTEEaRNHE
html X EEAB MU SIS
>* tar.gz” #7* . deb” XHF NEEATMEBEEFER M

Table 1.12: MC H ¥+ [3] Z= $ 4 A iz

MEXEEEBMEMAHFFIEEN, FTEBNXMATNEBRIRENATAIT, £ chmod(1) SEid MC XHRE
LAbAEVIRTS,

1.3.8 MC Ff FTP EINXXH RS

MC BEWS{EFR FTP BBEEMIA IR X ERBIR FO, ARRN p” KHIE FTP BN R 4 3% username : passwd@hostnan
IR NEA URL, i@ At B R—HRERZEE R,

& FTH”[deb.debian.org/debian]” KiXI%T Debian B9 LA LEM,

1.4 2% Unix T{EIMEETH

B MC ERZA]UILIRMERIERE, BFEMN shell RRTEAGSITLENRIEEEEN, nJLMEATEHABE
Unix T{EMIR,

1.41 ZE3 shell

fRE] A8 chsh(1) EZF(RAVE X shell,

AN
B POSIX HEEAFE, B shell EBME/T REERAFREL, 1THIURNE, ATHEEHMAIIIIN
(=N

EARHIET, RENH shell B235 bash.
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RHE ATE K/v | POSIX shell | 15BR

bash V:789,1:999 | 6465 | = Bash: GNU Bourne Again SHell (383= LR E)

bash-completion | v.o) 1905 | 1463 | N/A bash shell £5F2%h 2

dash V:894,1:994 | 222 ! Debian Almquist Shell, 81K shell FI&

zsh V:37, 1:72 2463 | B Z shell: B1F S IE@AIFRE shell

tcsh V:9, 1:27 1316 | No TENEX C Shell: —7" Berkeley csh FJIE 5@ iR

mksh V:3, 1:12 1469 | & Korn shell BJ— MRZ

csh V:1,1:8 343 No OpenBSD C Shell, Berkeley csh BJ— MR

BAREmZSH Stand-alone shell FFAREFREINE

. . =

sash V:0, I:5 1094 = §3"/bin/sh”)

ksh V2, 1:14 3280 | =& Korn shellFJE IEF) AT&T RRA

rc V:0, I:1 169 No AT&T Plan 9 rc shell FJ—"3EH]
o = Policy-compliant Ordinary SHell ZREEFR B HIZ 1B

1.4.2 7Eil bash

fREJ AT “~/.bashrc” REHI bash(l) B91T 5,

=X FHBIF

# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then
. /usr/share/bash-completion/bash_completion

elif [ -f /etc/bash_completion ]; then

. /etc/bash_completion

fi
fi

Table 1.13: shell f2F %R

# CD upon exiting MC
. /usr/1lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin”
# set PATH so it includes user’s private bin if it exists
if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}”
fi
export PATH

EDITOR=vim
export EDITOR

N
fRRJBATESE 9 BEFFRYSE 9.3.6 TIEIEZXT bash BIERIKIT,

B
bash-completion 3B HEBIL bash #HiTHRSH 2.



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/zh-cn/Bash
http://packages.debian.org/sid/bash-completion
http://qa.debian.org/popcon-graph.php?packages=bash-completion
http://packages.qa.debian.org/b/bash-completion.html
https://zh.wikipedia.org/zh-cn/Bash
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon-graph.php?packages=zsh
http://packages.qa.debian.org/z/zsh.html
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon-graph.php?packages=tcsh
http://packages.qa.debian.org/t/tcsh.html
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon-graph.php?packages=mksh
http://packages.qa.debian.org/m/mksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon-graph.php?packages=csh
http://packages.qa.debian.org/c/csh.html
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon-graph.php?packages=sash
http://packages.qa.debian.org/s/sash.html
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon-graph.php?packages=ksh
http://packages.qa.debian.org/k/ksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon-graph.php?packages=rc
http://packages.qa.debian.org/r/rc.html
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
http://packages.qa.debian.org/p/posh.html
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1.4.3 450KIREE

£ 25 Unix IR, B—LEEBRKSXNER, HIEE, S8 Linnx FHIEHE, RBEFAR Ctr L Alt 87
MIEE T, ERBE/LMEFICENRRE,

TRIER v

Ctrl-u Y R T A= E 2

Ctrl-H R ARG — N F T

Ctri-D KPR (ARIRFEER shell, MHEE shell )
Ctrl-C BIF—NEEETHER

Cctrl-z B EEFRFRIEEXEEER

Ctrl-S FIEFERERAE

Ctri-Q ) & B e A

Ctrl-Alt-Del EE/XHAZRG, W inittab(5)
WEin'zt)J\c/\lsE-zkg?)ﬂHHEﬂﬁ * Emacs F04E{ UI B97cH#E ( meta-key )
Up-arrow @ ESERE FFIEE bash AEBGSHAHE

Ctrl-R FFIE7E bash BNIEEGSHEFRIER

Tab 7 bash 2 1TTHHEXER

Ctrl-VTab 7£ bash G2 1THHEA Tab MARHITHE

Table 1.14: bash BUIZ R4 E TR

BR
Ctrl-S BILIRINEERTREM sttty (1) A,

1.4.4 FRARIR(E
Debian B 454t W XA BAMEVERS 2 RIE, SMN—LEHETA:

. &40 Unix BARRIEA:
- {ERA 3 MR (82F)
- EREER
- X NA, W xterm, BERXANBERSEFRER
- I GUI (BIAFRE ) BRingEAN:
- {ER 2 MR (1) + BE)
- (EAEERMNE MR
- AFHRM GUl (BIFAEFRE ) A, tkil gnome-terminal

XE, TERNERSSRXAEE, ALIFREFA, E/A Sshift-ctri1-c RAH, IHFFIUBERLIE—MEITH
=7,

IR RIR LR RIRE, WIAANRPERE, ARICARSMPEEER. 2 BRIARAENERLT, EERLE
MARFE S TIRPEE,

FTE Linux FHIZHIEHERENR, BEEIL gpm8) fEREETIP#HIZ ( daemon ) iE1T.



https://zh.wikipedia.org/wiki/Unix-like
https://specifications.freedesktop.org/clipboards-spec/clipboards-latest.txt
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BR1E M i

EEF SRR FERMEEFREETCE

BEEER FERNMUEFREETERNAL
BEEE (EHZAN) FERNUEFREFECENEE
BEEE (ARBR) & E TR R (H), B ¥E)
Mk #E Shift-Ins ERGEEAEZRINERE

Ctri-Xx I EERIERIENER

Ctrl-C (fE&im= Shift-Ctr1-C) BN EEZRINEEZENER

Ctri-v FENEE IR A B ZEFRAE

Table 1.15: Debian ERIRARMEIEFIME R IR BRIRIETIR

145 HTER

less(l) LB —MERBMMDTIIEF (XHEABTEER ). ERBEENGSSREFERLHRIZIXG, A

less ML EBFNMBRMREFSHEHTLUR “h", ENINELL more() ML EFE, BEEMANALMIT eval
$(lesspipe)”s’eval $(lessfile)” EMINEEILEEZFEIBAIFMIESE”/usr/share/doc/less/LESSOPEN”,
»-R” EINE] U SCH R A M F /&40 IR =] A/S A ANSI BReE X R, 1#HESE less(),

1.4.6 XAYwiEz3

TE{EFZE Unix AATFER, SFEMFVim 3K EmacstI TR, {RMIZAEEEAH—1,

HiARS)BFEA vim SR —MNAEM%ERE, EX Linux/Unix RAE —MREMT T Vi migeE. ERLERVH vi
MURERK nvi XETREEFBREN. BAE vin BRHET F1EE, EREXTERENINEEERK, FUFERE
Vim MARHEHRHMN—LTH, )

{BRIZRAZ R Emacs SiR2FAXEmacs {F B REVmIERS, ESKTBRIFINER, LEHRERENRR, Emacs THHRSH
et <, BEMFSIE, BREER, BEEFESS, SRSHANEFNER, EEBMNRGSm TIFRIAR
WRIRIMET, IEEAEMNER, —LAEZRFAN Linnx RAERFEZL S E Emacs, T2 #HKE>) Emacs
AIAHREA TR T E S E, ELRZHEFZ SIER Emacs RHREREER GNU Emacs SEF .

AESBNAFREXLEEFHSE - RIE, WA vin” 1 F1 eI BN Vim, BIMRRFIHIE— THIER 35 17,
BENAAREN” | tutor |” ¥ Ctrl-] el UNBRIELIS IR,

JES =N

IFRYYREERS, & Vim 3 Emacs, FICARHE UTF-8 REEARERARIBIEIMNXE, ENMEIMEE GUI (BIRAF
SR ) IMETFER UTF-8 i3, ARXRREKRMEFNFHR, HmigREERMIT GUI (BIRAFRE ) MR
mEDIE. XTEF XA UERSENHE,

1.4.7 RERIANARYwiERS

Debian BIF 2R EHIRIERE, FATENZR LEREZIN vim AL,

Debian B 7% “/usr/bin/editor” 12 THARKENARIERIG— 155, EILEERF (A8 reportbug(l))
STMBRE, MFeTEE FARSHEE,

$ sudo update-alternatives --config editor

it

WFFHF, HEBIER “/usr/bin/vim.basic” K “/usr/bin/vim.tiny”, EAELZHERS

o

RBR

WEZIEFERMETE “SEDITOR” 3§ “SVISUAL” RREFEAI N RmIERS (S5 1.3.5 THE 9.4.11 TH), B
F Debian ZAH—HMHEE, E1#HIZER “/usr/bin/editor”, (TEHAE L, “$EDITOR” & “ed”, “$VISUAL”
% “Vi”o )



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/XEmacs
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1.4.8 {EH vim

B8 vim(1) B5E2M”nocompatible” IMBEHHED, #HAR Li@#ERX, 1

5SS R 1RE
=B ‘helponly BB EF
Fr] ‘e filename.ext TR ZE P IX 3K gR4E f1ilename. ext
=8 W EERNE A XS ERIGXHF
3] ‘W filename.ext EASRIZHXE] filename.ext
=3 q EE vim
@ iq! SEFEE vim
] ronly *ABEENEFTANEO
AR 2 B = -
- :set nocompatible? iéigt vim @& 7T 2/ nocompatible
EE :set nocompatible ®E vim 25 £/ nocompatible &z
T ] i HEAN BAERR
] R H#EAN BREX
=8 v HEA TR
=8 Y HEA B MITIER
E3E Cul-V HEN THRIELR
F2 T TERMINAL-JOB %F ESC-i# HEA TERN
FEBE] iterm P TERMINAL-JOB 125\
TERMINAL-NORMAL i PN TERMINAL-JOB &%,
TERMINAL-JOB Cul-W N (8(& Cul-\ Cul-N) P TERMINAL -NORMAL 125
TERMINAL - JOB Crrlw - = TERMINAL -NORMAL BXEFEAN
Ex-1RD}

Table 1.16: EZAHY) Vim #Z52517R

EER vimtutor” F2ERE3] vim, BT — G R HIESIRIE,
vim  ZFET B ANRRRNTENITA, E BA-RIF BRERT, GANRBRASEIHFATEFX, B3
KR KEEDTE EEB- RN T, REEFRE oJi-RA TRM, EEE-REX TR, ATEM RN HAR Ex-12

iﬁo EX';%%‘HQP%O

R’
Vim # Netrw 3R E1F] A —#2fEFH, Netrw EIR ZHEARMAMMLZIZE XM, JEER, Avin 7 (—PREHR
S5 R Netrw, 7E7:help netrw’ IZEIENXY,

vim SREE, SWE 9.2 T,

1.4.9 123 shell ;&)

shell s LRI BRI BERINL TRR, AOJRESHRELEZBERRIE, 15 shell [EICREIXGHBRLOMER M
BHER, SFMTEARAEEESER, IMICREBLRE LM,

B
HARASHY Vim (version>=8.2) BEfS ¥k FASKEMIRYIC R shell j&5), {#F TERMINAL-JOB-#X, SNE 1.4.8 T,

B3R shell JENIIEARFERE script(l) FIBIT shell,
=i F oG+
1BNEIBMY vim tHAERR BTN 289 nocompatible” &, @ET(ER”-N” EIEH,
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$ script
Script started, file is typescript

£ script F{ERES shell &<,

# Cctrl1-D3REBY script,

$ vim typescript

1.4.10 EZAH) Unix ssd

IEBARZESJEARR Unix <9, EXE, HIEMWRE—MEN LR “UNIX", ] UNIX ZEZRAZBEHBRRHEEN
@<, Debian RAMALIS, WRE - LS ARIFBIAFLIFER, BAEED. MR shell PEATHIR, EXNN
MEsLHHaNE, XEAFHABREZAXMAFRRIT.

SIVMERIE AP IKSRER TGS,

EE

Unix B—M&EBI, BA “.7 FSKBIXEE#iEaRE. El— RO TEEEEMAFPEERN X,

WMF cd &%, 20 builtins(7),

E AR Debian REMKINNDTIEF R more(1), BLEEMRD), Bidda< “apt-get install less” &%
less REBE, less(l) SR AKINMNATIIER, ©RINIET A E#EFRLRH,

[ A] EEEMRIARNps aux | grep -e "[e]lximd*”” &<, BB R grep EERTHIRERS, 1E
MFRARDPH 4> BEERETHFRA", ZHETLAL grep BT exim” thikF"exima”, B SIUBAFHSE
MILEMENRARP, ERENINENEARA—HRN, &RFHETRIENRIATUSE grep().

fERilgR, BERLARNGSRERERARRAL. NRFBEEABEXEGNGHESWEEA, BSYEIZFMR,
I FAGIF

man man
man bash

man builtins
man grep

man 1ls

BB BH B PR

FMEIMFERTRRIEAB RIEUSIR, EAENESBEES, LERILKREIR. EBERMWMLEFH. B2, —BIFS
RTE, RRMEENNES.

HERE, B Unix 5% (B1ERE GNU M BSD B9 ) #rJAEREENFEINESR, ReJAERATINEP—#7]
AREBE (BRANTEASHEATY ),

$ commandname --help
$ commandname -h

1.5 (& shell &35

W, (RISUNFEIEER Debian RABEBE—LRIE T, IEHANERAT # Debian RAEMGSMITIE, EXE, i
RNIFM—AREIHAE, BREERSI bash(1),

— BV ER < BB FRA AL,

1. RETEE (i)
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e 15 BH

pwd EREr/ITEERDBEMR

whoami ERIREFRA

id ERSaAFPHBH, (B, uid, gid FIFEXHE)
file foo BR “foo” XHERIXXHEE

type -p commandname

E7R “commandname” RS HINXERTEMNE

which commandname

[EE

type commandname

ER “commandname” mETHIMEXEER

apropos key-word

EHE “key-word” BXHGmS

man -k key-word

L

whatis commandname

B—1TfEFE “commandname” &%

man -a commandname

B “commandname” S HIEERE (Unix Xig)

info commandname

&R “commandname” @S HEIAKMERE (GNU Xig)

Ts ERERAR (AEEU. aSHERXEFNER)

Ts -a EREXRART (BEFMEXHNER)

Ts -A ERERAT (BE/LEMBXHEMER, Ry “..7 M ".7)
Ts -1la ERBHRERAT, AESFHENER

Ts -lai ETRMBHERAR, FEE inode ITFEHANERE

Ts -d ERSaER FHRBEER

tree FEAMRKEERERAT

Tsof foo S FIT ARSI E Foo”

Tsof -p pid B HEEHFIEITHRNXHE: "pid”

mkdir foo EIRIERTENHX "foo”

rmdir foo MFR S a1 ERFH “foo” BHX

cd foo R HEIEHRE Fek &= $CDPATH” HHY “foo” BE
cd / k2R E R

cd I ERNEIENEISES

cd /foo Rz ER1Z R “/foo” B

cd .. R E—RE=

cd ~foo INREIEF “foo” MEXHER

cd - IE I PATEFIEE S

</etc/motd pager

FERFKINN D TIIERKRETR “/etc/motd” AR

touch junkfile

BN —NEXHF “junkfile”

cp foo bar

BF—AMEXE “foo” SEIEI— X “bar”

rm junkfile

MRS “junkfile”

mv foo bar

4§_/|\Imﬁy1¢ “fOO" EE_E%EE ubar" (ubar_" L\Z\;ﬁjz;ﬁrf)

mv foo bar

F— P BEXHE "foo” BohRIFHIMIE "bar/foo” (WPFHE
ubar” Ei )

mv foo bar/baz

Bol— A MBXH “foo” EFUEFERR A "bar/baz” (i
MEFE “bar” B%, BARFEE “bar/baz XE”)

chmod 600 foo

FEEMATEEIEMBXHEF “foo” (FEFMBABLEMITZX
)

chmod 644 foo

FEEMANMEXE “foo” FNEEARRE (FEMBARLE
PITIESUTF)

chmod 755 foo

EEMAN “foo” ANEMARS (FEMBABERITEZXH)

find . -name pattern

fEEM shell “pattern” ERLENXHFR (RERIE)

locate -d . pattern

fEF shell “pattern” ERMENXHEE (EERR, FERAEH
EREVERIEEE )

grep -e "pattern” *.html

AL AR Y “.htm1” EEMNFEXETF, EXERE
“pattern” MINXHHER

top

2EEREERES, WA "q EBH

ps aux | pager

ERFEEAGTIHEENER (BSD Kig)

ps -ef | pager

ErBEEGTIFERERNEE (Unix system-V XHg )

ps aux | grep -e "[e]xim4*”

ERFBIEEE{T “exim” M “eximd” BHEIE

ps axf | pager

ERABEEETIHEENERS (ASCI X% )

kill 1234 FIEID A 12347 BEE
gzip foo {#H Lempel-Ziv Zwf3 (LZ77 ) 1§ "foo” &% "foo.gz”

gunzip foo.gz

ll% “fOO_gZ" ﬁgk—t% ufoon

bzip2 foo

& Burrows-Wheeter 3R [E 485 EF0 Huffman ZRi8%E “foo”

E48% “foo. bz2” (EHMBLE gzip TiF)

bunzip2 foo.bz2

B “foo.bz2” #EEA “foo”

xz foo

A Lempel-Ziv-Markov 888,18 “foo” &4k “foo.xz” (&
MMREL bzip2 BIF)
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4, EEM (ik: >,>>,<,<<FEE

5. ¥EHIRME (FIik: &&, ||, ¥RITH, ; .&,(,))

1.5.1 HIPUTHIMELRE

—EIMETEMNERREERS Unix SLHITT A,

IMELEMEIAER PAM R4V1A1L, HP— LSRN ARFERRE,

« PAM ( FIIEHR BN ISIEAEIR ) RARVIELR, EE Y0 pam_env &R, BT BAET /etc/pam. conf”.”/etc/environment”
#”/etc/default/locale” iRBMETE,

- BREERE (H1E0 gdm3) &4 GUI (BEAFRE ) 2IEEHREMNMREE,

- APSENIEFEVBLE, sTUEREE"~/ . profile”, ”~/.bash_profile” #1”~/.bashrc” FigBHIIFIE
TR E

ﬁEO
1.5.2 “$LANG” T=

HKIARESBERTESLANG” METL ERE N, EELTRNMRECE J9”LANG=xX_YY.UTF-8”, Si&TEHE F KA GUI
(BB FPRE) PERE, PIW7E GNOME H2, 7iRE” - " Xig & 185" - "5 /7 &R

==
R

BRI WRIFATESLANG” REEERANETE, REEENFENEATAA SLC_*" FEANTE,

“SLANG” TEMTEMIBSIMNEMEM 3 MAERM: “xx_YY.z227",

BEWRE 1 EH

XX 1SO 639 EBESXHE (/N5 ) g0 “en”
YY I1SO 3166 EIZXHE (K5 ) #lan “us”
272727 YRy, BRIRER "UTF-8”

Table 1.18: iBESME(ER 3 NERSY

{£F3 shell G L1THRIAFHRIT FIIEE AL,

$ echo $LANG

en_US.UTF-8

$ date -u

Wed 19 May 2021 03:18:43 PM UTC
$ LANG=fr_FR.UTF-8 date -u

mer. 19 mai 2021 15:19:02 UTC

XE8, date(l) BFHITRER T ARESIMEE,

« B—ABY, “SLANG” IRBEHRANEIAIESINEE “en_US.UTF-87,
- BIAERS, “SLANG” 1R E RiAIEH) UTF-8 IBSIMEME “fr_FR.UTF-8”,

RBBNGLERNTRIFLBEMEEXIMERE, WTF LENFF, REATERN TG,



https://zh.wikipedia.org/wiki/Environment_variable
https://zh.wikipedia.org/wiki/ISO_639
https://zh.wikipedia.org/wiki/ISO_3166-3
https://zh.wikipedia.org/wiki/Codeset
https://zh.wikipedia.org/wiki/Locale
https://zh.wikipedia.org/wiki/Locale
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BEINEHERE BE (X))
en_US.UTF-8 =iE (XH)
en_GB.UTF-8 HIB (RATIEN)
fr_FR.UTF-8 =18 GEE)
de_DE.UTE-8 EiE (B )
it_IT.UTF-8 BEXFNE (BXF)
es_ES.UTF-8 A E (AT )
ca_ES.UTF-8 INRMEE (T )
sv_SE.UTF-8 IndE (ImBE)
pt_BR.UTF-8 B=AE (BA)
ru_RU.UTF-8 BiE (BE)
zh_CN.UTF-8 XiE (FEARENE)
zh_TW.UTF-8 XiE (FEEE)
ja_JP.UTF-8 Hi& (HE)
ko_KR.UTF-8 g (FE)
vi_VN.UTF-8 HWEE (HE)

Table 1.19: {BSIMEHFIIR

$ LANG=fr_FR.UTF-8
$ date -u
mer. 19 mai 2021 15:19:24 UTC

RBR
B —N BUG IREMBHE, MR EAMNRIEFRIENIFE, £'LANG=en_US.UTF-8" IESIMEIME TGS HITIE
TR ESEIF L,

WFESIMEEENAT, S0% 8.1 T,

1.5.3 "$PATH”’ &&=
H{RTE Shell B A G SHIBT{E, Shell R7E”$SPATH” TEMBESMNBERIIREHAITIER, "$SPATH” T=AVEHIUE
Shell BUfEZRFR1Z,

TEEXIARY Debian ZEEITIEH, FrfERAMIAFPIKSH”$SPATH IMBELEmTREAREIE”/sbin” #1”/usr/sbin” B&, I
i, ifconfig HLMEEZIRTREMIRZ"/sbin/ifconfig”, (FEl, ip L EE”/bin” BRET)

BT BATE Bash BIASZ 47~/ .bash_profile” 8"~/ .bashrc” RIXZE $PATH” IMBE T EME,
1.5.4 "SHOME” L=

REGLERPERPEFRTRPEENEKE, AEBIEENATRIEZENWRITAN, AFEFEEM"SHOME”

TEREE.

B
Shell B~/ hEANEHBIBE PO EEXR, U 2 $HOME/", Shell ¥ B"~foo/” & foo BV B X, thih
="/home/foo/",

See %8 12.1.5 7 if SHOME isn’t available for your program.
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”$SHOME” ZTEM{E

EFETIHNE

/

VIIRHERTIER (FIP#EE)

/root

root FH PR Shell ITHITE 7

/home/normal_user

E WA IR Shell ITHTER

/home/normal_user

TERAF GUI fRERERTHRER

/home/normal_user

FA root AP IXPREHITIZERF "sudo program”

/root

F root PRI {TFZEF"sudo -H program”

Table 1.20; ”$HOME” TLE(HFIER

—ERLIHESH, LSR5 - - Tk, @EMZREN, ARERGSHRITHEI

$ date

Thu 20 May 2021 01:08:08 AM JST

$ date -R

Thu, 20 May 2021 01:08:12 +0900

XEBEMNGESESE”-R” T date(l) AsS it o RFC2822 trERM B EIFER B,

1.5.6 Shell BREEF

SEAXMBERMIEGSHEBNRITMATERMIA, BXXEHRT R glob, (BRMR#EM ) BECH), BALER

A EX A EFEK,
shell glob 1=z} U REIRTIEEES
* AL AL HE (FR)
X BL7.” LB HFE (BR)
? e
[..] BERAEREFTHNEEFTHE I UERERTER
[a-Z] “a” Bz ZRIEE— N FRE I AMEREHER
[A.] RTEESEFESTHNEEF® (7 1N 2RI, HEFFHE XU
TERIEHFRT
Table 1.21: Shell glob &,
=R T IfIF
$ mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
$ echo *.txt
1.txt 2.txt
$ echo *
1.txt 2.txt 3.c 4.h
$ echo *.[hc]
3.c 4.h
$ echo .*

. .5.txt ..6.txt
$ echo .*[Ar.]*
.5.txt ..6.txt

$ echo [A1-3]*

4.h

$cd ..; rm -rf junk

20 glob(7),



http://tools.ietf.org/html/rfc2822
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EE
5 shell BANXERLEARXAR, EA” -name "EIMAY find (1), H shell k" * 7, LEL" . " F4
IR, (FiPOSIX M%)

R
BASH =] BAEFHAERY shopt EIHEN” dotglob ”, ” noglob ”,” nocaseglob ”,” nullglob ”,” extglob ”
EHILBITH, A bash (1) EFFHMILA,

1.5.7 H<SHIRE/E

FOBOHSERMENRHRS (ZE: “$?7) fFAREIE.

R THNE HIRS EESTIELE ZiEIROE
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.22: G S AR HAHT

=ik F 36 F.
$[1=11],; echo $?
(0]
$[1=21]; echo $?
1

=

B/EE, success i3 TRUE, 0 (zero) MREME, XIBELREM, EEEXER—T.

1.5.8 HEMIFEESF shell EEE

IEFATNAE ICETE Shell f5 S EH R e S1TATERBIERS 35,

Debian ZAR—MNBSESHRIER R, BEEESILAPEBE— shell PRITSNMERF, BEEHENEED K shell

A< : jobs, fg. bg #l kill, #EIJiE bash(1) FHIET : “SIGNALS”, “JOB CONTROL” # “builtins(1)”,

=ik R IEIF
$ </etc/motd pager

$ pager </etc/motd
$ pager /etc/motd
$ cat /etc/motd | pager

RE 4 4 shell EEANFI FEZETERNER, BRE—MIFELESGHIEITTHIIMT cat FLRETHIR.
shell RIFRIEA exec BEEE— MR RITAX M



https://zh.wikipedia.org/wiki/POSIX
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I EIRE 15 8H
command & £ shell 95 & FH1T command

commandl | command2

B EEE commandl BFREREE R command2 B9FRERIA
(F1THIT)

commandl 2>&1 | command2

B EE T commandl BYFR & HFNFRETRI=IE R command2 B
PR (FITHIT)

commandl ; command2

TOXRFTT commandl 1 command?2

commandl && command?2

1T commandl; WXL, FFHIT command2 (WX
commandl #1 command2 #8H1TRLIN T, iR[E success )

1T commandl; WMEARII, HIAFHIT command2 ( A1

commandl || command2 commandl 3% command2 M {TRLIN, IR[E success )

command > foo & command PIfMEREEE@EIXH foo (BE)

command 2> foo ¥ command BFRERREEQZIXHE foo (B= )

command >> foo ¥ command BfmEREETEBZIXHF foo (FFAN)

command 2>> foo & command PIfMERIREE @EIXHE foo (FFAD)

command > foo 2>&1 & command BinER B INERREE@ZIXHEF foo

command < foo & command FIFRERAZEQZIXHE foo

command << delimiter ‘4‘% command @”\Jﬁ)&iﬁ)\ E@ER FEGSTT, BRhEE
delimiter” (here document )

command <<- delimiter & command PR ERAEEQZ TENG LT, BEENEE]

“delimiter” (here document, f<{THFLIGIRFTEWEZER)

echo Hello >foo
exec 3foo 4bar
cat <&3 >&4
exec 3<&- 4>&-
cat bar

FIURE X B9 AR T 0-2,

# open files
# redirect stdin to 3,
# close files

Table 1.23: Shell a5 & ILA %

stdout to 4

1’E 15 EA AT
stdin PRI 0
stdout nERE 1
stderr PEER TR 2
Table 1.24: FE X HIS 4 1A T
159 HSHIR

RE] L HE B ERNGLIRE— MR,
I FIGF

$ alias la=’1s

Im?j_: , “ -La"

-la’

=

= “ls -al” MESKHR, HFEFSURKIIREAIILAMENXHG.

{RETLAfER alias RIHFABERZIE (S0 bash(l) F4Y “SHELL BUILTIN COMMANDS” ),

$ alias

alias la='1s -la’
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{ReTLAEA type RBIAGSIERIEREZEER (20 bash(1) F4Y “SHELL BUILTIN COMMANDS” ),
28 T AU F

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to ls -la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

Ls ERIAWHMERIL, M “Ffile” 8\, EIt “1s” #5712k “hashed” (#RARRFER), B shell H—AMHEHIICRA
SRR YIE] “1s” PRALAIMIE.

BR
2015 9.3.6 T,

1.6 3 Unix X A4LIE
£ Unix W ITEMIER, XALIER B U FERASEEMMNENARRIE T BT, XS —1MEZEM Unix eIF,

1.6.1 Unix XA&TH
XEBEHE LI Unix AR EERAMNREXALET A,

- RBEFEREMNRAN:

- cat(l) EEXHHELLIIIANE.,

- tac(l) EEXHHREHE L,

- cut(l) EFITH— 9 HiEd,

— head(1) i 3XHRIFF L,
tail(l) i XXEFRERE,
sort(l) WA HITEHITHER.
uniq(l) AEHERMIX &R EIRERNT,
tr(1) FEHRMBRF .

— diff(1) WX HRITEHITIEE,
- FIAMEREMIENRIAN (BRE ):

- ed(l) B—MNRBITHRIERS,

- sed(1) —MNidmigsE.

- grep(1) LEC#HE pattern B A,

- vim(l) R— 1M ERERIES.

- emacs(l) B— MNERmIER. (ALY EH BRE )

- ERYT RMIENRARN (ERE )

— awk(1) FH1TE BRI AT,
- egrep(l) ILEEHHE S pattern FIX A,
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- tcl(3tcl) ATLABHTEFMREBRIMNIALIE: S0 re_syntax(3), &&5 tk(3tk) —&fEHMA,

- per1(1) BB TEEMREBRIRIX AIE, S0 perlre(),

— pcregrep BRI pcregrep(l) BJLAILES#HE Perl R IEMTRIAT (PCRE ) EIAIX A,

- HH re fZHRH python(1) B LA TR RAE SR AL IE, SN /usr /share/doc/python/html/index . html”

MRBAPEZLHSREMT 4, BEA “man command” RECIEERBERIE,

pEF =
HFMIRFFRAXMEENARATIES MR, MRGEBERG—IHSHNERITH, FIUER “LANG=C"
C.UTF-8 EESIMENR B[RRI UTF-8 B/ E (B8M5E 81 ).

xR
Perl IEMRIATR (perlre(l) ). Perl RELEMRIAIN (PCRE) 1 Python # re HEREHIVENRIARNE —#
# ERE AL 2 T2 ERANT R,

1.6.2 EMFRIAL

ENRAXEREFSALIETER, BN shell BB, BEMEZRFERA,
ENRAXNERELENRN, ERBXAFFNITFFMME,
TFEFNXERFERFREXNFN. EMNERMEZENF, BRE M ERE , FAMMHEURT LA ATE,

BRE ERE TEMFRA IR
N . [ JTAS$* N . [ T~AS$* BARENTER
N+ \? \N( \) \{ \} \]| BRE B/ “\” BXTFEFT
+?2 () {1} | ERE MEMARTE "\” BXHITFER
c c MEEIETFRF "¢
\c \c CRE— "Fa=X ENFERF “c”, BE

‘c” ABRTFH
. . LEEIEFN, BERITH
A A FHENABRMUE

$ $ FREBNERAE
\< \< B AFRAE
> \> BUHPERME
[abc..] [abc..] LEE “abc...” FHERFES
[Aabc..] [~abc..] LEFRT “abc...” RAEFEFEMN
r r* TEEAHZA 1
A+ r+ MRE—%Z+
r\? r? LEEFENK— “r”
ri\|r2 rifr2 LEg—4 "r1” g "“r2”
MEE— “r1” &% “r2 %, HEIESA
\(ri\|r2\) (ri|r2) I IEMSS A

Table 1.25: BRE 1 ERE FRIITTFERF

emacs FHIENRIAXNEA LZ BRE {E2%E ERE FRITTFR “+7 # “27, HElt, 7£ emacs FUEMEMER “\" %
HXEL

grep(l) AJAMEREMNRIANRAITIERIEER,
Zid FIAF



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Regular_expression
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$ egrep ’'GNU.*LICENSE|Yoyodyne’ /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

BR
S0 9.36 T,

1.6.3 EHRRIARN

WFEHRTAN, —EFHFERANS X,

BrRia BRAX BRI E
& EMFRAKXFFILERNAST (7 emacs FEM \& )
\n gi n MESHENRARNLENASE (7 BHF)

Table 1.26: BirKRiADR

¥ Perl B#RFAERKY, NEA “$&” MIE “&”, MEA “sn” MIE “Wn’,
=il AT

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]*\(.*\)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/=%&=/"
zzz=labc2efg3hij4=

BRI XLEES ENRAXIER, URXERLEHNXAERNEN TERZINEHE R,
XL TE M RIATNE — Lo RAg 23 P th ] AR RB TN AR B XA,

7E shell BLITITRIIRBHT “\" QBB —MRITH (FRZAM), HIFLRBET—1THITE,
BEEAERXFMREIXLEGS,

1.6.4 ENREAANEFZER

ed(1) 8L FILATE “file” HIEFAEM “FROM_REGEX” Ei&m “TO_TEXT”,

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
w

q
EOF

sed(1) L EILATE “file” HIEFRERY “FROM_REGEX” Ei%py “TO_TEXT”,
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$ sed -i -e 's/FROM_REGEX/TO_TEXT/g’ file

vim(1) SL P LAUBEIT(ERE ex(1) S “file” HEFAEM “FROM_REGEX” &Ry “TO_TEXT”,
$ vim ’+%s/FROM_REGEX/TO_TEXT/gc’ ’+w’ '+q’ file

N
LERM “c” ST UBRESRERNEHITZERAIMIA.

SN (“filel”, “file2” #1 “file3”) wJLAER vim(1) X per (1) iBid IEMFRANHITHRMAI IR,
$ vim ’+argdo %s/FROM_REGEX/TO_TEXT/ge|update’ ’'+q’ filel file2 file3

N
FEH “e” IFERRITHLE “No match” fBiRPEIE,

$ perl -i -p -e "s/FROM_REGEX/TO_TEXT/g;’ filel file2 file3

£ perl() flFH, 7-1” RES— M ENRXMANEREARE, -p” BRAEIABELEENX M.

N
EASE “-i.bak” RE “-i7, FJUEXHEEHRN “. bak” BRF, WFERNER, ZEBMERPIRES
=552,

=z
IE=A

ed(1) 1 vim(1) £ BRE ; perl(1) £/ ERE ,

1.6.5 MXAFHIRIGHIRZENEIE

TEE-AXAXH “DPL”, EEEHE 2004 FLAFT Debian IBMMSERFMNELBE, HUSEAR.

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

R’
£ “Debian &52" ZREXEZHAY Debian NSMEH L.

Awk ZEWRARMNZMEREI S P IREVERIE,
I FIGIF



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/ch-leaders
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$ awk "{ print $3 }’ <DPL # month started
August

April

January

January

April

April

March

$ awk ' ($1=="Ian”) { print }’ <DPL # DPL called Ian
Ian Murdock August 1993

Ian Jackson January 1998

$ awk ' ($2=="Perens”) { print $3,$4 }’ <DPL # When Perens started
April 1996

Shell (140 Bash ) tha] BARSRAHTIX M4,
I FIGIF

$ while read first last month year; do
echo $month
done <DPL
. same output as the first Awk example

NE®S read A “SIFS” (AWEBHDBRRT ) PHFRRFITHIRM S 215,
WMEIRIE “SIFS” 4T R “:7, {Re]UATRIFHIER shell R4 “/etc/passwd”,
$ oldIFS="$IFS” # save old value
$ IFS=":"'
$ while read user password uid gid rest_of_line; do

if [ "$user” = "bozo” ]; then

echo "$user’s ID is $uid”
fi
done < /etc/passwd

bozo’s ID is 1000
$ IFS="$01dIFS” # restore old value

(WNREA Awk HEIEEIME, £A “Fs=':'" RREFHDEH. )

IFS % shell RN FNSHY R, wLBBRNEAT RNER, ZIASHIMAENSISHESISH, IFSHRIAMER =
&, tab FNIRITHT,

TBIEME(ER shell BY IFS %15, 3 shell FHIAN —SBE AN ENBAN, SRE-LEHFENE,

$ IFS=":," # use ":"” and ”,” as IFS

$ echo IFS=$IFS, IFS="$IFS"” # echo is a Bash builtin

IFS= , IFS=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 ATEEWSHI/NFERMA

THHHAEREEN -5, JTUM— LRSS,

£ find(1) # xargs(1), EBB1T shell FIXBEBES N LBEIAMER, ATURITHEES2MES, S0F 1015
FIE 9.49 .

LH{EA shell XERRTE AR R, BEEES— shell {IA (BRE 12.1 ).
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WAERER (E—1TREA)

ROBE

find /usr -print

HBE”/usr” THIFREXHE

seq 1 100

ER1F100

xargs -n 1 command

EREEIRNE-—TERER, EERTHS

xargs -n 1 echo

ENEETRE, AEREAND, 2RAS1T

xargs echo

ENEETRMMBITEH AT

grep -e regex_pattern

NEBEEEIXR, &% regex_pattern 917, REER

grep -v -e regex_pattern

IENEEER, NELEH regex_pattern 917, RRENHE

cut -d: -f3 -

EREEER, A7 PRIFE=JIRIEXR (passwd XHFF. )

awk "{ print $3 }’

CAERREANE=JIRNEX

awk -F'\t’ '{ print $3 }’

TEH ab BRI = FIRENE K

col -bx

WIFREEH, R tab ATHRHE

expand -

PR tab BEISHRHE

sort| unigq

HFANREST

tr 'A-Z2" "a-z'’

BRINFEERRAINEFE

tr -d "\n’

B ITERA—1T

tr -d "\r’

R IRIT I Z=TT

sed "s/N/# /'

EERTTEEN— % &

sed "s/\.ext//g’

ﬂm-”;/{]._tn . extn

sed -n -e 2p

ERE T

head -n 2 - ErRRAIEmIT
tail -n 2 - ErRmEmT

Table 1.27: EBaR LB/ ERIIARTIZR




Debian & Fift 35/224

Chapter 2

Debian {4 B EIE

=z
/EE%

X

ERERMVRERNINSH: bullseye,

Debian @ —NERBEELA, EEY —HBEBBRENTRIEI_HFBEHMNEREFLLELN]
i%i@%%ffﬂ{%uﬁh{#\? HTTP #0 FTP B9/ X3Ki/A1a] Debian 1438, tBeIA{EA CD-ROM/DVD ,
A Debian HIEGBEEBR G RE SRNEETE (APT), CEEBERABIXLEIRE,

Debian XA BEERLRLSE, SEMESEM, AJBEAPMNERELXRAREN _H#HFRGBE R AT, WE, B 64950
ANETFTF amd64 ZRHIRVIR B,

Debian R BEERAABFENAE, BIFSAIHERNRIRAFEFNERGRERN. WE, BATHETIIMXLE,

« apt(8) BTATEMNRENMLITIRMF, Ba8RHENRR. BRIBRATE,

- apt-get(8) ATFMHIAPRIAA Debian RIFBDEER A, EXE apt ArIANBEE{ER—NEIEIED (BN FHIBHY
Debian R 4% ),

- aptitude(8) ERA— M REANNFREREE ST RIRGBFILRTAHIIRMGEL,

2.1 Debian X+ EIEIRRVAIIR

211 NEHBEERE
TFER Debian RANRGEEEN—LES,

* Debian BERAEERNFIELE, HADER, REQEERATS AN THEMEEILELE.

- MR ST EECHEENEY, SEAMERPED debconf(7) REMRMAFEVIALRKRITIE,
* Debian FFAEBIRHBEEMAE, RAOEIMFRERS —NTEMIARKRE.

- RAFEEAFUERRGETENSERINEE, EERANTRPSRANLEEGLTEXMEH,

- MRBFDRET —LEBRLREBMRS, MERETEHIXE,

- BRANEERTUBHAREERFNEA. XTESNATRAREENBRRITHIEFERT .



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
https://en.wikipedia.org/wiki/APT_(software)

Debian & F i 36/224
RG] AT PR L
dpkg V:921,1:999 | 6874 | AT Debian MEERHFEEREAL (ETXHR)
ST TR ErhEan
apt V:872,1:999 | 4367 FERAGSITEIERG BRI APT Bilm:
apt/apt-get/apt-cache
aptitude V:68,1:374 | 4256 | EREREHERE N &I T EIRT APT Biln: aptitude(8)
tasksel V:35,1:.978 | 395 FARZFZEFRERESH APT Biim: tasksel(8)
unattended-upgraigs; s 1464 | 326 | FIF APT MUBEBHRME, SEBHRRRLEH
gnome-software V:129,1:229 | 2851 GNOME &L (BIfZ{EEY APT Biim)
synaptic V:45, 1:352 7874 | BRI EREE THE (GTK B9 APT Aiim )
. ] ] APT SEFHfERF: apt-extracttemplates(l).
apt-utils Vi381,1:997 | 1166 apt-ftparchive(l) 1 apt-sortpkgs(l)
apt-listehanges | y..oq 1905 | 403 | b AL ENEETE
apt- listbugs V7, T:11 465 FEEIX APT ZXa15IH™ER bug
apt-file V:18,1:76 90 APT RHFEEETE—aSTRE
apt-rdepends V-0, I:6 41 SEAEMIREIRETIRT T

Table 2.1: Debian 4 BIERE T YR

2.1.2 EAXREFEEIN
O =
RENIFAMESESHTRRERGE, TS iTHRGEan—&YE, XEEGRERENRASEMR, 4l

90 ABI 4mi¥38. ERRABREBIHUES,

Debian RAEE R P FNIZRIFEIRITLZELEH stable iRE, BNEER,
—INFARLHENE, BEER+5 7T #% Debian R4, FHEHE—LERE,

RIFE R T IR — 1T RIER

« £ “/etc/apt/sources.list” AREES testing T unstable,
« £ “/etc/apt/sources. list” BAREENER Debian FESERETEIE Debian FI14EE, #1390 Ubuntu ,
« REEY “/etc/apt/preferences”,
« RTINS LIRM, RAZEIEEXHITRGEEIE THENEIANT A,
« NE(EM “dpkg -i random_package” TRIEAIHEEL
- BARMEA “dpkg --force-all -i random_package” TEAEFEIIRHEE,
- REMIFRSIE “/var/lib/dpkg/” FREISIH,
- REIEN R ERZRNWIEFBERANH.
- MNRFEBNIE, BENIREE “Yusr/local” 5% “/opt” A,

LEiR%+ Debian R B EE R AMEVIT OIS BHIRREZME] e ERNRATIEER.
ARBEXBIESHIMRS B[/AY™IEN Debian RARREIRR, NMiXERTIMITARIEE.

- REERENFHF T ERMFREWEERITIRBNNN, SMAEMN Debian ZRIEMRGE (BELEEH )

- (MEARRERRBEMENRA R REK,
— Debian RAERAMIREEHTIFRIET 4,



http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
http://packages.qa.debian.org/d/dpkg.html
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
http://packages.qa.debian.org/a/apt.html
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
http://packages.qa.debian.org/a/aptitude.html
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
http://packages.qa.debian.org/t/tasksel.html
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
http://packages.qa.debian.org/u/unattended-upgrades.html
http://packages.debian.org/sid/gnome-software
http://qa.debian.org/popcon-graph.php?packages=gnome-software
http://packages.qa.debian.org/g/gnome-software.html
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
http://packages.qa.debian.org/s/synaptic.html
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
http://packages.qa.debian.org/a/apt-utils.html
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
http://packages.qa.debian.org/a/apt-listchanges.html
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
http://packages.qa.debian.org/a/apt-listbugs.html
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
http://packages.qa.debian.org/a/apt-file.html
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
http://packages.qa.debian.org/a/apt-rdepends.html
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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2.1.3 BEHEEE

VIR
@ WFREFRS S, BIUERTELZEEHN stable Ef, WFRRHITERERENSEHE PC h2EH
ik,

REFELE#HITTES, BHIEANHEMNFSIEEFRERLSITENR testing 3 unstable kR,

EFERATEMNATIES—NA, EHARIL TSR LM E RN PEE, FHikfthiAZ] Debian B9 KI5,

XANRE[E BEEENSmIME,

« (M testing kR, EPfrL, EE2BEMANA N, H Debian #4EEMN QA FREZRHMSKEIR, LLU0: Debian FH455E
. R EERRHEEE F1 EiRIRIEER, 7 testing IRPIVRE B E IS BB IME KBRS IEMIVIFE,

« f£7/etc/apt/sources. list” BMEIZRE testing IRMEMNAIKIEE ( BEIR “bookworm”),

s KIEEMRAEH—NEHE, XNERFRBSTHETHERE, AFNEFH”/etc/apt/sources. list” BAHXME
BRIFRAS, WFXNEH, Debian HFPFIFLEMETRE2IFNSERIR,

€M unstable \RERHEEFM, unstable WA LE FIXRHEEEE, ENEBNKEERAMS, SEEMGRE
EAWERXBERAHE, RE Debian RLEHRY unstable REXZSHFHREERTIERIRZE, E2E—LREE0)
&, FAREMNPH—BRRAE MR,

XBEE-LEATRGEREN, MRERREMM Debian IRHEEH bug FIRE.

« JBITHF Debian R4ER) stable REEEI S — M7 K, BILAMERFREBHITNEDN

- HfFLE CD ETHT #ERH

« BELRR apt-listbugs , XFJUEAKZFIHEE Debian Bug IRERR A (BTS) BIER
« WIRHEE R AEREIRIER B I5HY T BRR AR R 0]

- B EFEERT, TR EFENIPEXTHEBIRGE (SUE 76 )

* BT — chroot BREMURIMERBRIGITRINAL (SR% 911 1)

@ Ity

NRARTEMEX LB R AVMER — 4, BBIRE LT ER testing 70 unstable hREVES,

2.1.4 Debian {4ZEEM

IEFAM R R PRI ERES Debian 5,

VN
Debian H4EREE A HERME XS Debian IR X4, 55 2 E——Debian 45,

Y FBAAYEY HTTP ifla], R4EEEE “/etc/apt/sources. list” XEH G TEBRF#IEE, Fla0, I stable =
bullseye &%,



https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
https://ci.debian.net/
https://ci.debian.net/
https://wiki.debian.org/SourceOnlyUpload
https://wiki.debian.org/Teams/ReleaseTeam/TransitionTracker
https://www.debian.org/Bugs/
http://deb.debian.org/debian/
https://www.debian.org/doc/debian-policy/ch-archive
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deb http://deb.debian.org/debian/ bullseye main contrib non-free
deb-src http://deb.debian.org/debian/ bullseye main contrib non-free

deb http://security.debian.org/debian-security bullseye-security main contrib
deb-src http://security.debian.org/debian-security bullseye-security main contrib

XEB, HBMETERNRS “bullseye” RRBEH/R “stable”, UBHET—1 stable lRALHATHILEZIN,
“/etc/apt/sources.list” B XTE sources. list(5) F#HIT TR, TEAR—EES,

- “deb” BYFBITE X T Z#HIRHEE.

- “deb-src” MIBBITE X TIRIKCIBIRGE,

« E—/NSH R Debian FRFEMR URL,

- ETASRRRITIRE: FAIUEREGHEIRS.

- B=AFNZEMEHR Debian HRENBRIERELE BT,

MRRZHA aptitude (ERVRIREAIBHERXITTIHRIE), “deb-src” WITRIUR MM (HEEXEF LR
A7 RFEETRE ), XU UINEMRETBIEWERN., URL IR “http://7, “ftp://7, “file://” -

R

WMRELERMBIFF, AT “sid” £F “bullseye” , B4 “/etc/apt/sources.list” A “deb:
http://security.debian.org/ ..” X{TMAEET. BAEBERAT “sid” (unstable ) HEEEMAIMYR
£,

it

TEREEXAFATERR Debian $HREI <K URL FIEFRNASHTIR,

153 URL EfB (RKS) HH#Y
http://deb.debian.org/debian/ stable (bullseye) stable (bullseye) release R~
http://deb.debian.org/debian/ testing (bookworm) testing (bookworm) release fRZ&
http://deb.debian.org/debian/ unstable (sid) unstable (sid) release hRZ
, , . experimental pre-release fRZA ( °JiE, Hi&
http://deb.debian.org/debian/ tal s
p://deb.debian.org/debian experimenta BFFEE)

stable-proposed-updates | FHF F—MEERR (bullseye) mIRZA (/MR

http://deb.debian.org/debian/ (bullseye-proposed-updatesk ) BFHEH ( Tk )

http://deb.debian.org/debian/ stable-updates(bullseye-U p@%ﬁ@&é;gsg}%éggwmﬁﬁﬂm

] . . stable-backports HBHTFfEERR (bullseye ) FRFAIEEZE
http://deb.debian.org/debian/ (bullseye-backports) BOBREEEL ( BT3E )
http://security.debian.org/debian- stable-security BT fEER (bullseye) RFHEZEEF (&2
security/ (bullseye-security) )
http://security.debian.org/debian- | testing-security AFMERERNEZEER (INEER
security/ (bookworm-security) 2 HFBARIFANSZHF )

Table 2.2: Debian B FEib S5

VIR

RETELEEMNAEN stable release W AR AR RERIRE M, BITKSE stable release hi
ARG ZHES—LREH testing 5 unstable release IRAMIRE B SLLIZITH%AY unstable
release lRAEERIINGE, XZENERFHIARLE S, YR stable release RATRENFTE—
LR FMRITRA, B#FEMREA bullseye-updates 1 http://backports.debian.org (Z05 2.7.4 ) B3R
%8, ERXLREBRNUIERININD,



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
https://www.debian.org/News/2011/20110215
https://backports.debian.org
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AV

£ deb” 179, RREIIH stable, testing & unstable EHHHI—NEIR], WRREE deb” 1TH
JBB 7T stable, testing fl unstable Eff, APT BEFHNMITEREBSTEHAREBRNNERERSE
A, RBEE /etc/apt/preferences” XHHHIHMBEMRNIE, BENINRAZRBENN, (BEH
273 1)

RBR
W F F F stable EH ) Debian R % M &5, # “/etc/apt/sources.list” F B A FH
“http://security.debian.org/” B—{TRABNEE, EEBRLLEN.

B

Debian Z2FAKIESIELE stable BMRENT LR, XLEITHR 5 EAIERN, testing H4REPIVERME,
R—E LW Debian MiXEZLHAMRIEE, HTF—LERE, XETHIEN stable HREREHLTIE, B FE
Z£1EHBIEIEM unstable GBI IET testing, unstable BIEEMNRME, KB MEFEER, RF4FN
unstable KEBBEELTFHEEFIIKR, BREFRNAT LARHNELIEE, BX Debian EMLELZLTRE,
BEZ M Debian £ & |0)0)81 ,

X1 nNEes= REBHERE

~ T 7 EE =X N
main 63828 Ji}é_lg?elzn BRREFEESH (DFSG), HEARMKHT
contrib 352 1B} Debian BERRHFIEE S (DFSG), EAFHT non-free
non-free 770 B Debian HERRHFIEE S (DFSG)

Table 2.3: Debian |Ft&X 15 ( area ) FIER

FPRBREBIBER amd64 2240, main XIHIE M Debian R4 (BRE 2.15 T )
BT IRAYN ST 2845 [ R4 22 E URL, XL URL 7£ dists Y pool Z/E R & HHEHRY, Debian B E RS #HE M KIHY
4B40

=/\o

RITHRATUREASRASRIEE, RITHRETFS XEPERIAMBEANRINIED, EFFASHXRALSEWMT,

A (8] suite = stable suite = testing suite = unstable
£ bullseye Xflg codename = bullseye codename = bookworm codename = sid
7£ bookworm &% /5 codename = bookworm codename = trixie codename = sid

Table 2.4: EHFMEHXRR

K S8AEES N Debian FAQ: 6.2.1 LARTFRITHILER S ?

TEER ™48 AY Debian #4EARIE, “EB4) section” X —1a4FHEHR N ASUHR D LEMWREE LR, (ER, EEEBS ("main
section”) iX —1a GAT & FARIEIA Debian HRXH, BA” main EE” BX1F, )

Debian %% (DD) X LERHEE unstable HHEE (81T incoming &18 ), EUIAER LENREESHEMH
B9 unstable HEREPHEHRGFERS.

R DD MEITREZNEARFNXMERHE, XBEE KA Debian AL EBMEHINREHITRE.

£ Debian HEEEIFHIAIGIRE B unstable HRERNE testing HEER], HEELIFPMARNNICER 8
(£910 X) FRHEEH RC bug |EVRE, EEIXBRENTFIUMRIN testing HEEFRERE. XMtz
£15 testing MEEIFEIEMWTTA,

BITHE BRI NSRZE D REERENTRE, H#iT-LFINTM, £ testing MREXRL—, L. AE,
BB testing HREMNNRBAMO LI stable $HEE, FHAMM testing HEECIEFINIBEM, Y
testing MEERVINNEMIF L MR stable HEENABTTE2HEE.,

unstable f testing HREEAIEZER H U T/LMNERSBEIIGISEI)EE,



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
https://www.debian.org/doc/manuals/debian-faq/ftparchives#oldcodenames
http://incoming.debian.org/
http://lists.debian.org/debian-devel/
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- BIRHIR B EEEIERE (SRF unstable )

- ERESIHRGEREEE (20T unstable)

- HEEEREESEIE (testing #unstable )

- FHTFHERE, GINBRRHEE (BRTF testing ) &,

FEE, SARMFREERXLEERE, (RRIZEEBIES D ZXLELR P /NEFE,

AV

Y stable REALRGBREN/LNA, ASBREREAFPNIZERFTELEENN stable 3R, BEf

{I1@EER unstable 5K testing #4EE, EXMLEHT, unstable  testing EERES
A, {RfEA unstable BREMRARBEFFREFNITERSH, BhE

K2

FEZZOVRGEHKEF

BITE, testing BMEREAKEH, ANEBEBIEELRLIHMN stable HEREMEIAZ (Debian
testing K25 2008-12), — M AEGEMNEE, MRIRFMESIIE, unstable BEEKIFAIAER,

TN

PR testing HRER, B—PEBRMRAESIENEIEREIUZREK unstable HEEPHEENREE (B

1€ bug ) KRR,

PUSREEHIE B . Debian BUEESCH,
.+ 85

L RSER

ERRY

- REBIRGE

2.1.5 Debian £ 100% FBE R
Debian &2 100% FIEHB#E, Ei:

* Debian BRIARZXRBHRY, XIEETHFHER,

* Debian #£ main AR RIZMH B BRIRH,

* Debian I HIE1TRE main BB RIRME,

« £ main PRVRGEIEBHKEITE non-free X contrib FRYRHEFE,

BABMERNINBENSELREEETE.

“Debian 451848 2 100% BB HHE", (Debian #1E$3249hA95E—5%)
+ Debian fRZ 88 LB —LE non-free ¥ contrib ¥4a,

EATIRE, ZHRFE.

+ Debian RAEE 100% HBEH, HEEMRHEEAITF Debian fRZ25HY main XiF,
« Debian R4 ZIMNIER BT Debian ARSZ 2880 non-free Ml contrib X1,

£ Debian #LE$32£90958 4 SRFN5E 5 F[IXHIT 7 RAAIRERE



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
https://www.debian.org/social_contract
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- BIMRHEEEBATVAFRBEBERMG

- BNBABRMNNAFPRERRGHBENZIEMSE. BRI LEEEMNHAE, BIEESHITENEPSHH
MNEAPENRMFER, FATARITE Debian R4 LERIEBBARGE, BATEAZSIXECIERFERIX S0 4R
APEZENER, BIRFHA, FEERNNAEMNEET, HIEEHE Debian LB RAEEEHR, B TiA
;&‘jii“éﬁﬁ\, BTG RMEND. SHREN. 100% BBEIRG, MAMINEFR]EEFE XL EERERR

IO

« MEEAER A SHANIB AIEIE

- BAAT, RERNAPFZEZERANNS Debian BHERGESHHIFR. B 0XEER, ERMNOERE
REHT “contrib” LUK “non-free” BR, AXLAFRTHRHEE, HAET Debian RAREE(IEREE
B PJBATE Debian F{EF, Ffi1ERRIyE R HNER FIXLE E R TFAVRAIIFRIE, UHBRINRETUAELEH A
1TIXLERR A, FRCA, REIFEAMAFHIE Debian KA —E57, FANIIHFENNER, FERNTHIEBBRRG
R T AHFIR (EWNIRANMERFEIRER R A AR BB FIR),

FAFRZ T ##EF non-free M contrib PR EMEEE AN :

s FEREUMNRGESLXEER

+ £ Debian W BZH (I XLREFBTIEARIERFE, Debian NEEHITEERIZHE, )

« 75%4{R 100% EHHHAY Debian &%

Debian B H¥X {438 S /5%t J9 Debian 1237 T B RGN, Debian WiREGFBRRIREM T &I IZVER, 88XH. &
4. EnFERZEIE, iX{E18 Debian B R EIREIEE =18,

BRI non-free # contrib MEBEEE 7T FIELEMBHD RHVREE:

« FEGNU Free Documentation License FEIX B, BEALTME 57, L0 GCC 1 Make By, (KB HE I LATE

non-free/doc #2l.)

- BEEEIRNEBHN THEIBENWE ARG, FIINESE 9.10.5 THFH A non-free R EL, ( BIF non-free/kernel

5. )
« ERFFEIREE, W ERF/SRNEEXHTT TR,
&2, non-free # contrib #HEHBMEE LT main EFEH 2%, iFiAIE non-free # contrib FAALIE

MR ERKRIR, £ aptitude(d) WERREXNFEAI UM TR WHANTEEHES], AJRILRRERERE
EANERIHVIRAE, REMFRNRARITER,

2.1.6 RAEBKEXR

Debian % 45181 B2 6 X HFER PRI AL ZH BRI B IR REH - RO ZEGREGEES, TEE—LENN
BT TE Mo

- K"

~ BYHOMKE, FIETEXEIIH ARG SBL AR SRR,
> R

~ MUF Depends, BIIHNRAEBBTRIIRHRE,
g

- KERF—AR, BFRENUKBER. XASHAPFREBENE, RIEEXBIIHNAEONEERE,
<RI
- BB, R BNOAS BAPTESMREFINREOTRE, BREEIHTUEE LN,



https://www.debian.org/social_contract#guidelines
https://www.debian.org
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+ 183
- HERA-MEREOBENLR, TREBLR,

© R

- R MR OTRE LERANSE, —RNBATSAR R RIIHAREREE,
. » yhzE»

- XREATENNTRE, HTREXMREOUTBRAETHNRAEE,
-

~ RN RBIX R BRI DRI,

>R

- REAXNMRGELRIR HAT SRR (4 B PR B B9 SO T BE,

ES=
HiEE, EE “Provides”. “Conflicts” 1 “Replaces” EXE—MNEMMREGEE—NEENERE, XHBERT
EEA— e EREETR—MEEZENEMNEERGE,

BERXBAE X RIE 5 E XALTF the Policy Manual: Chapter 7 - Declaring relationships between packages,

2.1.7 BEEMEHER
X2 APT BHMRGEEENESESERIEE,

- B (“apt update”, “aptitude update” B “apt-get update”):
1. NZFRERERENERETHIRE
2. EEMEF APT ERAMAMTEIE
- A% (“apt upgrade’ %l] apt full- upgrade”, 3" aptitude safe-upgrade”fl“aptitude full-upgrade”,
gy “apt-get upgrade” 1 “apt-get dist-upgrade” ):
IRBIRIERRA, EMTENRGEEBEHRERIIEIARE (FISNSIE 273 1)
. BBRREEAEXR
C MRRIERASELRMBRAERE, SMETEHEEERINFTERN EGIREE
. BB EIFTIRENRY B 4F B
. 1817 preinst fiA&
. BRERIHGIX G
. 1&1T postinst BIA&

N OO U AW N

%% (“apt install ...", “aptitude install ...” 5{#&”apt-get install ..”):

ERHSITRIHANE

R ELREI X &R
MIZFERR S5 28R BN E 1k I B
iR B1 FTIR BXRY 3 Hl3R {48
i&1T preinst fiiZ
LRGN

1&1T postinst fl A

NS”P"PW!\-’!—‘
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- %Bk& (7apt remove ..”, “aptitude remove ..” 3{ “apt-get remove ..”):
1. EEGLSITPRIIHME
2. BRRURHBIRIXFR
3. i&1T prerm HIZA
4. BRELERNIXG, BRTEEXH

ol

1317 postrm FiiZs
« 7Bk& (7apt purge”, “aptitude purge ..” 3% “apt-get purge ..”):

ERGLITHIILME
R R BRI K R

“—

1B{T prerm A
BRELZENXHG, B8REXH

“—

11T postrm FIA

ok W

X8, ATKE, HEEEBTRAHET.,

2.1.8 WHEEEO)BAYE—NE LN

RRZIENE M RIE 5 X4, 58 — MEIEAY SR Debian ¥ EM“/usr/share/doc/package_name/README .Debian”,
R tBNiZE 1 “/usr/share/doc/package_name/” REIEHEXE, WRIFIZE shell B3 1.4.2 75, HAT

AN
AR Yo

$ cd package_name
$ pager README.Debian
$ mc

RRTEERBREL “-doc” R4 BRI R IR G ERKEFAER,
MRFAEER—MIENRA B EIL T B, —EEE%ILE Debian bug lRIFRZ (BTS) Wid,

UG e

i =z 7 ;
];e%lanbugﬁﬁﬂm,%ﬁ(BTS) y sensible-browser “http://bugs.debian.org/”
REBBHEHR bug RS sensible-browser "http://bugs.debian.org/package_name”
bug Z"= B2 #1RY bug IRE sensible-browser "http://bugs.debian.org/bug_number”

Table 2.5: ARG ER B 0] A EZE Mk

AT

R Google 2R, EXxBFHER“site:debian.org”,“site:wiki.debian.org”,“site: lists.debian.org’
joragaray

S ~Fo

HIRERIE—1D bug IRET, EER reportbug(l) &%,

2.2 ENRGEERIRE

£ Debian REPBFSET APT WRE B EIE T Er]UATE Debian R4 L #HITET CENREAEIRIRE, EXE,
BITEN B 3 HEANREGEEETHA: apt,apt-get /apt-cache flaptitude,

WFERRGELRAEMRAGETRIEOREEEERERE, FYIE root R,
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2.21 aptvs. apt-get/apt-cache vs. aptitude
RE aptitude RIFEEXEFERAN—TEBHHRIETH, (BIRNZIE FIER:

s REIWEHIRAELMFTE stable Debian 24t E{EF aptitude S ¥RFITEMANRAFL,
- BIUEA"apt full-upgrade” 5% “apt-get dist-upgrade” R#FITIXMEIE, S Bug #411280,
. aptitude HLHERIEART testing 3§ unstable Debian ZRAHRER K EWRAEE,

- IMEAMFRTHSNAREER, BAERR.
- RUFA S HBEHTRAERIRBEEFIRG BRANRESMR, I3l gnome-core,

- BRRXAN R, PJLATE aptitude MR BEHIERE “BUBSMITHNME", B aptitude, HEM “apt
full-upgrade”,

apt-get fl apt-cache EREMMET APT WRKHGHBEEETE,

« apt-get #l apt-cache RigHta<SITHARE.

- apt-get BHITERANERAARFRIENREETLR.

- apt-get BT — N BARHVIRMG ELRFN AR 2R,

- apt-get WEHHFENERAS., EHEELVHAFHAEGITEEEIR,

- apt-cache &t 7T — tREMNENRANRIERR G B R2HFNHER,

- apt-get #l apt-cache AJUAfERS /etc/apt/preferences REBR GBS MRA, BiXIEEEDI,

apt FER— MNHETHRHEEENSRGSITRE. EEA LR apt-get. apt-cache FMEUGLH— MR, B
Rt AHENLIRAFRENRE, ERXABATRELEERG N EAIED,

- apt TEEAFEA apt install KRUEBEHRT —MRIFOHER,

- ERINRETHRGEG, apt EEIABIBREZS . deb 3EEL,

"R
BIVAFERIN apt(8) ST AT RXEAWERIZR, M7 shell BIAR{ER apt-get(8) #1 apt-cache(8) @

<o

aptitude ML ERHBEANET APT WRHEEIETHE,

- aptitude BRI T —N2EMNRERAXERAFRE.

- aptitude EHHRHE T -1 HSHFRE.

- aptitude REATHERGEEE (FINKEEZRRWRGENERTHANKGE ) NRSELR,
- aptitude WHEHHFNERES., EERESNRATFHAGITEEER,

- aptitude Rt —MEEIENRANRIERAEHNREBTHIE,

- aptitude FJABEBREGBENZS MRE, HEARER /etc/apt/preferences, X&2+HEM.
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apt-get
N aptitude |/ .
apt &% B apt-c cll?i‘eﬂﬂ
BiE
aptitude apt-ge 5 R == =
apt update chdate | b o E R R TTIE
aptitude apt-get
apt install foo | install install&E “foo” WEBIMRIER A UA K ERIAKE
foo foo
aptitude apt-get—ye —omus o . ke
apt upgrade safe-upgradapgradeﬁ FELTRNREBIRIZREF EABIREMEENRER
apt aptitude | apt-getREELZENNREFBIERZRE, FEEZNIESBREENX
full-upgrade full-upgraddist -up§de
aptitude apt-get
apt remove foo | remove remove ¥k “foo” MHE, BB TEEXH
foo foo
apt-ge [ [
apt autoremove | N/A autore;%lhé;rﬁ EMNEMREENREGE
. apt-get
apt purge foo aptitude purge | &k “foo” REFBHIEEXH
purge foo foo
aptitude apt-get. Ao
apt clean clean clean RBEREMCENREGER RS
aptitude apt-geta,a A S, e =
apt autoclean autoclean | autocled A S P ARG BRI B B
aptitude apt-cache
\E' AN " 2 -I;I-n,\
apt show foo <how foo iggw BR “foo” RHEBHIIFA]
aptitude apt-cache
m
%p;_%earch IEM search search 2RI regex HIIREE
= regex regex
aptitude % - 450 DA ST s 2 S
N/A why regex N/A FEFRILEC regex RO BLA T B R AVEE
aptitude
N/A why-not N/A FEFZILEC regex MR EIAM T RMIRE
regex
aptitude apt-mar
- 1lqg FhZr A ah Lk
N/A %i'l’::' Showmaﬂéﬂ%?ﬁﬂﬁaﬂ’ﬁ)\#@

Table 2.6: {#/ apt(8), aptitude(8) 1 apt-get(8)/apt-cache(8) M&<

TERRGEEERERF
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22.2 @LITHMEMRABIEIRRIF

THEZMERM apt(8), aptitude(8) Ml apt-get(8)/ apt-cache(8) Ma L ITEARFEEERIF,

apt/apt-get #l aptitude 8E#5/EH, &B KO,

“aptitude why regex” ®JLAiBiL “aptitude -v why regex” FIHESHES. XMHERTNBET apt
rdepends package” 5 “apt-cache rdepends package” 3XBY,

Y aptitude MLSEGBLITRATBIMEFBE T —LE@IA (FIINREGENR ), FEIUEZFIRRFERT “e” §#t]
B2 FEIRRER,

=1

2 aptitude MLRM TFENINGE, FIIIERNRGEHENE, BEENSXREESKT (NTHESH) — LR
¥, 90 Bug #411123, Bug #514930 & Bug #570377, 3NE%EE0], iE{FH apt,apt-get # apt-cache &SR
B aptitude &%,

{RETLATE “aptitude” BE{ERMGHSIEIR,

AR LIE Gl

-s R Pl

-d NT&, THTERER

-D EBRNEEMRE, EREEaIHE

Table 2.7: aptitude(8) FEEMFHSIEIN

FEZARNESN aptitude®) FIF “/usr/share/doc/aptitude/README” #9 “aptitude FBFFHR",

2.2.3 aptitude FIRXE X EMR

EFEAREANRAHBERE, FrIUETEIRFEMREERNEE aptitude,

$ sudo aptitude -u
Password:

RIS EHERESEENABEE, FMK BN 2R ERREE IR aptitude FEREEME "~/ . aptitude/config”,

N
Qq’%ffﬂ?@\ﬁﬁ root WECEMIEERZE, ATUATE L EIGI FHER “sudo -H aptitude .."fX&“sudo aptitude

o

®R
% aptitude UARERNBHN, KEMREFRITHNE, WRERER, HeIBLUBETRE: “GiE" - “BUH
SHITRINME" REVHE,

2.2.4 aptitude FYIREELIE

E2FREX TNRRGERSINRENFIZRINT,

AINBE SBOITHREXGHEM, hWrIl@dR “17 & “/" ZREXRRRR FEA TR aptitude IENRIA,
aptitude IEMFAXFTAEA “~n" FLEERREBBHIFR RRIEHLEREE BT,
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RIER BEHGIETNAE

F10 8 Ctrl-t ]

? SRR (ENTEEE)
F10 - B - AFPFMH EREAFPFEM

u BFMRGEERERE

+ WCZIRFEILAEA R T =
- WRCZREFEICMERRR (REBEEXH)
SR EFEICUE SRR (BREEXH )
BREERARFRE

WRCFr BRI AR E (NfENE full-upgrade )
FFig THH TERMEEE
BHZAAHRGEEE
BRHZFEHFAREE
EERHFENEER
LSRRG ERPEF
ESNENE—1TRER
E8EF—1TEZE

nter

(o3 |

1IN = om x|l Il

Table 2.8: aptitude FI1Z TGP E

N
MBEAFIAMRERRT V" BILABNERXRREEARETTAKRE, SNIABTEPHREEN-L52F
RH KX R BV B BEMR T+ R B AT AR AR AN,

2.2.5 aptitude RX{EGEME

aptitude(8) £2RFXREHENT, REFBINRENKEESE TEMGIFIHE R R,
idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2

ZITHWNERBRZ XN,

CORD” IRE (E—AFER)
- CIET RS (BIATE)
- “BE S (BEAEE)
. BHEEH

C R CEMET RS ENSL
- B LFIIRE

. RE-EE AR

"R
BRIATERBIR R R B T RIRETIR, & "2 NeESPRERBER.

] AR ARIE R BB H BN A EEIN (S0 apt_preferences(5) #15 2.7.3 T ),
REBMERTLFERE AT “HE 7 KBTI,
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E LEfER

REEHE SIER 2.10 (ZHN)

REEELS I EEERERTELTRINEE

TEREETER AR EMITHREFE (AFENRER)

Debtags MIEzS FH B debtags FH1T77 KRG E

TR AE FIHABERBRER D HIRER
Table 2.9: aptitude fi[E]

EE

EREENFAL# A debtags FRICAVIRIFE !

e “REENE" 2EREBNGESHEE —LMIMNIEERN dselect BRK,

ES A E L
AJFHERER R & section - area - REBNINFERITHREE
AR ELE
BERRAEE EE
RERRAFE @£
 TERRFIAE A AR A B @£
EREE SR TN EERTER A B
BEE E— TR EESRNAREIEERNRAE

Table 2.10: M EREGBEMEIRY 7 HE

BN
AR E P AR R A (REESS i b R ARV L,

2.2.6 aptitude =7 EIN

aptitude £t T JLNA] PAGE AR IE N RIA T SRIERIR A BLAIEI,

+ shell 55 $1T:

- “aptitude search ’aptitude_regex’'” JIHZEIRE. RESIMFLEREGBHIBIEIR

- “aptitude show ’package_name’” F|HIREEHIEMIEAR

- ERREHEL

» B BABR Y ILECAR 4 BLAI AL E
ERILECHIRAGE

' [AE R ILEC A E
TEHT

TEHLE—

3

|
23254

R’

F{I& package_name WEFRABBMIBHFNHLE, FRIFERU~ FAMIEMNRIAN,
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¥ RILE A A NAUESSY
- LEREBEBR ~nregex_name
LECHLA ~dregex_description
MECREFERTR ~tregex_task
ILES debtag ~Gregex_debtag
LA 2RI E ~mregex_maintainer
ILECER FFBIRY section ~sregex_section
MECREFBRIRAE ~Vregex_version
ILECHEERE ~A{bullseye, bookworm, sid}
LEEKIR ~0{debian, ..}
LA e ~p{extra, important, optional, required, standard}
LN ERREE ~E
ECEFIER G S ~v
ECHFHRIREE ~N
LEFRITRIENE ~a{install, upgrade, downgrade, remove, purge, hold, keep}
NEELRRER ~1
METE A MENELR=REFE (Baik M
FEMREE )
MEATE ARENEERNREE (BE i1
SUEEMREE) '
NEELZRFAHZFTARNREE ~U
LR E MR ER BRIV EFE ~C
NEERBR, SRR FIBRIRER ~g
MECHEIAMRFR R RV EE ~b
ILECHEIR type KEAR REVIRGFE ~B RH

ULEC pattern BB type fkEH X Z

~D[EH:] &K

ILEC pattern I BEIRIFE] type RE K Z

~DB[ZEH: ] &R

ILECRER T pattern FREFBLAY type AXERRIER
“Ha

~R[EE:] &R

LECHRER T pattern EREFBIREIRET type AKEH
M EE

~RB[ZEAY:] &

Bl

LN

MEEECEZRRFEMRBIRRAE ~R~1
NEEBREECEL=RAFEMRMEVIRE || _o .
NEHEEEZXRFEMEBRENTRD | o, |-R 7 :~i
TLES pattern \TIRRA Z IS VI B ~S diE 'R
MEMBERGE (B) ~T
ALERFER (KD ~F

Table 2.11: aptitude IEMFRIXZ
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2.2.7 aptitude [ENFRIAR
aptitude IEMFRIATNEE mutt BIFRRE ERE (2015 1.6.2 T7), aptitude ERRISIRILEEMNY BT,

« IEMFRAXERIR ERE, FRER egrep(1). awk(l) 0 per 1(1) X ke BR R A4 2 Unix YZKIEE':FFI'{%FE i u,\n “oxm u$”
EF=EEN.
s (KFHIR R type B—MIFENVREFEME X Z ( depends, predepends, recommends, suggests. conflicts, replaces, provides ),

« BRIAMY type kX R 2 “depends”,

N
3 regex_pattern AZFRFHER, B EGSFEAMN~T,

THEHR—EREHN,

« ”~Pterm” ==”~Dprovides:term”’
« »~Cterm” ==”~Dconflicts:term”
« ”.~W term”=="(..|term)”

Hﬂ)*'?n,.,\muttﬂ’ﬂ'ﬂiiiiﬁ?%,%muttﬂﬁﬁﬁ'&%ﬁ?%@iﬁiﬁiﬁ% S “BPFEM"/usr/share/doc/aptitude/README”
iy “SEARCHING, LIMITING, AND EXPRESSIONS”,

IR

lenny FRARY) aptitude(8) B, FRIKIBNIEE, HI0 “?broken”, FAEMRAXPEIUAREN HEIRRIE
B “~b", METHRFF “ 7 WIAARRTIERFR “~7 MBS —IPENRARNLLEFH, FNKEREBES
n “RAPFH".

2.2.8 aptitude FI{KERRER
MRBIHEE “F1o - EIN - EED - EELBRBXR” #FTHENWIRE, MNE aptitude FEE—IMREGE

B, ™MXEBHE “Depends:” FIRAFHIRGEIE L, “Recommends:” FIRAMKRMGE LML L, 7 aptitude
T, EENRENREGBERNBZTERNSENBIR,

aptitude <& HIEH “BEITR" THMREHRRIIET apt REEFH) apt -mark(®) H<HKIRE,

2.29 HREBEMNMAE
{RETUATE B S B B 0B ETh A £,

X S

/var/log/dpkg. log dpkg REVRFEENHE
/var/log/apt/term. log WA APT J&IHE
/var/log/aptitude aptitude m<EMHE

Table 2.12: BB ENHEXH

BXE, REAILEET ERERSERNER. REENHESNE 939 T,
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2.3 aptitude 2{ESEHI

THERE—L aptitude(8) HIRIESEHI,

231 BEENRANLERGERBHRILRAEE

THEHMGRESIH T BT IENRIAN LR BMRI LR 6L,

$ aptitude search ’‘~n(pam|nss).*ldap’
p libnss-1ldap - NSS module for using LDAP as a naming service
p libpam-1ldap - Pluggable Authentication Module allowing LDAP interfaces

XM ANEXFRRGERHERSE,

2.3.2 fERIENRIATILECN

£ MRTRGEINR PER” Y BREE, ENRIAN~dipve” F] ARG L AR 4 fid, ARENMRRE
£

/Bho

2.3.3 EMFECSMFRIRGE

REERIRFT B E BRI BRI RIRECE X,
REUTHRSHER,

# aptitude search ’'~c’

WMRIEFIAFRT B AVIR G BN SRR, BT THL,
# aptitude purge '~c’

] R B R BRI SRR IFE I TR E A=,

T R AenE” ER 7 BRRAWAENLRER ~c” , XFRXITERHEE, thil, » BREFNSFZEEE” . BN
BRLECHRAG B AETNENE EER [ B,

LA “REZNE" BA 7, SARETHREERELEENRA SRER, EEAAER ="
SRR ERHHIRIR A B B R R A,

EMBEAGEZRAEERT TS EbaG<R,

2.3.4 ARBMNIFHNERIRE
THERIBRREEN BN/ ENLERSNAGE (FEERIE aptitude REBDEERZE )W

1. A root AR GHEHIEIT aptitude,

2. AP S EHFANREELIR, U SMICAERARNKREBUARTHE, " SSBERIRERTIR,
»g” BLHITAE R FHRIVRE B URITHR,

3. 8F ‘U7, HMA “~i(~R~i|~Rrecommends:~i)" RERHIRAHENETR, BT ‘M K "BLRREE" B
RSB ABNEE,

4. BT “17, #4A “~prequired|~pimportant |~pstandard|~E” REEFIREEMER, HT “n” B B
TRUEER" HRSHAFNELR,
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5. 8T “U7, FHAA “~1i1-M" KRRGIRGENER, £ "BERRRER” LRT 7 KEIEANREE, &
T -7 BENBRK,

6. T “17, H@A “~1" RIBRHIRGENER, ZEE “REE" ERT “n” BHRERGEMRICHFILR.
7. \BH aptitude,

8. Froot HBFP#{T apt-get -s autoremove|less” &%, REEENRLEREBETLTBEE

9. ERERATER aptitude 2F, A “‘m” SLIRCAEZMRMGEL,

10. F root P EHM{T apt-get -s autoremove|less” I GEREEBRBRNETEAERSEHCHAE
EERPRAVIRIF L,

11. F root BF#I{T”apt-get autoremove|less” S RENBRABEENREE,

EIRFTRENITH Tasks” £, BIT"m” (SR —NeliEMVRF, BIHMEN THILERERAHBREFHME R LI,

2.3.5 £EMARKZHK

FE

HRTB R R ITIRERE, BRI TEATHEIANIIME, Debian 2rIHELN, ERIIERMZEEAFNE
KIFMNRG, XA THRNESEBREFNREEREMNEIEMAISHREGENTEESR, SR, EMEB A,
RERZIRH AR M TEBNE ), HICEBIZeNttAE (EEF 102 ), “H" tEBENBARENSXMS
Gh—ANBohI, RELIMFEFRREVHA R,

fRE]LAIBIT T /etc/apt/sources. list” WABEZIBEAFN L ITHRFAEMU G ERJITRAGHNESEHE,
SRIG1E{T’apt update; apt dist-upgrade” @<,

M stable AZF testing 2 & unstable, {RRiZA”bookworm” sx&”sid” &#k”/etc/apt/sources. list”
XHEER”bullseye”, SEFE 214 1,

XL, AT EREERAEZT I, RrlERiBR —LEM, TERATREBWKBIEE. ARhZENER
K, (RHAERTEEIBE R IR T TIa, RHMIBRY stable WERIFHEY stable, {RR]PAZEE Release Notes
ARERBEENPSREM, RRIETEERVRL FRG,

HEEEXNRMZAE], RREBMERIH stable IBEHFELRMHEY testing, XERH Release Notes BJ LAFEZ{R,
£RI— stable KL/, stable RITHRIRIGELRMHY testing RITHRZBIMERAJREZ 1SS KERT hfE
BARRATFIEMNESR,

Efﬂgﬂﬁ%éﬁﬂﬁﬁﬂlﬁ, {RROZIZTERVRIF, FERR R MBRATIR P IRV ITEZ MRS REREYE R IF L ER
1. EESRIA “RITUER",
2. EMBINRE (LHRBIENEERSE ).
3. 3 bootloader 1A T BB R, FiAMIZH RIS SN EMIITFHEN
4. BRBHAZ LHRAF,
5. A script() ieRFARRIITIE,

6. F “unmarkauto” L RFRBREEMRHEE, FlgN”aptitude unmarkauto vim” i Xasd 2FRBALEERR
vim X PNREERY,

7. AT BLREBZERTRESLAENHR, NZRERVEZRNRAHEHHKE, M, BIRFEIMEZNRY
(25

8. BkR”/etc/apt/preferences” 34 ( 2 H apt-pinning ),
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9. BB —LLMFALK: oldstable — stable — testing - unstable.

10. Ft¥»/etc/apt/sources. list” X, EHIEOFEEEAFIZIT aptitude update” &<,
11. AEMNREED, BERFM core packages, 4 “aptitude install perl”,

12. &fT’apt-get -s dist-upgrade” &< RIEEF RS RIS,

13. &x/81Bf77apt-get dist-upgrade” &%,

VAV
£ stable IREFAHRAVEHER, BkidEZER Debian Z1THREARBEER,

( : ) \Ey
ESFIN “R1TFM” B, GCC. Linux W#%. initrd-tools, Glibc, Perl, APT TEH#%%, 5—LXFZRS
2EALNEETEE,

XF unstable REFIEHEHEK, EFEF 243 T,

24 SRNGEERRF

241 mLTPWSHRGEERRF
TEIIH T —EHTORGEOERRME, XERENT aptitude T FEHKEERAMBNIEE,

=
WF-—AXHSRMHRGEE, RATERE X —Eﬁ@?ﬁ;’i%ﬂ%# Blan, A “dpkg -L
libglib2.0-0:amd64” R%H amd64 5 7f’JE’J libglib2.0-0 REBHINE.

Ny

@ RBEEIEANZ /J\Ib\ﬁﬁﬁﬁﬂﬂ’ﬁ)\ﬁ:'ﬂlﬂ (540 “dpkg -1 .7 # “debi ."), ENIASBEMLIEFE
FEREEBRE, dpkg BIRRSITIEIN “--force-all” FEMAED (20 dpkg(l)) REARFEF. &E
T2EBEINMRIMEAENSBIME BN RS,

HEBU TS,

- FTENRZARENE KRG SEHFELU root BT,

. 7FH$1§%E)""J%%LTE’J aptitude (2M0%F 162 1), HEMNREHBEEEHSERZELT shell glob HIBRF
(BNE 156 T),

- apt-file(1) H apt-file }EBIRM, HEAFELBIT “apt-file update”,
- configure-debian(8) H configure-debian & EIRHE, EIB1T dpkg-reconfigure(8) ARG,
- dpkg-reconfigure(8) £ debconf(1) {E hRIHEREITIREBHIAS,

« "apt-get build-dep”.’apt-get source”#1”apt-cache showsrc” S HEE”/etc/apt/sources. list”
RTEE"deb-src” % H,
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A
AR<

BfE

COLUMNS=120 dpkg -1
package_name_pattern

JHERRRAEBMNIIRATHRRS

dpkg -L package_name

ER—TEXRAKFENRA

dpkg -L package_name | egrep
"/usr/share/man/man.*/ .+’

HH—NERRRAER man FHTT

dpkg -S file_name_pattern

IEMEXHFRHIELZRRFE

apt-file search
file_name_pattern

S HEERER LR HRMRGEe

apt-file list
package_name_pattern

HHERERLENREENAT

dpkg-reconfigure package_name

EFECERGE

dpkg-reconfigure -plow
package_name

B RIFMANHGNRERLEER G E

configure-debian

L,lé FXRENEAEFLEERGE

dpkg --audit

BRERVGENHTRE

dpkg --configure -a

EEEFFE PR R RIRFE

apt-cache policy
binary_package_name

BR—ANTHBIRE BRI ARE, RERNERERR

apt-cache madison package_name

EH_K—AEAFF"J PREFESNEEI RS

apt-cache showsrc
binary_package_name

BR—ANITHEBRE SRR REEER

apt-get build-dep package_name

”“***’JE? A ELFT = 2= RUER A BL

aptitude build-dep package_name

TRMERGEMEENRAE

apt-get source package_name

(@I EE= DM e

dget dsc XFE) URL

(REESEE ) FTHRERERBRER

dpkg-source -x
package_name_version-debian.revis

NERBREEES (“*.orig.tar.gz”
ion.dirian. tar.gz”/”*.diff.gz” ) HPRERNAEKN

debuild binary

AFHERR R PR ER B

make-kpkg kernel_image

ARZERBHFEE— ARG E

make-kpkg --initrd kernel_image

HBAT initramfs FIAZRRBRFHE—TARREE

dpkg -1
package_name_version-debian.revigio

1#tar(':h$é%%ﬁ”¢ EI %zﬁq:

apt install
/path/to/package_filename.deb

TRAMRGBIRED, RNZIXE BRI

debi
package_name_version-debian.revis

FERpRRa

dpkg --get-selections "*’
>selection. txt

f&7F dpkg LMV GELIEENRTER

dpkg --set-selections
<selection.txt

echo package_name hold | dpkg

--set-selections

A dpkg 4%—4\51\14:@9"]
Fraptitude hold B28&”)

?*’Ik/b\lxﬁﬁ‘j hold ( *ﬁéﬁ

Table 2.13: B IG B EIRIRIE
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« dget(1). debuild(1) %1 debi(1) EZE devscripts HEE,
« 8015 2.7.13 HEFEH apt-get source” HITE (EiT8 ) TIL,
+ make-kpkg S EE kernel-package BR4E (SM3E 9.10 1),

- BRAITESNIE 129 1.

242 WIFERPRGEBNXG

B2%% debsums G ERY, BEER debsums(1) #3% &8 /var/1ib/dpkg/info/* .md5sums” X4 Hf) MD5sum
B, RIFBETENWXE, 805 10.3.5 TRHES MDssum 2 EHTIEHEE.

JED =
&9 MD5sum $EEEFIBe i@ A B E R, debsums(1) fEARETEERABR, M TEATREEREESMIE
HIAE DA B R AR ER IR IE R I IR R R AR Y.

2.4.3 BG4 BEIPE

Z AP EREM unstable, EAEBMPINENRGE, EXSERRKAEETZEEI™EMRAFE bug,

LTRUMHE apt-1list bugs FJLARZIRAIRAEIE™E bugs, HEIBEL APT REFALE, EXBEa1EE Debian BTS
B/ E bug,

L apt-listchanges B, EFER APT RAARNESRTE “NEWS.Debian” HRHEZHE.,

244 BRRMEETHIE
RE5E 3R 5T Debian Mif https:/packages.debian.org/ BIERRAGBTTIIEEINE B SGE, BFIMKIEREEEZESR
RI73i%,

grep-dctrl(1). grep-status(l) # grep-available(l) S < #AXRIEZEEA Debian G BIEHIXEFR AT
sz f4,

“dpkg -S file_name_pattern” #HFAFRIEER dpkg TKROWKEBHEEZNEXHEN, EERBIBEIPENMA
IR M,

MRIFFEN dpkg THRIWHITES HNE R, MEEE “/var/lib/dpkg/info/” BRTIEIT “grep -e
regex_pattern *” %<, XREMERGENEINLREONAPERERIIEIE,

MRFABBIE SRR BRI, (RAZER apt-rdepends(8),

2.5 Debian R EIAEBEIE

1EFARF 3] Debian REFBERIIAEB TIEREE, X N1Z 850555 BNRIN L AFIR — LR 461 o] B,

251 HEERETHIE

BNRITIREYTTEUE XA ERIRTE7E Debian &AM “dist/codename” F @, g0 “http://deb.debian.org/debian/”,

FERENEM P OB NS F RN . EHE 6 MXBHITIE.
ATRLMERE, ERIOWERES, XLETRUIRTFMENESE THES M.
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X (A=} AT
Release ZITRREIINE HEERANTEEEE
Release.qpg B IR &Eggléa%se XENZERXE, ERERE
Contents-architecture EIThREITN= SHAEMRXENFRBREENETXE
Release BARTIVKE/ZEHMESHIN | FEREARER apt_preferences(5) #Y

2B Ao

NE T a3 i1 7N

Packages EEL‘J%SH&/EW/_]&%*HE i#$% debian/control FFE_i#HEIE

E E _HE ij" ﬂﬁ\ SZH T/ HY . . Ty N
Sources mﬁIB frhe/ RS S Y %% debian/control FKEUENKBE

Table 2.14: Debian 4R ETHIENAR

25.2 TNE “Release” X{RESM

BR
NE “Release” XHFTFZEE secure APT R4 FHYIARSI 4,

B Debian #4REA MU ERE —MNiX 89 “Re lease” X, FlgN“http: //deb.debian.org/debian/dists/unstable
AEWT,

Origin: Debian

Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-Until: Sat, 21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

mipsel powerpc s390 sparc

Components: main contrib non-free

Description: Debian x.y Unstable - Not Released

MD5Sum:
bdc8fa4b3f5e4a715dd0d56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e€010d116aeeab9614cO® 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

EE
ESE 2.1.4 TR, (REcB LM MER suite” F"codename” BIiB4E, “K1THR” # FAR BT K "suite” F1"codename”.
FrE R ER MBI area” B, £#5I7E"Components” .

MENX 4 Release” HITTEM, RHM secure apt FYINZEZRMISKIEE.

- INBERBXH’Release. gpg” BHINERNE Release” FINNZRR Debian HHERE N FAEIE,
« NFFHY Debian #43RE N FEEMBHIEAN “/etc/apt/trusted.gpg”;

- EXHMRER U RETRREHI base-files REBI AT, HE
- FohfER gpg A apt-key T B FREUA fRTE ftp-master.debian.org E e #TEUEZRE LA,

« secure APT RAWIE T HMITNEX 4 Re lease” BITTEM NS FZAZI T Release . gpg” X&FIE"/etc/apt/tr
B9 Debian 14RENEA.
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FiB”Packages” #1”Sources” XM ZEEEHEINE "Release” XA B MD5sum {EXREIE, FREBREFBEXHF
HEE M H”Packages” #1”Sources” X4 2B MD5sum {ERIGIE. 20 debsums(1) FI5E 2.4.2 .

EINZ &R AL T8 MD5sum {E;E#£E 289 CPU, fER MD5sum EREIES—MRAGE, ERMBEZERRIGIEN
Ef)"Release” X, ZMARNREM RIFLEMUMNER, WELLRFIME (BUE 103 ).

2.5.3 BEEEH “Release” X

R
HMEEERN “Release” XHHIGH{E apt_preferences(5) BN,

JF4EIR ) Re lease” X5, EL SRR B7E/etc/apt/sources. list” Ffy”deb” {THIEE, SALA T H”ht tp: //dek
Z’http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amdé64

AV
@ WF"Archive:” BT, RIIBF ("stable”, "testing”, "unstable”, ---) BF Debian archive , XS
("trusty”, "xenial”, "artful”, ---) FF Ubuntu archive,

WFERHDRIEE, thiliit experimental # bullseye-backports, Ef1ESMREHBRERBENEE, IRERE
EMINEY1T, BIGN7E http: //deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
EEBWNTHIMI—IT,

Archive: experimental

Origin: Debian

Label: Debian

NotAutomatic: yes

Component: main

Architecture: amdé4

BEE, TEMEERESE NotAutomatic: yes”, BKIABY Pin-Priority {ER 500, ¥t F&E”NotAutomatic: yes”
H4E RIS, BRIARY Pin-Priority B2 1 (B0l apt_preferences(5) fl5 2.7.3 ).

2.5.4 FEVBTFIRHEBRITHIE

L{EH APT TEAR, W aptitude, apt-get, synaptic, apt-file, auto-apt, HITEEZEEHE S Debian 14EE
SETTHIBMAIIZ D], XLEAHIE DS R FE, FI7E”/etc/apt/sources. list” X EMEM distribution,
area, architecture HHMEM—H, (BIE 2.14 ).

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release”
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release.gpg”
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_binary-architecture_Pac

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_source_Sources”
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« ”/var/cache/apt/apt-file/deb.debian.org_debian_dists_distribution_Contents-architecture.q
(apt-file)

g 4 MBI EHRFIBEXE APT S HER, #E—IULL ‘apt - get update” 2 “aptitude update” 7E
nr:vﬁ':Pf&ﬁE%? WMRTE “/etc/apt/sources 115t REMENI “deb” 17, M “REB" THIESFHITEHR,
WMRE “/etc/apt/sources.list” FHMEMNA “deb-src” 17, M “ET‘CE%" TTHIESHITEN,

Packages” fll"Sources” LB\ HEEE “Filename:” FE, A HKIFIRNBEXGNUE, BT, X
LREBERE—RE pool/” BRM T, XIFEIANE B IRA L HAIEH,

R TRIENAMEBIATUER aptitude RFTRERMIER, TIMIRERGS grep-detr(l) FTLUER
“REE” 1 RERET TRIENAEE,

»Contents-architecture” TTHEIBMIAHIE DL, BE93#E apt-file update” B, EMUBEMEE 4 M E, &
0 apt-file(l). (auto-apt fJ”Contents-architecture.gz” XA NI ZABERARENME., )

2.5.5 APT MIREEELUIRTS

bR TmFRFRETTEUE, lenny ZEM APT TEXRSBEESMZ=ENTRIRSEERREE"/var/lib/apt/extended_st:
F, APT RERENRERBMNREIMBRHEE.

2.5.6 aptitude FYIREEIRS

bR TILFESKEUTAUE, aptitude LT R EEA M EMNTRIKSEEREE" /var/1lib/aptitude/pkgstates”
h, XE(EE R EEM aptitude £,

25.7 FREWRAEERIARHE]E

FiEEIE APT MHIZIZRENRVIR G L ER#ERTF7E “/var/cache/apt/archives” H, BEEIEN#HER,

aptitude WX MNEEF X FIEERIR, BEGSE 0Options” — "Preferences” FiRE, oMU BE T EMH A,
“Actions” FfJ”Clean package cache” @”’Clean obsolete files” RMITiEHIEIE,

2.5.8 Debian BB SEB
Debian 3B X GBS ERIBFFLEM,

EREZIES] BIrER
" HFIEREE (I5FF deb) package-name_upstream-version-debian.revision_architec:
1 -1 ) | A NP
iqe:bd)eblan installer B —RZERIFRIFEL (75H% package-name_upstream-version-debian.revision_architec
RS AR ( ERFRFE) package-name_upstream-version-debian.revision.orig.tar
1.0 RXIEIRHEE (Debian X X) package-name_upstream-version-debian.revision.diff.gz
g = 5? = U
3.0 { qu11t_“_%}~T SELR) RIUSRE package-name_upstream-version-debian.revision.debian. t:
£l (Debian %)
CRERBRER (FHE) package-name_upstream-version-debian.revision.dsc
Table 2.15: Debian 34 BRI RFFLEN
VI

BRI TERNFEBEEN, EZRETIESE dpkg-source(l),
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EAH ATAMFN (IENREAR ) FERS
package-name [a-z0-9][-a-2z0-9.+]+ E
epoch: [0-9]+: T
upstream-version [-a-zA-Z0-9.+: ]+ INE
debian.revision [a-zA-Z0-9.+~]+ ik

Table 2.16: Debian ¥4 E1 2R E—MAMG I AR FR

ES=
{ReT A B dpkg(l) IR G SR EREGEMA, #IU0., "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $?".

EE

debian-installer (d-i) /A udeb fFAEMN ZHHIREH BN G B&, MIFEER deb, —4 udeb RHEBEE MM
deb MEFBFRB T —LERAMVEMNAR (FIIINIE), AT EZEENBHRERGBEIRNER, deb Fl udeb
REBSRZMEENREBLEM, “u” RRF.

2.5.9 dpkg &S

dpkg(1) 22 Debian KB EEPRKENTE, BIEEBEX, “DIIMMER,
HEREN “package_name” HIRHEER, dpkg SIRETIIMIGFLEE.,

1. f88 deb Xt (ZRET “ar -x")
2. {#H debconf(1) #1T “package_name.preinst”
3. BRHBLERINREAET (ZRTF “tar -x")

4. {EHMA debconf(1) #11T “package_name.postinst”

debconf RARMHEHE 118N M LION (£ 8 B ) ZHIWMENRHFRE,

X4 AE 1R
/var/1ib/dpkg/info/package_name . dohffEdES &, (EHEEXRF)
/var/1ib/dpkg/info/package_name. liBk R G REEZRITEXEFE X
/var/1ib/dpkg/info/package_name .ndBRHEREF B LRI HFHI MD5 BBF1E
/var/1ib/dpkg/info/package_name . Qri&in@Z % Z iz TRV G BHIZA
/var/1ib/dpkg/info/package_name . oM EEZ Bz THRERHE
/var/1ib/dpkg/info/package_name.griXmEBIR 2B c TR EERA
/var/1ib/dpkg/info/package_name . o EBIR Z ez TRV EF B A
/var/1ib/dpkg/info/package_name .qoRfEglebcont R EEIA
/var/1ib/dpkg/alternatives/packageupdaree -alternatives S ERADN
/var/1ib/dpkg/available FBEREENETAEER
/var/1ib/dpkg/diversions dpkg(l) FHEPIXHEBHNEE, B dpkg-divert(d)RE
dpkg(1) BRMXHEREREES, Hdpkg-statoverride(8)
RE

Qo3IO

<

B/

/var/1lib/dpkg/statoverride

/var/1lib/dpkg/status

FIEREFEIREER

/var/1lib/dpkg/status-old

“var/lib/dpkg/status” XHEHE—RED

/var/backups/dpkg.status*

F_RK&MH, K “var/1ib/dpkg/status” XEEIHNED

Table 2.17: dpkg SIEBMEE 4
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“status” Xt EIU0 dpkg(1). “dselect update” #1 “apt-get -u dselect-upgrade” ST EfEH,
¥ RGS grep-detr(1) FJAEER “status” F1 “available” THIBHIAHEIZ,

N
fEdebian ZXREIIME N, udpkg WL AT udeb RHEE, udpkg H<LE dpkg FLHI—MERIRRA.

2.5.10 update-alternatives &<
Debian 24 {# M update-alternatives(l) it ARZFMINLZRSHEENERF, G, IRENZET
vim #l nvi RS, {REJUAE vi @LiEFEIT vim,

$ s -1 $(type -p vi)
lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
*+ 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian IEZERAE"/etc/alternatives/” B REBT F S HEREFCINE R EFHIZFER"/var/lib/dpkg/alter
B R EmAEN G,

2.5.11 dpkg-statoverride &5

HEE—MREEM, B dpkg-statoverride(8) as LRIV RBEEY, BEIR dpkg() W XEFEBAREMEE
FANRAI— N5, WNRFEAT”- -update” EI, HEANXHEE, WizXEGESHIIINRERFNBEEMER,

Ny
@ RABIEGFEA chmod 3 chown L ERENENRGEENEGNBEESINIR, & P ARGEBHEN, B
WEE,

=z
EE

AAEWERTXXEH—1E, EEXLELHAATF dpkg FIRIEMNERXXERSZENSR, BEER, 8%,

2.5.12 dpkg-divert i<

dpkg-divert(8) as L IREHIFILBINEE, R\ dpkg(l) FRNHRRBENEMAMIE, MRZRIWEBHME.,
dpkg-divert TRTFREBLFHE, FENARAEERMEEERAE.

2.6 MNRIFHRFFRE

Hiz{T unstable 24, RAEERTBEFNBERWRGEAERHITIRE B,



https://www.debian.org/devel/debian-installer/

Debian & Fift 61/224

VIR
THN-LHEEGERESMMNEE, ELANIRHITES !

26.1 AEFAMWAFEE

MR- RE GUI EFEERHN LFRAARREERARE, MNZWEIZIBNAMEEX G (BELIEN ) A%
By, MREEFZNAFPKS TEITIRE, BAXMRIZMBE TIESE, (X2—MTEMN bug FETEEHEEERE
RE.)

ATREIRE, FRZBRENNAEICE XA EREH GUI 2R, (R EFEHIZIBNEEXHREUEZ G
ERERFES. (AMFENMBART. )

2.6.2 BEREMHERXAFHNTRERAEE

XISRIRAEBREERRS, LR aptitude(8) 3 apt -get(l), (EAREFEMKE, SHIBRANGN, AR HEL
ERHE, (BIE 216 ).

RUFBLEPENER, NERABERBETA—BRERERSESR, (L% 272 1), HUUAEBNKREGE
KB R, NRELMBRXENERLT, (R&T aptitude(8) 5t apt-get(l) TEXEE, dpkg(l) ERRG AR
B, BESLKIBAREFROER, HFAeBEECELFENXG.

VIR
@ FERAE=ARUBELERERNAEXG, EAEBIFER root NPRIZITHEIPE M AREBWIRIRRME
A%, dpkg(l) <L REGLEBERNESITN.

BT BASG @i MFR IRAYS AT REVIRGE, old-package, R FiXEHIRIVZL L),
$ sudo dpkg -P old-package

2.6.3 EEHIAHERFEME

SREENARN— M aaSHTREERERLIFEIR, IR THRMEL, REAEERARBIBCE(INTH, H
SRR EROKEE, S—MREEECHMRRATERRN, ZREEBIMATTERMRERGE, LEBX
L), EBETSEIRTF,

WF “package_name” HYRFEMARE, (REIZEE FIINKEQHA,
- ”/var/1lib/dpkg/info/package_name.preinst”

« ”/var/1lib/dpkg/info/package_name.postinst”

« ”/var/1lib/dpkg/info/package_name.prerm”

« ”/var/lib/dpkg/info/package_name.postrm”

ERATIIRAIE, A root mEBIRIFRVR A ERIA,
- TEITERM ‘4" SR M
- FEHEBITRVTRERI “|| true” STLASRMHIREAEII

ERATIGSKREEFRE RN LT RIREE,
# dpkg --configure -a
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2.6.4 f{EF dpkg &< HITIIE
E# dpkg RIFERENRGETE, TINEREENIER THTIE, AT LENELRSEMEERE, iLH
IMBE foo RIEBIRIRT, HEEEFTi,

REIATER B ETFE R : “/var/cache/apt/archives/” H1%ZIIBH foo REBAIT bug FRAS, (WNRIKAZ,
{RB] LA MFESREE https://snapshot.debian.org/ R FETE, MEBREFBEFINEENNEFENE, )

MRIREEBENRE, RAIABEIT FIHBLTRERE,
# dpkg -i /path/to/foo_old _version_arch.deb

PN
MRMBRGRIFER), (REFIUERESEN APT RARBRBENRE, MEHFE 2.7.10 THMAIIHE,

MRFNRRTENERER, REZIEEEHARBHNE,

1. f#F Debian ZRAZUARIERNENR A,
2. BIER ETERNRAERET “/target”,
3. BT FIlar <SR RIBRAER foo RIFEL,

# dpkg --root /target -i /path/to/foo_old version_arch.deb

BNEMFHEE E/Y dpkg Ss S BEHRIF, Zas<SMRIARI AT,

RBR
{E{THRFER. live GNU/Linux CD, BI2EhAY USB RGN MLE BN LIS — R FBEIEY GNU/Linux 242! BAZE{L
i AR BUBIRIRI R 48,

NRATFAREMOA, TERAXFHARNREREE, FEFERNDIE AWM, fRETUAEA dpkg B9 - -ignore-depends™.”- - fo
METETRIT R, MRFILMT, 2ZRIEOTNESNHHEBERBIR. ESHETEN dpkg(8).

IR
MRMOARFTERIAT, MNZFRAATESNE —PREMMT (SBRF 102 7)) F#HITREFNRER,
XA B RRIFHIINE,

2.6.5 RERHELEEFIE

MR “/var/1ib/dpkg/status” B ARMEREE LI EIR, Debian RAS B KRG EIEFRBIEA IR EEL M, SN
F “/var/lib/dpkg/status-old” 8 “/var/backups/dpkg.status.*” B “/var/1ib/dpkg/status”
X,

# “/var/backups/” SE—MERNSER—MFIE, EHXIEREATHSEBNRARE.

WFEERIRE, BRINEN RAREHRE, BEXE “/var/” PTG EIE, {RKIBETLAM “/usr/share/doc/”
BRIRE —LEERRISHEHEITHIE R,

ENZERE) (RH) R4,
# mkdir -p /path/to/old/system

BIHR S EHET “/path/to/old/system/”,
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cd /path/to/old/system/usr/share/doc
ls -1 >~/1s1.txt

cd /usr/share/doc

1ls -1 >>~/1sl.txt

cd

sort lsil.txt | uniq | less

HH O K HH

REFRHME]ARBRAEBMREITRET, (ARG LEREEEM, H1W “texmf’, )

2.7 NHEHBEEERIS

2.7.1 Y0{eIHkiE Debian R4S

{RE]BARRIE aptitude IMNEIEETAFNRABEANERESER THIIRER, REKMAFZENREE.

HiBE 2 MU ERIEURGER, ZFNEEERENER, MAMERRM— IR, NIZXAEIRRHIM,
AU T LREEENRAF B ZERIE.

- EEH: B>A

« Z#: main > contrib > non-free

- Lk FE>EE > i > Bk > s

- 15 EESTERUHENIIRER, OI9 “KEIME"

- REBRBEZERHRRIVRE BATERERY (B4 gcc #k# gcc-10)
CRITE: AERERBERKERLBEEESHOE

- EEE: PESENER

- BTS (BRFAIRERRR): /88 RC HHIHVERME (CREBK. EXTERRE )
- BTS (BRFAIRIRA L) BEIPENREERE R R

* BTS (fRIEIRIZRA): BEESHNEHEER bug £48

« BTS (BREIRIRARLR): mEBRIIE™E (non-wishlist ) TRfEEIEIR D

Debian —MEANHNALRKBRIANSEIE, ENERERSTHSTARAXESHAERENKHAEE, FoTHE
BHCHEE,

2.7.2 BEFREERETHREE

AV
@ MWEESEHEREPERRGBE RN Debian EARKITIHRFTSZFIHN, BT EA IIFNERENFHREAS LA,
5140 stable B9 security updates 0 bullseye-updates,

XBE—MNF, EEEREE testing Migx, BEEFEEE unstable BRI EFREBLARA,

1. G /etc/apt/sources. list” X, EZiEEE—H)"unstable” Z1ThRE&1Z,

2. iB{T”aptitude update” &<,
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3. IBfT’aptitude install package-name” &%,
4. MMEEB|RI”/etc/apt/sources. list” X, Fzig[ME testing i3,

5. izfT7aptitude update” &%,

FERAZXNFILRE, RAFECIE”/etc/apt/preferences” X, W ARFEEHD apt-pinning, {BiXNFFENAR
IEE FRITHY,
VAV

HERBSHERIRENAE, EJ Debian AWERXGZEHIREM, AUMROIECEBRFREERR
WRRAEZEFENRENE, RAPTEIRIA, (RUNEETD FIBTX LR IFABINRAEN, Fﬁﬁi&i‘/ﬁﬁﬂ’]
HERBRTEIENERE, BAANEMREERE,

MAERERERR RG-S — RN T,

- JETHEIIRES ("Architecture: all”) LR EEREHN,
- MHEREE: SBEIFINER
- BEEFNREE: RENBREBEUAZFTADN
« T#HIERGE (non “Architecture: all”) BESEIRERSER, EMNTENMRIEH,
- EXHRRAREREME (817 1ibc”)
- 5ZEXNERNERRANREYE

— A% ABI BYFRE
— C++ ABI HIZEEM

B
h?fﬁh#’@ﬂ’w* BERE, —HIVMIEEBRN ZHGIFEFETRESIRETEEBNEGSIEREE, RERMNIZIE
& ABI F93EAE 40 %’%ﬂ,

==}

FEBEHAHIITNRGE, NEEASIHNERETR_#HHIRGAEER—MOEER, BEMREER apt-
pinning &R T, tLEXHR, (BIE 2.7.3 %), (R HEEFEA chroot HEMZA (BHE 9.11 %) KBITA
B R ERTERR,

2.7.3 AE{RIERRA

5 A
25

¥1FH apt-pinning G L RIEM LR ARIEE, ROTERERFX I GLHRIEBIFEE.

"H”/etc/apt/preferences” XfF, APT RA(EMARAF A BRIEZFRMAV ] RRSAF R RERE, IRBEER
KT, thE APT RAREENERTE, MBEBEAXFRNERESRS, HAREK"/etc/apt/preferences” Xff,
FEE, —LEARNSWIFHBENEHRORAEE, WIRICH NotAutomatic, FHEiE S,



https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/应用程序二进制接口

Debian & Fift 65 /224

N
IR AFERFERAELEFR M BT LAMRISE, I FATF, "dpkg --compare-versions veril.1 gt verl.1~1; echo
$?” (87 dpkg(1)).

MBREZENESBRRNRERLTERER (BRE 272 ), RAJLELBIE”/etc/apt/preferences” X+ B
HRS A% F B RE AR ASETMNAEEE (1 apt_preferences(s) ATR) REGNLIX L E AR
fF. X apt-pinning,

AV
@ H{EM apt-pinning & <Y, E A Debian ARMRRMGZBIMNFREME, FMUEUTECHIAEREM,
apt-pinning RT 2 NIEMRE, RFARBRINEFERE.

VI

@ HMEERERL Release X (EM%E 253 ) £ apt_preferences(5) RIFLM. ¥+F Debian @A
Z & 0 Debian T2 #4ZE E, apt-pinning R suite” FF L, (XS Ubuntu #4EERE.) G0, R
f£/etc/apt/preferences” X EBMHE, sJUEMAPin: release a=unstable” , {ERAEER"Pin:
release a=sid".

( : ) \Cy
Z{&EF3E Debian BIHZEEEE R apt-pinning BI—&8 0 8Y, (RN ZEEENRRAEMIEE, Fl4, Ubuntu
#0 Debian BN EE/RE— R,

=S
BIERRIE"/etc/apt/preferences” X, TEARH apt-pinning S HIERT, RETTLAFTHUERNERSK
TE(BWNE 264 TBHE 2.7.2 T),

U N2 X T apt-pinning X ARHIE{LIHAR,

BBV ELRTE”/etc/apt/sources. list” XEEEE X, APT RGN TN EGEEIREMmIERE Pin-Priority 1B
BRH, EAARREEIIRIERE, NR—NREEHY Pin-Priority XF 1000, XANhRAPREI DR EE A&, XHT
REBFRINEE (BWE 2.7.10 F5),

BMNREERY Pin-Priority {ERTE”/etc/apt/preferences” X4 Pin-Priority” 2B HE XS & 2 EFAEMEIA
(=R

Pin-Priority apt-pinning Y 3X 4 B IR

1001 TRZNREE, ER— T BRREENES

990 REBRRITRISEENEIAE

500 REEEIEEENTGAE

100 HT NotAutomatic [ ButAutomaticUpgrades 5 ERIEKIAE
100 BTELZERHEE

1 T NotAutomatic HEENFKINE

-1 BERER, BERAZRITREE

Table 2.18: FiF apt-pinning ¥ KHV{ETF/FEHY Pin-Priority {E713R,

BirR{ThRIERER] BT BA T LM EERIRE,



http://deb.debian.org/debian/dists/
http://deb.debian.org/debian/dists/
http://security.debian.org/dists/
http://www.ubuntu.com/
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« ”/etc/apt/apt.conf” BEXHHEANAPT: :Default-Release ”“stable”;”

AN

- SESITIEIN, FIU0: “apt-get install -t testing some-package”

NotAutomatic 71 ButAutomaticUpgrades RIS 2 R ER S 28 LR E R Release XHRKRIZE, (BME 253
), FEREZ"NotAutomatic: yes” fl"ButAutomaticUpgrades: yes”. fl NotAutomatic #5352 RS E
BR55 28 ERUERERHY Release XHKiIZE, {EREIE&”NotAutomatic: yes”.

KBS MEERRAEAY apt-pinning {571 °] LAIEiE”apt -cache policy package” &< B,

« Package pin:” FLB91T, FUIH TIREERAR pin , AR package HHXBY pin BEZTE X, 530, "Package pin:
0.190”.

. &B”Package pin:” BIfTFE, WREE package FHEHITE X,

* 5 package $8<#J Pin-Priority {BYIEFIBIRAFAFENGA, LA, 70.181 700”.

- 0" BIEMBRAFHFENEGN, MNEEE package HRFIENX., I, 70.181 0”.

- 1Y4ZRE (f£7/etc/apt/preferences” X&{EJn”Package: *” EX) Y Pin-Priority 18, JITEFIBIERERZNE
i, a0, ”100 http://deb.debian.org/debian/ bullseye-backports/main Packages”.

2.7.4 FEFMEEEE

bullseye-updates Fl backports.debian.org 45 ERM T stable (bullseye) ZIThREIVEFRKHGE,
AT EERXLEERE, FEEE”/etc/apt/sources. list” XIEBEB AN THARIIEEETIR,

deb http://deb.debian.org/debian/ bullseye main contrib non-free

deb http://security.debian.org/ bullseye-security main contrib

deb http://deb.debian.org/debian/ bullseye-updates main contrib non-free
deb http://deb.debian.org/debian/ bullseye-backports main contrib non-free

HABELE/etc/apt/preferences” XHMBRIZE Pin-Priority {8, 4FNBTMAE, HKUBERHTEARN
B (ENE 253 ).

- FTEERENIBRG S48 LAET bullseye-updates BREA KRB FIREE,

« 2B M bullseye-backports HEERFNLERNIARGE A 2B bullseye-backports HEREFRIFH
B,

S{FEEM bullseye-backports HEEFRFHNHLR— 1N B package -name” B HE R BRI BHIEHE, R

RriZfE BFEREZRIIN— “v 88,

$ sudo apt-get install -t bullseye-backports package-name

2.7.5 PHICEENRAFENR=

o=

=H
¥1FH apt-pinning G L RIEM LR AREE, ROFBRERZI N GLHRIEBITEE.

MBEARBES|ABFISERGE, RUMEIE”/etc/apt/preferences” XHFH BKRUNT FREIBBETESIHHITR
ZRERAT X LR A B,



https://www.debian.org/News/2011/20110215
https://backports.debian.org
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Package: package-1
Pin: version *
Pin-Priority: -1

Package: package-2

Pin: version *
Pin-Priority: -1

2.7.6 {FH®SH unstable REEHY testing hRAS

=®

=

==
¥1FH apt-pinning G L RIEM LR AR, ROFBRERI N GLHRIEBIFEE.

WMTR—NXT apt-pinning FEARKGIF, HfEM testing AUBHE, SLHL unstable PRVSERIERITHY ERFAR AR 14
BHWHEEAR, REZIZWMTARIE"/etc/apt/sources. list” XHHRFHABEREENERE,

deb http://deb.debian.org/debian/ testing main contrib non-free
deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/ testing-security main contrib

U ATRIIRE”/etc/apt/preferences” X4,

Package: *
Pin: release a=unstable
Pin-Priority: 100

HEEFLEE T M unstable HEEF LR’ package-name” RIERENKRFHEE, FMITHBE”-t” £
(unstable #9 Pin-Priority {EZZ A 990) BI4E3R BIR R ITHREVER S,

$ sudo apt-get install -t unstable package-name

FEUERRE T, H1T7apt -get update” #”apt-get dist-upgrade”(Zi#&”aptitude safe-upgrade”#1”aptitude

full-upgrade”) &5%, M testing BMREFARIBLM testing MREZRNREGEFHEM unstable BHERE
FHRBRLE unstable MREPTRIVRGE,

( : ) I\Ey
INDAREEBIR/etc/apt/sources. list” XEHR testing” HEE, MRXHFREF testing”,
APT RAESEREMHF unstable MHREFARRHGE,

N

BEESE LRSS, D LEFRiE /etc/apt/sources. list” XEFHf unstable” BREIER, XBRTHE
FHREIE"/etc/apt/sources. list” XHHRRIRZIERMEMMIFAREE R AR HELET LM unstable 15
REPLENREGBIET unstable A4,

BR

W R/etc/apt/preferences” X # H"Pin-Priority: 1 # X T’Pin-Priority:100”, &N
f”/etc/apt/sources. list” X H ) testing” iR # MR T, Pin-Priority {5 100 MEZEHR G
thR41ET unstable BEEEFHR,
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MRFHEBNRER unstable EREWIFHRMNREGE, MELTKNABERYBMAEDI-t unstable”, {RUAE!
i#”/etc/apt/preferences” X, HEZXHETNERL TEIVANEMBIGHFTBIBLIRGFEL,

Package: package-1
Pin: release a=unstable
Pin-Priority: 700

Package: package-2
Pin: release a=unstable
Pin-Priority: 700

MTERATMFENRGFBRIZE Pin-Priority 18, 30, AT EHA&EFHI unstable BYZ IR Debian Reference”, RN
Z7E”/etc/apt/preferences” XIEFHFBEAUTEE,

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

BR
BfE(R{ERRR stable #H2EE, apt-pinning FARNARENEY, BIEFHUBIMIZLE, M unstable BRELZR
HMXEE—ERTEM,

2.7.7 {EAHHE experimental #{4EH) unstable kR4

iX2{FF apt-pinning 195 —NRAI, ZREIEEFH unstable R, BEE7T experimental &, ZEITHTER
X EHREHNER. EERSTE/etc/apt/sources. list” XEFHTIRNT:

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing-security main contrib

HF experimental &2 FEB ) ( NotAutomatic ) BIJE (EWE 253 1), EHEKIABY Pin-Priority [EHIZRE RN 1

(<<100) . FARFEE"/etc/apt/preferences” XHFHIZE Pin-Priority {6, RIFEIETE experimental J&, BRIE
THEEME NXENNBENFA RN EHSERGE.

2.7.8 Bl FEHAARRKGE

e
$7F apt-pinning HLRBALANEL, FUTRRERI I BORERRBEE.

apt ME-BBEB K cron fiEK“/etc/cron.daily/apt”, EXFEMN T HREE I L% unattended -upgrades
RGBSR X MNA, FEREBENHARRER I @ /etc/apt/apt .conf.d/02backup”f1“/etc/apt/apt.ca
RIS ERFITEENX, BEXIZBAIT “/usr/share/doc/unattended-upgrades/README” Hi,

unattended-upgrades M BFERT stable RAMNELLEFH., NRBNHARIRIF stable RAERIXBE N TF#H
AEENRERZLEFEENLTLRRE, RN ZEEFEHABNEN, BESHUT.
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APT: :Periodic: :Update-Package-Lists "1";
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "1”;

MRIFIZITHIR unstable R4, MNZASBEERENEH, AAEBSERAERERRITRLK., BMEMLTXHFERN
unstable &R T, RATEEMKIBARER FHRGBEUTNEREAFA R E, HEESKUT,

APT: :Periodic::Update-Package-Lists "1”;
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "0";

2.7.9 [R&l APT T #HE %=

WRRIERREI APT B9 F £ 322! 800Kib/sec (=100KiB/sec ), RN iZI& FEBBHFIZRE APT HIEEESH.
APT::Acquire::http::Dl-Limit "800";

2.7.10 ZE2MFLR

D us

¥1FH apt-pinning S L RIEM LR AR, FOFBRERZITGLHRIERBIFEE.

[

Ny

@ F&4R7E Debian it LEIAEE A, NIXZEEZSMREIETZEMI—27 TE. REGRXMIER,
BREERZSHR T IESEAE, WTEERE, GFNIAERERIFEENFEEERIE, HATABKRE
MRER—INHNR SR,

{ReT OB ¥ BRI RRAS A FT RV R E PR AR IHRIAEERRE (B0E 273 1), ANMERITHNRZMRE., TEE—#
ISR AE, FTUBRIFSTTKE “dpkg -1 broken-package_old-version.deb” &% (8W%E 264 1),

1% “/etc/apt/sources. list” XHHETEAFEFER unstable BT,

deb http://deb.debian.org/debian/ sid main contrib non-free

ERATENITERE, MMXAER testing,

deb http://deb.debian.org/debian/ bookworm main contrib non-free

BRINTFErRIIRE”/etc/apt/preferences” X4,

Package: *
Pin: release a=testing
Pin-Priority: 1010

iB{T “apt-get update; apt-get dist-upgrade” {EENRFEMEEIRFIIER,
EZEMBRE, Bl “/etc/apt/preferences” XMEFKIISIEE,

AN

BXR—MFHE, B (FR2EKR ) ReEJESHRAE, KD KRBIEE, (Fo]feREFNBIRIMR R —LRG
BRERGAIER, FEIFIEER Linux W1z, 5185EF. udev, PAM, APT FfIMEHEXMWREBURENNEEX
.
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2711 LHEREBRNIIE?

RE& “/var/lib/dpkg/available” #1 “/usr/share/doc/package_name/changelog” H%|Ha94ir&E
BRETXT “REBSENREEERE X—OEN—EEE, BERHGEMNXIR EEEKIEARE, devscripts K
B H Y who-up loads(1) BTLAIR S Debian JRIR 4 BRILRF L1EE,

2.7.12 equivs B

MRFNRIEGRIE T — MEFRAE Debian MR, RIFIFEMM—PEIERIZH Debian 38 (*.deb) FHE
RRAERE.

MBIREFRMNBERBRIZF-NMEFHEERRE “/usr/local”, REJEEFEMMA equivs EARE LS BRAH R
REJAR 4 BLAR S,

Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it
isn’t, you can work around bugs in other packages’ dependencies.
(Please do still file such bugs, though.)

2.7.13 BHE—IHRHEEZ stable R4

WFEHDFRE stable 24, ERFERGBEBITIMERENME - MREGBRAEINERE, X0] bk % E HAKE
RAEASHAERGFEHR,
7£ stable R%HY “/etc/apt/sources. list” XEFRINTIRE,

deb-src http://deb.debian.org/debian unstable main contrib non-free

T RRWIFFAREVIRAE B T HIRIR A EL

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

# e HHHEH

MNRFEZECEEIE, BJBAM backport FIAFBIFREFH— LT B5EREE, 190 dpkg #1 debhelper,
HITFISS,
$ dch -i

BHRGEMA, FIE7E “debian/changelog” HAI—4 “+bp1”
BTEIBFMERAEBHFHBENZERIRET.

$ debuild
$cd ..
# debi foo*.changes
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2.7.14 FF APT HIXIERRSZ 28

ERIRBEA Debian HERENFRXRBEENMEFE, SIREEIFS LAN EHRER, J APT gi&— A
ERSEBRNMFER. APT AIBUEREEREMAEMA web (hup ) UIZHRSEE, HIM0 squid (BAE 65 ), HHS

D apt.conf(5) % “/usr/share/doc/apt/examples/configure-index.gz”, HELE “Shttp_proxy &
B= “/etc/apt/apt.conf” XHEHIZRBEMNRIBARSEE,

XEBH—LE Debian HEENTANELR, (FNZEERENZRIEE BTS,

wEE TE L

approx V:0, I:0 6317 | 2877 Debian FHEEXFHIRIERSE (E%1EH OCaml 27 )
apt-cacher V:0, 1:0 289 71 Debian RFBFNRRBXEHITEFNRE (Perl F£F)
apt-cacher-ng V5, I:5 1790 | P RREBMNEFRE (C++ mENER)

Table 2.19: Debian H4REMNERANRIETR

NIy
@ I Debian EMEREEESEME, ILEANNEBTIATESERGBEIPrEESNE, FrIgEE —ERE
BIRNTEER, 5—FHHE, B web (http) RIBRZBERBHAER NI IXMHILLE,

2715 EZXTRASEENIXE
RE] LA FEMXER T RREGEEENESER.

- REGBERIEEE:

— aptitude(8). dpkg(1l). tasksel(8). apt(8). apt-get(8). apt-config(8). apt-key(8). sources. list(5).
apt.conf(5) ¥ apt_preferences(5);

- KRB apt-doc BB /usr/share/doc/apt -doc/guide.html/index.htm1”#1“/usr/share/doc/apt -do.
- 3kH aptitude-doc-en ##EHY “/usr/share/doc/aptitude/html/en/index.html”,
« Debian #EERE F1EMH4:
— ”Debian Policy Manual Chapter 2 - The Debian Archive”,
— ”Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive”,
— ”The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

+ 3 Debian Fi P —" Debian 3R 4B RIZFE
— “Debian #3PEIERE" ,



https://zh.wikipedia.org/wiki/Local_area_network
http://packages.debian.org/sid/approx
http://qa.debian.org/popcon-graph.php?packages=approx
http://packages.qa.debian.org/a/approx.html
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
http://packages.qa.debian.org/a/apt-cacher.html
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon-graph.php?packages=apt-cacher-ng
http://packages.qa.debian.org/a/apt-cacher-ng.html
https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/manuals/debian-faq/ftparchives
https://www.debian.org/doc/manuals/debmake-doc/
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Chapter 3

AgY)mit

FRZRAEIES, 1EEEH T #2 Debian RAEMEMNFEEHNEAERN., REEMNATEZRIVIRGE LI RAISHE
B, EXEMIRANRITRS BARIGE 2 VNEERN.

TEE Debian RAVIBCHESHLA, HTF Debian RAERER, BNIZSERHISY,
+ Debian Linux A% F it % F Debian BZMIEZEE KR,

« bootup(7) MBTET systemd WAL RBENRIE, ((THARY Debian )

« boot(7) MABTHETF UNIX System V Release 4 IR REN%TE. ( IHARAY Debian )

3.1 FondiEdid

TENAGN LEEHRENAPRUTENRERSR (0S) iR, FEEZRILNMMERREINTTE,
AEERN, EFFTCTEREAEBMIARRIEER PC L& L,
HARENTRRRE—MURMINET, B—RAEEFRAEGNZET L.

531171
3121
« 5531371
« %3147

SR, XLEMERRIABEARERIECE, thall, R4mi¥ T BCRIR%, NWATREREKIT LR Debian RFERITIR, ELE, i
EHXEBWINZE, B2REECAZNBRABRILE,

3.1.1 F—FE%: UEFI

Unified Extensible Firmware Interface (UEF]) &—®]¥ REHEO EX T ERNEIERE{EA UEF AEN—&59, S—1
THTENITHRIE, BHEEREENRENE—MER, ERERNEEHETENREMNIZE, MITHEMNRERSR
SIEMARFIURERZNZ (BERSIEMERERF ), BIEEBEITZTEFME NVRAM, TEBEERERIERSS]
SNHEFRERARNIZIIXERAAIRZIITE, EFI system partition (ESP) EFI RAN X B—MNUIBEEMIRE S KX,
FEitENEAKEER UEFI 56, SitENITHARIER, B UEFI E4Kinn), EF#E T UEFI RRAERIXLNAE
FEITRRENXG, BFERIERZENSISMNHER. (EER PC 24, FHRE MBR 2/ BIOS FJULARNKE. )



https://kernel-team.pages.debian.net/kernel-handbook/index.html
https://zh.wikipedia.org/wiki/Booting
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/EFI_system_partition
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/BIOS
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3.1.2 ZEZMELR: s|HIMFERER
B ESINEREF BT IZNE —MER, B UEF 25, 3| SMERFIS RS RZBYEF] initd BUSINEZIRZH IS5
LA, initrd BUSERXHZRZAME, X REERRTERNS SNERERE,

Debian ZAG5EE FE A Linux RZIERENANARZNZ, HEIHY 5.x Linux N#ZAY initrd B EFAR £ 2 initramfs ( F]8
RAM X &% ) MR,

BT 25| SI0EFE 7 FEC B X ITFE,

= 4=
SR FAE | KA | inited 2SR |
_ ' + GRUB R REIR AL E 7 XA
grub-efi-amd64 1:227 158 =¥ UEFI 4] viat. extd-- ( UEFI)
RUB & 2 BRI EN XX ERE, B
grub-pc V:25,1:746 | 533 25 Ei UB % gé?letﬂ e’j(tzz_z__ (ﬂ BII:OSD )
GRUB % 2 | It GRUB % 2 [REIFIS | S IEEIRER
grub-rescue-pc V:0, I:1 6380 | <¥F g ( CD F1#% &2 ) ( PC / BIOS H_)Ji-z'ﬁ )
BT EERE TR
lilo V0, I:1 697 X Lilo g (q;;%g)iﬁ”‘tw%zm
108 Z E
syslinux V:3, 1:44 344 T Isolinux g;aﬁélljﬁs09660 XfF&%. 515 CD
] nl 2
syslinux V:3, 1:44 344 S EC Syslinux g{g;’xjg{;ﬁf&#%ﬁ (FAT)
=F ma o
T g
loadlin V:0, I:0 90 L Loadlin ;’? #tA\ FreeDOS B MSDOS /=
o + Neil Turton lﬂ:jjﬂyft MSDOS MBR HIH BHEXE,
mbr V:0, I:6 50 " i MBR RSB S X

Table 3.1: 5|2 INEFHIEFIIER

@ fﬁiﬂﬂfxﬁM grub-rescue-pc B RIRGHIE LRSI SEE R (U £, CD KA ), FZInF5
SR, MERE eEEES TN SIHER, 5SS Rt SHNRLA,

GRUB 2 BB R EXH T /boot/grub/grub.cfg, ENEREZENXBIHBRLFRG:

menuentry 'Debian GNU/Linux’ ... {
load_video
insmod gzio
insmod part_gpt
insmod ext2
search --no-floppy --fs-uuid --set=root fe3eldb5-6454-46d6-al4c-071208ebedbl
echo "Loading Linux 5.10.0-6-amd64 ...’
linux /boot/vmlinuz-5.10.0-6-amd64 root=UUID=fe3eldb5-6454-46d6-al4c-071208ebedbl +
ro quiet
echo "Loading initial ramdisk ...
initrd /boot/initrd.img-5.10.0-6-amd64

14

}

WFiXER5HY /boot/grub/grub.cfg, XNMREBEFZFENEXUT,

N
BITiR B /etc/default/grub #J GRUB_BACKGROUND %
/boot/grub/, {REEBERI GRUB FIEHEIR,

TEROIEGRXH, NEFLEGXGEZIHA



https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
http://packages.debian.org/sid/grub-efi-amd64
http://qa.debian.org/popcon-graph.php?packages=grub-efi-amd64
http://packages.qa.debian.org/g/grub-efi-amd64.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
http://packages.qa.debian.org/g/grub-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
http://packages.qa.debian.org/g/grub-rescue-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/lilo
http://qa.debian.org/popcon-graph.php?packages=lilo
http://packages.qa.debian.org/l/lilo.html
https://zh.wikipedia.org/wiki/LILO_(boot_loader)
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
http://packages.qa.debian.org/l/loadlin.html
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
http://packages.qa.debian.org/m/mbr.html
http://www.chiark.greenend.org.uk/~neilt/
http://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
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®E =]

GRUB2 fZHRANE, gzio, part_gpt, ext2 _
GRNBXERGSX ?3 Ull‘g[?]‘:\e?:eldbS -6454-46d6-al14c-071208ebedbl FEE
AREENEFERXXGERARIIREZE /boot/vmlinuz-5.10.0-6-amd64

FERNAZENSH :gozzilétéED:fe?aeldbS -6454-46d6-a14c-071208ebe4bl
initrd BEXHFERXHFRFZFRIREZ /boot/initrd.img-5.10.0-6-amd64

Table 3.2: /boot/grub/grub.cfg X LESBHAFELZEEN
20 “info grub” K grub-install(8),

3.1.3 FE=PE%: #{F Debian 2%

E{R Debian RARSINRIZME=MEL, BEISNHBIEFEN. ERSEAFTRBTRAANKIEX GRS, X2
uu.*EE’J ATLlﬁgﬁllﬁlo

EE
“BR{R Debian R4t" REEBEIMNAIE, BTFEAXEPERBIRIENE =/ MER, XNMNRFEBEEHIFH initrd
g} initramfs 24, REFRERMUNPRRE Debian TRIZFHER,

/init BFRATFFHRXGRAE LRITHNE—MEF, XNMEFERFZREIERZYGNL, FEEGRZSET—M
E%, KR Debian R4A ’ﬂ%?‘i%IE'funszﬁuuj“BDV\]F’fﬁﬂ&‘iubﬂﬁﬁfﬁiiﬂﬁi‘lﬁ%Zﬁ‘, (B3| SiRIERMRIE,

+ YR initramfs /A initramfs-tools €I, M”/init” 22— shell HIAXEF,

- BITLARIZRIN “break=init” FFRENSE, RE]APRHXES BaNRTEUIRE root shell, 2 HEIRHGIES
" 7init “BAE, XA shell IMEE BRI, (ReiBE ERITFIHAG SRR,

— (R Debian RAEF AN G EREITR, BEEZEHR—MH busybox(1) B GNU T E{Z{H,
« 3R initramfs /A dracut BIEE, M»/init” EFE— N _#H systemd £,
— 34 Debian AL ARG S R —MEEITA systemd(1) IR,

VIR
SE-NMRIZNRXERFE LAY, 8 mount aGaLEERM -n £,

3.1.4 ZEUPNER: E1Nl Debian %4

H# Debian RAERBENATZRIHEIUMER, HIE(R Debian RAEFBD. IR Debian RFFIARIELLIME T A#LEIT, R
XHRFFHAFIREEIRMNER G R L,

nit EFRAZMITNE—NERF (PID=1), ERNEESMHEFUEMESISRRE, nit EFMEIAKRRE"
/sbin/init  {Be[@ERZBHEHIEN, FIEN” init=/path/to/init_program”,

7E Debian 8 jessie (2015 &% ) RA/G, */sbin/init” 2—F)”/1ib/systemd/systemd” BIFF S fEiE,

N
REVR G PSIPRERR init S5 LEIAER “ps --pid 1 -f” HEHiA.



https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
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EESD) AT K/ [ HBE

systemd Vv:837,1:935 | 15615 | BEFSEHEXZIFHER init(8) =FIF#HTE (FIEX sysvinit)
systemd-sysv V:811,1:934 | 143 systemd ERAMAURE sysvinit WFEMITFFTSHEE
init-system-helpe(S.e) 1047 | 131 | £ sysvinit Fl systemd 2@ Ta51Ra0MmEN T A
initscripts V:70, 1:256 171 HATYIREFNXARRRIFER

sysvinit-core V:7,1:8 279 ;"e System VB9 init(8) TH

Sysv-rc V:139,1:269 | 82 7: System V BIIGT TR AIIE R Hl

sysvinit-utils | Vi419,1:999 | 81 X System V FJSKFH T E (startpar(8), bootlogd(8), == )
Isb-base V:888,1:999 | 49 Linux Fr/ERE 3.2 BRAY init FIATNRE

insserv V:165, 1:265 | 154 AIF LSB init.d AR RELR BN T ROTE

uswsusp V1, 1:6 714 A Linux EERAF SR suspend WTHE

kexec-tools V:1,1:8 289 FIF kexec(®) ER (/250 ) B kexec TR
systemd-bootcharfty., ., 128 | EENRIRMAES TS

bootchart2 V:0, .0 NOT_FOWRDRIZERE D T ES

pybootchartgui | V:0,L:0 NOT_FORBMDRIETERED e (RIFALIE)

mingetty V0, I:3 38 NBEEEFIER getty(8)

mgetty V:0, I:0 315 Al E e ARIRR AR getty(8) B A

Table 3.3: Debian RZEBHN T EFIR

VN
BEXBREINEMREHES, BESN Debian H#E: BoliREIEIASE,

3.2 Systemd #]¥41t

ATHERARRREHEL PID=1 1 systemd(1) FZ2FKREsN ( BIFIRILHTE ),

systemd Fga{Lid 2B T 2T B (B systemd. unit(5) 5EJ=F1T/K$J_$E, X8 TR & X ERA R
5E:FJ'-3 KB ZRIRVZE SysV FT 2R X L B TR EX A TEN — RIIBRZKIMNE (B0 systemd-system. conf(5))

IRERFIZIRHBE — N EMAY Linux control groups, R ITTEGFR, EBIIET —NFAEM systemd BRLEH (B0
cgroups F5E 4.7.4 ),

BREEXHENTI—RTIEZFPIE (S0 systemd-system.conf(5)):

« ”/1ib/systemd/system”: OS EKIAELE X4

- ”/etc/systemd/system”: RAEERNEENH, ERZRIRERARIIANRE G
« ?/run/systemd/system”: TITRENREENH, ERZERTRENEE G

AT B F X< REiL”Want s=", "Requires=",”Before=",”After=", .- Z5RKECE,(EM systemd.unit(5)
E/9”MAPPING OF UNIT PROPERTIES TO THEIR INVERSES”), B IRIZHItH 2 #E X (MW systemd. resource-control(

RIER TR ENXNHNEERX S EANTRIEE:

« *service fHIAH systemd EHIFIMEERIHFIZE. S0 systemd. service(s).

« * device {HIR7E sysTs(5) BEFA udev(7) IREWBRIVIZE., S0 systemd.device(5).

« *.mount A A systemd IZFHIFBEENXERAIEFS, S0 systemd.mount(5).

+ * automount IR systemd ITHIFNEENIX G RZBoNEE S, &0 systemd.automount(s).



http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
http://packages.qa.debian.org/s/systemd.html
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
http://packages.qa.debian.org/s/systemd-sysv.html
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
http://packages.qa.debian.org/i/init-system-helpers.html
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
http://packages.qa.debian.org/i/initscripts.html
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
http://packages.qa.debian.org/s/sysvinit-core.html
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
http://packages.qa.debian.org/s/sysv-rc.html
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
http://packages.qa.debian.org/s/sysvinit-utils.html
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
http://packages.qa.debian.org/l/lsb-base.html
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
http://packages.qa.debian.org/i/insserv.html
http://packages.debian.org/sid/uswsusp
http://qa.debian.org/popcon-graph.php?packages=uswsusp
http://packages.qa.debian.org/u/uswsusp.html
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
http://packages.qa.debian.org/k/kexec-tools.html
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
http://packages.qa.debian.org/s/systemd-bootchart.html
http://packages.debian.org/sid/bootchart2
http://qa.debian.org/popcon-graph.php?packages=bootchart2
http://packages.qa.debian.org/b/bootchart2.html
http://packages.debian.org/sid/pybootchartgui
http://qa.debian.org/popcon-graph.php?packages=pybootchartgui
http://packages.qa.debian.org/p/pybootchartgui.html
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
http://packages.qa.debian.org/m/mingetty.html
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
http://packages.qa.debian.org/m/mgetty.html
https://wiki.debian.org/BootProcessSpeedup
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Cgroups
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« *swap fHIAH systemd IZHIFNAER) swap XEFELiIRE, S0 systemd. swap(5).

- *path #§iA# systemd HIZHERTZ, ATETRIZNED. S0 systemd.path(5).

. *socket {EIRH systemd IFHIFNEENERT, BTFETEEFIEN., &0 systemd. socket(5).

o *timer A% systemd ITHEIFIMEEITATEE, ATFETFEEIAES), S0 systemd. timer(5).

- *slice EIE cgroups(7) &R, &M systemd.slice(5).

« *scope f£M systemd MELEOXREFLHEIE, AUBSE-RINARAHTZ, S0 systemd. scope(5).

« *target BEHERTEEXH7H, EEIMNNE, REIZRFLS S, €0 systemd. target(s).

KRBT (BN, init ), systemd #HIZEEIX BN/ 1ib/systemd/system/default. target (i@FRE|’graphical. t:
R SHHE ) B 5T, — L4 T%AY target BATT ( 2 systemd. special(7) ), tt#l”local-fs. target”.”swap.target”

f cryptsetup.target” SWSIAUEHNHR S, 25, HE target Rt SRIBRE TR X RMMESIA, 1F4H
&5, BRI bootup(7).

systemd IR{tEGHREHIINAE, #£”/etc/init.d/rc[0123456S].d/[KS]name” BBEM SysV K&K B ENHIAD
REWHIT; telinit(8) e N systemd R ITTIEINE R,

NIy
EHENEITR 2 B 4 2EHASEEZ THERM “multi-user.target”,

3.21 FHA

RIZEIFRETNR, TR, @it systemd-hostnamed.service BHINRAELMIRERAMENR, ULt
FHBRARFE/etc/hostname”, INMXUNIZRABERATNE, MAREIHFEA,

NEESEIETT hostname(1) e 7] AFTENH HEIMEN 2,

3.2.2 XGRS

EEMMNE X G R FIESEINFI LAE”/etc/Fstab” FiRE, S0 fstab(G) F1% 9.6.7 T,
MBEXERFMEREIREE “/etc/crypttab” #, S0 crypttab(s)
3% RAID FIEZE mdadm(8) IREFE”/etc/mdadm/mdadm. conf”. &1 mdadm.conf(5).

i

=

5 A=
@ REHWEHE, EEHTREXHRAEUE, "/tnp”, */var/lock”, M"/var /run” REIGR X SRE

S

Ht &

o

3.2.3 MLEZEOVIBIL

S FER systemd ALK Debian RE A S, ML& RO BE BHA MRS HITHENL: Lo EOBEEE networking. service”
R, MEEEOMA “NetworkManager.service” &2,

2N% 5 ERFNEFREECIIHER.
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3.3 W&ER

EEHE EERHNAZERER, EBELIREMINEEKTEREE.

# dmesg -n3

BIRRAE BIRR A 1560

0 KERN_EMERG RBATH

1 KERN_ALERT 1T AW 31 BN EX
2 KERN_CRIT EE3Gs

3 KERN_ERR HBiRef

4 KERN_WARNING EEEXH

5 KERN_NOTICE EREEENEHF

6 KERN_INFO BEERER

7 KERN_DEBUG debug KHIMER

Table 3.4: NIZERIRF AR

3.4 RFER

£ systemd T, AR %S BEE T HEMRS systemd-journald.service (X% journald) Ri2%, W
7£7/var/log/journal” FTRIART R i HIEMHE, HALTE”/run/log/journal/” TSR i HIEHE. XL —
HEIBEHE, TUEE journalet (1) aKiAEl, FIa, RN ERMERE—IXBEHMURMBEE, RIOTHAR:

$ journalctl -b

& wORA
p— 1 LF =
“EERER REDFRIFAEEIE | journatort b -system

- EENRE—RBHARNSRAFRRS
EIL.\

Y,

”journalctl -b --user”

ERNRRE—XBHOARI $unit” ITF

B ”journalctl -b -u $unit”
=] — N =1 AlE] T f{F
‘%E}rj?ai{kﬁ?gf%m $unit” ML ”journalctl -b -u $unit -f”

Table 3.5: BiZYH journalctl &< K ERFIR

Esystemd N, RZEHETLER rsyslogd(8) Al ARENE MR LR TE , ESNTEMITRHRIZEZ KM I B 55
& (KBTE systemd ZFIEKIARY"/dev/ log” ) FEIRERAIK A ASCILI RAHELHIE.”/etc/default/rsyslog”
F”/etc/rsyslog.conf” BEBEHEX BEXGFHFEREER. M0 rsyslogd(8) # rsyslog.conf(5), ha]lAE&R
% 932 1,

35 R4HBpER

systemd MR R L VAL, TH systemct1(1) L REBEANARLEIRIRE,

XEB, FEAIFPRHSunit”, SIR—MNETR (54, service #l . target 2[R, &, ERESEALT, t
BJLAR LA S N TT (shell RFM L F@BECFT >, 727, ”[ 17, BEER fnmatch3), RIEEBERIERNEFEFFRE
BTHEERBMN).
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1R YRR

S FT A target EoohcE “systemctl list-units --type=target”
FIEFrA service BTicE “systemctl list-units --type=service”
SIEMBRE T EEE “systemctl list-units --type=help”
FIEATFFFIB socket BT ”systemctl list-sockets”
FIHAFFRFIE timer BT “systemctl list-timers”

Bo’sunit” “systemctl start $unit”
EIE"sunit” “systemctl stop $unit”
SHMNFERSZEXMEE “systemctl reload $unit”
- BIEFEFE $unit” “systemctl restart $unit”

Borsunit” FEIEFFIEEEN “systemctl isolate $unit”

IR 7 (ERRERS) “systemctl isolate graphical”

B3] ZHFP (ML1TRR) “systemctl isolate multi-user”
BRI NERRX (BEAF®1TEASR) “systemctl isolate rescue”

[”$unit” ZEREES “systemctl kill $unit”

@& sunit” REEEEENH “systemctl is-active $unit”
BESunit” RZEE = XM “systemctl is-failed $unit”
FEE”$unit [$PID|device” FIRE ”systemctl status $unit[$PID|[$device”
ER"sunit [$job” BIEMH “systemctl show $unit|$job”
EiREWEY”$unit” »systemct1l reset-failed $unit”

LA ToARS A [ “systemctl list-dependencies --all”
NEERER G LB TXH “systemctl list-unit-files”
BRASunit” (BN S iEE) “systemctl enable $unit”
CEA7sunit” (MRS EE) “systemctl disable $unit”
?gg%g)wnlt (BIFRED/dev/null” #9 ”systemctl unmask $unit”

N D) RTINS T T[> 3 =]

%g)%nlt (EHNE /dev/null” PIFS »systemctl mask $unit”

SRENEAIARY target 1R E “systemctl get-default”

REZIA target ”graphical” (BIF2& %) | "systemctl set-default graphical”
TIAEEL | R S5 — SIS

%;if%;}‘m target J9"multi-user” (f% »systemctl set-default multi-user”
ERIFEIREE “systemctl show-environment”
REWMETE"variable” FJ{ER”value” | “systemctl set-environment variable=value”
BGEMIEEE variable” FRE “systemctl unset-environment variable”
x = Ak TubE- T 4=

EFRNMEMEE X ENEETIPER »systemctl daemon-reload”

( daemon )

KARG “systemctl poweroff”

rAMERZ SR “systemct1l reboot”

HEERSR “systemctl suspend”

KRR % “systemctl hibernate”

Table 3.6: BiFYHY systemct 1 S5 S HERTIR
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LFEIFHRGRSHE DS, BERBIT sudo” KR, AURSEENRASIENE,

“systemctl status $unit|$PID|$device” MHEIHFERBEHIENR (7o) REARETIKE, IEAB—RIMIE,

- HERY e” RIR— NiEa)” 3" BANEENR” BPIRZ.
- ABERe” RR AN HE IR KT
- e RiR IEEN. “EMMESR" B BUEF" KB,

3.6 HERFRHE

XEBER systemd TEEZFENKIREGSIIR, BRIEEE cgroups(7) EHREVEXEY man FHTT,

1BR1E YRR
ERE— TR EAT BR8] “systemd-analyze time”
R CE T E e “systemd-analyze blame”
CINESunit” XHEFHRME R “systemd-analyze verify $unit”
@aNETREAPIERESIERETHIRESERE | "loginctl user-status”
EENEREARENETHNRSER »Toginctl session-status”
“IRER cgroups MI/BEIT I “systemd-cgls”
FRER cgroups FY BT FE ”ps xawf -eo pid,user,cgroup,args”
IRER cgroups FIEoNd 12 1%E”/sys/fs/cgroup/systemd/” FHJ sysfs

Table 3.7: systemd THEFEKIEGLIIR

3.7 E#l systemd

3.7.1 EEFHE

FERAMIALTR, B systemd BEIfIEFER, 7 network.target Balfe, REMERS (BNE 6 E)EAEE

STiPi#FE (daemon ) /B8], “sshd” WARFISh, iEFAMER NIRFE B2 sshd” fEA—NEHILRIGIF,
B, BRARALTENRSET,

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

4% Unix REMZ BT EEFHE (on-demand socket activation ) R4 H inetd (8 xinetd) BRRSZKIE M, 7

systemd ¥, tBEIINEERE RS EIT 1G AN *.socket Fl *.service BITTREE KA.,
sshd.socket FARE X —MNERHERETF

[Unit]
Description=SSH Socket for Per-Connection Servers

[Socket]
ListenStream=22
Accept=yes

[Install]
WantedBy=sockets.target

sshd@.service fE7 sshd.socket ILERRIARSS ST



https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Sysfs
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[Unit]
Description=SSH Per-Connection Server

[Service]

ExecStart=-/usr/sbin/sshd -i
StandardInput=socket

AR EFINE,

$ sudo systemctl daemon-reload

3.8 udev &%

M Linux A% 2.6 lRFFA, udev R4t BRI T BMEH LK MAYIIRMHENE]. (BN udev(7)). ERZEI ZMREHIEM
£, udev REEAM sysfs XHERF (ENE 1.212 T) WERERN—1AF#IE, £ modprobe(8) 2F (BM5%
3.8.1 ) MEAZFEMBERPAZIER, SIBBENMNIZET R,

VN

NRBTFHELEIER, "/1ib/modules/kernel-version/modules.dep” ;& E# depmod(8) IEE AR, EIRA]
BEARSME udev RAIRHAERI A NINE, M1T"depmod -a" RIEEE,

"/etc/fstab” BERIEFHMN, iEZTRAVELFHSH, (REETB(ER UUID KizH12&, KB /dev/sda” Z
EHZER SME 963 1.

BT udev RAR— P EETHNEY), BEHEXHEHTTiFAER, EXEREHRTRINER.

3.8.1 WIERIIIEL

iBiT modprobe(8) FZFRARMANMPRAZIRIR, EFHRANIGERAEFHZREE EEIEITH Linux W%, udev RE (BN
5 3.8 1) BiCERIRARREBNAZIRIRYIIAE,

TEHMIEBEHZRNIGHROEGENEIR, EZRMEME, IBEANIE /etc/modules” XHFEIH &R
modu les(5)).

« TUN/TAP tRIR {2 it EE#{#9 Point-to-Point P£%1% & (TUN) FEEHARY Ethernet AKX 481% & (TAP),

« netfilter #EIRIZ M netfilter B ASEBES] (iptables(8), & 5.6 1),

« watchdog timer IXFNIEIR,

modprobe(8) FZFHEEE M 42k modprobe . conf(5) RIiBAILTE"/etc/modprobes.d/” BRF, (MIR{REE R
Bl ELAZIRR, ZERIEEIMERRBRMIE"/etc/modprobes.d/blacklist” XHHE.)

»/1ib/modules/version/modules.dep” X{#H depmod(8) F2F 4R, EHEiAT modprobe(8) F2F{FARIER
R

W1 RRTE S S ES i LSRN S) 4, & modprobe(8) B i I 4% 5 M B, "depmod -2’ 7 b i il &
#'modules.dep” KR RIXLEo) 5,

modinfo(8) ¥2F £ 7R Linux AIZIEIR(ER,
Lsmod(8) I2F U F BRI ER"/proc/modules” MRE, BRHATARZINE T WRLEELR,



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer

81/224

Debian &E&F i}
BR
{REERFEMIRAR R K LAVREE, &M% 953 1.
{Re] ATE BN B B RE AR B EREEAVRE A ISE, S5 9.5.4 75,
{Re] AEFT4R1F AIZ RIS IR R IR E 015, &% 9.10 .
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Chapter 4

TAER 3 10) 32 6l

HARF (WEF ) FENRARZN, FEH#HTINE, WIABHERREE

R

PAM M B SRS 2 BTN RS, RBAB— NESITHHIE CD, AR —MERE boot HK,
THERS, RFEEAENBNRAHUERR.

4.1 —R%AY Unix iAIE

—f%AY Unix IAIER PAM ( Pluggable Authentication Modules, BIRJf ARIIEIEIRER ) THY pam_unix(8) ik, ©
M 3IANEEXHUWT, HRWEEER “:7 HR.

X PR FF ‘H AR

/etc/passwd “rW-r--r-- root root (X)) AFRKSER
/etc/shadow STW-r----- root shadow | Z2MENAFKSEER
/etc/group “rW-r--r-- root root HER

Table 4.1: pam_unix(8) EFM) 3 NEERRE NG

“/etc/passwd” BIETIIAR,

userl:x:1000:1000:Userl1 Name,,, :/home/useril:/bin/bash
user2:x:1001:1001:User2 Name,,, :/home/user2:/bin/bash

90 passwd(5) FFTR, XAXMGRE “:7 DRSNS XNT,

- BRE

- BRRORZ AR

- BFHARIAF ID
- BFHABA D
- AFBEEREFE



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- APFRBXR
- ANERIA P ER S R R

“/etc/passwd” HIE_IMEZHRARRFNERHZB, E5IAT “/etc/shadow” J&, ZINHFARIAZLR
ito

ES iRHﬁ

(%) ERLHIKS

X = FE’J’;E%ﬁﬁr “/etc/shadow”
TEERIKS

! TEERERKS

Table 4.2: “/etc/passwd” E_IMAR

“/etc/shadow” BIETIAZR,

userl:$1$XopOFYHIPIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7: ::
user2:$1$vXGZLVbSSELYErNf/aguDsm1DehJIMS/:13261:0:99999:7: ::

g0 shadow(5) FFTR, XAXMGRE “:" FWIIBIEXIMT,

- BRAB

- IITBEMEEE (FFKEY “$18" RREM MD5 INE, " RELEER. )
« RE—XIEREZBRIAE, BRI 1970 F 1 A 1 BEMNXE

- RIFAFPBRIEZBRIR L EE

- AP IUERZ BRI K £ 8]FR

- BRARMEINXRE, FEIHEAFSTRES

- BRAKEHXRE, mXHEZBEKIBESRIER

- IKSKRXAIETE, HERTM 1970 F1 8 1 BEMNRE

“/etc/group” BBETIINEA.

groupl:x:20:userl, user2

g0 group(5) HETIR, XAXMERE “:7 HRHENEXNT.

- HEFR

- NBREMZE (FSRELEFER)
- BFHABA D

- A 4 ARIAFBYIR

EE
“/etc/gshadow” Jg “/etc/group” M TE “/etc/shadow” #{URIINAE, {B;8HEHEIEHER,
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R
%0 Hrauth optional pam_group.so” X T # f0 2 7T /etc/pam.d/common-auth”, 3 H
£"/etc/security/group.conf” B#HITTIRE, — MHAFPREFRAR PSR, S0 pam_group(8).

B
base-passwd 3G EEET —HAPENE A X :“/usr/share/doc/base-passwd/users-and-groups.htm

4.2 EBEKSHZELEE

THR-LEERKSERNEEGS.

ne Ihae

getent passwd user_name Ao “user_name” HIKSER
getent shadow user_name N EP user_name” Fe@mlIF s =
getent group group_name N “group_name” FILEER
passwd BEWKSZERL

passwd -e FBERKEIRE — X ERE
chage BEEZEENHER

Table 4.3: BEIBKSEEMGS

HAr— LI RBEM root fEMA, HRIFIRIBAVMEZS W crypt(3),

B
EIRE T PAM F1 NSS B9 & 4 £ (5130 Debian salsa #1288 ), &ify “/etc/passwd” . “/etc/group” #
“/etc/shadow” FJEERSWALEEER, LR SEELTFIXMIME TKIBRERE.,

4.3 R

ERARREIET — NS SERA passwd(l) BOR, (REZEE— MIZE, SHiZH 6 5 8 MHER, Hha
2 TBIRIE passwd(l) @EHEMISHH— ARSI T,

. NEFE

 HF0E 9

k=

s IR

g
@ RO AEEATUEENE. KES, SHISH, BiESH, it $0. RENRNENNET. 7
I, ERENTEFS (B0 “12345" 5 “querty” ) SEEIMILNLIE,



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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nREe MITE IR me ThEE
whois V:31, [:345 364 mkpasswd E& crypt(3) EFTEEENRIm
openssl V:806, 1:994 1466 gggg;z t HH EBFDIAE (OpenSSL). passwd(1ssl)

Table 4.4: £ EBITHR
4.4 ZIINNZBRYERRD

THE—LAT £INENEZEZE fFRIITE,

4.5 PAM F1 NSS

ACHIZE Unix R4 (5180 Debian 24 ) 121t PAM ( Pluggable Authentication Modules, 3HEATVISIUEEIR ) F1 NSS

( Name Service Switch, B#IRSZ ) VEBILARIWAFZEIRR, EMMIEBEEB SRS, SNIRTHEER] CABHE A

AR,

o PAM 5N R R I T — N RIBRIAENSI, FEP KB T ZE RN,

« NSS Bt T — 1 RIEFBMIREZYIEI, SEEW CIEEMER, #6190 1s() M idQ) XHEMNEFKERFTAR
o

PAM Fl1 NSS RAMTURIFIEE — L,

PAM #1 NSS AAFREEZMREGBUT.

eSS ATE A/ | iHER

Tibpam-modules | V:804,1:999 | 1048 | WEATRIGIEIRR ( EAEARSS )

Tibpam- ldap V1, 11 249 787F LDAP B RV A VIRIERIR
tibpam-cracklib | )5 117 | &R cracklib STHSRUIE AR IR IEAEIR
Tibpam-systemd | V:502,1:884 | 694 FTF logind FMAFRIERAANRIERZIR (PAM)
Tibpam-doc L1 1046 | IEARBRIEFER (html XA XS )

Tibcé V:922,1:999 | 12775 | GNU C FE: EHFRME "BMRZ %" RSHEZE
glibc-doc .10 3266 | GNUC FE: EEEITIE

glibc-doc-referencg 12763 | GNU C Fe: &5 Ff#M, B info, pdf # html #£3( (non-free )
libnss-mdns [:521 147 T EHTZEFE DNS ZF5RHT NSS fRIR

Tibnss- ldap 1:10 265 NSS #&3R, BT {EF LDAP fEAh— 1 BFHRE[H

NSS 1&1R, FFEH LDAP fFA— 1 BFiRSH

libnss-ldapd I:13 153 ( libnss-ldap #I% fork )

Table 4.5: PAM 1 NSS RAFEEN NGB

« libpam-doc A “The Linux-PAM System Administrators’ Guide” 27T f## PAM ECERINE 1Y,
+ glibc-doc-reference Y “System Databases and Name Service Switch” 27 fi# NSS L EHIEE X4,

B
{ReJLAER “aptitude search ’libpam-|libnss-’" G<$EEBESMEXRREE, NSS FEHgeEKE
“Network Security Service, ME&Z£MRE", EARRTF “Name Service Switch, ZFFARSZIR",



http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
http://packages.qa.debian.org/w/whois.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Salt_(cryptography)
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
http://packages.qa.debian.org/libp/libpam-modules.html
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon-graph.php?packages=libpam-ldap
http://packages.qa.debian.org/libp/libpam-ldap.html
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon-graph.php?packages=libpam-cracklib
http://packages.qa.debian.org/libp/libpam-cracklib.html
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
http://packages.qa.debian.org/libp/libpam-systemd.html
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
http://packages.qa.debian.org/libp/libpam-doc.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
http://packages.qa.debian.org/g/glibc-doc.html
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
http://packages.qa.debian.org/g/glibc-doc-reference.html
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
http://packages.qa.debian.org/libn/libnss-mdns.html
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon-graph.php?packages=libnss-ldap
http://packages.qa.debian.org/libn/libnss-ldap.html
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
http://packages.qa.debian.org/libn/libnss-ldapd.html
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ED
PAM AR A B NMEFERRZFEENMIMERYBUIRELENREMTT A,

£ systemd K, libpam-systemd S4B HLRAXREEAFER, Bd R logind 7 systemd ZHIAERFIEMA
21ERELM, S0 systemd-logind(8). logind.conf(5) Fl pam_systemd(8),

4.5.1 PAM F1 NSS ija)i9E2 &S24

THERE—L PAM F NSS ifaNEEBREXHE,

fEEXF IheE
3 (1] L = Tt T =
/etc/pam.d/program_name ;gam p(;’((;ggram_name REFRE PAMCE; S0 pan(7) Al
/etc/nsswitch.conf PETRSZFBEIRE NSSEEE, £ nsswitch.conf(5)
/etc/nologin BT pam_nologin(8) iZIRFEFIFH F EFk
/etc/securetty BT pam_securetty(8) i=IRFEH] root T510] tty
/etc/security/access.conf BT pam_access(8) RHRIRE 1A D]PR Bl
/etc/security/group.conf 1813 pam_group(8) Eiklxﬁ:ﬂﬂﬂ’]l?ﬁ%ﬂ
/etc/security/pam_env.conf BT pam_ env(8) BRIRZENETE
= T EE 28 SEYN
Jete/environment Egéﬁ ‘readenv=1" 8K pam_env(8) BERIZEEIMIIR
p=4

BT EE “readenv=1 envfile=/etc/default/locale”

/etc/default/locale S pam_env(8) MG EIEZIRE(E (7 Debian ZHAT )
/etc/security/limits.conf BT pam_1inits(8) HMRIFEZIEPES] (ulimit, core FF )
/etc/security/time.conf BT pam_time(8) fFEIRIZ E BT [B]FRHI

®RE systemd UERZIESAE (B logind. conf(5) Fl

/etc/systemd/logind.conf systemd-logind. service(s))

Table 4.6: PAM Fl NSS [0 i0EC & 3 4

ZHDIEEAIPREIREiT PAM #EIR pam_unix(8) Fll pam_cracklib(8) KLY, EATTUNETZENSHHITEE.

N
PAM BIRTEX HEFERAFSR “.so”,

45.2 MRAMNEFRNRASZIE

MARRE qﬂ_ﬁ%éﬁﬁﬂ_ﬂ)\ﬁﬁﬁﬁ PR EB RGO (LDAP) FRBF[HITEHE, MNMBENEEERIFSE
Unix F13E3E Unix R4, B=HFRKIARIPIEIFIRSIELZE OpenLDAP 34,

LDAP fR5325{E R H PAM FI NSS 9 libpam-ldap #1 libnss- ldap ¥4/ Debian RAIREKSEE, FE
—LIN{ESR/BA LDAP (FRBEAITX/MRE, HEATEAMNEEAREE _FNERS, BEXMAIR THRIETIA
o o

- RBEIEIT—MER, FIANMIIRY LDAP SPHP# T2 slapd(8), REBIISEH A LDAP AR5 5.
« {RTE “/etc/pam.d/” BXRPHIPAM EBEXHE, A “pam_ldap.so” HREKIAE “pam_unix.so”,

— Debian £ “/etc/pam_ldap.conf” #EJ5 libpam-ldap BIEEEX, “/etc/pam_ldap.secret” fEJfR
% root BRBHI 4,

.« fRE “/etc/nsswitch.conf” X#HRT NSS IBE, FHA “ldap” BREHAE (“compat” 5 “file”),



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://www.openldap.org/
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— Debian {#F8 “/etc/libnss-1ldap.conf” #E% libnss- ldap A& ST,
- ATEBMES, RUFLE libpam- 1dap M SLL (3% TLS ) &,
« ATHR LDAP MEEFHBUIRITTEM, (RUAILE libpam- ldap £ SLL (2% TLS ) &,
- ATIEL LDAP MERE, REIZTEAMIEGIT nscd(8) KEFEI LDAP BRER,
£ LH libpam-doc XH R HH) pam_ldap.conf(5) FRIX#HFN “/usr/share/doc/libpam-doc/html/",
M%K% glibc-doc REGFERMAY “info libc 'Name Service Switch’”,
K, RETUERRERERIRES —MEPRNRL.

« [E Windows REEER A4,

— &iT winbind #1 libpam_winbind (X8 14i8] Windows domain ARSS.
— & winbindd(8) #0 Integrating MS Windows Networks with Samba,

« EHERIZE Unix RAESEAAF A,

- @it nis BEEIAIE) NIS (ZR1AU YP) B NIS+,
— 2 The Linux NIS(YP)/NYS/NIS+ HOWTO,

45.3 “Jft4 GNU su ~zF; wheel 4B”
XEEIAM “info su” JESB Richard M. Stallman FiiHI— AR S, HI3Bi0r: Debian RLEPHFIM su SFERT

PAM, XHYTE “/etc/pam.d/su” REATHESE “pam_wheel.so” W1TiE, FHEESFRHIIE wheel BRI F su Z
root ¢HHYEE

4.5.4 TIERYZRRDELMN

L libpam-cracklib $REFEREEDS 5% B 5 A AR 2R A,
E—/NBLELH) GNOME &4, 84% % 1ibpam-gnome-keyring, */etc/pam.d/common-password” HigR&:

# here are the per-package modules (the "Primary” block)

password requisite pam_cracklib.so retry=3 minlen=8 difok=3

password [success=1 default=ignore] pam_unix.so obscure use_authtok try_first_pass <«
yescrypt

# here’s the fallback if no module succeeds

password requisite pam_deny.so

# prime the stack with a positive return value if there isn’t one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pam_permit.so

# and here are more per-package modules (the "Additional” block)

password optional pam_gnome_keyring.so

# end of pam-auth-update config

4.6 ZTEIANE

=
EE

XENEERTRETERBMFNEEER, EXENISR—MFHER.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Windows_domain
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
http://tldp.org/HOWTO/NIS-HOWTO/
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4.6.1 MWHEREBRKNLLONZLNES

WERITHERRERSEHERAANAREHEEZEERILEREANZLER. EAANAKELM LEHZEEREE
REIME, BAXHERNEZEBRRESEN LR ABRK, A THERENDETRE, SEBEEEENEEAMNEE
HRBREZSE, EBOUE “1€%E% 2 (Transport Layer Security, TLS) ” iXsEHAS, “K2EEFE (Secure
Sockets Layer, SSL )" MYz FiBfTIXLEARS.

A EE2HRSZE i [ TENRS A i ]
www (http) 80 https 443
smtp (HBfF) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
ldap 389 ldaps 636

Table 4.7: REMAR LIRS IROTIER

INZ5;E%E CPU Bt jal, {ERN CPU BRMBNRAR, FeJURFBERANXABET, (NNEAZTLINEBIXINZZLE,
tt¥ni%: POP {EF” Authenticated Post Office Protocol” (APOP), SMTP #l IMAP {#F3”Challenge-Response Authentication
Mechanism MD5” (CRAM-MD5), ( {REIEBAZF P im i B BA P - (RAVABAAR 55 28 R IX MR 4HRY, SRIERITERMANER
iR 587 RABELA) SMTP Iw 25, X#F AR REER CRAM-MDS IAEE CRY, MLERMEFEPEZE 25 w0, )

4.6.2 %% Shell

L2 Shell (SSH) R ERAZ2IAMERRHEALZE2NE LA N REEEEN ZENEZ L MEZET, EH OpenSSH EF
i, ssh(1), #1 OpenSSH [G &5F#F#TE (daemon ) , sshd(8) £ARY.SSH {ER R 4 & 45, BILALS POP 1 X ZEHIAR
ZEMMIGBTRERE, FEETUEGERMN EZ2EH,

EPma]AERNTARRKIAEE S : EFEVINAME. QAHINE. REENZINE, ZBIAE. ERAQAIANE, =JB
SEMZEREEER, 0% 63 1.

4.6.3 HEBEMEIMNIRZREHT

BN{E{RiZ1T Secure Shell (SSH) #1 Point-to-point tunneling protocol (PPTP) iXHHEZ LRSS, HEBHEM E, NABIEE
ARERNB/NZBBEHEA, FHEBAERIE (BME 56 7)), HITEANEEIAE—kE, FJURAZLEE,

0nREe mITE RV | 1%HEH

F - AT\_, . ] Tio
knockd V0,13 110 ﬁ;ﬂr?cio(rlt)knock JE&5TIP#FE (daemon ) knockd(1) & Fifm
failzban V:109,1:122 | 2092 | EFERZ MALEEIRL IP
Tibpam-shield V:0, 1:0 115 EERENEENEEREEXEIINE

Table 4.8: #IEFIIN L2 HNNITEIR

4.6.4 root BZLL
FPBRLE AMTVEA root AXFRIAE)RAVNES, (REZM T EAVIRIE,

« PRIEXSREEZ AR IE]



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
http://packages.qa.debian.org/k/knockd.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
http://packages.qa.debian.org/libp/libpam-shield.html
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« $if¥ UEFI/ BIOS RFELE MR TIN R BTN

+ 71 GRUB XEXSIFIREZEN

 $i{f GRUB &8, |IiRiE

WNReTUIR ISR, MBJLAER TEMNTE, ENEENEER,

1. BrER=3—/ o] AR E UEFI/BIOS M CD ETAKIE N,

2. ERESNRBMNEY (Debian BEN4E, Knoppix CD, GRUB CD, -+ ),
3. B REHRS X,

4. wER DX /etc/passwd” X, £ root IFFBMEZERRZE,

¥#F grub-rescue-pc , BMERZRNTIENHIEM, WMRERIE GRUB REFE (BU%E 3.1.2 ) BIXR, #F
Y, ERATENSREMEER,

1. FRRAZSRENRSRIEN—LERE, bk, "root=/dev/hdaé rw init=/bin/sh”.
2. Ym4E”/etc/passwd” X, (£ root IKFPZFBMEZRAZ,
3. ERR4,

ZLRHY root shell ILFER] AT ZERS 15[8] T

JES =

—BXEARE root shell i5[E)1XFR, hEEBIEMERIRNE, HEIUEIRAL LMEFZE, 5, METLAEER john
M crack FMABVNRNBBTEARICRABEAFNERG (0% 9511 1), WKEIEZD, ATUARMEER
FHEITLERR,

PRI LXK, NEMIEL EMNREBAAREZER do-caypt F inirtamfs (B0 9.9 ) MZ root 73X
(B /etec” BX), EHEFNE, REEREEZBEREBNAA,

4.7 HERIAIET

EZEETMENXXARRZS, RELBEEEHVIEES,

=z
R

2% 9.4.15 TRIRHIRNZNZLESEH (SAK) INEE,

4.7.1 sudo

sudo(8) IRFER A TE—NRAEIEG BT LALA A ZRAY root AXPRFIER root SEENTIRITHY, sudo REZE—/MNEEMRA
PHIZERE R 3 sudo RIEFBFHBITIRE“/etc/sudoers" RHBETRERE. S M /usr/share/doc/sudo/examples/s
M 1.1.12 THREE R,

BfF sudo BFERAFRA (2% 1112 T) BATHIEBCTEMENERTH, MBANANS, HIAAER
sudo RLLER root IKSERIER ARSI, BIE, TGS “some_file” MIBBENRZHR “my_name”,

$ sudo chown my_name some_file

YR RIRENIE root G ( LEUNE TR E Debian B FFT#8AY ), EFRAFWSEEIUER “su -c” iIHEFMHSU

root 1517,



https://zh.wikipedia.org/wiki/Dm-crypt
https://en.wikipedia.org/wiki/Secure_attention_key
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4.7.2 PolicyKit

PolicyKit £ Unix BEFRAFEHBENRANRI—MEIERFAH,

REHY GUI B R E R FIRTTEHEE EE T AMF AR NHIERIZE!T. EMET PolicyKit RINFHAIZEE, MMM
ITEIRIRME,

£ Debian 24 H, PolicyKit PRI T BT+ sudo AR P IKSAVIXFRLE,
201 polkit(8),

4.7.3 [RHIARIRLRSIHIIRS

WNRGEEMS, ReIENEZEARSER, 2—NMNEE, WERSEERN, BRERNRS, F1E2EEHE
B5TIP##IE (daemon ) EGE, BB super-server 12FEGE, BHWIAANRTEMXPE,

FZEF, tEalid sshd(8), EEFET PAM BYiAn)iRSl, thiREiFS A URES 510 — LR S IRIVIERF,

- BB ”/etc/default/program_name”

« [FASTIP#HIE (daemon ) Y Systemd FRZ B TR E

* PAM (Pluggable Authentication Modules)

« super-server {£F”/etc/inetd.conf”

« TCP wrapper {£/”/etc/hosts.deny” f1”/etc/hosts.allow”, tcpd(8)
« Sun RPC” f§F /etc/rpc.conf”

+ atd(8) {FMA”/etc/at.allow” #1”/etc/at.deny”

- crontab(l) {MA”/etc/cron.allow” #1”/etc/cron.deny”

» Network firewall Bnetfilter HEZ2

e

Ay

W

3.5 . 2 451 TME 5.6 T,

N
NFS FIHEET RPC MiEfF, FEAE Sun RPC RS,

"R
WMRIFZFZV50) R FHY Debian R4 E0)f, EF7E"/etc/hosts.deny” ERETFFE"ALL: PARANOID” iX i1 K
MECE, BIETEREE, (ERMGUIEEIMITARMTRNZENE, )

4.7.4 Linux 2454

Linux AZ B2 4% BISXIFEESN UNIX L BEESEMEZ L,
Linux 235 ¥ REM, ¥R TE%MN UNIX B (B xattr(7)).

Linux {E{Z B A P HEXEEN D AR AREETT, #MH capabilities(7), EREBMIIFEAMEM. M2.2
FRAAIZFFEE, Capabilities B —PMEFRMIIFIE M,

Linux Security Module (LSM) ZERIRIELR Rt T — M SHENTERENG], FEFAIART BXEK, Fl0:

* AppArmor



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Extended_file_attributes
https://zh.wikipedia.org/wiki/Linux_Security_Modules
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/AppArmor
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* Security-Enhanced Linux (SELinux)

» Smack (Simplified Mandatory Access Control Kernel)

» Tomoyo Linux

XL R R GRRIAN IR EL L EERYZE Unix T2EERIRE 48, EZE root NI BIEERE, EIXIRFDi% kernel.org
LAY Linux Z2A&RIR (LSM ) SR,

Linux A namespaces $13% T — 1M 2BR AR RE — MRS, 2BRA KRR namespace ANFHIZFT, FH
namespace BEIBECHN2BREREXG., WEEHELBRRNA NN ER, [E—4 namespace FIAY 5 7]
W, BRXWIER—1 namespace EEHFHIZEARR] I, MAZ 5.6 lRAEF, B 8 M namespaces (I namespaces(7),
unshare(1), nsenter(1)),

7E Debian 11 Bullseye (2021) A, Debian {#F unified cgroup hierarchy ( £8— cgroup EZe#) ) (JFFF A cgroups-v2),
namespaces [8] cgroups —EERRBEEARETE, RFFFEEFNERRGIZ:

« Systemd, &5 3.2 T,

< VEINE, B0E 76 T,

« Linux &88, bt Docker, LXC, SEE 9.11 5,

XLETNREREEMWSET R 4.1 TEM, XESRIERAIBIBH T AN BHEIEE,



https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Smack_(software)
https://zh.wikipedia.org/wiki/Tomoyo_Linux
https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
http://lxc.sourceforge.net/
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/LXC
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Chapter 5

PHEL AR

N
X F Debian EEFIMEFM, i§EFDebian EIEZFM—MWBEE,

R
systemdiIfE T, wJLARnetworkdREEMLE, BEEE systemd-networkd(8),

5.1 EARMLEIEN

IEFRATREIE— FHLAX Debian 11E R G RRIEARMLELEM,

5.1.1 FHNREEN
EHBEIT, BFTthEH NSS (BFRSE5H Name Service Switch) FLEISRSH, XAMBREAZM T,

1. ”/etc/nsswitch.conf” X ER)”hosts: files dns” XEFMEENBERIFINFE.(XE”/etc/host .conf”
NHEER order” XERRBIITNEE, )

2. files ARNEERIARNRENBRE/etc/hosts” XFBEEAI, MiREIFFEBRHEFHIRH.(”/etc/host . conf
XHEE”multi on”.)

3. dns XA, MR BB ILER"/etc/resolv.conf” XEEEER BEMITEE % 4 Domain Name
System (DNS) kX%, MiREIFFEBMUFEH.

5190, ”/etc/hosts” BERUMT,
127.0.0.1 localhost
127.0.1.1 host_name

# The following lines are desirable for IPv6 capable hosts
il localhost ip6-localhost ip6-loopback

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

B—17H 1P ik o8, BTFREMXBKNENR.

AN FEIE 17 127.0.1. 1 IP it HIFASREEREE Unix R4 %, Debian Installer J3;8 B KA 1P ik BY 2
SZRIEBXANER, FAELHRE (W GNOME ) H—ATi@EHi%, WX bug #719621.



https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/Debian-Installer
http://bugs.debian.org/719621
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RES TE NINIES 18R
network-manager V:372, 1:444 | 15443 | BBE:: NM | NetworkManager ( 57 Bi#7E ): BIIEIEMLE
network-manager-8Qus 1374 | 5345 | BEE:: NM | NetworkManager ( GNOME §ii )
ifupdown V:592,1:988 | 218 Ffiiow FASR 2 EH/ % AMKEHIATET B ( Debian 155 )
isc-dhcp-client | o)) 1981 | 686 Eﬁ” B | puce zpim
=
. E:: \ s
pppoeconf V:0, I.7 192 i FCEBNF, UAET{ER PPPoE &1
wpasupp licant V:339,1:508 | 3431 | B E WPA 1 WPA2 & Pl ¥4 ( IEEE 802.11i)
wpagui V0, I:2 796 = E wpa_supplicant Qt B2 SR A= F i
wireless-tools | V:178,1:244 | 297 EE B Linx L& ERTLE
iw V:261, 1:484 | 293 Bl BCE Linux TR IRELE
. : H ?Q gﬁz [k
iproute2 V:694, 1:044 | 3248 | BB iproute2, IPv6 AIRAMSKMEICE: 1p(8).tc(®)
iproute T
iptables V:302, 1:962 | 2521 Efﬁl:t;r FHELNTRFNME it 35 EIE T B ( Netfilter )
. . . e MRS ERRIZENL, B\ FEN
- . . ~|'|| IN y
iputils-ping V:212,1:997 | 113 Mz Ciproute2 )
iputils-arping | V:6, 1:88 55 BIIRES MR gE A EREEfE £, WiTARPHIIE
tputils-tracepathy, 1,9 | 72 | g IR EIE N AR 2
ethtool V:96,1:264 | 597 pIIRES B E A KNMIRZIIRTE
A . o g J— ,
mtr-tiny V:6, I:53 160 Qi‘ e BRRERITEENMEREZE (XARE )
=
EREETE VER1Z 5
mer Vi, 144 214 = %E)Tﬁ?ﬁmfsimmﬂn 2 (XAF@EHA GTK &
gnome-nettool Vi1, I35 2110 | @E FREVE ILMEEER TE (GNOME)
nmap V:28,1:235 | 4509 | FE IZEPRET /U 13398 (Nmap, 12mla )
zenmap V0, I'5 2939 | BE P ZRBRET/im 3318 (GTK)
tcpdump V:18,1:196 | 1330 | BE MEERE DT (Tecpdump, EHIA )
wireshark I:51 74 B E M RE T (Wireshark,GTK )
tshark V:2, 131 417 B E WEREDTT FEFE)
tcptrace V:0, 1:2 401 EE RE tcpdump BV ERBVERBIER T
snort V0, I:'1 2206 | EE RIGHPINEANEBNEZRZR (Snort )
ntopng V-1, 1 969 EE EMTTN R PR RN RE
. . _ BINDIX GBI RENMEE Finiz/F:
dnsutils Vi42, 1:446 | 271 EL ns lookup(8).nsupdate(8).dig(8)
dlint V-0, 1:6 53 EE FAFERZFERREEDNSHER
dnstracer V0, I:1 60 Gl RIEDNSER R ZE Bk

Table 5.1: M4ERRE T H—%



http://packages.debian.org/sid/network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
http://packages.qa.debian.org/n/network-manager.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
http://packages.qa.debian.org/n/network-manager-gnome.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
http://packages.qa.debian.org/i/ifupdown.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon-graph.php?packages=pppoeconf
http://packages.qa.debian.org/p/pppoeconf.html
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
http://packages.qa.debian.org/w/wpasupplicant.html
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon-graph.php?packages=wpagui
http://packages.qa.debian.org/w/wpagui.html
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://packages.qa.debian.org/w/wireless-tools.html
http://packages.debian.org/sid/iw
http://qa.debian.org/popcon-graph.php?packages=iw
http://packages.qa.debian.org/i/iw.html
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://packages.qa.debian.org/i/iproute2.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://packages.qa.debian.org/i/iputils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
http://packages.qa.debian.org/i/iputils-arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
http://packages.qa.debian.org/i/iputils-tracepath.html
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
http://packages.qa.debian.org/e/ethtool.html
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon-graph.php?packages=mtr-tiny
http://packages.qa.debian.org/m/mtr-tiny.html
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon-graph.php?packages=mtr
http://packages.qa.debian.org/m/mtr.html
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon-graph.php?packages=gnome-nettool
http://packages.qa.debian.org/g/gnome-nettool.html
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon-graph.php?packages=nmap
http://packages.qa.debian.org/n/nmap.html
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/zenmap
http://qa.debian.org/popcon-graph.php?packages=zenmap
http://packages.qa.debian.org/z/zenmap.html
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
http://packages.qa.debian.org/t/tcpdump.html
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
http://packages.qa.debian.org/w/wireshark.html
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon-graph.php?packages=tshark
http://packages.qa.debian.org/t/tshark.html
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon-graph.php?packages=tcptrace
http://packages.qa.debian.org/t/tcptrace.html
http://packages.debian.org/sid/snort
http://qa.debian.org/popcon-graph.php?packages=snort
http://packages.qa.debian.org/s/snort.html
https://zh.wikipedia.org/wiki/Snort_(software)
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon-graph.php?packages=ntopng
http://packages.qa.debian.org/n/ntopng.html
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon-graph.php?packages=dlint
http://packages.qa.debian.org/d/dlint.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon-graph.php?packages=dnstracer
http://packages.qa.debian.org/d/dnstracer.html
https://zh.wikipedia.org/wiki/Domain_Name_System
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host_name ILER7E”/etc/hostname” BE XHIEN S,
WMFBKXIPHUAIR S, XANKX IP b HAEIXEM 127.0.1. 1,

WFHBKAX IP #itF1H 1887 22 4 Domain Name System (DNS)IZ it 52 % #&1% %2 fully qualified domain name (FQDN) Y
B4, 5B host name.domain_name N X #E FARE host_name.

N resolvconf RIGEZELREE, ”/etc/resolv.conf” BE—NEANHE, NMBRET, ER—NEFEuiE It
9, EBEESERITERIBNYIAKEE, 9 DNS 2 1P="192.168.11.1”, M EWT,

nameserver 192.168.11.1

resolvconf BEGEFX/N"/etc/resolv.conf” XEMA—NFSiEHE, HBETHFHEABNEEERA,

33 FBE adhoc FIMIFE T 0 PC TIEW, BR TEARN files Fldns AR 29, ENRIZEETZIET LHIE DNS (mDNS,
FE ML Zeroconf) BEITREMT,

* Avahi }2##f Debian FHYZEEE DNS RIIESR,
« 'E#0 Apple Bonjour / Apple Rendezvous 1.

+ libnss-mdns & B mDNS FIEN R, GNU C & (glibc) B GNU B F RS2 45#% Name Service Switch (NSS)
Ih#EZ 5 mDNS,

« ”/etc/nsswitch.conf” XM HE %’ hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4”
IXAER)—ES.
« ” local”4EEBHIENIR, {FH pseudo-top-level domain (TLD) SRA#4f.

« mDNS IPv4 RithiE1EAIFINU"224.0.0.251” S EMEMNAY IPv6 HHE”FFO2: : FB” #FRIER”. local” S5EERF
§9 DNS &if,

REM Windows RALZE winbind R E1 KR 4 IBHI NETBios over TCP/IP M B . B X NINAE,”/etc/nsswitch
XM EEXHFEMN—EL: ”"hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4 wins”, GRf%
Windows RABEER dns ARXRFITENBRENT. )

pEF=Y
152 Z 4t Domain Name System FE3 RiBRATNI%E expansion of generic Top-Level Domains (gTLD) iF7Ei#
1TH, ERENRA, EF—MIBEK, BRFHBEF AR name collision,

5.1.2 MLEEORM

systemd {£”enp0s25” Z JE/ B FM M £E 1% L B 757

5.1.3 SiEMM L&t SEE

IEFAEFIREE T 1E rfc1918 BN E R M local area networks (LANs)IPv4 32 it it 7 & ZE bt f1R BB SE . X Leith
WHRIEAR S 5EFWN EEH/athuthsR,

==
=)

IP it BFEFRHFESHIZ IPv6 ik, #Ig0, "::1" & localhost ZAitFEH],

B
MR D ER —NEN, BLAXDNEV—EREBEFHRIEEHMN, BIET—MEAMKXIKIERSHE
it P&t FE% Network Address Translation (NAT). BB BISMIME, TR IRHEEEEER NAT,



https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Zeroconf
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
https://zh.wikipedia.org/wiki/NetBIOS_over_TCP/IP
https://zh.wikipedia.org/wiki/Domain_Name_System
http://newgtlds.icann.org/en/program-status/delegated-strings
http://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
http://tools.ietf.org/html/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/IPv6
https://zh.wikipedia.org/wiki/Network_address_translation
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T3

el L& stk F M #85D i | TP
A 10.x.x.X 255.0.0.0 /8 1

B 172.16.x.x —172.31.x.x 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 24 256

Table 5.2: M£&iHHESEE TR

5.1.4 MBIREH

RE Debian ZAEZFFKRZ BIEHIRE, BIKIBE—LMLKIREFE DFSG non-free EHFRZFHEAN], S05F 9.105
o

52 IIRHKREMBEE

S FER systemd BB Debian EE A S, ML OIBE BB /MNRS HITHARKL: Lo EOEEE networking. service”
12, MEEEAOMNEB “NetworkManager.service” &tIE,

Debian 8] AIEIT f5 & 5T 132 ( daemon ) SIRIRAFRKEIEMLE %R, 140 NetworkManager (NM) ( network-manager 1
HERREE ),

- EfTEBECH GUI MG 1TIEEFRIERAFRE.,

- EMBEBCHEETIFHERE (daemon ) EAENNRRFIR,

« EAEIRET CAB R 45 2 0 R 4R,

« EMNEIRRICAB R it EIR B AL LMEBIECE,

« EMNRVHREEEMEMARIELRR ifupdown REE,

=z
R

AEERSRE LERAXEENNERETR, el EZHNTEICARN ENBHNEEAF.

XERRKUNEEETAEFTEATESNEE, MBR5ESA ifupdown MEBLREHRR, ENEEXHMUT

“/etc/network/interfaces”,

521 EBEFREMNEEREETR

Debian &% NM FE A XM F “/usr/share/doc/network-manager/README . Debian”,
ARLE, ITRIEENRI TR REMMEEE,
1. BEFIGSESEAF foo |AE “netdev” A (5S4, il GNOME 1 KDE X#HIMAK REMIMERBIT
D-bus B ENFERLIZIEIE )

$ sudo adduser foo netdev

2. { “/etc/network/interfaces” MIECE R FEBBFEES.

auto lo
iface lo inet loopback



https://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/D-Bus
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3. B NIaG<LEHBE NM,

$ sudo systemctl restart network-manager

4. B ER A EEEMLE,

==
R

RERIE “/etc/network/interfaces” AIEOSH NM &I, ERS ifupdown BYHE,

N
MBMHREYT R NM BN EZEEINR BFKESDNEGRRIMDARER
% 2, il i network-manager-openconnect, network-manager-openvpn-gnome,

o s

network-manager -pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth F F

5.3 RBEEGFENIKNEEE

fEF systemd BV R, BILATE /etc/systemd/network/ BEEEMLE .S systemd-resolved(8).resolved.conf(5)
# systemd-networkd(8),

ENARFELEEGAENER TIEEMAMLE,
DHCP EFi#HEE B eI LUEIT BIE” /etc/systemd/network/dhcp . network” X#4R#TIRE, #Iu0:

[Match]
Name=en*

[Network]
DHCP=yes

— NSRS B RENSEITRIE”/etc/systemd/network/static. network” RigRE. tLall:

[Match]
Name=en*

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1

54 KEMKEE

£ Linux EMREMEEE, £ iproute2 #2F (1p(8), **) .

5.4.1 Iproute2 ;%

Iproute? A S ERMTEBIEKEMEEERE I, B MIBHY net-tools G ERIFTAY iproute2 AR S ERIGEIRTR,
2101 ip(8) 1 IPROUTE2 T EE Howto.



https://zh.wikipedia.org/wiki/Systemd
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.policyrouting.org/iproute2.doc.html
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|HAY net-tools 87 iproute2 ®RYE
ifconfig(8) ip addr — Mz & BRI (1P 3% IPv6 ) HBiE
route(s) ip route BERFE
arp(8) ip neigh ARP 5%, NDISC 2&775H
ipmaddr ip maddr ZHEME
iptunnel ip tunnel ) 3E]
nameif(8) ifrename(8) ETF MAC RN REORA
mii-tool(8) ethtool(8) UAMIZZIZRE
Table 5.3: AAIBfY net-tools SR iproute2 EiinR
@Be 15t BH
ip addr show ErARIMEEERMMILIRE
route -n RABFii B REEEEER
ip route show RARFii B REEPRER
arp SR ZA1 ARP ZERIRE
ip neigh ER581 ARP EHFXRIAIRA
plog E7R ppp EETIF#ETE (daemon ) HE

ping yahoo.com

BE

&3”yahoo.com” FIERMERE

whois yahoo.com

EERREEEEREE M 7 yahoo. com”

traceroute yahoo.com

IRERZ21"yahoo . com” BIESWEE

tracepath yahoo.com

IRERE

[”yahoo . com” BYEFEME R

mtr yahoo.com

RErz2”yahoo.com” AWM ER (EE8H)

dig [@dns-server.com]

EMA”dns-server.com” EftARS ) example . com” HEHY

example.com [{a|mx|any}] DNS ig3%: ”a”, "mx” 8”any” 1B
iptables -L -n EFEIIR

netstat -a HERMEITARmO

netstat -1 --inet o s O

netstat -1n --tcp

& TCP BMFind (FRFHY)

dlint example.com

&EiF”example.com” fJ DNS zone 52

Table 5.4: [KRIZML&dn

S IES



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
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542 TEMREMEIRE

FE]AR TENARRENEAREMNEGS, LRSI EMKZELE.

B
MY REMEEET BN /sbin/” BR, REILAM&"/sbin/ifconfig” X ERATEGSIRZ, IE"/sbin”
BNE"~/ .bashrc” XEFIHA$SPATH IMETLEE,

5.5 MLRHEL

BRANMERLEL T AESEE. BRMEESRERBEXRMIED,

RG] TATE XAV ] iRER

iftop V7, 11112 97 ER—TNEROENTEERER
iperf V:3, .52 305 BRI RENETE

ifstat V:0, 1:8 60 BROSTER

bmon Vi1, I:17 146 EEXTE RS MIMERETTE
ethstatus V:0, I:4 40 RIEMEMLZ 1% & TR

bing V0, I:1 80 SCa PERIPEAL T B B8

bwm-ng Vi1, I:17 90 INGEREREFIE 5 Nl Es
ethstats V:0, 1.0 23 ETEHERNUANS T EW
ipfm V:0, 1.0 78 et LE

Table 5.5: MEMRL T EYIR

5.5.1 Ki&E MTU

B A f& %1 B 7T Maximum Transmission Unit (MTU) BJ{EBE@S@IT N7 -M do” EINHY ping(8) SLERMATE, BERIEM
1500 F17 (}F IP+ICMP B3, B 28 FHMRE ) K/NFIARY ICMP €, R IP RO RRRARE X/,

I FIGIF

$ ping -c 1 -s $((1500-28)) -M do www.debian.org
PING www.debian.org (194.109.137.218) 1472(1500) bytes of data.
From 192.168.11.2 icmp_seq=1 Frag needed and DF set (mtu = 1454)

--- www.debian.org ping statistics ---
0 packets transmitted, O received, +1 errors

21 MTU=1454 & MTU=1500
{REZFIF MTU=1454 ping(8) AN T,

WE MTU A& 1500, {REJEEAEE NM EEEE MTU RE,
XMTFER 8812 MTU (PMTU) &3 (RFC1191) , tracepath(8) @5 S RERBEITERAIXA,

FEMFIT, PMTU RIER 1454, XEBEHMNAFEPEEE, EAT BEEHER Asynchronous Transfer
Mode (ATM) {E 501t 0B F&, FEF PPPOE {EhEPik, SRR PMTU BT RIS, L, B
KB PR ERR 1500,



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon-graph.php?packages=iftop
http://packages.qa.debian.org/i/iftop.html
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon-graph.php?packages=iperf
http://packages.qa.debian.org/i/iperf.html
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon-graph.php?packages=ifstat
http://packages.qa.debian.org/i/ifstat.html
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon-graph.php?packages=bmon
http://packages.qa.debian.org/b/bmon.html
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon-graph.php?packages=ethstatus
http://packages.qa.debian.org/e/ethstatus.html
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon-graph.php?packages=bing
http://packages.qa.debian.org/b/bing.html
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon-graph.php?packages=bwm-ng
http://packages.qa.debian.org/b/bwm-ng.html
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
http://packages.qa.debian.org/e/ethstats.html
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
http://packages.qa.debian.org/i/ipfm.html
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
https://zh.wikipedia.org/wiki/Path_MTU_discovery
http://tools.ietf.org/html/rfc1191
https://zh.wikipedia.org/wiki/异步传输模式
https://zh.wikipedia.org/wiki/异步传输模式
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
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WEINE MTU HEARRIE

R S&E R (IP: PPP) 576 R ERY

CUAMETE (IP: DHCP B&EE) | 1500 RN EE

BUKMZE R (IP: PPPOE) 1492 (=1500-8) PPP 3L&8 2 F 140 PPPOE k&R 6 =1

CLKMERE (ISP BT W: ATM,
IP: DHCP ZX[E7E IP)

EEHRT: 18 FHHIAAML, 8 FT

= * - - N o N s
1462 (=48*31-18-8) SAR 2 (i%iF: SAR J ATM EARIA)

ERE FEER: 18 FHAIUAME, 8 F1
) 3z &1, . ’
;éﬁ?)ﬁ& (SPHET: ATM. IP: | 454 (-48+31-8-18-8) SAR E (1¥/E: SAR Jy ATM HKARR1d),

2 1 PPP L#0 6 ¥¥7 PPPoE 3k

Table 5.6: JfE MTU {BIERIES| 5%

PR T IXLEEARRIES| AN, RENHEE TENES.

- EREAFESR (VPN %) HRE MTU EE# — S HAEN] LEAILER,

« MTU {ENRZ 2 #8183 SLIR 38 iEAY PMTU &,

- HBEHERHAIAE, BAN MTU EEBSLLRIT,

BRARS R KN (MSS) BHIN—MEEEKX/NIFE, MSS I MTU HIXRWT.
« ¥F IPv4, MSS=MTU - 40

 ¥F 1Pv6, MSS =MTU - 60

pE=1
HET iptables(8) (N5 5.6 1) WL, BEFEEIT MSS RIE4E B A/, IRHEESAEI MMS . £ 01 iptables(8)
" TCPMSS” .

5.5.2 WAN TCP i1t

TCP HEHEREBE T HE TCP HR X/NHSHREXL, WIHRKTENSENE WAN, 7E”TCP Tuning Guide”
F”TCP ning” BHEHER. BIBATHIE, AT Debian FAINR B REBRIFAIARSZ LFFAY 1G bps JLLFEIF LAN &EH,

5.6 Netfilter W£&iTEHESS

Netfilter £/ Linux PI4Z #EIR (B3 3.8.1 ) IRt IRZASEEXIE 0 L&t b8k (NAT) 1SR,

netfiller FEZMAFEIEFE iptables(8). {REEM shell F T R{TNAVEE netfilter, EF iptables-save(8) RFH
FURS, HRKERZA, @i init BIA{AR iptables-restore(8) KIkE,

18 shorewall iXH¥RIECE F B A REBEX MIIELEERE,

£ 0 http://www.netfilter.org/documentation/ EFIX# (8(7E”/usr/share/doc/iptables/html/” EERIXHE).
* Linux Networking-concepts HOWTO

* Linux 2.4 Packet Filtering HOWTO

* Linux 2.4 NAT HOWTO

N
BIHXLER A Linux 2.4 5i,iptables(8) a3 # netfilter NIZINAEEBAERSTE Linux2.6 F0 3.x AIZAFISCIN.



https://zh.wikipedia.org/wiki/Virtual_private_network
https://zh.wikipedia.org/wiki/Maximum_segment_size
http://dsd.lbl.gov/TCP-tuning/
https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
http://www.netfilter.org/documentation/
http://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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nEe AT XAV ] RER

. & 0 0
iptables V302, 1:962 | 2521 ?S\t,fél)ter =12 T B (iptables(8) AT IPv4, ip6tables(8) AT
arptables V0, I:2 96 netfilter ZIE2 1 H (arptables(8) T ARP)
ebtables V:15, I:34 265 netfilter EI2 T & (ebtables(8) ATFELAKMHE)
iptstate V:0,1:3 116 B R IETE netfilter JAZS 0 top(1) ML)
shorewall-init V:0, I.0 68 Shoreline P NIE #I35{E
shorewall Vi4, T:11 2458 | Shoreline 5 /NIE, netfilter Bt & X & ZE A} 25
shorewall-lite | V:0,1:0 65 Shoreline B3 KI&, netfilter Ao & XX R EE (75 @I hR)
shorewall6 Vi1, 1:2 779 Shoreline B3 K&, netfilter Bt & XX R 2T (IPv6 FRZA)
shorewall6-lite | ., 1. 64 Shoreline [k 38, netfilter AR ST #FAERLEE (IPV6, ¥5TEIAR)

Table 5.7: BAXIE T AR



http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon-graph.php?packages=arptables
http://packages.qa.debian.org/a/arptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon-graph.php?packages=ebtables
http://packages.qa.debian.org/e/ebtables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon-graph.php?packages=iptstate
http://packages.qa.debian.org/i/iptstate.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
http://packages.qa.debian.org/s/shorewall-init.html
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon-graph.php?packages=shorewall
http://packages.qa.debian.org/s/shorewall.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
http://packages.qa.debian.org/s/shorewall-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon-graph.php?packages=shorewall6
http://packages.qa.debian.org/s/shorewall6.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
http://packages.qa.debian.org/s/shorewall6-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
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g
=
e
[
e
il |
W
=1
"
i

RE] AT SRR A,

R
XIFHEY Debian FLAERIAHERYRIAUIA, ik Debian EIRF M— MR,

=PIN
AR ISP T, tNRGEER “MERIE", {ReIseEEFHKEN— NN B AN RIFEF 1418 POP #1 SMTP BRSS, R
AT REEE R LR IFFEMEN 1P #1749,

&
B

6.1 DTN

BWSMITAEERREE, ERBXAEEINN (HTTP) iRIZERR.

RG] mITE P NIES: P4 X B3 25 15t AR

chromium V56, 1:131 | 203203] X Chromium, ( 3RE Google FIFFEMX] f-
. o _ Firefox, (3RE Mozilla IR TaEs, X ? Debian

firefox V:12,1:19 210167| [EL Unstable H8TF8 )

firefox-esr V:228,1:439 | 209737| B E Firefox ESR ( Firefox 2K ZF5hRZN )

epiphany-browsen ., 1., 5559 | ElE GNOME, 3% HIG, Epiphany

konqueror V:19, 1:.97 21465 | BEE KDE, Konqueror

dillo V:1,1:6 1536 | EE Dillo, (7T FLTK FEER %R 8 )

w3m V26,1:233 | 2367 | XA w3m

lynx V:13,1:92 19499 | @E Lynx

elinks V:5, 1:26 1767 Els ELinks

Tinks V-5, 1:36 2286 | EIE Links ( Zi37A)

Tinks2 V1, 13 5459 | El& Links (U B X WEFEER)

Table 6.1: P TTX 53 28 51| %%

6.1.1 NEzRECE
ERLXGERRP, (RAIAERA T4 URL RIBAENRIIRE.



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon-graph.php?packages=chromium
http://packages.qa.debian.org/c/chromium.html
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon-graph.php?packages=firefox
http://packages.qa.debian.org/f/firefox.html
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
http://packages.qa.debian.org/f/firefox-esr.html
https://zh.wikipedia.org/wiki/Firefox#延長支援版本
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon-graph.php?packages=epiphany-browser
http://packages.qa.debian.org/e/epiphany-browser.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon-graph.php?packages=konqueror
http://packages.qa.debian.org/k/konqueror.html
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon-graph.php?packages=dillo
http://packages.qa.debian.org/d/dillo.html
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
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« about:”
- Yabout:config”

» about:plugins”

Debian 24 7 & main HHREPRM 71T BERNERIEEREE, NUTURIE Java (RHEFES ) # Flash, thE]
CA4LIE MPEG, MPEG2, MPEG4, DivX, Windows Media Video (.wmv), QuickTime (.mov), MP3 (.mp3). Ogg/Vorbis
X, DVD, VCD &%, Debian iR tAHX4HENIERF, »JLARZE 253K E contrib 3§ non-free A4 non-free X 53 23 AR
%a,

wnEe HITE Ry | X LA

pepperflashplugi nRop free | contrib gs%az Flash Player ( #A#l Flash &%z )

Pk

Table 6.2: B BFIBHF R ELTIR

B
RE{#FER i Debian REBELERS, BRKIBRIAFHERAESE, MEBEERE “*so” XHELTRIEGHE RS
(1A% “/usr/1lib/iceweasel/plugins/”) HEENIL2E,

BLEMGIEERETIRFTERAXEENAFRIEFHRERE, FrUET ARAFRIEFH SR REBRXAEE, 7
o, {Re] RN TFEXTRAFEEXXEH (F1g0 “~/.gnome2/epiphany/mozilla/epiphany/user.js” %
“~/.mozilla/firefox/*.default/user.js” ),

user_pref{”general.useragent.override”,”Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0) «

"}-
’

&, (Fthe]ABEMA “about:config” 2| URL, HETFEMERNAR, RANMAEEXINTE,

VIR
PEROAFPRIEFHEHEUEEH KB Java WAREIEA.

6.2 MRS

FENXRETHEERTERMNE ZMHER B TIFL,

VIR
WRFEIZEMRARSS 23R B EE i G BN RER, (RN iZ&FHIE— T XNMNEERXHE,

6.2.1 EEFHBAEML
BFHRF A=ER5 AR, BRRVER, BBk AR IESL,
* SMTP FIERFHRHAH{EET LRI To” F1”From” {5 R2RIZEBMBIF, (153 LY From” {52 AU MOR Bl sk, FISH From_ &

F )



https://zh.wikipedia.org/wiki/Java_(software_platform)
https://zh.wikipedia.org/wiki/Adobe_Flash
https://zh.wikipedia.org/wiki/MPEG-1
https://zh.wikipedia.org/wiki/MPEG-2
https://zh.wikipedia.org/wiki/MPEG-4
https://zh.wikipedia.org/wiki/DivX
https://zh.wikipedia.org/wiki/Windows_Media_Video
https://zh.wikipedia.org/wiki/QuickTime
https://zh.wikipedia.org/wiki/MP3
https://zh.wikipedia.org/wiki/Vorbis
http://packages.debian.org/sid/pepperflashplugin-nonfree
http://qa.debian.org/popcon-graph.php?packages=pepperflashplugin-nonfree
http://packages.qa.debian.org/p/pepperflashplugin-nonfree.html
http://www.mozilla.org/unix/customizing.html#prefs
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
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« BT HRELEY To” F17From” 58, ERE BFHAHEFIRLE. (EXRSBABEAT, IEERRREFHEHEH K,

BRRERXHE, )

« BEMMFAFEXRERE FIEEERIR 2RI B (MIME) B, MAXAER ASCI 2IEEFF
E&F R ATERF.

g, BUEFRMHFRIEIR. W

g2 EMNET BFHHAHEFink) GUI I2FERET GUIMENMMECE, RMH TIIREINEE.

« ATAEIEXBURRE R HREG, EEIEMMERZRETEIRMERAY B (MIME)RAERRER AR S FIMR 4 E X,

- EEAIBRY EtiiARHALE SIRRH OAuth 2.0[a ISP ( EEXMARSZ R HE ) A9 SMTP # IMAP lRZ|[IAEEBEC,
(3F OAuth 2.0, BIF REIMRIREKIZREE, U, “Settings” -> *Online Accounts”.)

« ERIEEEZ ISP FIE AN SMTP BREZ MSITEYEEEIIHO (587 ),
« A TLS/IMAP4 im0 (993) EUNTEAETE ISP MIARS 22 LAVBER,
EBERZ BT fth i 109 B T T R,

B8
- EEEBRMENIMIINEE:

BRaA. B, 5. 8%,
ENER3)] ATE A | EE
evolution V:32,1:237 | 484 X GUI 2% (GNOME3, groupware &)
thunderbird V:59, 1:133 201927 | X GUI #£/% (GTK, Mozilla Thunderbird)
kmail V:33,1:88 21237 | X GUI #£F% (KDE)
mutt V:34,1:254 | 7071 | RBIRES vim —EEANFHZImIZR
mew V:0, 1.0 2334 | (x)emacs FRAFEFERIRIZT

6.2.2 IQACHRIAARSS PRI

MACHBIFARSS 28 8 — LLRRBIRR/IVE R

Table 6.3: B4R FXIETIR (MUA)

BmA (FREMRRERPBFHRF ) @)=,

- FERBRERFIMLE LIZ1T SMTP BRSS 283R H %] MR IXMBA 2R EN 2R ILA,
o —HRFREMIREM ENBHEEREL, BERAR T EH, RIFCRATEEERRET
- ERANERENTENLRETEXRMAURIEREN, XRATSEH,

« NBEBRERMBRMOENERZIFEME SMTP Ix 0 (25) ELWIBIT.
« NEEXME SMTP im0 (25) EZFBEERMERHENENCLWITIT.
« NEBERMESRENEN R LI EEMES, R
- BIHBREFIRFERHE (DKIM), RIEERIBIELR (SPF) Fl EFHBAVERINE. MEFRA (DMARC) XKk

IRER R AT iZ AT BB FHB TR,

RES T E

S a

BB im

- R EIBIRBIERAFARSS FTRES A3 T (RATIET smarthost B F B & 3X,
- BEEEN PICATERR L ETIRE F Bttt S (REIBRA K, SREELEFA F IR ERIE,

A (587) &,

INIERY,



https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://en.wikipedia.org/wiki/Basic_access_authentication
https://zh.wikipedia.org/wiki/OAuth
https://zh.wikipedia.org/wiki/OAuth
http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
http://packages.qa.debian.org/k/kmail.html
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
http://packages.qa.debian.org/m/mutt.html
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
http://packages.qa.debian.org/m/mew.html
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
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6.2.3 [ASEHRA4RRSS IREAEE

—LE7F Debian FHIFER, EEKIABAEEA(D) /usr/sbin/sendmail G4 R EE=MBHE, BN — P DNEHLIEEN
UNIX R4 ARSS 2R & XM, SEIR[ASERIINEE:

« BB R A SIA SRR,

. BBEEME /usr/shin/sendmail SR,

s WFBMAE AR —EMN, /usr/sbin/sendmail es L FHITHREFAIARM 53 % , 1S HBAFITE /var /mail/$username
XHE.,

- HAEEIXMFEMES : apt-listchanges, cron, at, ...
« WFBMUEIRFEENL, /usr/sbin/sendmail LI EHMEBAEZIBAIENL, FH SMTP A DNS MX ig&,

- HAEEIXMFEMIEES : popcon, reportbug, bts, ...

6.2.4 mAHEHICIE (MTA)

FIBit E, 1E/%HE mail transfer agent (MTA) F2/F &t /usr/sbin/sendmail A< BIER T, BN TIEuLe]UAEET
.

Debian RABEHE LR MTA RHE 622 HEF 6.2.3 TiME, BMEBN TEMELLTETET BFHMFEFim RIIH
BE2MEMY GUI 2%,

WFBNTIFuL, HEEIR) MTA EERE eximd-daemon-light 3§ postfix, FERRLIXFAILRIED: “Mail sent
by smarthost; received via SMTP or fetchmail”, XtE2%28 MTA #”/etc/aliases” ILEZ,

R

FCE exim4 RLZEEAMERTF, 2 NREFEMFibUERS MANMEREEN, XIRFAIEN, NR—LEEFFE
BXMFHIEET], (A msmtp RIREMA), ELEBRESRIRES NREF@AFbU, RAFLEE MTA UNRERENE
FHBAFLLL,

6.2.4.1 eximd WEEE

Yt FABLEEIT smarthost BIMILBHEREF, (R iZIZIN T F/REY (EFT) BE exima-* RIHEL,

$ sudo systemctl stop exim4
$ sudo dpkg-reconfigure exim4-config

fid & ”General type of mail configuration” By, 1%£#%”mail sent by smarthost; received via SMTP or fetchmail”,

1% & ”System mail name:” AEKIARY FQDN (&M% 5.1.1 1),

1% & ”IP-addresses to listen on for incoming SMTP connections:” J32X1A#97127.0.0.1; 117,

»Other destinations for which mail is accepted:” EINEE ==,

”Machines to relay mail for:” JEINEE =,

1% & ”IP address or host name of the outgoing smarthost:” JJ”smtp.hostname.dom:587”,

1% E”Hide local mail name in outgoing mail?” JEII}"NO” (B E R 6.2.4.3 T HEARBIIBIEER /etc/email-addresses”
K&

ERW T AT REIE P — 4 KB 5 ’Keep number of DNS-queries minimal (Dial-on-Demand)?”,

* "No” SIRBHMIEHER, RAME LT EEAW,



https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Email_client
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R AT K/ [ HBE

exima-daemon- 119N, 353 1354 | 1562 | Eximd BREEEHLIE (MTA : Debian BRiAR)
exim4-daemon-heavy; ; ;., 1716 | Eximd BBEEFEHILIE (MTA : RIEHERT)
exim4-base V:310,1:332 | 1734 | Exim4 X4 (X&) FliERAXE
exim4-doc-html | L1 3667 | Exim4 3X1H (html)

exim4-doc-info | L1 625 Exim4 X1 (info)

postfix V:141,1:154 | 4175 | Postfix BBFEIRNRIE MTA : E2MER M)
postfix-doc I8 4448 | Postfix X (html+text)

sas12-bin V:5, 1:17 430 Cyrus SASL API 3K (SEE) postfix SMTP ki)
cyrus-saslz-doc |, 577 | Cyrus SASL - X#%

msmtp V6, I:11 586 ZE MTA

msmtp-mta Vi4, 1.5 92 282 MTA (sendmail 3B B2] msmtp)
esmtp V:0, I:0 128 ZE MTA

esmtp-run V:0, I.0 32 28 MTA(sendmail #&Y EZ2] esmtp)
nullmailer V:8, 1:10 479 P IHEE MTA, REARMENHF

ssmtp V:6, I:10 2 P THEE MTA, RBEARMENHF
sendmail-bin V:14,1:15 1878 | £IEE MTAGNIRREZN EZE)
courier-mta V:0, I:0 2439 | £I18E MTA(web EEO %)

Table 6.4: EAtiEVERAFEHICIREXIRAEBTIER

* “Yes” YIRBHMIEHER, RARBELTEAW,

1% E”Delivery method for local mail:” %5 }7”mbox format in /var/mail/”,
»Split configuration into small files?:” &I J9”Yes”,
Bt 847 /etc/exima/passwd.client” X, RKBIEFTF smarthost IR HE,

$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp.*\.hostname\.dom:username@hostname.dom:password

B2 E exim4(8),7E”/etc/default/exim4” X4 H5 N ”QUEUERUNNER="queueonly’”,”QUEUERUNNER="nodaemon’”
F%F, RRIRATFRER. (FIERY)

BN AT RBY AR exim4,

$ sudo systemctl start exim4

»/etc/exim4/passwd.client” XHEFRENB AN IZERR, RMZZRINTAARIEERENENR,

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

H1E”/etc/exima/passwd. client” XHH{ERIEMNRIAR K LT 512 0] 7,
£, SMTP AUTH &2 =R T{EHY,

{REERS BT AN T AT /RBYFENEHT exim4 ECE:

BNfEE ISP ek T AR AR MBI EM

- BE¥iv/etc/exim4/” BRTH exim4 BBE X,

- @l##”/etc/exim4/exim4.conf. localmacros” KigER R LHEN”/etc/exima/exim4. conf . template”

X, (RBEAEINWEE)



http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
http://packages.qa.debian.org/e/exim4-daemon-heavy.html
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
http://packages.qa.debian.org/e/exim4-base.html
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
http://packages.qa.debian.org/e/exim4-doc-html.html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
http://packages.qa.debian.org/e/exim4-doc-info.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
http://packages.qa.debian.org/p/postfix-doc.html
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
http://packages.qa.debian.org/s/sasl2-bin.html
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
http://packages.qa.debian.org/c/cyrus-sasl2-doc.html
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
http://packages.qa.debian.org/m/msmtp.html
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
http://packages.qa.debian.org/m/msmtp-mta.html
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon-graph.php?packages=esmtp
http://packages.qa.debian.org/e/esmtp.html
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon-graph.php?packages=esmtp-run
http://packages.qa.debian.org/e/esmtp-run.html
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
http://packages.qa.debian.org/n/nullmailer.html
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
http://packages.qa.debian.org/s/ssmtp.html
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
http://packages.qa.debian.org/s/sendmail-bin.html
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon-graph.php?packages=courier-mta
http://packages.qa.debian.org/c/courier-mta.html
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- 7£” /etc/exim4/exim4.conf.d” FERPEIBIF XA mECTFENNGE., (DEINEE )

« 1Z17’systemctl reload exim4”.

YW
@ YN debconf 18[8]"Keep number of DNS-queries minimal (Dial-on-Demand)?” iX/Ma] @Ry, iE3% 7 "No” (2K
NME), BBABD eximd REBRKET B F H R REBNIRHEAREZRI G EAM,

B |i%”/usr/share/doc/exim4-base/README.Debian.gz” B/A1ESH update-exim4 . conf(8),

2L
METERISEEREE, RS STARTTLS 9 SMTP i 587, & SMTPS SSL (SMTPS) i1 465, (X &4
SMTP #%0 25,

6.2.4.2 %A SASL I postfix BB &

¥ F8id smarthost FILEHBE, (RROZE SRR postfix XAHFN X BBAVFM DI,

e Thee

postfix(1) Postfix IEHITEF
postconf(1) Postfix B ET B
postconf(5) Postfix ILES
postmap(l) Postfix EIXFRLEIF
postalias(l) Postfix FIRFIEEZEFF

Table 6.5: EEHRY postfix FHTIFIZR

{RRZARUN T Fr7REY (BEFh) BCE postfix #ll sas12-bin R EL

$ sudo systemctl stop postfix
$ sudo dpkg-reconfigure postfix

%3 Internet with smarthost”,
1% & ”SMTP relay host (blank for none):” 3” [ smtp.hostname.dom] :587” HiZWNFFREEE.

sudo postconf -e ’'smtp_sender_dependent_authentication = yes’

sudo postconf -e ’'smtp_sasl_auth_enable = yes’

sudo postconf -e ’‘smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd’
sudo postconf -e ’‘smtp_sasl_type = cyrus’

sudo vim /etc/postfix/sasl_passwd

@ BH BB e

J9 smarthost BIEZ1E5%H,

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom]:587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BTN T AT REYEE) postfix,

$ sudo systemctl start postfix

dpkg-reconfigure £1EHRERMY”[” F17]” #”/etc/postfix/sasl_passwd” HFEAERE MX IERMEE
EERIEEMBHENIRE. 80l”/usr/share/doc/postfix/html/SASL_README. htm1” EHEAY Enabling SASL

authentication in the Postfix SMTP client” 28,



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
http://www.postfix.org/documentation.html
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6.2.4.3 HphUECE

XEE-LERTHEEE, RETAFPRIERNHRA b iCE M,

X4 IhgE v A
/etc/mailname BT OM%) lMEFRIERIAENIE | Debian TAHEY, mailname(5)

_ . v e exim(8) T,
/etc/email-addresses BFIINREEFRENRAER exima-config files(s)

/etc/postfix/generic BAFIINEH AR ENRAER ?_%%tg;:g(l) T, postmap(l) &<
/etc/aliases AT EREEFRITKF 513 BAR, newaliases(l) S WITIEAIE,

Table 6.6: SRttt A8 R AIECE X AR

»/etc/mailname” X4 HHY mailname JBE R L£IHE (FQDN), XM BF WAL ENAY IP Hillk, WF&
B REMTRL 1P H A EN RRIBB N TFEuL, iR E mailname J3”hostname -f” #9{E, (XXM TF exim4-* F0 postfix
HELZL2BEMANERE, )

VN

"/etc/mailname” FRINBHIF S IE MTA BFBEENIMNEKINT R, XF mutt, & ~/muttrc XEFHig
E’hostname” #1"from” T ERE=E mailname 18, T devscripts REBHIFER, HI80 bts(1) #1 dch(l), &
HIFET 2 $SDEBFULLNAME” F1"$DEBEMAIL” B RBETE.

R

popularity-contest #® 4 8 — &8 LA FQDN # =X A root Mk F % & B8 4. R T E
% /usr/share/popularity-contest/default.conf X # & # A& B I/ # * & B
/etc/popularity-contest.conf X#H ) MAILFROM 1B, &M, {RAEVHBHE < # smarthost SMTP RS
221, REXLSIERZMR, XF7AELE DB EE MTA HERU root AP R EMMEES RititFLZ 2, X
eI A EL At ST #H RS E R cron A,

%1% & mailname H”hostname -f” KER, BT MTA BUJREBEH R (H2EET U@ 30 T Fr R A9 SEIN,
« FAF exim4(8) HJ”/etc/email-addresses” X, exim4-config_files(5) FMIAHE X F MR

- AF postfix(1) #”/etc/postfix/generic” X, generic(5) FMIIHEXFEMMRE

Wt postfix, ETFREEINEBRFIEZMIT,

# postmap hash:/etc/postfix/generic
# postconf -e ’smtp_generic_maps = hash:/etc/postfix/generic’
# postfix reload

{REEES T N AR BYSRMIK BBttt B B

« exim(8) A -brw, -bf, -bF, -bv, ... &I}

+ postmap(l) B -q &I,

B
Exim w8 —LBEHMER, HI9 exiqgrep(8) 1 exipick(8), £Ml”’dpkg -L exim4-base|grep man8/” 3k
RISETAGS,



https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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exim A5 % postfix % AR
sendmail sendmail AR R AT ENER A E = HERE (-bm)
mailq mailq FH T B IRSHFIBAG] D FIEBERAST (-bq)
newaliases newaliases VIR ABEIERE (-1)
eximd -q postqueue -T WIFFEEHE (-q)
exim4 -qf etorred: postqueus - | BRFIEHRE
. postsuper -r ALL; 2t B
exim4 -qff postqueue -f RIFTE ZE B 25 ErH
exim4 -Mg queue_id postsuper -h queue_id BT EREFRIBAST ID KALEE
exim4 -Mrm queue_id postsuper -d queue_id BT EREFRIBAS] ID KB E
N/A postsuper -d ALL BIRFT B ER e

Table 6.7: i MTA 12{EFIZR

6.2.4.4 Ef MTA 12

XBEH-EELA MTA #F, B—LAIgERET sendmail(l) BIFRE MR OREH,

"R
*"/etc/ppp/ip-up.d/*”" BEE—RIFAEEBENHEZE NN ENER,

6.3 ARZESiZFRiAEFAI A (SSH)

Secure SHell (SSH) 2 E45M £ £2 % %75 (. 7E Debian 2, 5 —Ml OpenSSH BY% % SSH kR4, 7£ openssh-client
#0 openssh-server B1E,

F PR, ssh(l) IhEELE telnet(l) BN EENLZ L. & telnet &%, ssh L ARAEIBET telnet HIBH
F/F (WAEIAR CTRL-]) BHELE.

LIREE) mITE =t 1% BR

openssh-client | V:813,1:996 | 4754 | ssh(l) SSH EFim

openssh-server | V:694,1:827 | 1690 | sshd(8) SSH AR5 im

ssh-askpass V:2,1:31 107 ssh-askpass@RKAF A ssh-add ZH5 (FIEH X)

ssh-askpass-gnomey,., .o 315 | ssh-askpassiEpRERETIGA ssh-add B (GNOME)

S%ﬁ?é@é r%f]ﬁadd Z1g (GNOME), B2 iFEM
shellinabox V0, 1:2 507 shellinabaxp{y s 14ia] VT100 ZRimi=ilzs MDAk 28

Ssh-aSkpaSS'fUUS&){fﬁb‘ 50 ssh-askpas

Table 6.8: fRSZ 222 A RF T AYIR

&/ shellinabox "2—" SSH 2%, EIIEXEFMTRLIRIREIN—MEEBIEN,
ERITE X EFRIERF, 801 % 78 T,

VIR
WRIRHY SSH B MEHEMK A, SWE 4.6.3 T,



https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
http://packages.qa.debian.org/s/ssh-askpass.html
http://packages.debian.org/sid/ssh-askpass-gnome
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-gnome
http://packages.qa.debian.org/s/ssh-askpass-gnome.html
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
http://packages.qa.debian.org/s/ssh-askpass-fullscreen.html
http://packages.debian.org/sid/shellinabox
http://qa.debian.org/popcon-graph.php?packages=shellinabox
http://packages.qa.debian.org/s/shellinabox.html
https://github.com/shellinabox/shellinabox
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B
BfER screen(l) F2FRILIZIE shell EHRBVZEE LFE (B0E 9.1.2 ).

6.3.1 SSH Eff

OpenSSH SSH Je &5F# 112 (daemon ) R32#F SSH 2 ¥,

BIAI%E”/usr/share/doc/openssh-client/README.Debian.gz”.ssh(1).sshd(8).ssh-agent(1).ssh-keygen(l),
ssh-add(1) #1 ssh-agent(1).

ﬁ_ﬂ:

IID%,*EEL OpenSSH fR%, "/etc/ssh/sshd_not_to_be_run” SAARTELEE,
AREFTHET rhost FIIAIE ( /etc/ssh/sshd_config F Y HostbasedAuthentication),

FEEXH fo & HHEn

/etc/ssh/ssh_config SSH EFim#kik, 01 ssh_config(5)
/etc/ssh/sshd_config SSH ARZimEA1IA, &M sshd_config(5)
~/.ssh/authorized_keys Zk P ERELIN RS 2 ENE FinfEFAREKIA SSH A1
~/.ssh/id_rsa FIF# SSH-2 RSA FA%H

~/.ssh/id_key-type-name FF/) SSH-2 Z3%H, key-type-name J ecdsa, ed25519 &

Table 6.9: SSH BB 47K

NEFIHRBEI— ssh(l) &z,
mY 15 BH
on EFRR A
username@hostname.domain.ext "~
ssh -v .

4 B
username@hostname.domain.ext BFAERIRINERRN
ssh -o
PreferredAuthentications=password SSH 2 hRkA&, &FIERZEN
username@hostname.domain.ext

ssh -t
username@hostname.domain.ext ERFEEN LIB1T passwd @S RE D
passwd

Table 6.10: SSH & Fimasl Fyl&R

6.3.2 ImEFHLBVRAFR

MRRESIBIITIZEN LERBRNAFR, REEBEREA username@”,

EI]E‘T'_ZISiﬂﬁDJ_&EIE’fﬂEFHKHE’JFHF'%, {REJLAER”~/ . ssh/config” REMEIMAFF &, XF Debian Salsa AR
25, AR foo-guest”, fREJLIZRE”~/.ssh/config” B2 THEHIAR.

Host salsa.debian.org people.debian.org
User foo-guest



https://salsa.debian.org/
https://salsa.debian.org/
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6.3.3 FRERIZIEERE

{§A”PubkeyAuthentication” (SSH-2 #¥), AM1EILAEE Gid(EIniE R LRIZ3ED.
EIRIER%RI”/etc/ssh/sshd_config” B, &EHMNAIZE, "PubkeyAuthentication yes”,
EARMARMIZNAIAN, HLRQBIERERSA,

$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh userl@remote "cat - >>.ssh/authorized_keys”

{REJBATE”~/ . ssh/authorized_keys” B45 5% B IEIMEDKREHI ENFAEI T ERNH LS M sshd(8)” AUTHORIZED_KE
FILE FORMAT”

6.3.4 XIEHTE SSH EF iR

He¥g LH—E%%ER SSH & N,

IFE %% SSH 1217

Windows puTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/) (GPL)
Windows (cygwin) cygwin EBRY SSH (http://www.cygwin.com/) (GPL)

Macintosh 2& macSSH (http://www.macssh.com/) (GPL)

Mac OS X OpenSSH; & imh FAR{EA ssh (GPL)

Table 6.11: EE¥ & L& % SSH EFiHJIFT

6.3.5 217 ssh {12

BRI RARIPIRRY SSHINMEFA AR T 2K, MRZWLLHFIRE, £MA”ssh-keygen -p” RiRE,

BIRE9 A (EEU0: 7~/ .ssh/id_rsa.pub”) MELZFZENEY"~/ . ssh/authorized_keys”, XMMERFENER L
HHANEFTZEEREAR,

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/username/.ssh/id_rsa:

Identity added: /home/username/.ssh/id_rsa (/home/username/.ssh/id_rsa)

MZERITETRWGS, MABEEZD,

$ scp foo username@remote.host:foo

2 AD k2845 ssh (RIBAIR,

WF X BRS3im, BER Debian BEIMIASIE R RIFFEMIT ssh-agent, FILAMRREFEEMIT—IX ssh-add, #H—F
S, BHiE ssh-agent(1) 1 ssh-add(1).

6.3.6 MIZIZENKIXHRH

WMRIRE—NEFRBIZRE T DNS BIARS 88 EB — > SSH shell kS, {REEMIGIEIRA TIEUS EERMBIAREF, (ERIZTE
AR55 28 LRUMRHE, EIERIMZIZRSS &R ERIX,

$ ssh username@example.org /usr/sbin/sendmail -bm -ti -f "username@example.org” < mail_data <«
LExt



https://zh.wikipedia.org/wiki/Secure_Shell
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.cygwin.com/
http://www.macssh.com/
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6.3.7 SMTP/POP3 [ EMiF 454
BT ssh B —{MXFHEMEEERE, M localhost B9 4025 i OZ) remote-server 8925 80, FM localhost
#9 4110 5% remote-server 89 110 iw M, BEASNNITUNTHS.

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

X2 B E M E SMTP/POP3 fREZB EEINE L /A ELFZEN"/etc/ssh/sshd_config” BiZE”AllowTcpForwar
% E y‘j”yes”.

6.3.8 EiFE H XALZIZR 5

{REJLAER at(1) &< (BME 9.4.13 1) KM SSH LinE{RIF’shutdown -h now” (BILE 1.1.8 1) BIFILIE

# echo ”"shutdown -h now” | at now

£ screen(1) (BME 9.1.2 1) RIEREIT’shutdown -h now”, BFIN—NHERMXEHMEFRE.

6.3.9 SSH &YfEHIE

MRIFEE 0], HEREXHIIMRFAR”-v” ETUETT ssh,
NRIRZ root W, FHEERBIAIE, (EA”-p” R XAJ AR RER 1 —1023 Z[EIFARSIRO.

R ssh EFRIERUERXRABILETF, IHIFRARAEEGMEIRFNER, FTRRERAEIFHIDR
T”host_key”. N MESE, FHREANE RN RERARETIZEN, (RR] BATEANL"~/ . ssh/known_hos
EMFR"host_key” ZEREHRKFERK,

6.4 FJENRRZ3FITH

7EZ Y3 Unix 24EH, BSD Line printer daemon(lpd) nﬂElWLF TP BERNE, ERNBRREGNINEFTENSE L
}&IUR2 PostScript (PS), 7T 8ET5FTENZIIE PostScript $TENHL, 42:—E515}E’:'§§%$D Ghostscript —iB{ER, 2%
11.4.1 ¥,

FEHL{H Debian HH, Common UNIX Printing System A3 UNIX FTENR R ESE LHIRE, IR EBRIHITE
FTEN4E A& TV Portable Document Format (PDF) a] #18 1& X,

CUPS Fﬁﬁﬁ Internet Printing Protocol G BXMFTENY (IPP). IPP MMAEAB LW EERIER A, W Windows XP Fll Mac OS X
Z¥. EBZTMHFNAEENOBEENNBEEIRZITENMNESNE,

¥ 58 CUPS RN HE NI B ohEE(LIFE, BEMELXERKIEDR lpr %, BIE=EEPERMITENGEH, (E
CUPS B, 1pr BEMSEITEZE cups-bsd #REGERFKEN)

Debian RAH—LEAREIRG R TITENRSFERITEITE,

N
{RET BATEAREY web X 53881510 http://localhost:631/” SRERE CUPS R4,

6.5 HEMEMNARS

XERHEMENARS,
BAE M A RSN (CIFS) FIARSSEEIR (SMB) X —1F, #H3X Windows | 72N,



https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
http://localhost:631/
https://zh.wikipedia.org/wiki/Server_Message_Block
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eSS AT AN | wmAa 15iBH
Tpr V:3,1:4 362 printer (515) | BSD Ipr/lpd (ZXTEFTENHL G & 5FFP1#FE daemon)
Tprng V0, I:1 3064 | Rk ,, (0B3)
cups V:126,1:347 | 1135 | IPP (631) EEXMFTEN CUPS FRE 2

FTF CUPS B System V FTEN#HLERZ: 1p(1),
cups-client V:140, 1:413 | 493 Eill= lpstat(1l), lpoptions(1), cancel(l),

lpmove(8), Lpinfo(8), Lpadmin(8), -

o _ FF CUPS #Y BSD FTEN#&<: 1pr(1), Lpq(l),
cups-bsd V:34,1:320 | 121 El s Lprm(1), 1pc(8)
printer-driver-quieaprint | o4 | R | CUPS FTEDNLIESN

Table 6.12: ¥TENRRSZF T EZ5R
e ATE KV Y iBA
telnetd V:0, 1:2 111 TELNET TELNET fR%S
telnetd-ss1 V:0, I:.0 169 [E TELNET AR (&% SSL)
nfs-kernel-servary. s 174|342 | NFs Unix X{#H=
samba V:102,1:150 | 16643 | SMB Windows XEFIFTENE=Z
netatalk Vi1, 13 2082 | ATP Apple/Mac XHFFIFTENHEZE (AppleTalk)
proftpd-basic V:19, 1:28 488 FIP BRAXHETH
apache2 V:237,1:300 | 618 HTTP 1B web PR 38
squid V:12,:13 9085 | EE 1BH web RIERRSS 27
squid3 V:3, .8 240 B E EE
bind9 V:49, 1:59 1131 | DNS HEFHAY P HHE
isc-dhcp-server | g 149 | 1471 | DHCP ZAIHE S IP it

Table 6.13: EEML&MN AR YR



http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
http://packages.qa.debian.org/l/lpr.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/lprng
http://qa.debian.org/popcon-graph.php?packages=lprng
http://packages.qa.debian.org/l/lprng.html
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
http://packages.qa.debian.org/c/cups.html
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
http://packages.qa.debian.org/c/cups-client.html
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
http://packages.qa.debian.org/c/cups-bsd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
http://packages.qa.debian.org/p/printer-driver-gutenprint.html
http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
http://packages.qa.debian.org/t/telnetd.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnetd-ssl
http://qa.debian.org/popcon-graph.php?packages=telnetd-ssl
http://packages.qa.debian.org/t/telnetd-ssl.html
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
http://packages.qa.debian.org/n/nfs-kernel-server.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://packages.qa.debian.org/s/samba.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
http://packages.qa.debian.org/n/netatalk.html
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
http://packages.qa.debian.org/p/proftpd-basic.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
http://packages.qa.debian.org/a/apache2.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon-graph.php?packages=squid
http://packages.qa.debian.org/s/squid.html
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/squid3
http://qa.debian.org/popcon-graph.php?packages=squid3
http://packages.qa.debian.org/s/squid3.html
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon-graph.php?packages=bind9
http://packages.qa.debian.org/b/bind9.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-server
http://packages.qa.debian.org/i/isc-dhcp-server.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol

Debian & Fift

113 /224

6

N

ZH%E 452 TRBRFEMN.

R’

U RMEATEE B DNS RS RH.

% F B DHCP I

FERIEMNL IP thlit, 3075 DNS BEWS{ER bind9

isc-dhcp-server By FH AN, Debian wiki # DDNS 71 Bii8E.

R

£ squid Z&MIERRSS RS, FIfERA Debian XHEHERTEAMRRARSI[MELL, EBRETETE.

6 HEMW

BN AE PR

XERHEEMENAE iR,

eSO mITE RV Y 1iAH

netcat 1.40 16 TCP/IP TCP/IP IR L& ]

openss1 V:806, 1:994 | 1466 | SSL ZEERFIE (SSL) EFIFIEXPNETE
stunnel4 V:6, I:15 539 B E BH SSL 3%

telnet Vi62,1:.903 | 163 TELNET TELNET & Fim

telnet-ssl V:0, I:3 209 BEE TELNET AR5 (Z#F SSL)

nfs-common V:171, 1:303 | 768 NFS Unix XEH=Z

smbclient V:18,1:190 | 2018 | SMB AR Windows X HFFIFTENREZEE Fim
cifs-utils V:31,1:120 | 307 EE IFEMIR Windows XEFRGZETRMEH S
ftp V:15,1:228 | 137 FTP FTP EF U

Iftp V:5,1:38 2377 | BE [ELE

ncftp V:2,1:20 1339 | @E 2R FIP Z P im

wget V:249, 1:986 | 3581 E;FPT P Al web FHTH

curl V:166, 1:565 | 452 ENS EE

axel V0, I:4 216 GRS TEHINLEES

aria2 V2, 1:19 1857 El= BitTorrent #1 Metalink 587 N 2 1R 28
bind9-host V:149,1:946 | 380 DNS K8 bind9 BJ host(1), "Priority: standard”
dnsutils Vi42, 1:446 | 271 ENS 38 bind B9 dig(1), "Priority: standard”
isc-dhcp-client | .0, 1081 | 686 | DHCP K12 1P Hod

Tdap-utils V:13,1:73 719 LDAP K LDAP ARZ5 5 BUE IR

6

7 RGIE

Table 6.14: WM4& 1 A% Fim515R

“FiPHFIE (daemon ) 2R

telnet I2FEEMF DERIRRFETIFHE (daemon ), FiFt{TIZHA,

Midek pOP3 AR5, ZidA FEAVEIE

$ telnet mail.ispname.net pop3

284y ISP 12 fit TLS/SSL MNZERIPOP3 fRZ, ATMIRE, MREEZAE telnet-ss1 BEZHF TLS/SSL B telnet B
Fim, =% openssliXEE,



https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
http://wiki.debian.org/DDNS
http://packages.debian.org/sid/netcat
http://qa.debian.org/popcon-graph.php?packages=netcat
http://packages.qa.debian.org/n/netcat.html
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon-graph.php?packages=stunnel4
http://packages.qa.debian.org/s/stunnel4.html
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon-graph.php?packages=telnet
http://packages.qa.debian.org/t/telnet.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnet-ssl
http://qa.debian.org/popcon-graph.php?packages=telnet-ssl
http://packages.qa.debian.org/t/telnet-ssl.html
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
http://packages.qa.debian.org/n/nfs-common.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon-graph.php?packages=smbclient
http://packages.qa.debian.org/s/smbclient.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon-graph.php?packages=cifs-utils
http://packages.qa.debian.org/c/cifs-utils.html
http://packages.debian.org/sid/ftp
http://qa.debian.org/popcon-graph.php?packages=ftp
http://packages.qa.debian.org/f/ftp.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/lftp
http://qa.debian.org/popcon-graph.php?packages=lftp
http://packages.qa.debian.org/l/lftp.html
http://packages.debian.org/sid/ncftp
http://qa.debian.org/popcon-graph.php?packages=ncftp
http://packages.qa.debian.org/n/ncftp.html
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon-graph.php?packages=wget
http://packages.qa.debian.org/w/wget.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon-graph.php?packages=curl
http://packages.qa.debian.org/c/curl.html
http://packages.debian.org/sid/axel
http://qa.debian.org/popcon-graph.php?packages=axel
http://packages.qa.debian.org/a/axel.html
http://packages.debian.org/sid/aria2
http://qa.debian.org/popcon-graph.php?packages=aria2
http://packages.qa.debian.org/a/aria2.html
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
https://zh.wikipedia.org/wiki/Metalink
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
http://packages.qa.debian.org/b/bind9-host.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon-graph.php?packages=ldap-utils
http://packages.qa.debian.org/l/ldap-utils.html
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol

Debian & Fift 114/ 224

$ telnet -z ssl pop.gmail.com 995
$ openssl s_client -connect pop.gmail.com:995

FEH RFCs RIEF—NRAFETIFEIZ (daemon ) FIRERIFIA,

RFC 15 AR

rfc1939 F rfc2449 POP3 fR5

1fc3501 IMAP4 fRSS

rfc2821 (rfc821) SMTP fR55

1fc2822 (1fc822) BRI 18T

1fc2045 ZRAEGEMEEF E (MIME)
rfc819 DNS R

fc2616 HTTP ARSS

1fc2396 URI E X

Table 6.15: & RFC FI3R

7£”/etc/services” B, AR TiRORE.



http://www.ietf.org/rfc.html
http://tools.ietf.org/html/rfc1939
http://tools.ietf.org/html/rfc2449
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://tools.ietf.org/html/rfc3501
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://tools.ietf.org/html/rfc2821
http://tools.ietf.org/html/rfc821
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://tools.ietf.org/html/rfc2822
http://tools.ietf.org/html/rfc822
http://tools.ietf.org/html/rfc2045
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc819
https://zh.wikipedia.org/wiki/Domain_Name_System
http://tools.ietf.org/html/rfc2616
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://tools.ietf.org/html/rfc2396
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

/
S

GUI (&

F 5 ) R4

7.1 GUI (BARFRE ) SHIME

£ Debian R4t £, B/LMNEEEEREY GUI REIMREIER,

ESRHEE TE A/ | BH
task—gnome—desktop:183 9 GNOME SEIFE
task—xfce-desktopk105 9 Xfce SEIE
task-kde-desktop | 6 KDE Plasma SIS
task—mate—desktopl:49 9 MATE SIS

task—cinnamon—deslﬁggp 9 Cinnamon S EIFIE
task—lxde—desktopl‘34 9 LXDE SEifs
task—lxqt—desktopl:15 9 LXQt SEIFE

task-gnome- flashb?:(ék- desktop 6 GNOME Flashback STFRiE

Table 7.1: SEMETIER



https://zh.wikipedia.org/wiki/Graphical_user_interface
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-desktop
http://packages.qa.debian.org/t/task-gnome-desktop.html
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon-graph.php?packages=task-xfce-desktop
http://packages.qa.debian.org/t/task-xfce-desktop.html
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-kde-desktop
http://packages.qa.debian.org/t/task-kde-desktop.html
https://zh.wikipedia.org/wiki/KDE_Plasma_5
http://packages.debian.org/sid/task-mate-desktop
http://qa.debian.org/popcon-graph.php?packages=task-mate-desktop
http://packages.qa.debian.org/t/task-mate-desktop.html
https://zh.wikipedia.org/wiki/MATE_(software)
http://packages.debian.org/sid/task-cinnamon-desktop
http://qa.debian.org/popcon-graph.php?packages=task-cinnamon-desktop
http://packages.qa.debian.org/t/task-cinnamon-desktop.html
https://zh.wikipedia.org/wiki/Cinnamon_(desktop_environment)
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxde-desktop
http://packages.qa.debian.org/t/task-lxde-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-lxqt-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxqt-desktop
http://packages.qa.debian.org/t/task-lxqt-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-gnome-flashback-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-flashback-desktop
http://packages.qa.debian.org/t/task-gnome-flashback-desktop.html
https://zh.wikipedia.org/wiki/GNOME#GNOME_Flashback
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E;"EE"JE%EH#’@E’M{@M’X#@, £ Debian FFIRERMILRIMET, AFRIOVRGETITRE, FTELER
fEYE, ¥F task-gnome-desktop, {REJLATE FEREIABIRAEIERE:
« F sudo aptitude -u B aptitude(8),

« BENFEIRE Tasks” FHiREIER,

« BEEARE"End-user” FRO &,

- BHAIREI"GNOME” FiREEF R,

« BEIHIREI task-gnome-desktop FIREZER,

« BENFAREI" Depends” FHiR'm” (FLER ),

- BEHITEI"Recommends” H3&'m” (FTiER ),

- BEIHIREI"task-gnome-desktop F%"-", (MR )

< FREFENREE, FRBRIERIR G ER IR B R B,

- 9" RABE R,

AEBIE KIS *iE Debian ZAIARIREMMIE: task-gnome-desktop, 7E wayland L2t GNOME,

7.2 GUI (BEFRAFSHE) BEhiX

7£ GNOME SE{FEAI GUI BISMYeI S

+ Wayland (RS i B RN (RE)
- X BORGZOIPY (BIT xway Lland)

15 EE freedesktop.org L 53K T f%# Wayland Z2#4%0 X & O Z2M) 2 AR [E,

MAFHINS, RNEREBHRIBEIEL

+ Wayland 27EE—MNEVL LRI GUI BEHN: #. BE. HRE, RNEE setuid root — |

« X Window @ — 1B &MLEINEER GUL BEMY: FR. 8%, B, FE setuid root il

Y F{EF Wayland IMXEIRA, B VNC Bf RDP RZFN—MEREEN LIBRIENERNAR. 81%E 77 ©

R XBRSB[EEMIT HZEREFTR , NN X ZrRinEd A EFAFTHITER. XHEE T HLER
RIXIlibIZEEREE, RS THEE. XMER, tREEE Wayland fEAZAEN GULEEIMNHIE R,

MM GNOME Lin/358) xeyes 127, REBREFT GUI (BIFZAFRE ) MAREFERN GUL EEMHY.

$ xeyes

- NRBIFZAESER Wayland FRS I 2/RIMXBIRAIER £, tEil “GNOME £i%", IREEASIRFERIIEL,
- IRBIREERA X BORRZOMYRINAERF L, thWl “xterm”, REBESRFERIIEBE), RELHAZIAMIL
B X & DSR4,

3| 2021 £ 4 B, F3i#H1TH GUI MATERF, bl GNOME # LibreOffice (LO) B2 #8182 T Wayland fRSZ % 2= th
W, FAEM xterm, gitk, chromium, firefox, gimp, dia #1 KDE NMAREFERAER X &0 RFKZ O,



https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/X_Window_System_core_protocol
https://wayland.freedesktop.org/architecture.html
https://zh.wikipedia.org/wiki/Virtual_Network_Computing
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/MIT-SHM
https://zh.wikipedia.org/wiki/Xlib
https://wayland.freedesktop.org/faq.html
https://zh.wikipedia.org/wiki/LibreOffice
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B

¥ F Wayland 2 ERJ xwayland SR EH X BEOR4%, AN LEMIEN X RZFREE X
f47/etc/X11/xorg.conf” RN HERA LFE. EXMBANZZEHIIRHRNZA DRM, KMS 1 udev E2
B, BEM X RBHELZESRERTE], 20 Linux RZXEEA"modedb default video mode support”,

7.3 GUI (BIFRFRE ) 324

X E 2 Wayland }#1% _E BT GNOME Y& &) GUI 22848,

wE |
e TE BX 15 BH
I\
mutter V:5, 1:160 211 GNOME B mutter & &£ 25 [auto]
xway land V:152,1:247 | 4572 | IB{T1E wayland Z EB9— X Bk %51 [auto]
gnome-remote-desk{op, | o c16 {8 PipeWire B GNOME IZfER A f5 &~FIF# T2 ( daemon )
T [auto]
gnome - tweaks V:18,1:192 1284 GNOME I EiRE

Table 7.2: EZM GUI 2GR

XE, ”[auto]” RIRXLERGBIE task-gnome-desktop TERSBEHMNLEE,

7N
gnome - tweaks @ — M ARV HEET R, #1U0:

- {REEERAIARESZSE, M “General (Z& )" Z"Over-Amplification (:EHHK ) "

. {REENSSRIB Caps” TR Esc” ##, M Keyboard & Mouse” -> "Keyboard” -> "Additional Layout Option”.

7.4 GUI (BECRFSRE ) MA

IFETE Debian £, BIFZERK GUI MATFE. WRE GNOME REMMEFSHHEMINGENRG, BogRAW
scribus (KDE) X#FHRMGFERTEAIMERN, EXRISNEEENREE, FEMNRRLEL.

XER— MR RIKR GUI (BIAFRE ) BFIIR,

75 FIK

¥ F Debian WAF, BIFZEANREFREE. AFRPXIREMERETR, EHEEZRBHNELTENFR, LIt
45, TRMEMREFTUARELGRR GUI (BB FRRE ) MARRFEE,

Debian &4 {EF FreeType 2.0 FERME (L IF 2 REF AKX, BTFEEFITED:

* Type 1 (PostScript) & EFA =R NZE/RIL% (ENSEFHIEI)
* TrueType 7K A IR ME/REL FRNERME)
* OpenType F& =R NERML (REEFEN)



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
https://www.kernel.org/doc/html/latest/fb/modedb.html
http://packages.debian.org/sid/mutter
http://qa.debian.org/popcon-graph.php?packages=mutter
http://packages.qa.debian.org/m/mutter.html
https://zh.wikipedia.org/wiki/Mutter_(software)
http://packages.debian.org/sid/xwayland
http://qa.debian.org/popcon-graph.php?packages=xwayland
http://packages.qa.debian.org/x/xwayland.html
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://packages.qa.debian.org/g/gnome-remote-desktop.html
http://packages.debian.org/sid/gnome-tweaks
http://qa.debian.org/popcon-graph.php?packages=gnome-tweaks
http://packages.qa.debian.org/g/gnome-tweaks.html
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/PostScript_fonts#Type_1
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/TrueType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/OpenType
https://en.wikipedia.org/wiki/Bézier_curve
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mEF ‘
LyNES) RITE BX | XA 1R

I\
evolution V:32,1:237 | 484 GNOME NAGEBE (FHERATREFIE)
thunderbird V:59, 1:133 201927] GTK B FHREFZ Fif (Mozilla Thunderbird (2 ) )
kontact V1, I:14 2203 | KDE MNAEGEEE (EHERKRFEFHE)
Ubreoffice-writer o\ 1440 | 40255 | LO SCF A IE R
abiword V2, T:11 5133 | GNOME NERERE
calligrawords V0, 1.7 5908 | KDE NFRERF
scribus V2, 1:22 31781 | KDE Ym%E PDF X {FH7 desktop publishing JRiE 25
glabels V0, I:4 1327 | GNOME X YRiE e
Libreoffice-cald . o0 1436 | 30875 | LO B P RAE
gnumeric V:5, 1:20 9959 | GNOME BB PRI
calligrasheets | V0,5 11289 | KDE BFRIE
Libreoffice-impregs s 1433 | 10097 | LO SERXIE
calligrastage V:0, I:5 5193 | KDE RIS
Uibreoffice-base .o, 1545 | 6975 | LO BIREEEIR
kexi V0, I:2 7118 | KDE BIEEZIE
Libreoffice-draw v. 33 1433 | 14469 | LO KEBEWRER (LE)
inkscape V:38,1:178 | 89027 | GNOME XEEFwiEzs (Z2E)
karbon V0, I:6 3588 | KDE XEEFRwERS (LE)
dia V4, 1:29 3620 | GTK mizEFR B E fRiE as
gimp V:63,1:312 | 19729 | GTK UEEERER CE)
shotwell V:18,1:237 | 6454 | GIK BEEREIERS
digikam V2, 112 2647 | KDE FOEREEE
darktable V6, 1116 24145 | GTK EBE MR ERIT A TEE
planner V:0, I:4 1146 | GNOME NEER
calligraplan V:0, I:1 18517 | KDE IMEEIE
gnucash V:3,T:10 32435 | GNOME AR
homebank V0, 1:2 1114 | GTK TARTT
lilypond V:1,1:8 7363 | - & RHERR
kmymoney V:0, I:2 12850 | KDE TARTT
Tibrecad V2, 1:17 7893 | QtNFH TTENEEENRIT (CAD) &% (2D)
freecad I:18 53 Qt N A TTENEEENRIT (CAD) &% (3D)
kicad V2, I:15 98819 | GTK B IRE[FN PCB iR EF
xsane V:16, 1:165 2346 | GTK RENEIER
Ubreoffice-math \.\») 1437 | 2335 | LO Py E AN W L=
calibre V:8, 1:34 55463 | KDE B RERaEESRE
fbreader V1, I:13 2698 | GTK B PHREER
evince V:111,1:327 | 977 GNOME X5 (pdf) FEER
okular V:42,T:117 | 15376 | KDE XS (pdf ) [H1EEs

i -
x11-apps V:29,1:469 | 2437 %’WJ X L xeyes(1) &,
ZH s

x11-utils V:180, 1:589 | 712 ;’H’J X L xev(1), xwininfo(1) &,

Table 7.3: Z&88 GUI (B FRE ) MAJIE



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon-graph.php?packages=kontact
http://packages.qa.debian.org/k/kontact.html
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
http://packages.qa.debian.org/libr/libreoffice-writer.html
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon-graph.php?packages=abiword
http://packages.qa.debian.org/a/abiword.html
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon-graph.php?packages=calligrawords
http://packages.qa.debian.org/c/calligrawords.html
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Desktop_publishing
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon-graph.php?packages=glabels
http://packages.qa.debian.org/g/glabels.html
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon-graph.php?packages=libreoffice-calc
http://packages.qa.debian.org/libr/libreoffice-calc.html
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon-graph.php?packages=gnumeric
http://packages.qa.debian.org/g/gnumeric.html
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon-graph.php?packages=calligrasheets
http://packages.qa.debian.org/c/calligrasheets.html
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
http://packages.qa.debian.org/libr/libreoffice-impress.html
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon-graph.php?packages=calligrastage
http://packages.qa.debian.org/c/calligrastage.html
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon-graph.php?packages=libreoffice-base
http://packages.qa.debian.org/libr/libreoffice-base.html
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
http://packages.qa.debian.org/k/kexi.html
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon-graph.php?packages=karbon
http://packages.qa.debian.org/k/karbon.html
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
http://packages.qa.debian.org/d/darktable.html
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon-graph.php?packages=planner
http://packages.qa.debian.org/p/planner.html
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon-graph.php?packages=calligraplan
http://packages.qa.debian.org/c/calligraplan.html
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon-graph.php?packages=gnucash
http://packages.qa.debian.org/g/gnucash.html
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon-graph.php?packages=homebank
http://packages.qa.debian.org/h/homebank.html
http://packages.debian.org/sid/lilypond
http://qa.debian.org/popcon-graph.php?packages=lilypond
http://packages.qa.debian.org/l/lilypond.html
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon-graph.php?packages=kmymoney
http://packages.qa.debian.org/k/kmymoney.html
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
http://packages.qa.debian.org/f/freecad.html
http://packages.debian.org/sid/kicad
http://qa.debian.org/popcon-graph.php?packages=kicad
http://packages.qa.debian.org/k/kicad.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon-graph.php?packages=libreoffice-math
http://packages.qa.debian.org/libr/libreoffice-math.html
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon-graph.php?packages=fbreader
http://packages.qa.debian.org/f/fbreader.html
http://packages.debian.org/sid/evince
http://qa.debian.org/popcon-graph.php?packages=evince
http://packages.qa.debian.org/e/evince.html
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon-graph.php?packages=okular
http://packages.qa.debian.org/o/okular.html
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
http://packages.qa.debian.org/x/x11-apps.html
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
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7.5.1 EHuFMAH

THNRENREFEFDALPEREINREFER, FFBMIEMHIRIEINFRSE (metric compatibility ) FIFHES.
REBRFHRBETABER T FIK M Cyril FH, RLERMNEFRBRIRRIEEME, XLEFIREBRAT

R R RFMAKFTED,

e TR K/ | sans serif mono FIRERE
=]
fonts-cantarell V:84,1:295 | 836 | 59 - . (jif‘)mareﬂ (GNOME 3, =
ZIN
_ Noto fonts (Google, B
fonts-noto 1:137 35 61 63 40 CIK 2 iE=
DejaVu (GNOME 2,
fonts-dejavu 1:458 39 58 68 40 MCM:Verdana, ¥ &
Bitstream Vera)
Liberation & BT
fonts-liberation2 V:90, 1:364 4290 56 60 40 LibreOffice (Red Hat,
MCMATC)
Chrome OS: Arimo, Tinos
fonts-croscore V:15, .47 5278 | 56 60 40 #0 Cousine (Google,
MCMATC)
fonts-crosextra- L Chrome EfE&%:: Carlito
carlito Vi22,1:235 | 2732 >7 ) ) (Google, MCM:Calibri )
Chrome BEfF&R %
fonts-crosextra- ) Caladea (Google,
caladea 1:234 258 ) = ) MCM:Cambria ) (RBHI
T

o GNU FreeFont (7 &
fonts-freefont-ttf V:68,1:253 | 6656 | 57 59 40 URW Nimbus)

Debian FEZ £m,
fonts-quicksand 1:385 392 56 - - Quicksand (B7x, REH
TFF)

o SRRERITTHN—1F
fonts-hack V:15, 1:94 2508 - - 40 P & Hack (Facebook)
fonts-sil- 1:38 5756 | - 54 . Gentium SIL
gentiumplus
fonts-sil-charis V:3,1:20 8900 - 59 - Charis SIL

URW Nimbus (Sans,
fonts-urw-base35 V:94, 1:243 11095 | 56 60 40 Roman No. 9 L, Mono L,
MCAHTC)
fonts-ubuntu V2, I:5 4103 | 58 - 33P Ubuntu F& (ER)
fonts-terminus V:0, I:1 450 - - 33 Cool retro &imF{K
ttf-mscorefonts- THHERIEFFEFE

. . b}
installer V:1, 1:60 92 567 60 40 (RTF)

Table 7.4: &Y TrueType 1 OpenType FIAFFT
XE:

"MCM” R SRR EHNFRRHRIENRER”

"MCMATC” RRF” MERIB AT IR : Arial, Times New Roman, Courier New HERRIEIRFER”

"MCAHTC” =" 1 Adobe I2£#YF{A: Helvetica, Times, Courier HEARIEFRFER”

EFARRANNBFRANBEERNFRE M FENEMEARERE (1FE: M RR Medium iEF, FREHIEE

EIERE )



https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Serif
https://zh.wikipedia.org/wiki/Monospaced_font
http://packages.debian.org/sid/fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
http://packages.qa.debian.org/f/fonts-cantarell.html
https://zh.wikipedia.org/wiki/Cantarell_(typeface)
http://packages.debian.org/sid/fonts-noto
http://qa.debian.org/popcon-graph.php?packages=fonts-noto
http://packages.qa.debian.org/f/fonts-noto.html
https://zh.wikipedia.org/wiki/Noto_fonts
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu
http://packages.qa.debian.org/f/fonts-dejavu.html
https://zh.wikipedia.org/wiki/DejaVu_fonts
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://packages.debian.org/sid/fonts-liberation2
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation2
http://packages.qa.debian.org/f/fonts-liberation2.html
https://zh.wikipedia.org/wiki/Liberation_fonts
https://zh.wikipedia.org/wiki/LibreOffice
http://packages.debian.org/sid/fonts-croscore
http://qa.debian.org/popcon-graph.php?packages=fonts-croscore
http://packages.qa.debian.org/f/fonts-croscore.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
http://packages.debian.org/sid/fonts-crosextra-carlito
http://packages.debian.org/sid/fonts-crosextra-carlito
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-carlito
http://packages.qa.debian.org/f/fonts-crosextra-carlito.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Calibri
http://packages.debian.org/sid/fonts-crosextra-caladea
http://packages.debian.org/sid/fonts-crosextra-caladea
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-caladea
http://packages.qa.debian.org/f/fonts-crosextra-caladea.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Cambria_(typeface)
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon-graph.php?packages=fonts-freefont-ttf
http://packages.qa.debian.org/f/fonts-freefont-ttf.html
https://zh.wikipedia.org/wiki/GNU_FreeFont
https://zh.wikipedia.org/wiki/URW_Type_Foundry
http://packages.debian.org/sid/fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
http://packages.qa.debian.org/f/fonts-quicksand.html
https://fonts.google.com/specimen/Quicksand
http://packages.debian.org/sid/fonts-hack
http://qa.debian.org/popcon-graph.php?packages=fonts-hack
http://packages.qa.debian.org/f/fonts-hack.html
https://sourcefoundry.org/hack/
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-gentiumplus
http://packages.qa.debian.org/f/fonts-sil-gentiumplus.html
https://zh.wikipedia.org/wiki/Gentium
http://packages.debian.org/sid/fonts-sil-charis
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-charis
http://packages.qa.debian.org/f/fonts-sil-charis.html
https://zh.wikipedia.org/wiki/Charis_SIL
http://packages.debian.org/sid/fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
http://packages.qa.debian.org/f/fonts-urw-base35.html
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Roman_No._9_L
https://zh.wikipedia.org/wiki/Nimbus_Mono_L
http://packages.debian.org/sid/fonts-ubuntu
http://qa.debian.org/popcon-graph.php?packages=fonts-ubuntu
http://packages.qa.debian.org/f/fonts-ubuntu.html
https://zh.wikipedia.org/wiki/Ubuntu_(typeface)
http://packages.debian.org/sid/fonts-terminus
http://qa.debian.org/popcon-graph.php?packages=fonts-terminus
http://packages.qa.debian.org/f/fonts-terminus.html
https://github.com/Swordfish90/cool-retro-term
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon-graph.php?packages=ttf-mscorefonts-installer
http://packages.qa.debian.org/t/ttf-mscorefonts-installer.html
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://en.wikipedia.org/wiki/PostScript_fonts
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« £ mono FREETIRKYP” RIRATHIZH, BEWIFMIHIX 5370770 F1” 177177717,

« ttf-mscorefonts-installer ¥4 8 T 2%k #” Core fonts for the Web” % 2E Arial, Times New Roman, Courier
New, Verdana, ... , XEEZRIFREIE, —RIEFREHOLRIE.

FZFRERI T ZR, B URW Nimbus ZR}&EK Bitstream Vera B9 IM IR 75,

TN
MRMEVESIMEFIEZENFTREEE L ANFAHRFIRE, 1BEA aptitude £ Tasks” -> "Localization” FHEEEE
SZMERIR, FRREGBIE " Depends:” 2"Recommends:” I, EAMEESHREEEAREEREREE,

7.5.2 F{RHER&(L

Debian {#F FreeType RM& L FER, ERNFHRERZEMI A Fontconfig FARE FER .

RIFE TATE KA | REA

libfreetype6 V:472,1:996 | 934 FreeType FAMIRXE

libfontconfigl | V:474,1:863 | 526 Fontconfig FAEC & FE

fontconfig V:373,1.754 | 583 fc-*: Fontconfig 82 1TAR S

font-manager V:2,1:8 1046 | Font Z=I223: Fontconfig GUI (BB FRHE ) @8
naUtllus_font_man%g(fE:O 61 Font EIE 2% Y Nautilus &

Table 7.5: & BHIFIRIMENE KK ELIIR

R’
—LEF{RIRFEL, LU0 fonts-noto*, RRERASHFR, FAIMRFHELEFRRGENER, BHEEEER
B T EA. BT Han unification FHEHA—REXF, —& Unicode BRKEIEE S FH,, TNHEENFREE

FEBSBERER Fontconfig FEERE, — MRS ANMKMEBEREEE CIK FHEBEZRFR"U+3001 IDEOGRAPHIC
COMMA” #1"U+3002 IDEOGRAPHIC FULL STOP”, {REEmS{ER GUI (BB FRE ) FAHEESE (font-manager)
5] B RO B TR E M AR SRkt 523X 4 [e] BB Y

RR] AN G L 1T F R B IR,

« /A “fc-match(1)” &% fontconfig HIERIAFIK
« {ER “fc-list(1)” EBFBERIAR fontconfig FIK

REEMBMNX A fRiEBREEFFECERT, BRI, 20 fonts.conf(5),

Bl

7.6

\

Linux £EXE85 GUI (B2 R ) MAEIE Debian B9JE L, BUZ#HGEIAFE.

« Applmage -- {E{A] 75151 THY Linux N F3
« FLATHUB -- Linux N, fi2XE

+ snapcraft -- Linux N FH & 5



https://zh.wikipedia.org/wiki/Core_fonts_for_the_Web
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon-graph.php?packages=libfreetype6
http://packages.qa.debian.org/libf/libfreetype6.html
http://freetype.sourceforge.net/index.html
http://packages.debian.org/sid/libfontconfig1
http://qa.debian.org/popcon-graph.php?packages=libfontconfig1
http://packages.qa.debian.org/libf/libfontconfig1.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon-graph.php?packages=fontconfig
http://packages.qa.debian.org/f/fontconfig.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/font-manager
http://qa.debian.org/popcon-graph.php?packages=font-manager
http://packages.qa.debian.org/f/font-manager.html
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/nautilus-font-manager
http://qa.debian.org/popcon-graph.php?packages=nautilus-font-manager
http://packages.qa.debian.org/n/nautilus-font-manager.html
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/中日韓統一表意文字
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
https://github.com/FontManager/font-manager
https://appimage.org/
https://www.flathub.org/
https://snapcraft.io/
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or=

MIXEES USRI TR R, Br]seBEMBRIETRRM.

YifEF3 Debian BB AMAFIVIERBIFE, XETHEBIBIANS R, B LEEFENIER, BAXEBFE—NTRIE
55, H Debian REMEFMBAENARFENY CEAREERNE, MR,

BTN HFIRIE B XS, BETER LPEIME BL, EBUN Linux L2455 MEMFEL. (S01F 474 15),
« X4F AppImage F1—Lt FihFuh kA —i# S, £ FTEE B firejail Biz{T,

« ¥¢F M FLATHUB R Zi# &, 7EFlatpak BiiTEN]. (FEEFIKE. )

 X+F M snapcraft REY Z## &, 7£ Snap BEEEITEAN], (AFEFIRE. MEETIFHIE (daemon) FEE, )

xdg-desktop-portal 348 @AM R E MR M — NFER APL, £ xdg-desktop-portal (flatpak) F xdg-
desktop-portal (snap)

nEe TE KAV | iBH

flatpak V:34, 1:37 6716 | Flatpak S E N FIFEFEC & HESE
gnome-software-plygin Elatppk,, | cNoME srE@een Flampak 3335

snapd V:56, 1:60 56040 | 2 snap REBRIEETIFHIE (daemon ) F1TH

gnhome-software- plle/gllyrf:—zsnap 127 GNOME #R {4+ IR SEHY Snap %245

xdg-desktop-portal. qe 1969 | 1467 | Flatpak & Snap fISEEERL 1P

xdg-desktop-portal gtk o6 | 942 | gtk (GNOME) #) xdg-desktop-portal /5

xdg-desktop-port a%/:_ij:% 943 Qt (KDE) #9 xdg-desktop-portal f5if

xdg—desktop—porta}];d\l}jb 103

wlroots (Wayland) A9 xdg-desktop-portal f5if

firejail V1, I:5 1411 | 0 Applmage —#2fEFARY SUID 2P EFEF firejail

Table 7.6: ERKPEIMENARRGEIIR
XML EMERANES EFIURMFRAR LNNAREFIESHRER, XENNAREFHEERRUIC)ZEER THITH,

—LEREY GUI (B R FRE ) AR, tEai% Debian ERIMTTNSI2E, HEAMER THORIMERA, XH#ILE
MN&EME.

7.7 ZFERME
7.8 X RS imiElE
BILAAEMNERREN LN AZEES X RSin ( BiERENR xwayland ),

7.81 X HRSImASihiE iz

A X ORI, BE8@iT At UNIX IR ERFHITAMERE, KifaAh X fRSim, X0 AiET
B access cookie FUISRUCHESRIZIN, 12 ERMIMIBIBIT”$XAUTHORITY” MMET EMTE, X ERIBIT”$DISPLAY” IF
BTEWRE, HTXENBETEBFESRKENRE, FTEERTIEE. FlW1, TEAY”gitk”,



https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://firejail.wordpress.com/documentation-2/appimage-support/
https://firejail.wordpress.com
https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(package_manager)
https://github.com/flatpak/xdg-desktop-portal
https://snapcraft.io/docs/xdg-desktop-portals
https://snapcraft.io/docs/xdg-desktop-portals
http://packages.debian.org/sid/flatpak
http://qa.debian.org/popcon-graph.php?packages=flatpak
http://packages.qa.debian.org/f/flatpak.html
https://zh.wikipedia.org/wiki/Flatpak
http://packages.debian.org/sid/gnome-software-plugin-flatpak
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-flatpak
http://packages.qa.debian.org/g/gnome-software-plugin-flatpak.html
http://packages.debian.org/sid/snapd
http://qa.debian.org/popcon-graph.php?packages=snapd
http://packages.qa.debian.org/s/snapd.html
https://zh.wikipedia.org/wiki/Snap_(package_manager)
http://packages.debian.org/sid/gnome-software-plugin-snap
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-snap
http://packages.qa.debian.org/g/gnome-software-plugin-snap.html
http://packages.debian.org/sid/xdg-desktop-portal
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal
http://packages.qa.debian.org/x/xdg-desktop-portal.html
http://packages.debian.org/sid/xdg-desktop-portal-gtk
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-gtk
http://packages.qa.debian.org/x/xdg-desktop-portal-gtk.html
https://github.com/flatpak/xdg-desktop-portal-gtk
http://packages.debian.org/sid/xdg-desktop-portal-kde
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-kde
http://packages.qa.debian.org/x/xdg-desktop-portal-kde.html
https://github.com/KDE/xdg-desktop-portal-kde
http://packages.debian.org/sid/xdg-desktop-portal-wlr
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-wlr
http://packages.qa.debian.org/x/xdg-desktop-portal-wlr.html
https://github.com/emersion/xdg-desktop-portal-wlr
http://packages.debian.org/sid/firejail
http://qa.debian.org/popcon-graph.php?packages=firejail
http://packages.qa.debian.org/f/firejail.html
https://zh.wikipedia.org/wiki/AppImage
https://firejail.wordpress.com
https://en.wikipedia.org/wiki/X_Window_authorization#Cookie-based_access
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RE8 mITE RN | Y 1iBH
gnome-remote-deskon 107 | 516 ?ﬁé?FB GNOME iZi2 S Rk
RDP, RFB
vinagre V:7,1:176 4249 | (VNC), Vinagre: GNOME L2 £ H = F i
SPICE, SSH
RDP, RFB
. (VNC), . N o s
remmina V:13, 1:56 876 SPICE Remmnia: GTK iZfE R H X F i
SSH, ...
krdc V:2, 1:20 3591 ?ﬁé?FB KRDC: KDE iZf% £E X F i
RDP, RFB o 1 .
) . 5=1| S X
guacd V0, 10 83 (VNC), SSH é{[);ﬁliguacamole. EEFIRTIEEEMN X
/HTML5
= \| == 3 == 1 2 \g 3 \E, =
Virt-viewer V4, 1:50 1554 | RFB(VNC), ﬁ%*ﬂaﬂ%& THEFIEERZE GUI ERE
SPICE P
Table 7.7: ZRHVIZFZ1AI0) RS iRIIR
RER MITE XN | &% 1iBR
sshd {£H
openssh-server | V:694,1:827 | 1690 | &I SSH fREin (Z££)
X11-forwarnding
openssh-client | V:813,1:996 | 4754 | ssh -X SSHEFim (X&)
xauth V:157,1:952 | 86 xauth XENXHETER
x11-xserver-utils o) 1530 | 570 | xhost X PR i isIa R

Table 7.8: EIEE X RREBIHMAR



http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://packages.qa.debian.org/g/gnome-remote-desktop.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://wiki.gnome.org/Projects/Mutter/RemoteDesktop
http://packages.debian.org/sid/vinagre
http://qa.debian.org/popcon-graph.php?packages=vinagre
http://packages.qa.debian.org/v/vinagre.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Vinagre
http://packages.debian.org/sid/remmina
http://qa.debian.org/popcon-graph.php?packages=remmina
http://packages.qa.debian.org/r/remmina.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Remmina
http://packages.debian.org/sid/krdc
http://qa.debian.org/popcon-graph.php?packages=krdc
http://packages.qa.debian.org/k/krdc.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.kde.org/krdc/
http://packages.debian.org/sid/guacd
http://qa.debian.org/popcon-graph.php?packages=guacd
http://packages.qa.debian.org/g/guacd.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Secure_Shell
https://guacamole.apache.org/
https://guacamole.apache.org/
http://packages.debian.org/sid/virt-viewer
http://qa.debian.org/popcon-graph.php?packages=virt-viewer
http://packages.qa.debian.org/v/virt-viewer.html
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
http://packages.qa.debian.org/x/xauth.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
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username $ gitk

==
=)

3FF xwayland, XAUTHORITY BZE{L"/run/user/1000/ .mutter -Xwaylandauth.YVSU30” #1&,

7.8.2 X RBIFIZTEERE
A X O MYAER2 M Aisa A X BESREER, B X11 85T,
.« EARMENBRITH—4 gnome £&i#,

BT TS, IBTH -XOEIM ssh(l), B SITZiRiEE,

localname @ localhost $ ssh -gq -X loginname@remotehost.domain
Password:

BT TGS, ERRRET— X RARERF, FlW “gitk”,

loginname @ remotehost $ gitk

EXANFEATUERRBIZE X ERIHNGEL, BETERBET — /N &l UNIX IZEEFHITAMAER,
S I/ 48 SSH/SSHD B95 6.3 79,

[

5 A
@ MTF&Z£MRERE, 7£ Debian R4 L, iLi2 TCP/IP &R X BRBin, BRMIAKERAN., FE@EIEEAVR
E'xhost +" REBAE]. WMREBEEHIE, BAESH XDMCP E#,

7.8.3 X AR%3i% chroot 1%

FER—MIMET (EE3N chroot), M X #OXKINAAEIE—EVM X RSim, BEXXXELEAD, EBER
xhost FH{TELLBIEMN, BIiLfER User-based access , HIU1 N ERI”gitk”,

username $ xhost + si:localuser:root ; sudo chroot /path/to
# cd /src

# gitk

# exit

username $ xhost -

7.9 EiNLR

BIMEXAZIBNEMR, B0%E 1.44 7,
HNEESRZIENENR, SHE 11.6 75,
—LERSITGH S hEREF TR (EZRMENER ).



https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_Window_authorization#User-based_access
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i ‘ ‘
REa RITE BX | HFgiBir 15%ER
N
xsel V39, 1:43 59 X X ZEN®LTEO (HER )
xclip V:11, I:50 64 X X EERSLSTED (HER)
- - . =] A A==
wl-clipboard V0, I:1 129 Wayland El copy wl-paste: Wayland BIlla B35 <178
o Linux i£6] | & Linx EHI&8 EBRABRREHFRNEETIPEE
gpm V:11, I:15 539 & ( daemon )

Table 7.9: #FF AT MAIRAE RIZF TR



http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon-graph.php?packages=xsel
http://packages.qa.debian.org/x/xsel.html
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon-graph.php?packages=xclip
http://packages.qa.debian.org/x/xclip.html
http://packages.debian.org/sid/wl-clipboard
http://qa.debian.org/popcon-graph.php?packages=wl-clipboard
http://packages.qa.debian.org/w/wl-clipboard.html
https://wiki.gnome.org/Initiatives/Wayland/PrimarySelection
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
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Chapter 8

FRACANZ1t{L

H

— MR ARGE ZESL (MI7N) AAMIES 25, BT 2 MR,

» EFFE (118N): FE— MR EEBIE S MES A,
« AL (LIN): E—MRERE—MEERIESIFE,

Wi
7£ multilingualization ( 21851t ). internationalization ( EPFR{t ) #0 localization ( &itaft, ) #, F 17, 18, % 10
FHEE'M 07, 7 F 7, FT RE], EfIMEMRR A M17N, 118N #1 L10N, TSN i18n N4E .

8.1 ESIE

ERZHERMCITH, BRETEEMETE7SLANG” RZIHFAME, BSMEMLPRZHF, K libc FERHENIF
M, HERZE locales 5 locales-all #4El, locales MEGBEEWIE LA,

90 locales 5% locales-all MHBIIRBLRR, IFHESMENRMEX, RAERA US HiBBR, HiZAsCl
REIBERE. XMTRISLANG” HiRE J9”LANG=", "LANG=C” 8X”LANG=POSIX” [E,

GNOME 1 KDE EHR KGR ZSIESH, t{1Bid I8 UTF-8 HIBRIMERRML, FiBiT gettext(l) Mg #tEHE
SERAM, BXEE I URIRII A LR EREH,

B #ifY Debian £@E GUI (BB FRE ) 24 BEE GUI IMERIREIESIMEN”LANG=XX_YY.UTF-8", IXE&, "xx”
= ISO 639 iIBE XS , ”YY” & IS0 3166 EFRMX 1L, XLEEHEEREA GUI WEERIZRE, HINTEFRMITA,
S0% 152 %

8.1.1 UTF-8 EEmMEMERIRIE

RIEBHUXARIERIAR ASCII, EWNREBEREBHY, LT 127 NFF (ER 7 il ),
BELRSR AR B S IE ASCI 1, FIUNMMEHMINZSGS|SHE ASCI RENATARY,

b’’"“b’"double quoted textb’’”b’’ is not ”“double quoted ASCII”
b’"*b’"single quoted textb’’’'b’’ is not ’‘single quoted ASCII’

ATERBEZER, FEERENFEBAGHAREZISES. (80IF 11.2),
Unicode FRFER A 21 B SSEERER/LERBALEHFER (HI180, +7-3#6189 0 2 10FFEF ),



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://www.debian.org/doc/manuals/intro-i18n/
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO_639-1
https://zh.wikipedia.org/wiki/ISO_3166-1
https://zh.wikipedia.org/wiki/Unicode
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NARYRIE Z 4 UTF-8 1 Unicode BB RIEREEI — NS IERY 8 I EUIBIR, FREHIRE ASCIH BUIBELIER A, XAME
UTF-8 fE A IR HEZEFRIERE, UTF 3R7R Unicode 35348 ( Unicode Transformation Format ), = ASCII £ A IEL:
¥R UTF-8 B8, EEHMEI ASCII R2—HMASTIK/N, FiLARRE UTF-8 IBEIMEASBEAEX.

£ UTF-8 IBEMMRE T REBMNARER, RRIUERMREIMEXATIE, EMEXRNFERNBN ELEZNEAE,
WTE”’LANG=Fr_FR.UTF-8” iESIME T, gedit(l) (GNOME REMIXAYRIEER) AEE B R ImIBN X F T AR,
MERNERREE,

BR

Fir R en_US.UTF-8” FIZBIMERC ' POSIX” B IMEENMERIMERN US RER, ENEHIFESEEAMN
ARG, 7ELIPENC RHiTHE, MNRIFANNAELIE ASCI FFF, BERNTEMATHEMAIE UTF-8 RBIESR, 7
Debian F{EHIENRER"C.UTF-8" iBSIAE,

IR

—LEREFAESRF IBN EREREZNAT, IRENEN N TEREMNL, MAERSPER UTF-32(UCS4) R3ZH;
Unicode, #FB & MEIITIESIMERTIERN ASCI FHRBHZBRE 4 ~F T, B—X, (£/A UTF-8 ESIMEH
ARERRKT 40

8.1.2 ESWREMENLE

ATILRFARRE-ESUERE, ESMRRIEBO TN ESINERIEETRIE,
locales B BB EMERENESIMNEHIE, MEERTHEMNAEKLE:
# dpkg-reconfigure locales
ZdiRER 2 M PR,
L. ERERENESIMERIERIF H Z#HGIN. (FRIAZELE2—1 UTF-8iB5IR)

2. Bid eI “/etc/default/locale” RIRERAMIAWIBSIMEIEL PAM ERA (BF 45 1),

1REE”/etc/default/locale” BEMALATCEIMEINESIME, sILA# GUI (BB FR@E ) MAREFR GUI B
BERE,

EE
FRERNBIERRIB RS LB “/usr/share/i18n/SUPPORTED” 3R i, tk, "LANG=en_uUS"
Z”LANG=en_US.IS0-8859-1",

locales-all REBEEMBENRmIFVESIMERIE, EEAREIE”/etc/default/locale”,

8.1.3 XHRIWI

WFEEANBIERR (BUE 10.1.7 ), (FREERNANREERXXGRE. B4001F, NMEREDER, mount(8)
{Ri% vfat X R R CP437. (RREBLXM R RHLIFAIEHIETIRERUTE-8 B CP932.

EE
£ GNOME XEMMREEIMET, SBENEH—MARIE U 28, ReIUEEXHENEHED, 652E L0
El¥R, mi’Drive” , "Setting”, i A”utf8” Z|”"Mount options:”. X/ U 2 T R¥EHA, UTF-8 #iRILA T,



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
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B
MRIFEHRHR—NRGE, HENSHVIE UTF-8 R TBHLIE, 3E ASCII ;fTE’JSdfF%mfF%{EFﬁ%IEE’\J ISO-8859-1
g}, eucJP RYRHD. 5T KA T BIiBth{15%#%2 UTF-8. &NlE 11.1 1.

EZIANBR T, Samba YW HHYZ F i (Windows NT, 200x, XP) f£F Unicode, {EXZHIZ Fis (DOS F1 Windows 9x/Me)
{883 CP850. BJLATE”/etc/samba/smb.conf” X4 EMH, {#/A”dos charset” R LTEE PRI MNERIAGRID, LE
id, CP932 ‘A HIE,

8.1.4 AMLEETEIEE

£ Debian RARERIIFS NEANXAEEEEIIZFEE, LLNHERER. iEEFBL. XREMFMIL, GNU gettext(1)
BT TRER KA EEENMNER TR,

aptitude(8) 2, ”Tasks” - “Localization” It —MNERAMNZHBIET RIIR, LNAREFIEMNAHEDFREMLED
1EXHE,

EAEF, {REI LR 3R manpages-LANG BIRIRBA ML man FMIIESR, K”/usr/share/man/it/” RKiEEX
programname BARER) man FHTI, 1T FEBMRE,

LANG=1it_IT.UTF-8 man programname

18I $LANGUAGE IMELE, GNU gettext BEHEIENEFNFIBE MM ERIIR, Fia0:
$ export LANGUAGE="pt:pt BR:es:it:fr”

FEEZSEE, &0 info gettext , [Fi%”The LANGUAGE variable” &3,

8.1.5 ESMERIR M

sort(l) MFMFHEF, RIESMENEN. BT IENRIEESMEHIF R —H1,
SRR

1s(l) WHEIKRAZIESIFES M. "LANG=C 1s -1” f1”LANG=en_US.UTF-8” AR ERA—HN (BNH
9.3.4 ).

AEESHMBENRFIRRA—#F. (LR, RBESHED, —FT<—EXRRN"1,000.1”, MEREBESHER EE
R~A7L. 000 17, {RR] AR FRASIEF EEEEIX N AE,

”$LANG”H CEMNS M TEBRBETIRE SLC_*" TEXRES, XEMIETE XNEEBEILTIRE $LC_ALL”
ﬁ’ﬁ%&ﬁm"ém WS M locale(7) man FMTT, FRIEMR ﬁ?ﬁg'JE’JIEEEﬁJLEmE’JEEE. BT B 1 R E
% "$LANG” TLERIZFE— UTF-8 iES N E,

8.2 HEWmA

8.2.1 Linux ITHIEF X EOMNRERA

Debian £ 45 7] LA keyboard-configuration #1 console-setup MG BEE S MEFMLERTGR,

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

IFF Linux IZ2HI A8 X BORY%, XEEHE”/etc/default/keyboard” #1”/etc/default/console-setup”
BEMNEESH, XMAERE Linux BHIAFF., F23E ASCIL EF, BEFSHMNMESERNETFEN, =JUER
TEHE. AltGr i 0 A58 RBAEN



https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
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8.2.2 Wayland &2 A

Wayland £HZ 4 B GNOME, % 821 BAZIFIEFEEBMEIMNIES, Bus AMYZHIIMNES, HZHFEUMNES.
GNOME £ mEFBIRE BLIKE X R BT gnome-shel1” ##%E”ibus” , ”ibus” WXIBE X EHERM setxkbmap
#0 XKB EININEE, WRESHEEBWA, TEEM”GNOME Settings” 2{”’GNOME Tweaks” ig& ibus,

JEN=
MR ibus BGE, EMEERETELN X WEmIMET, BT setxkbmap EBEBHESM X B2, hEM ibus BE,
{REEB LRI ibus, R im-config iREMAEZ'None”, ES1EE, Sl Debian £E: A,

8.2.3 IBus X#FMMINE

GNOME S @I EiEid”gnome-shell” ##&”ibus”, ”ibus” WFHNERIHE, B—NFHERE,
BWASMIES I NAREFMGIEREZNT :

Keyboard Application
A

| I
+-> Linux kernel -> 1Input method (ibus) -> Gtk, Qt, X, Wwayland

+-- Engine--+

FERZ 1Bus FIERS I ZRHERTIR,

RHEE RITE XN | ZRESHIE

ibus V:125,1:167 | 1598 | f&EFH dbus B93I AT VIESS
ibus-mozc V1, I:3 1003 HX

ibus-anthy Vi1, I:1 8790 | @E

ibus-kkc V:0, I:0 214 [ E

ibus-skk V:0, I.0 244 [EE

ibus-pinyin V20, I:1 1434 FX (zh_CN)
ibus-chewing V:0, 1.0 415 FA3Z (zh_TW)

ibus-hangul V:0, I:1 288 X

ibus-table V:0, I:1 1984 IBus &R5| &

ibus-table-thai I:0 47 =X

ibus-unikey V:0, .0 318 fO1EaRES

ibus-m17n V0, I'1 187 ZiES: HNEB. MAEEFMEE

Table 8.1: IBus FIERI S| R GEFIFR

ED=

WFHX, "feitx” BJUZB—MERIVEMNEIESR, WF Emacs FWEREFE, "uim” AR —MENK, TieWH
7T, REJEEREA im-config M—EHSMIFTECE. & 'kinput2” XEER) AL £ Debian BEFTF
£, ERAHEFRIMAER,

8.24 —/HIBMAIF

HARMAERIEBEINE ("en_US.UTF-8”) TEMBEXHAZIEEBH. TEREE Wayland £ GNOME TR 1Bus B4
i

1. RRBANBNEREE ibus-moze (% ibus-anthy ), BARK im-config FHEEFRIRHEEL



https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
https://wiki.debian.org/Keyboard
http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon-graph.php?packages=ibus
http://packages.qa.debian.org/i/ibus.html
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon-graph.php?packages=ibus-mozc
http://packages.qa.debian.org/i/ibus-mozc.html
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon-graph.php?packages=ibus-anthy
http://packages.qa.debian.org/i/ibus-anthy.html
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
http://packages.qa.debian.org/i/ibus-kkc.html
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
http://packages.qa.debian.org/i/ibus-skk.html
http://packages.debian.org/sid/ibus-pinyin
http://qa.debian.org/popcon-graph.php?packages=ibus-pinyin
http://packages.qa.debian.org/i/ibus-pinyin.html
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
http://packages.qa.debian.org/i/ibus-chewing.html
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon-graph.php?packages=ibus-hangul
http://packages.qa.debian.org/i/ibus-hangul.html
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
http://packages.qa.debian.org/i/ibus-table.html
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon-graph.php?packages=ibus-table-thai
http://packages.qa.debian.org/i/ibus-table-thai.html
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
http://packages.qa.debian.org/i/ibus-unikey.html
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon-graph.php?packages=ibus-m17n
http://packages.qa.debian.org/i/ibus-m17n.html
https://zh.wikipedia.org/wiki/Input_method
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2. ¥ Settings” - “Keyboard” — “Input Sources” — f£”Input Sources” FRE&5”+” — ”Japanese” — ”Japanese mozc

(or anthy)”, AFEEH"Add”, MNREKEWHE.
3. fRETLAEFITF S AR,
4. EFERAFPWKF,
5. ARET GUI TRAZE, REF—MIANR.
6. {£F SUPER-SPACE TR LRIV Z 813 1Tt]]#%. (SUPER #1852 Windows ##.)

"R

MRAEHFEEBRYIERE (shift-2 RBAFE - WaISHIE) LHNREFEBRNBENE, ELENT
2Rk E Japanese” . {RAEMZZENIIBERY “US” B (shift-2 HEBZIBEE—/ @ #5ic ) L{EF"Japanese mozc (8%
anthy)” BIABX,

« im-config(8) B A F R EHE A AR Input method”,

- Lt4h, MEFHEY shell RMIT im-config”,

* WNREL M root MK ELIE root ST, im-config(8) RIMSBFARE.
« im-config(8) iLREMBMNEE R RARIAMARERF T

8.3 ERiH
Linux £H18 REERERNES., ((FEEFERBRINLIRER, Fl30 jfoterm@), MM7EIE GUI FHI&HF ERIE
BMES. )

REFENFRZRAWER, GUI (BRAFRE ) MR (F 7 B) SEBERES UTF-8 F, ([RIEFHEEN
MW, AWAPRIEZERN. )

8.4 FRIMETREEBIKXNFR

ERIESMET, AELH. FRFFNABRERFHITEKERSILMAMEIN#FFES, IHSSHLIRRHHET]
ANEBEFF (2 Unicode AR #11 ),

&R LA IX N B 3 :

- gnome-terminal: EE - BEXH - BER - REMH - BEGRXHNFRF - F

» ncurses: REWIETE export NCURSES_NO_UTF8_ACS=0,



http://unicode.org/reports/tr11/
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Chapter 9

ALIxIT

X8, WAk ENERRANELRRKIT,

9.1 =FHIEKRIT

B LT RREFRFBIRES &iE0,

REBDTEFEHI B RIF,

RE8 RITE X/ ] 1HER

mc V:56, 1:227 1508 | EHE 13 7

bsdutils V681, 1:999 | 402 script S RIERBIRAKENRIRR AR T
screen V:106,1:270 | 1014 | VT100/ANSI Zinpiailzs 6 S & AR IR

tmux V:35,1:140 | 1045 | RizEANEESER ({FH “Control-B” X&)
fzf V:3, 1.8 2637 | IR A EIXES

fzy V:0, 1.0 54 BRI A TS

riwrap Vi1, 1:19 297 B & readline FFERSRSITHE

Tedit V0, [:14 306 HE & readline FAERIHmL1THR

rife V:0, I:0 49 1 2% readline FHERIAR S 1T 3=

9.1.1 ;EMIRYIEE shell ;&5

EIEMER script(l) (8M%E 149 1) 1BF shel ;ENEF=TE—NEEHZEMFHXE, XEEFZFFIUZRTE
AR, EAcol(l) Hig,

$ script

Script started, file is typescript

HHLEIRAE------ 3% Ctr1-DBH script.

$ col -bx < typescript > cleanedfile

$ vim cleanedfile

BERMFGURICR shell j&50:

+ {£F tee (£ initramfs By Z T FZH AT F):
$ sh -i 2>&1 | tee typescript

Table 9.1: Z¥FEHIGECNBVIEFIITR



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/screen
http://qa.debian.org/popcon-graph.php?packages=screen
http://packages.qa.debian.org/s/screen.html
http://packages.debian.org/sid/tmux
http://qa.debian.org/popcon-graph.php?packages=tmux
http://packages.qa.debian.org/t/tmux.html
http://packages.debian.org/sid/fzf
http://qa.debian.org/popcon-graph.php?packages=fzf
http://packages.qa.debian.org/f/fzf.html
http://packages.debian.org/sid/fzy
http://qa.debian.org/popcon-graph.php?packages=fzy
http://packages.qa.debian.org/f/fzy.html
http://packages.debian.org/sid/rlwrap
http://qa.debian.org/popcon-graph.php?packages=rlwrap
http://packages.qa.debian.org/r/rlwrap.html
http://packages.debian.org/sid/ledit
http://qa.debian.org/popcon-graph.php?packages=ledit
http://packages.qa.debian.org/l/ledit.html
http://packages.debian.org/sid/rlfe
http://qa.debian.org/popcon-graph.php?packages=rlfe
http://packages.qa.debian.org/r/rlfe.html
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- {EF gnome-terminal GIN{TE A, HIRNFEE.
« f£M screen #1"AA H” (B 9.1.2 1) RK#ETEREIGIER,

- FEAVvImA” terminal” FEALBER, FEA”Ctr1-w N’ NRIHEHRH B @&, FHA”:w typescript”
BEEEE—1XH,

« {5/ emacs f1”M-x shell”, ”M-x eshell”, 3”M-x term” RFENIEFIEFHE, FH’C-x C-w’ BEEFBEEIX
.

9.1.2 screen I£fF

screen(l) MERF—MNEIRE IZITS N #HIZ, ERITIEIE shell HFEZHFPEIAER:. XBER —MNAEEAY screen(l)
ER7=.
1. BRE—MEFENEE.
2. ERAEHIA LB5h screen,
3. €M 7A ¢ ("Control-A” #%E7¢”) £ screen HEIBMEOMITS MER.
4. ¥ MA n ("Control-A” & "n”) RIEZS /) screen B[O [al5E1#k.
5. RN, MBEEBAENER, BREAEEEEEMOIE, MXETEREEZERRRE,
6. fRE]ABEIEAI A NDE screen 21,
- BRI IR iR
« A MA d ("Control-A” &) HFETNERERREER
« ¥ A\ AA DD ("Control-A” #£&7DD”) 98 screen FRHER
7. (REFERIIE—MZLEN (BMEARERILR ),
8. fEA”screen -r” |35 screen.

9. screen BARRMIEFHM ESRIFTER screen AT BEENGITHIIERF.

’R
WF%RSHERBITBIIMBIERE, REILUBE screen HEEREZRA, NARE] AR ERENIE—MEFEM S
17, SIRHEEBRERNERHLEE,

£ screen REE, RTHSBRBINAEREMASBIWREINIMEL. screen IEGLKEBRET N
("Control-A”) JIE MR IMEFISE] RGA. ZEE-LEEENGSRBRFERILHE,

TSI screen(l).
20 tmux(1) , THEERHESHINEE,

9.1.3 7EHFRIENEE

EE 142 7, 2/ FEGRFWEE B KIENRFE, 1 SCDPATH F mc f#id,
WNRIRERARIN AITRIER, MEERARARERRZ, WF fzf &R, &~/ .bashrc E@EEETIINE,
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BEYTEThRE 14ER

AN ? ERFFES (EREHE)

AA C EIE— R E OHF I BRENZE O
AA N v —1E0

AA P ERi—1&EH

AA O Zo=S&EMO

AA 1 15EM

AA W [EENGINIES

AA a FEREERARE Cul-A FHaiEad
AA h ESRiE ONEEIISE—XXHF
AA H Fia/ER Saim 02 XXEFIER
AR AX BIE L Tn (BRI

AA d ME&UwR 77 B screen S1E

AA DD D& screen RNEHELE R

Table 9.2: screen H241EFITR

FZF_KEYBINDINGS_PATH=/usr/share/doc/fzf/examples/key-bindings.bash
if [ -f $FZF_KEYBINDINGS_PATH ]; then

. $FZF_KEYBINDINGS_PATH
fi
FZF_COMPLETION_PATH=/usr/share/doc/fzf/examples/completion.bash
if [ -f $FZF_COMPLETION_PATH ]; then

. $FZF_COMPLETION_PATH

fi
ign:
- REEBRIMUIVREMAEE RN FER, MEEBMA cd ** 5% Tab, ARMIBRIERIRERZ, WAZBH K

fE
12FfFER, Lttt s/d/b foo, WRBERIERKZ, BILBILIRIEIZERN cd, RERIGEERIIBEZ,
(i

« RE]ARSRAVLENRIE, NGSHEEEmER— 1<, EMSITRIRM M Ctr1-R, RABRRERIERRENG
L. WMABDGLFEMNE, Ll vim d, BEEERED, ERXRNEERERGEERNGS,

9.1.4 Readline {3
—LEg<, tEEN /usr/bin/dash, ERUGSITAEREEES, B rlwrap NENENY T EITHAES BB Y
DX FERITHEE,

$ rlwrap dash -i

R —MEREARMIN dash UMM ZAE, AWM bash FIRIFIFE,

9.2 ZEfl vim

AERBIEE 1.48 BEIEAXRR vim(1) [5, 515 Bram Moolenaar BY”Seven habits of effective text editing (2000)” SRIE
% vim NS EMHRER,

VAV
RBEFBEHIER, BAZSHRERIANRIE,



https://www.moolenaar.net/habits.html
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9.2.1 RARFFHEES vim

vim BT ARSI EZRINE, Bl Ex-EXNN&GS, BRENREEYE, thil”set .. .7 RigE vim £

XL EX-EANGS, SEBERAFN vinre XFEEREE, FRY~/ . vimre” 3 git KEFAY"~/ . vim/vimre”, XEB
BN EER 2/, 1:

colorscheme murphy " from /usr/share/vim/vim??/colors/*.vim
filetype plugin indent on " filetype aware behavior

syntax enable " Syntax highlight

"set spelllang=en_us " Spell check language as en_us

"set spell " Enable spell check

set autoindent " Copy indent from current line

set smartindent ” More than autoindent (Drop/Pop after {/})
set nosmarttab " <Tab>-key always inserts blanks

set backspace=indent,eol,start ” Back space through everything

set laststatus=2 ” Always show status line

set statusline=%<%f%m%r%h%w%=%y [U+%04B1%21/%2L=%P, %2c%V

9.2.2 FIINERREFBEF vim

BT ERER, BIZER vim-scripts 3RFE, HHINTEMNABTERAFR vimre X, BEF8/Z A secure-modelines F1E 4R
Y IDE,

packadd! secure-modelines

packadd! winmanager

let mapleader = ' '/

" Toggle paste mode with <SPACE>p

set pastetoggle=<leader>p

” IDE-1like UI for files and buffers with <space>w

nnoremap <leader>w :WMToggle<CR>

" Use safer keys <SPACE>? for moving to another window
nnoremap <leader>h <C-W>h

nnoremap <leader>j <C-W>j

nnoremap <leader>k <C-w>k

nnoremap <leader>1 <C-w>1

WMHRE vim REBE R 4%Egit” M7git submodule” IRFAY TE, —NXHFMNEEDFEEBE Y git BE:
dot-vim %%, AF LRIXFFEAY:

- BEfEA"git” M7git submodule”, BRFAVY RIKME, LI name”, SHME] ~/ . vim/pack/*/opt/name
MR TS,

1180 : packadd! name 1TEIFFH vimre X4, XLEREBHE runtimepath,
* Vim EEMVIRILE INEHX LR EFBE] runtimepath,
- EEVIBRMEHRE, TRXEMNIREWHES, £A helptags ALL”,

?}ﬁ%ﬁ%\, BfEM”vim --startuptime vimstart.log” B&fl vim R ELFRIIMITINEIE — N T RIEFEMN
i8],
ERET &I B BRI R R R 8L :
* Vim - T ARTERISIAYR4EEE -- Vim Fll vim IR E 75 Lilfibs
+ VimAwsome -- Vim ¥H{4SIZR
» vim-scripts -- Debian 3R €1: —4* vim BIAAIUTEE
EHEIXRENBIXASMH N2 KEEMMEXLINBIVREEE vim, KMEFRBHERRRIFNGIE,

1B ZFHEIDFITERIEFIFF: 7 Vim Galore”, ”sensible.vim”, *#vim Recommendations” ...
2vim-pathogen tH1R;R 1T,



https://packages.debian.org/unstable/vim-scripts
https://github.com/osamuaoki/dot-vim
https://github.com/osamuaoki/dot-vim
https://www.vim.org/
https://vimawesome.com/
https://packages.debian.org/unstable/vim-scripts
https://github.com/mhinz/vim-galore
https://github.com/tpope/vim-sensible
https://www.vi-improved.org/recommendations/
https://packages.debian.org/unstable/vim-pathogen
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i

=
(=1

:help package

fERE vim B

thelp runtimepath

fEFE runtimepath HIEI

rversion REPIRE, B vimre XEREE
recho $VIM BT E7SVIM” FRENL vimre XERERE

:set runtimepath?

SHARERAEE TN BXENER

:echo $VIMRUNTIME

MELTE”SVIMRUNTIME” B REMNRER RERENGTNXIF
X

9.3 HURBICEIRER

9.3.1 HiER

Table 9.3: vim BI¥JIBLIEE

&5T1Pi# 2 (daemon)

Many traditional programs record their activities in the text file format under the ”/var/1og/” directory.

logrotate(8) is used to simplify the administration of log files on a system which generates a lot of log files.

Many new programs record their activities in the binary file format using systemd- journald(8) Journal service under the
”/var/log/journal” directory.

You can log data to the systemd - journald(8) Journal from a shell script by using the systemd-cat(1) command.

2%

9.3.2 HENR

3.4 TFIZE 3.3 ..

XEBEEFEMREDITIRG ("~Gsecurity: :log-analyzer” £ aptitude(8) #).

ENES) ATE A/ | HBA
Togwatch V:14,:17 2276 | A Perl EMHED G, BRI
fail2ban V:109, 1122 | 2092 | ZRAER S MAIEBIRAY [P
analog V:3,1:104 3534 | web HE%%EEI,.,\JJJFE
awstats V9, I:13 6910 | BMAFIFFELMEEY web FREF[HEDT
sarg V2, 1:2 843 ZERY squid Vfﬁ?ﬁ*':
pflogsumm V2, 1:4 111 Postfix H&FH
syslog-summary | V:0,I:1 30 BZE syslog EIUSZFFV\JE
fwlogwatch V:0, .0 478 BARIEHE D ITERE
squidview V0, I:1 189 BT squid access.log X
swatch V:0, 1.0 101 E NMFRER, S=MHENETXEEERE
crmll4 V:0, I:0 1119 Controllable Regex Mutilator FIHIIRABEFIELIE (CRM114)
icmpinfo V:0, 1:0 44 R ICMP BR
Table 9.4: RF BT R ITIRMEFIR
B
CRM114 RHES MR EEMITIESE, AT TRE EMRIANE . EXEALIRBAEIREPER, Bhaes

BT BRES .



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon-graph.php?packages=logwatch
http://packages.qa.debian.org/l/logwatch.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon-graph.php?packages=analog
http://packages.qa.debian.org/a/analog.html
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon-graph.php?packages=awstats
http://packages.qa.debian.org/a/awstats.html
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
http://packages.qa.debian.org/s/sarg.html
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon-graph.php?packages=pflogsumm
http://packages.qa.debian.org/p/pflogsumm.html
http://packages.debian.org/sid/syslog-summary
http://qa.debian.org/popcon-graph.php?packages=syslog-summary
http://packages.qa.debian.org/s/syslog-summary.html
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
http://packages.qa.debian.org/f/fwlogwatch.html
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
http://packages.qa.debian.org/s/squidview.html
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
http://packages.qa.debian.org/s/swatch.html
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
http://packages.qa.debian.org/c/crm114.html
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
http://packages.qa.debian.org/i/icmpinfo.html
http://crm114.sourceforge.net/
http://www.laurikari.net/tre/
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9.3.3 THINARENER

BRI more(1) 0 less(l) IFMNTERF (EWUE 145 T 7 ) MATERMBANBEEXTE (21% 11.18
il ) AJRRMERXALE, EERNREESE (S0F 146 7)) RAEKN 1, BAEGMRS.

BR
FF vim(l) FIEMS TIRR BB view(l), “:set hls” FJUARHAERIER

9.3.4 TEHINEFBENER
“1s -1" ﬁ’v\%}\ﬂﬁﬂ'}lsﬁuEIEHJLa-ff%‘tHM&%n%Wﬁ($ﬁ?€ﬂ@1ﬁ£§m'§§ 1.2.6 $). “SLANG” TLEEHELE
=, {EE HWEHE “SLC_TIME” H"$LC_ALL” MIETEEE,

FMESMMESIRRENA B RENEUR FATE R C FREERMA ( 1ibee AR ), thEidik, AERY Debian &17
B ANEEIAE R, YT iso-formates, Il ISO 8601,

WRF EH’J,.,EEXLthmn.:.Hth'JE'heﬂ%l]EIHHJLH-W-E {RRiZiBE “--time-style” %48k “$TIME_STYLE”
FERIREMEM#RE (2R 1s(1). date(l). “info coreutlls ’1s invocation’”),

B EFNE BSNE S BENEE RN
iso & 01-19 00:15
Tong-iso EE 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso EEE +0900
BESWE C Jan 19 00:15
BESNE en_US.UTF-8 Jan 19 00:15
BESE es_ES.UTF-8 ene 19 00:15
+%d . %M. %y %H :%M EE 19.01.09 00:15
+%d . %b . %y %H : %M C =% en_US.UTF-8 19.Jan.09 00:15
+%d . %b . %Yy %H:%M es_ES.UTF-8 19.ene.09 00:15

Table 9.5: {£F BYEIFEERY s - 17 @S RIBTE)FN H HRRY B 7RI F

"R
Rl MEA G LRI B UBRRAEGSITHRWARKINER, (2015% 159 )

alias ls='1ls --time-style=+%d.%m.%y %H:%M’

9.3.5 shell # echo Mg

REBDPALLURAY shell A echo BETSEF ANSI N FRREREIE (S0 “/usr/share/doc/xterm/ctlseqs. txt.gz”

2l T+

$ RED=$(printf ”\x1b[31m")

$ NORMAL=$(printf ”\x1b[Om”)

$ REVERSE=$(printf ”"\x1b[7m”)

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}”



https://zh.wikipedia.org/wiki/ISO_8601
https://zh.wikipedia.org/wiki/转义序列

Debian & Fift 136 /224

9.3.6 FHEHIMNGS

EREAWMET, SHmbTEIe, EBARER<SHMLTERERN, AR~/ bashrc” EIMAT FTERE.

if [ "$TERM” !'= "dumb” ]; then
eval ”"‘dircolors -b‘”
alias ls='1ls --color=always’
alias 11='1s --color=always -1’
alias la='1ls --color=always -A’
alias less=’'less -R’
alias 1ls='1ls --color=always’
alias grep='grep --color=always’
alias egrep='egrep --color=always’
alias fgrep='fgrep --color=always’
alias zgrep='zgrep --color=always’
else
alias 11="1s -1’
alias la='1ls -A’
fi

EREXGSHP, FEAMNBREFHEEHEZIEE, SHIFRELTE export GREP_OPTIONS="--color=auto’”
LEFA, XHEEIL less(l) ZEMTEEFEE JP‘ﬁ@ HEREEIEEHSON, MEREHE, LEY
F7~/.bashrc” HIRANZE, TJLAER”--color=auto” {&.

R
EXERMIEER, BT TERM=dunb bash® 1B shell , {FAEBXHXLERBIIE,

9.3.7 ICRIWEREFNESIRMFIE

{REESICRIRAE 23 B RIVE B RIFENE,
$F Vim, B3 T ERE,

< g FAEREA TR G BFNEFR .
R

Cq: ERIBRWANF,

< Qe MTEEH a HINE.

X F Emacs, 5% F HIR(F.

3

L 7C-x (7 FHAR N MR
- - RIREERAE
L 7C-x ) BEREX—MREE.

« "C-x e” MIT—TMREZ.

9.3.8 1Cxk X NAREFMEIR
BLEHREIMCK X NAEFHNER, 81 xterm B,



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
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RER WITE XN | FE
gnome-screenshot) y.,g 153 | 1172 | Wayland
flameshot V:6, 1:12 1722 Wayland
gimp V:63,1:312 | 19729 | Wayland + X
x11-apps V:29, 1:469 2437 X
imagemagick 1:365 220 X
scrot V7, 1.77 126 X
Table 9.6: EIF2ERAIET BEYIR
LRG3 mITE KAV | 5EBH
ry E F Y v = E ~I-
etckeeper V:27,1:31 176 e G”_(;"j“* ). Mercurial 8% Bazaar (¥ ) RFRFRCE XA
et R
timeshift V2, I:5 3142 | {#H rsync 2k BTRFS REM R G E L H
snapper V2, 1:3 2170 | Linux XHFRAREZETE
Table 9.7: 1ERECE A LRI G BIIZR
9.3.9 IEREENHHITE

BREMT AR LAENT DVCS HEBIRICRECEFIIEZEMA Bufs LHIfFRFRE
fRRTAB R A ASE 10.23 WHE,

] Ve j:';‘i'
mixT- it

9.4

e =L ES R )

2 FriEnh RE TR {3 A 4 IARY T B a0,

nEe ATE KAV | iBH

coreutils V:892,1:999 | 17372 | nice(l): AR EMEEMRENGT— 1 EF

bsdutils V:681,1:999 | 402 renice(l): IHE— A BHRIREGITRIHFIZRAERL

procps V:738,1:999 | 1648 | ”/proc” XHEZRFLE: ps(l), top(l), kill(1), watch(l), -
kD) 3 2 . J

psmisc V:407,1:828 | 793 /proc” XEBERGTH: killall(l), fuser(l), peekfd(1),
pstree(l)

ST BT ARRSEZRRERNE
time V12, 1:228 199 }tﬂlme(l) BIT—NMER, FABTEL HRRERRER
sysstat V:160, 1:183 | 1923 sar(1), iostat(1), mpstat(l), ---: linux RHHEE LR
isag V:0, 1:3 117 sysstat IR BRI R FAEDNE
Tsof V:383,1:945 | 451 Lsof(8): ER”-p” EIGIEE —NRRFIZFTAIIXE
strace V:15, [:144 2367 | strace(l): IRERRGZIEAMES
Ttrace V:1,1:20 363 ltrace(l): IREREEVEFE
xtrace V:0, I:0 353 xtrace(l): IREr X11 EFimflRS 25 in < [B]FVEE
powertop V:11, 1213 680 powertop(l): RAEEREFERER
cron V:796, 1:996 | 263 R¥E cron(8) IF&~FiP#FE (daemon ) E’Jiﬂftﬁ—q\iﬁﬁ
anacron V:407, 1:482 | 107 BT EEX 24 NBETEZHIG SR, 2 cron

— =T ES2 e — T
at V:143,1:255 | 161 ;;_(l\})_ibatch(l) E— T RBENNEZEITESSEE —R40N

Table 9.8: MIZFNIEHIFEF ENTHEYIR



http://packages.debian.org/sid/gnome-screenshot
http://qa.debian.org/popcon-graph.php?packages=gnome-screenshot
http://packages.qa.debian.org/g/gnome-screenshot.html
http://packages.debian.org/sid/flameshot
http://qa.debian.org/popcon-graph.php?packages=flameshot
http://packages.qa.debian.org/f/flameshot.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
http://packages.qa.debian.org/x/x11-apps.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon-graph.php?packages=scrot
http://packages.qa.debian.org/s/scrot.html
http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon-graph.php?packages=etckeeper
http://packages.qa.debian.org/e/etckeeper.html
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://packages.debian.org/sid/timeshift
http://qa.debian.org/popcon-graph.php?packages=timeshift
http://packages.qa.debian.org/t/timeshift.html
http://packages.debian.org/sid/snapper
http://qa.debian.org/popcon-graph.php?packages=snapper
http://packages.qa.debian.org/s/snapper.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon-graph.php?packages=procps
http://packages.qa.debian.org/p/procps.html
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon-graph.php?packages=psmisc
http://packages.qa.debian.org/p/psmisc.html
http://packages.debian.org/sid/time
http://qa.debian.org/popcon-graph.php?packages=time
http://packages.qa.debian.org/t/time.html
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon-graph.php?packages=sysstat
http://packages.qa.debian.org/s/sysstat.html
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon-graph.php?packages=isag
http://packages.qa.debian.org/i/isag.html
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon-graph.php?packages=lsof
http://packages.qa.debian.org/l/lsof.html
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon-graph.php?packages=strace
http://packages.qa.debian.org/s/strace.html
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon-graph.php?packages=ltrace
http://packages.qa.debian.org/l/ltrace.html
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
http://packages.qa.debian.org/x/xtrace.html
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon-graph.php?packages=powertop
http://packages.qa.debian.org/p/powertop.html
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon-graph.php?packages=cron
http://packages.qa.debian.org/c/cron.html
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon-graph.php?packages=anacron
http://packages.qa.debian.org/a/anacron.html
http://packages.debian.org/sid/at
http://qa.debian.org/popcon-graph.php?packages=at
http://packages.qa.debian.org/a/at.html
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B
procps IR TIEFEEMIIEIE, BHIIEFR ENINEENBNIEFRINEE, RN HIBMhII2BZS,

9.4.1 HIEFEMN

B SR HZNR 8]/ B5E,

# time some_command >/dev/null

real OmO.035s # time on wall clock (elapsed real time)
user Omo.000s # time in user mode
sys OmO.020s # time in kernel mode

9.4.2 AEMLKLER
BRI E MR SR — N IR SR E S,

HERERERIE HEMRTER

19 RIRAETERE

0 FESHNT AP RERERE
-20 root BPEE SRR ERERE

Table 9.9: IHELERIETIR

# nice -19 top # very nice
# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # very fast

ERLBERT, MRNHERRERESNRAERMKHE. NMMERAXNGHL.
9.43 ps@d

£ Debian R4t LR ps(1) ap L EIRTZ#5 BSD # SystemV 451E, BEITFIRAIFHSHEIREN.

EEY BB SRS FHIE
BSD ps aux ER%CPU %MEM
System V ps -efH &7/~ PPID

Table 9.10: ps &R &R FIR
WFEF (FETH ) FiHiE, (REETBIBIT"PPID” FERMIRHIE ID KRRFEEA .
pstree(l) an < BRFHIEN,
9.44 top@md

Debian 24 £/ top(1) HBEFERIFIE, BENTFIRBIHEGBINTIT A,
ER—IMRERANLFIEF. RaIiBEiTiR h #REECHERER, &7q” BEREIZIER,
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9.4.5 FH—MHIEFT RIS

{REESIEI — M A2 ID(PID) RF B iZ# 2R BFTARI M, BlaN, PID 1 RU#IE, A TEAIGI
$ sudo lsof -p 1

PID=1@EHAT init 1.

9.4.6 [RIFIZF /&EDN

(REEHSRRIRTEREES, A strace(l), ltrace(l), xtrace(l) RIBEAZEAIEE. EiRR. X1 ZRBIRS
SR (A HEIE,

Rz 1s SRR,

$ sudo strace 1s

W
{EMTE lusrishareldoc/stracelexamples! & ILfY strace-graph BIZAR 4 — MFE I AL E

9.4.7 WRHEAXHNERFRIHIE

fREJ L@ fuser(1) RIRBILERAFRIETE, FlE0, ATFENANIRFIL"/var/log/mail. log” EHMFNFEFT
J:Fo

$ sudo fuser -v /var/log/mail.log
USER PID ACCESS COMMAND
/var/log/mail. log: root 2946 F.... rsyslogd

{RRJLAEBEI”/var/log/mail. log” @&H rsyslogd(8) i L THHBEA.
fRETLAEE fuser(l) RiRFIHERAERFHE, G191, ATENANIRAILE smtp/tep” AWM HIZITH,

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

MEMRFERIRRITIT eximd(8) SKAEEEEE] SMTP i[O (25) B9 TCP &,

948 FHETEEREE —1HS

watch(l) EREEEIREHRNIT NS, FERFERBELD,

$ watch w

ETRMENERIRE, 820HEHR—K,

9.49 ERANMHERREE— TGS
EILEFLERMOXGREABE - oS, BLMAE, i, RRESEEN. ext”.

« Shell [BIAA N (BIE 12.14 T):



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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for x in *.ext; do if [ -f "$x”]; then command "$x” ; fi; done

« find(1) #1 xargs(1) BX&:

find . -type f -maxdepth 1 -name ’'*.ext’ -print® | xargs -0 -n 1 command

« find(1) {EA”-exec” EMFMITHS:

find . -type f -maxdepth 1 -name ’'*.ext’ -exec command ’"{}’ \;

- find(1) B~ -exec” EINFHMIT—MEHY shell fiiAs:
find . -type f -maxdepth 1 -name ’'*.ext’ -exec sh -c ”"command '{}’ && echo ’successful’” \;

LEMIFRAESSHLGERROXGR (NBESH ), find() ESSRIAE, B0%F 1015 1.

9.4.10 M GUI Boi—/MN g

T &< 175 E ( command-line interface, CLI) , $PATH MELEFRIEEMNBE THFE —PMLEMENBINEEFSHE
W17, EWE 153 T,

Xt FE M freedesktop.org ¥RAER) B2 5 E ( graphical user interface, GUI) , /usr/share/applications/ H
RPHY *.desktop XIFLENEFL GUI XREERRHE T HERNEM. BM Freedesktop.org xdg B RANE—1
{48, 181t usr/share/applications/” & ”*.desktop” IR FIEUER LR THIE R, BM Freedesktop.org FENIMMR R E
MR, F xdg-utils R BERAXLERIBEMENRIFRE, S0 /usr/share/doc/xdg-utilsyREADME”,

ZEAMBIF, chromium.desktop X#EHA “Chromium P& E2E" EX THEXEM, FINIEFSE “Name”, F2FH
1TIRIZFNESE “Exec”, FIEAMERR “Icon” F% (20 SEAEEIE ). XEREWNT:

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtml_xml;x-scheme-handler/http;x-scheme-handler/ <«
https;
StartupwMClass=Chromium
StartupNotify=true

XE—MRJEBEMIEE, *.desktop X TEBEFEMIES,
EEIMEIZE $XDG_DATA_HOME F1 $XDG_DATA_DIR IMBTE, % /MFlF, 7€ GNOME 3 H:

 RIRE $XDG_DATA_HOME, (4F{EFEAIA{E $HOME/ . local/share, )
+ $XDG_DATA_DIRS #®i& & # /usr/share/gnome:/usr/local/share/:/usr/share/,



https://zh.wikipedia.org/wiki/Command-line_interface
http://www.freedesktop.org/
https://zh.wikipedia.org/wiki/Graphical_user_interface
http://standards.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
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EEBZ (20 XDG Base Directory Specification ) ¥ 27 BRI TR,

$HOME/ . local/share/ - $HOME/ . local/share/applications/

/usr/share/gnome/ - /usr/share/gnome/applications/

/usr/local/share/ - /usr/local/share/applications/

/usr/share/ - /usr/share/applications/

*

.desktop XHIGRBXNMIAFIEIXLE applications BRAPHTIES,

N
ERV-1MHAPEBENH GUI X8I, EE $HOME/. local/share/applications/ BERHHRM—4
* . desktop X4,

R
ML, NEEXLEEBRTI autostart BRHEI 7T —/ *.desktop X, M *.desktop XHHIEE
MEFSESEMERHN BT, £ Desktop Application Autostart Specification,

"R
TR, SNR7E $HOME/Desktop BRHPEII T —1 *.desktop XHH HREIMEHRILE h IR E BB
BINEE, NAEEIRNEENRZEFSEMIT, BEE, SHOME/Desktop BRMXMBMHSIESMRE X, &M

xdg-user-dirs-update(l),

9.4.11 BEXRBmNHIERF
—RRFEAWB— A EFENEY., FTEEEEIZIENSG A,

- MNAREFEERSE:

GNOME3 £H: “8E" - “&4%" - “FHEE" - “KALARR"

KDE £H: "K” - ”Control Center $£#|5/0»” — ”KDE Components 28{4” — ”Component Chooser £A{43% % 28”
Iceweasel NI%i2%: “miE" - “EHEW" - “NARER"

mc(1): “/etc/mc/mc.ext”

- 5140 “$BROWSER”, “$EDITOR”. “$VISUAL” F1 “$PAGER” X##HIIMELE (S M eviron(7))

« BFHIE0 “editor”, “view”. “x-www-browser”, “gnome-www-browser” 1 “www-browser” X#¥HIIERF
#J update-alternatives(1) &4 (W% 147 7)

« “~/.mailcap” # “/etc/mailcap” XHHIABTXETIZFH MIME £ (£ mailcap(5))
« “~/.mime.types”"F1“/etc/mime. types” XHHIA B XKEX T MIME R EY EE (20 run-mailcap(l))

R
update-mime(8) & ¥ #i"/etc/mailcap” X 4, HA (8]l & A F"/etc/mailcap.order” X & (& I
mailcap.order(5)).



http://standards.freedesktop.org/basedir-spec/basedir-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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<N
debianutils & EIEH sensible-browser(l), sensible-editor(1l) # sensible-pager(1), E1i1=JLA
AN EARNRIER. 2 TUEFMMEN SEESFHBERER, FHEIRFEILIRLE shell B,

B
RATE X TBTHIW mutt XHEMIEHIENAREFRRENGIEENBER, FRMZETEBHERIL—N X NE
EFEHISE “/usr/local/bin/mutt-term” FA{FEEEHINEENBIER,

# cat /usr/local/bin/mutt-term <<EOF
#1/bin/sh

gnome-terminal -e "mutt \$@”

EOF

chmod 755 /usr/local/bin/mutt-term

9.4.12 HRIE—NMHIE

fEF kill(1) Bt i#12 ID RRTE (RIEZ—MES ) — Mg,
R killall(1l) sk pkill(l) BT HEGSHRFHECEERMEHENER,

5518 E5% BE | IR

RE
==
0 &iX KWEHERBIBIT
e
kill(2))

&I

1 SIGHUP o
rid

MEIRBER (F5EE)

KIF

2 SIGINT o
Hiz

MEBEE FIRRT (CTRL-C)

I
iz
3 sicouir | H | jeemig cTRL-)
dump
core

2k g
9 SIGKILL 1o AE[FHEM kil 55
H*iE

KIF

15 SIGTERM | yio
Hiz

ARFEEMNLILES

Table 9.11: kill S EBIEEIIR

9.413 HX{ESHEZRHAF

B1T at(l) e REH— XM LTI,

$ echo ’"command -args’| at 3:40 monday



https://zh.wikipedia.org/wiki/SIGHUP
https://zh.wikipedia.org/wiki/Signals_intelligence
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGQUIT
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGKILL
https://zh.wikipedia.org/wiki/Unix信号#SIGTERM
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9.4.14 TERHESLHE

M cron(8) RFHFITEMESLH. S0 crontab(l) #1 crontab(s).

REBIEN—INEBEBRAFRENIBIT—NEHFE, tEW, foo £A”crontab -e” < EIE— 1 crontab(5) X
4”/var/spool/cron/crontabs/fo0”,

XEE—/ crontab(s) XTI F,

# use /bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is

MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR’ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It’s 10pm” joe%Joe,%%Where are your kids?%.%%
23 */2 1 2 * echo "run 23 minutes after ©am, 2am, 4am ..., on Feb 1”
5 4 * * sun echo "run at 04:05 every Sunday”

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)” == "Mon” ] && command -args

N
SHBLIEELNEITIVR S, TR anacron REEREMNMITARMNG S, SSERONEBINNEET, 7
AFEHEERATEEE, 20 anacron(8) #1 anacrontab(s).

VN

WFENAKRZEIFMA, REB LU root Tk 7 E B & 1T, BiX KM K AN"/etc/cron.hourly/”,
"/etc/cron.daily/”, "/etc/cron.weekly/”, B{"/etc/cron.monthly/”. XLERIARB TR E], FTLAE
i$”/etc/crontab” #1”/etc/anacrontab” REHl,

cron fa&5FiPi#H#E ( daemon ) RNFTERT, Systemd th B %A BT XIE1TFZ IR REE BN, / 1ib/systemd/system/apt
# /1lib/systemd/system/apt-daily.service B3I EXH apt FT#H1T5), &M systemd. timer(5),

9.4.15 Alt-SysRq &

% Alt-SysRq (PrtScr) AERIR— M FEHRE, #ITATRNNARNRIES,

Alt-SysRq Z J5 95 1T AR

k kill RIEE Sr1EIIEFIE ERFTEHETE (SAK)

S sync EZ RIFTFFE EEEBIIXE R TR E R BIBERIT
u SMMRIEAXNEFHFMEEEFENXE RS (umount)

r £ X fala, Mraw B ks B

Table 9.12: E &M SAK #p L #YIR

FEZ{EES N Linux RZAFPFIEE R FM » Linux Magic System Request Key Hacks



https://zh.wikipedia.org/wiki/Systemd
https://en.wikipedia.org/wiki/Secure_attention_key
https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html
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N
M SSH KimsE, {REEHEIELE"/proc/sysrq-trigger” EARRRER Alt-SysRq 514, #1901, M root shell
RRFi5fT’echo s > /proc/sysrq-trigger; echo u > /proc/sysrq-trigger” 3 syncs #1 umounts

FTEEHEHIXG R,

B &1 (2021) Debian amd64 Linux A#% /proc/sys/kernel/sysrq=438=0b110110110:

- 2=0x2 - BREHAEBERIIZE FTH)

. 4=0x4 - BRABEEES (SAK, unraw) FTF)

« 8=0x8 - BH#*IEIFHIL4E(E ( debugging dumps of processes ) &, ( X )
+ 16 =0x10 - 2 sync %< (FTH)

- 32=0x20 - BRARIZEHEH (FT7)

* 64 = 0x40 - BRA#HZ(ES (term, kill, oom-kill) (X )

- 128=0x80 - RFER. XABIR (3TF)

* 256 = 0x100 - RIFIHEEFTE RT ( SERT ) ESMAR (3 TH)

9.5 ZRGLEIPIRIS

9.5.1 HERKRE?
(RE[ LA FTEMN S ER S S RERRE,

- who(1) B RNEERERAEA,

- w(l) EREERERAERE, tAEEEMMT A,
+ last(l) ERAFPREERNIIR,

- lastb(l) B RAFREHIRERNIIR,

R
"/var/run/utmp” #1"/var/log/wtmp” FEXHMAFES. £0 login(1) # utmp(5).

9.5.2 ZEEMEBEA

R AEE FEAVER wall(l) RERRENE—PMAREER.

$ echo "We are shutting down in 1 hour” | wall

9.5.3 MEHIRAN
3¢ F PCI 221% 25 (AGP, PCI-Express, CardBus, ExpressCard 55), —FI8FER 1spci(8) (WiFIN L -nn” EIN) #F1THEE
1R A EEERYF,

LEsh, fRETBAEIT Hi%E”/proc/bus/peci/devices” BEEBIRNAE AL/ sys/bus/pci” FHEHEY B FKh Rt TIEH
03 (ERE 1.2.12 ).



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC卡#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
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R AT PR L

pciutils V:208,1:991 | 196 Linux PCI THE: 1spci(8)
usbutils Vi73,1:862 | 325 | Linux USB LE: Lsusb(g)
nvme-cli V4, 1:11 779 Linux NVMe T E: nvme(1)
pcmciautils V:10, I:17 97 Linux PCMCIA T E: pccardct1(8)
scsitools V:0,1:3 375 SCSITEFEETHEE: 1sscsi(8)
procinfo V:0, I:12 136 K”/proc”: 1sdev(8) KSR AEE
Tshw V:12, 1:94 906 BHEEREE: Lshw(l)

discover V:37, 1:951 97 TEERRIZRS: discover(8)

Table 9.13: F#&iRBI T BIIZR

9.5.4 MEHEREE

& GNOME #] KDE XEMREF KBRS, BARNMBLIEGWEESERBEIHNNEREETERERE, BB
—EREEENNEMEN, 22— MINEER.

eSS RITE X/ [ HBH

console-setup V:106, 1:963 | 420 Linux FHIEFERFMEERITE

X11-xserver-utils . o) 1530 | 570 | X FREIETE: xset(1), xmodmap(l)

acpid V124, 1258 | 169 Bl SR o] iICEFERE 1 (ACP]) BHN ANG & TR HIs
( daemon )

acpi V:14,1:243 | 45 ERACPIIREFEEMNTIE

sleepd V0, 1.0 86 EZLLATHE, FEEARERRESHNRESTIPHE (daemon)

hdparm V:343,1:610 | 256 WEBRRE (BWE 969 M)

smartmontools V:164, 1:224 | 2117 | £ SM.ART. ERlGIEFE &A%

setserial V-4, 1:8 117 ROBETHEE

memtest86+ V1, .26 2391 | AEFREGEEIES

scsitools V0, I:3 375 SCSITEHFERETESE

setcd V0, I:1 35 FERIBRRE

big-cursor .1 27 X ZARIKEIRAERT

Table 9.14: IEHEEE T AR

X, ACPI 22—\t APM ity REIR R AHELE,

"R
MR RLH CPU MRFRINEE, BHAMKMER acpi_cpufreq EIEM,

9.5.5 ZR AT (E)FOREERT (8]

THEHIRERZMMEEEYEJ9: MM/DD hh:mm, CCYY.

# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian Z4HIET [EEE BR AT 8], {ERE4aT(E)EE #ER UTC(GMT) B(E,
WRAEAAT AR E J9 UTC AYE], 7 “/etc/default/rcS” EmiRE “UTC=yes”,
TEREHHAE Debian RAFERMIAX,



http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon-graph.php?packages=pciutils
http://packages.qa.debian.org/p/pciutils.html
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon-graph.php?packages=usbutils
http://packages.qa.debian.org/u/usbutils.html
http://packages.debian.org/sid/nvme-cli
http://qa.debian.org/popcon-graph.php?packages=nvme-cli
http://packages.qa.debian.org/n/nvme-cli.html
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon-graph.php?packages=pcmciautils
http://packages.qa.debian.org/p/pcmciautils.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon-graph.php?packages=procinfo
http://packages.qa.debian.org/p/procinfo.html
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon-graph.php?packages=lshw
http://packages.qa.debian.org/l/lshw.html
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon-graph.php?packages=discover
http://packages.qa.debian.org/d/discover.html
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon-graph.php?packages=console-setup
http://packages.qa.debian.org/c/console-setup.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon-graph.php?packages=acpid
http://packages.qa.debian.org/a/acpid.html
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon-graph.php?packages=acpi
http://packages.qa.debian.org/a/acpi.html
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
http://packages.qa.debian.org/s/sleepd.html
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon-graph.php?packages=hdparm
http://packages.qa.debian.org/h/hdparm.html
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon-graph.php?packages=smartmontools
http://packages.qa.debian.org/s/smartmontools.html
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon-graph.php?packages=setserial
http://packages.qa.debian.org/s/setserial.html
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon-graph.php?packages=memtest86+
http://packages.qa.debian.org/m/memtest86+.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
http://packages.qa.debian.org/s/setcd.html
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon-graph.php?packages=big-cursor
http://packages.qa.debian.org/b/big-cursor.html
https://zh.wikipedia.org/wiki/高级配置与电源接口
https://zh.wikipedia.org/wiki/高级电源管理
https://zh.wikipedia.org/wiki/UTC
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# dpkg-reconfigure tzdata

MRRAHEBIMEREFH A LA E, BEFEM ntp, ntpdate #l chrony XK ER AT NTP B,

N
£ systemd T, RfEFR systemd-timesyncd RERHITMERNEIEL. £ systemd-timesyncd(8).

S TERA.

« FEHAAYE]F0 B EAEIE HOWTO
« NTP A HARSIH

+ ntp-doc &

BR
7£ ntp BEEM ntptrace(8) BEBBIRER NTP FRZ it ZERBIR.

9.5.6 AiRACE
B MEETTUAFASKREE B FHRE1AF] ncurses(3) R4AINEE,

« “/etc/terminfo/*/*” X4 (terminfo(5))

« “$TERM” IMBETE (term(7))

« setterm(l), stty(1). tic(1) #0 toe(l)

R xterm B9 terminfo ¥F3E Debian B9 xterm RNE{EFA, MEHFEMIZFZEFEZ Debian RARY, (REZRTIRIVL IR

HKASTERM”, N “xterm” B R INEEZPRAIAR A ( N “xterm-r6” WL EZHNABE M “/usr/share/doc/libncursess/F
&= “$TERM” HRiBRH,

9.5.7 EEHEEMIZIE

BTFUWAER Linux WERIRZRNIZFHE S Linux FEKZR ( Advanced Linux Sound Architecture, ALSA ) &,
ALSA Rt TREZAIN FRAEE R (Open Sound System, 0SS ) FIHEHLMET,
NARGERNITHEENANERIHOEFEFTIRE, TUBTI—EIRELESERIZIBRAXRIALEN]. B,
PulseAudio, JACK #[ PipeWire #{FI{EF S MIRZBIHA A, SN Debian EEFZT1HE SFEIRHE R,
BNRTNEEMEEERHE —MERANESS|ZE, BNMMNAREFERNAES S| BT IEEEEARNESR

SR

VN
/A “cat /dev/urandom > /dev/audio” B{ speaker-test(1) FKMiXiHE2E (~"CELE),

BR
MREBLERINES, BENZESRTEEREE T —MaEEhE. IRNESRAAEITFSHE. alsa-utils RF
BFR alsamixer(l) A ARIFIHEEEFSFFRFIRE,



https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
http://www.tldp.org/HOWTO/TimePrecision-HOWTO/index.html
http://www.ntp.org/
https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
https://wiki.debian.org/Sound
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RG] ATE KAV | iEA
alsa-utils V336, 1:472 | 2424 | EEEFEA ALSARITE
oss-compat Vi1, I:25 20 7£ ALSA F3&& 0SS, Fifs “/dev/dsp not found” iR
SIS IE S| E Z R A AR S5 0 - ToE IR —
pipewire Vi14s, 1211 | 27 =Pkl )u‘}')\ Ho[E= £Zim - TTHIEE (Ft— JACK #
PulseAudio)
= 5 EF (G—
pipewire-bin Vi162,1:210 | 1402 =Pkl )u.y)\ Ho|EEz RR5%5im - 2% (88— JACK #0
PulseAudio)
pipewire-audio-clignt-libraries ORI IES[EEZ S - Bl imkE, ARRE
o ALSA. JACK #0 PulseAudio (SE3&14)
pulseaudio V:366, 1:469 | 6384 | PulseAudio [RZiIE (FRE )
TibpuTse0® V:364, 1:595 | 996 PulseAudio B i (FRE )
jackd V:3,1:25 9 JACK Audio Connection Kit. (JACK) fR5588 (1RZR )
Tibjacko Vi1, 11 338 JACK Audio Connection Kit. JACK) E (1RZEE )
Libgstreamer1.0-Py 190 158 | 5087 | GStreamer: GNOME FE&3|%
libphonon4 1:67 680 Phonon: KDE & 5|2
Table 9.15: FEFIRHE
787 me

Linux I=HI&

setterm -powersave off

X @O (RARRRF)

xset s off

X &0 (XM dpms )

xset -dpms

X&O (FERIPGUIERE)

xscreensaver-command -prefs

9.5.8 XIFARERE&FRIF

AARRRF, ERTENGS.

9.5.9 X[FEIBE

Table 9.16: X FARERRIPHLIIR

FIAEEB XA 75 28tk 1 SR K AIEAS S, 1€ pcspkr WZiRIRMIFR, o] AMEIX =,
bash(1) AZIR readline(3) #2fF, HBRIEEZFF (ASCI=7) BY, Ba%k4%, THARFEZHELERSE,

$ echo "set bell-style none”>> ~/.inputrc

9.5.10 RNTFER
YRR, XBEHMEENTSER

/BT
Sk

| RTFRIERE L.

- “/var/log/dmesg” FHAZBINERE S TAIHAFENRBREKX,

- free(1) # top(l) EREEEBITHNRARAFTRRNEXESR.

TERR—MIF.

# grep ’'\] Memory’ /var/log/dmesg
0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k <«
data, 296k init)
$ free -k

[

total

used

free

shared

buffers

cached



http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon-graph.php?packages=alsa-utils
http://packages.qa.debian.org/a/alsa-utils.html
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon-graph.php?packages=oss-compat
http://packages.qa.debian.org/o/oss-compat.html
http://packages.debian.org/sid/pipewire
http://qa.debian.org/popcon-graph.php?packages=pipewire
http://packages.qa.debian.org/p/pipewire.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-bin
http://qa.debian.org/popcon-graph.php?packages=pipewire-bin
http://packages.qa.debian.org/p/pipewire-bin.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-audio-client-libraries
http://qa.debian.org/popcon-graph.php?packages=pipewire-audio-client-libraries
http://packages.qa.debian.org/p/pipewire-audio-client-libraries.html
https://zh.wikipedia.org/wiki/PipeWire
https://wiki.debian.org/PipeWire
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon-graph.php?packages=pulseaudio
http://packages.qa.debian.org/p/pulseaudio.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon-graph.php?packages=libpulse0
http://packages.qa.debian.org/libp/libpulse0.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon-graph.php?packages=jackd
http://packages.qa.debian.org/j/jackd.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon-graph.php?packages=libjack0
http://packages.qa.debian.org/libj/libjack0.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon-graph.php?packages=libgstreamer1.0-0
http://packages.qa.debian.org/libg/libgstreamer1.0-0.html
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4
http://qa.debian.org/popcon-graph.php?packages=libphonon4
http://packages.qa.debian.org/libp/libphonon4.html
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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Mem: 997184 976928 20256 (¢} 129592 171932

-/+ buffers/cache: 675404 321780

Swap: 4545576 4 4545572

{RETBES B 1R “dmesg SiF{R free J9 990 MB, 1M free -k &51K{R free 73 320 MB, XZES T #83T 600 MB ---++-

RIS “Mem:” XITH “used” BHAMMEMUR “free” #/NHIE, KEN, REEEENR TEMI (EL@EH
FHlFHEANIR 675404 1 321780 ),

3 FFH MacBook, B 1GB=1048576k N7 ( B ER&ZGAE—L), HKBEIWWNT,

=1 NI\

dmesg A total B9 K/ 1016784k = 1GB - 31792k
dmesg FRHY free 990528k

shell A7 total 997184k

shell FHY free 20256k ({EBRRIH 321780k )

Table 9.17: REHRTFKR/N

9.5.11 ZALLZLUNTEHUNE

ERNRREIFFIEESREBMNRE, SHEWINBIEERER,
WFRALZSHMTBENKE, REENTEXLESEHLRA,
- debsums BFE, &0 debsums(1) FZE 2.52 T,

« chkrootkit €, &0 chkrootkit(1),

 clamav HBXKi&E, &0 clamscan(l) F freshclam(1),
* Debian security FAQ,

 Securing Debian Manual,

RG] RITE X/ | 1HER

logcheck Vi8, 1:9 102 ;ﬁz#‘agﬁ (daemon), BFRAGHEXHAHNESEITEHMEFR
=240 EIEJ'_'\

debsums V35, [:41 108 SCHER, A MDs RIEBN B ER NGB HFHEITREE

chkrootkit V5, 1:22 972 rootkit FEMZR

clamav V:12, 1:53 776 Unix IRTFE X AEF moTRA

tiger V2,13 7822 | WERZLZERE

tripwire V2, 1:3 11701 | XHFFEXZEER MR G

john V2, T:11 460 FHERZEERE TR

aide Vi1, 1 2049 | BRAERREN—FFS 3 H

integrit V:0, 1:0 329 X EZEERIEER

crack V0, I:1 152 ZhENFER

Table 9.18: B FRAREMMTEMUMENTHR

TEHE—NERNMA, RARGNEEERTEARSNEIRX R,
# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

AV
@ BT debsums 4B EMAARMZAERN MD5 KRIEME, ALENEERE, BAET2BERAZT SN
ITH,



https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/securing-debian-howto/
http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon-graph.php?packages=logcheck
http://packages.qa.debian.org/l/logcheck.html
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon-graph.php?packages=debsums
http://packages.qa.debian.org/d/debsums.html
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon-graph.php?packages=chkrootkit
http://packages.qa.debian.org/c/chkrootkit.html
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon-graph.php?packages=clamav
http://packages.qa.debian.org/c/clamav.html
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon-graph.php?packages=tiger
http://packages.qa.debian.org/t/tiger.html
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon-graph.php?packages=tripwire
http://packages.qa.debian.org/t/tripwire.html
http://packages.debian.org/sid/john
http://qa.debian.org/popcon-graph.php?packages=john
http://packages.qa.debian.org/j/john.html
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon-graph.php?packages=aide
http://packages.qa.debian.org/a/aide.html
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
http://packages.qa.debian.org/i/integrit.html
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon-graph.php?packages=crack
http://packages.qa.debian.org/c/crack.html
https://zh.wikipedia.org/wiki/MD5
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9.6 FIETFMERRIS

{#£F live CD BX debian-installer CD AR EZMRIVR L, =TAILIRE R EHRHECERIVENREHBIRTFIE,
MRIREE GUI (EIZRFRE ) SERA FMREMNER, AT EITIRIFR, (Rl sEFEMar<1TF I umount(8)

XLERE,
9.6.1 MEREZEERE
R ZEMERE R R LAET mount, coreutils # xdu R BIREMIFEF RITM:

« mount(8) B RFIBHEHANXEZRS (= i)
- df(1) REXHZRGERNERZIE,
« du(l) IEBZMERMER T E,

VN
fRETBASE du(8) By fZHI4E xdu(1x), REREMNERRZENER, B “du -k . [xdu”, “sudo du -k -x

/ |xdu” &%,

9.6.2 MEENXEE

WFEESXEE, RE fdisk®) Wil hE2inENEKE, B2 parted8) TEXREFEIEN.

Zh PC FHZHAES|S18% ( Master Boot Record, MBR ) AR, HBEE57XHBEREEFE—1EKX, B LBA BX
0 (512 F% ),

—LEEESY RBEHIEDO (Unified Extensible Firmware Interface, UEFI) FE(X PC, BIEET Intel B Mac, FH £
BEME—FRR 5 X R ( GUID Partition Table, GPT) A%, BEHSXIIEFAMREEE—1BEX,

RE fdisk(8) — EREE,XItnETR, {BIE parted®) B TE,

ERED) TE KV | 5HER

util-Tinux V:884,1:999 | 4843 | EMARZTH, BE fdisk(8) I cfdisk(8)
parted V:365, 1:562 | 307 GNU Parted, EEDXAEERF

gparted V16, 1:121 | 2063 | &7 libparted #J GNOME S X ZmiEizT
gdisk V:321,1:518 | 874 FT GPT/MBR F RN X REREF
kpartx V19, 1:32 88 AR XEINREZREER

Table 9.19: RN XEIBRHEFE

VAV
@ RE parted(8) Bt AEAREIZIIFB XU R %, EBEALEFRFNEINILARMILEESELLS, I
0 mkfs(8) (mkfs.msdos(8), mkfs.ext2(8), mkfs.ext3(8). mkfs.ext4(8):-- ) ¥ resize2fs(8),

B

FTTE GPT # MBR Z8)t]l#, REZEEMRALMILMRPPIAST (S8RF 9.8.6 T7) FHER “parted
/dev/sdx mklabel gpt” 8§ “parted /dev/sdx mklabel msdos” KiBBE, & I=, XEFHAM “msdos”
IEEFH:.F MBRo



https://zh.wikipedia.org/wiki/Live_CD
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https://zh.wikipedia.org/wiki/Disk_partitioning
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https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
http://packages.qa.debian.org/u/util-linux.html
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon-graph.php?packages=parted
http://packages.qa.debian.org/p/parted.html
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon-graph.php?packages=gparted
http://packages.qa.debian.org/g/gparted.html
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon-graph.php?packages=gdisk
http://packages.qa.debian.org/g/gdisk.html
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon-graph.php?packages=kpartx
http://packages.qa.debian.org/k/kpartx.html
https://zh.wikipedia.org/wiki/GUID_Partition_Table
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9.6.3 {#F UUID ifla]n X

REEHEEMFND XK AIBMNFENTRIBEINFFIEERE N KF=ERRNEF, EBIRFIUERRE—1 UUID Xkij
e, WRMFEEZSMERFH EIRRY BIOS/UEFI 2 BAE(]—HIIRER/IE, £/A UUID BRHEIERE,

- mount(8) MLHHE “-U" EINFILAERUUID REH —MRIRE, MAXERMIIGEFE, Fla0 “/dev/sda3”,
- “/etc/fstab” (8 fstab(s)) FILAER UUID,

. SIEINEERF (5 3.1.2 ) the]A{EMA UUID,

RBR
R AEA blkid(8) REE —MFERILZHY UUID,
{RBETLAER " Isblk -f" RIEMNHESEHEEER,

9.6.4 LVM2

LVM2 —NBT Linux RZHZIEEEIEE, A LVM2 WiE, BE5 X USIEEIZES ERERYIEER,
LVM B FFIFEK,

« Linux WZFRIR SR ZHF ( Debian RZEAIASZHF )

- AFPBEXZEMEIZIFE (libdevmapper * 3#4EL)
- AFBEX LVM2 TH (lvm2 K48 )

BN T EH man FHFE T #E LVM2,

« lvm(8): LVM2 #HIRIERIZNIR (PIE TFHE LVM2 &<
+ lvm.conf(5): LVM2 MR & 324

- lvs(8): IREZBESBSHWEXER

- vgs(8): IREBHMEXER

. pvs(8): REVMEEMNEXER

9.6.5 NHRARE

3 F extd XERL, e2fsprogs BRI TERMNITE,

« mkfs.ext4(8) BRI extd XIF RS

. fsck.ext4(8) MEFEEUE extd XGRS

. tune2fs(8) BLE ext4 X R ZMIBRIR

« debugfs(8) REXMIAIL extd XERSGR. (EF undel LRIk E BLMBRAII )

mkfs(8) Fl fsck(8) Ar¥ =M e2fsprogs B R, REMXH R ARE R IZEFIIRIH.(mkfs . fstype # fsck. fstype).
I F extd XERZ, B2 mkfs.ext4(8) # fsck.ext4(8) (ENTHMAFE8EER] mke2fs(8) F1 e2fsck(8)).

Linux ZRNE—AKHRSE, BRMLOHS,

R

Extd XHRGAR Linux RAELEARNINE RS, BIEEFERARXIMNEHRS, RIEGBIFHFNVIERRER,

Btrfs JAZSBEWSTE Debian wiki on btrfs 1 kernel.org wiki on btrfs 31, E#HEAE/ER extd XERFZZRHT—1
BN R AR,

—LETHAUERE Linux ARZHFHNEATAOXEHZRSE (BIE 9.8.2 ).



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
https://wiki.debian.org/Btrfs
https://btrfs.wiki.kernel.org/index.php/Status
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R AT PR L

e2fsprogs V:601,1:999 | 1529 | ext2/ext3/extd X R G L H

btrfs-progs V:38, 1:67 4183 | Bufs XFRZTE

reiserfsprogs V:9,1:28 1132 | Reiserfs XFRZ T EH

zfsutils-linux V:19, I:24 1499 OpenZFS XBERGZ T EH

dosfstools V:138,1:524 | 315 FAT X% 4 T E. (Microsoft: MS-DOS, Windows)
exfatprogs Vi1, 1:24 171 exFAT XERZ T EH, H=EHIF,

exfat-fuse V21,1426 | 71 FUSE &5 exFAT XHF RS (WER) R,
exfat-utils V:18, 1:423 231 exFAT XERGTE, H exfat-fuse BITEE ZEIP,
xfsprogs V:20, 1:99 3311 | XES XFERHAZ T HE. (SGI: IRIX)

ntfs-3g V:129,1:509 | 1482 | FUSE 1&5 NTFS X &% (74K : Windows N+ ) &0,
jfsutils Vi1, I:11 1577 | JFS XHERZ T E. (IBM: AIX, 0S/2)
reiser4progs V:0, I:3 1373 | Reiserd XFRZTH

hfsprogs V0, I.7 389 HFS # HFS Plus XF R4 T E. (Apple: Mac OS)
zerofree V:3,1:106 25 IE ext2/3/4 XF R G EENHRRERENTEF

Table 9.20: X RAEIREIIFR

9.6.6 XFARFJEIEMTEMUNE

mkfs(8) 7 Linux RE LEIEXHZRL, fsck(8) AL Linux RE LRMNHRATEMCEIESINEE,
EXMHRFCIRE, Debian MEFRIATEARAERNEIT Fsck,

AV
EELEANNXHERA LIBIT fsck , —MEALT2HY.

W

E/etc/mke2fs.conf” BigE"enable_periodic_fsck” #{EM"tune2fs -cO /dev/partition_name’
REFRKEHE N 0, ERJLAEEZH, ik root X RABBEERNMFAEXHRA L, TLHE1T fsck(8) m2.
£l mke2fs.conf(5) #l tune2fs(8).

MBS ARHEEITRY fsck(8) mLLER, I /var/log/fsck/" BRTEE,

9.6.7 BEIHEHEIMMMHEXGFRL

“/etc/fstab” REETEMIWBSXERFLE. Hl0,

«file system» «mount point» «type» «options» «dump» «pass»

proc /proc proc defaults 00
UUID=709chedc-80c1-56db-8ab1-dbce3146d2f7 / ext4 errors=remount-ro 0 1
UUID=817baeb6b-45d2-5aca-4d2a-1267ab46ac23 none swap sw 00
/dev/scd0o /media/cdrom@ udf,iso09660 user,noauto 0 0
/7N
UUID (85 9.6.3 T7) AIUBR—MRARIZE B (FE0 “/dev/sdal”, “/dev/sda2” - ) RiIRA—1
R &,

M Linux 2.6.30 2, AZMIEIAITARIRM relatime” IEIN,
£l fstab(5) # mount(8),
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https://zh.wikipedia.org/wiki/Reiserfs
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http://packages.qa.debian.org/z/zfsutils-linux.html
https://zh.wikipedia.org/wiki/OpenZFS
http://packages.debian.org/sid/dosfstools
http://qa.debian.org/popcon-graph.php?packages=dosfstools
http://packages.qa.debian.org/d/dosfstools.html
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/exfatprogs
http://qa.debian.org/popcon-graph.php?packages=exfatprogs
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http://packages.debian.org/sid/exfat-fuse
http://qa.debian.org/popcon-graph.php?packages=exfat-fuse
http://packages.qa.debian.org/e/exfat-fuse.html
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/exfat-utils
http://qa.debian.org/popcon-graph.php?packages=exfat-utils
http://packages.qa.debian.org/e/exfat-utils.html
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/xfsprogs
http://qa.debian.org/popcon-graph.php?packages=xfsprogs
http://packages.qa.debian.org/x/xfsprogs.html
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon-graph.php?packages=ntfs-3g
http://packages.qa.debian.org/n/ntfs-3g.html
https://zh.wikipedia.org/wiki/NTFS
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http://qa.debian.org/popcon-graph.php?packages=jfsutils
http://packages.qa.debian.org/j/jfsutils.html
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9.6.8 EITHBIR (superblock) LU EFZRL
— A RGNS T UAMER tune2fs(8) S BT BRREMLL,

« H1T “sudo tune2fs -1 /dev/hdal” BJLAER “/dev/hdal” FtHINXHRBEBRANE,

« }1f77’sudo tune2fs -c 50 /dev/hdal” i¥%”/dev/hdal” XERFENRE FERNRHIT fsck) SIE K8 50
R

« 1T “sudo tune2fs -j /dev/hdal” REXHRGRIMNBEINGE, B “/dev/hdal” FIXHRGM ext2 Fik
7 ext3, (WREHIXGEFRFX LM, )

« 117 “sudo tune2fs -0 extents,uninit_bg,dir_index /dev/hdal && fsck -pf /dev/hdal” 7E
“/dev/hdal” EIEEM ext3 &)y extd, (WREHORZX LM, )

BR
RE tune2fs(8) MBFEXH#H, BEANXERT ext2 XGRS, thEERAT ext3 # extd XIF R4,

9.6.9 MEEL

e
ERTBEAREZE, BREFUEE AL hdparan(@) 1 man FHT, ERXFTESNMIESER
ERARLANEE,

{ReTLAEIE “hdparm -tT /dev/hda” EMix “/dev/hda” WEEMAREEEE, WF—LEER (E)IDE EEMELE,
{ReJLAER “hdparm -q -c3 -d1 -ul -m16 /dev/hda” REH “(E)IDE 32 iik#5". BH “using dma flag”.
1&E “interrupt-unmask flag” FHi&E “multiple 16 sector I/O” ( f&B& ), MMIIEIELEZ S 0)EE,

fRETAEiE “hdparm -W /dev/sda” X “/dev/sda” RIS ANEEZINEE, RATUAEA “hdparm -w 0
/dev/sda” XHIENEFIIRE,

WA EIE CD-ROM HIR, {ReJAfER”setcd -x 27 BRIEE, RiZEALHESER CDROM K2,
9.6.10 EXWEEML

EZSHEE (Solid state drive, SSD ) BHEI=] LA# B zh#&M,

£ /etc/fstab BE, 1BSEMEBIBIRIZER N tmpfs”, TLUR/L NSRS AR/ 0] 5K BE L 2 3REE,
9.6.11 {EHMH SMART FNIFELR =

{RR] AEHZRE SMART [ smartd(8) & SFHP#HTE (daemon ) RUEIEFNSRIRAIIER,

1. ¥£ BIOS H/2F SMART IfigE,

2. &% smartmontools #El,

BT df (1) P HERRENFHIRBIE T,

< IERIRIREEIERER R “/dev/hda’,

K& “smartctl -a /dev/hda” By%tt, & SMART IR BERH.

w

»



https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
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- WNR;&E, B\ “smartctl -s on -a /dev/hda” BAE.
5. @id FHAXIBIT smartd(8) FESTIP#IE (daemon ),

- iHPk /etc/default/smartmontools” XfH “start_smartd=yes” BIERE,
« @i “sudo systemctl restart smartmontools” EFfEzN smartd(8) FESTIF#HIE (daemon ),

VN
smartd(8) fE&~F1PiHTE (daemon ) FILAER /etc/smartd.conf XEHITEEN, XEFEETHINES,

9.6.12 &3t $TMPDIR EEIGRNZEE &

RIFFERF—MRTEIGIFAER R “/tmp” TEIIGRXM, MNR “/tmp” RBERHBHIZE, (FFINEL $STMPDIR TE
RAEFEERNTFER X,

9.6.13 &L LVM ¥ RE]ATFE=(g]

TELZAY RIERTE Logical Volume Manager 248 & EIE (LVM) (Linux 45t) FHH X, EITUBESNETEHY B
BRI BRIA LB RN, MABEASNFHIRE LHITRKENEHLE.

9.6.14 BHEEHF N XRY B AEEZ(E

MRIFE—ANZHDE (FIE0 “/dev/sdx”), REIBAEERA mkfs.ext4(1) BEEIL, FHEM mount(8) HEZEHE
MEBESZENER. (FFEREHFRBBEARAE. )

$ sudo mv work-dir old-dir

$ sudo mkfs.ext4 /dev/sdx

$ sudo mount -t ext4 /dev/sdx work-dir
$ sudo cp -a old-dir/* work-dir

$ sudo rm -rf old-dir

R’
(REP]DOERZFEH — PN SWEREGXE (BUF 9.7.5 ) FA—NMEMRE (BUE 9.7.3 ), LIRIRERRE
FESkEE PRz i iERI B N m g,

9.6.15 BT “mount --bind” EFH B —NERRYT BRIAEMEZE
MRBES—IMPEXEE—NEEIAZTEMTER (i “/path/to/emp-dir”), {REJLAEEHE “--bind”
EIAY mount(8), FEREHI—MIEEESZRIMNER (190 “work-dir”),

$ sudo mount --bind /path/to/emp-dir work-dir

9.6.16 iEiT overlay £% ( overlay-mounting ) Z— MNE &K B B1FE=8]

MRRER— MO XRFBERTAMZEE (F, “/path/to/empty” 1 “/path/to/work” ), {REJLAFEEHEEIT
—MNERHAERIFEEZT BB NENE R (B30, “/path/to/old” ), EBiXHM, REEHT Linux 3.18 kA
FZERE AR A ( 3F 52 Debian Stetch 9.0 BREFTHRZA ) B OverlayFS,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/old-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty” F1 “/path/to/work” BIZfIFeliEEM7X, NMEEBBAN “/path/to/old”,



https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
https://en.wikipedia.org/wiki/OverlayFS
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9.6.17 {ERFSHEY R BEFMEZIE

( : )RRV
XR—INEFANME RLEREGETED “REHEER" WNeleRARERTLIE. BNAER EXFRE “H£
MR,

MRFES—INPXEE—NFEITRZEMNZTER (B “/path/to/emp-dir” ), {REJLAER 1n(8) BB
H— TS,

sudo mv work-dir old-dir

sudo mkdir -p /path/to/emp-dir

sudo ln -sf /path/to/emp-dir work-dir

sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

o
|

7l

&P BB PP

HAKSEMER (W “/opt”) EA "HHEF AR, IHMNBEERAALNIEAKES

9.7 WEBREZ

BAHEX B R R MAVIRIE,

9.7.1 HIfFREEIRG M

—ANKRIEFIRE (FIE0, 54 SCSI B H1T ATA 188 “/dev/sdb” ) HIRLEEBRSSIHE “disk.img” BTLAER cp(1)
8% dd(1) @i F AR,

# cp /dev/sdb disk.img

# dd if=/dev/sdb of=disk.img

&4 PC (I T X IDE R —BXMNESIFICR (MBR) (BRE 962 ) WHRRGAIAER dd(1) B3 T
HNEIL,

# dd if=/dev/hda of=mbr.img bs=512 count=1
# dd if=/dev/hda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/hda of=mbr-part.img skip=446 bs=1 count=66

« “mbr.img”: BEHXRERN MBR
« “mbr-nopart.img”: R~EHXTN MBR
» “mbr-part.img”: {X MBR B X&E

INRIREEF SCSI SERTT ATA IRBFRBHNER, RBEMEMA “/dev/sda” &K “/dev/hda”,
MRMFERIFREEN —MER D XMBRE, REZER “/dev/hdal” FER “/dev/hda’”,



https://zh.wikipedia.org/wiki/Master_boot_record
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9.7.2 EBEEEANESE

WiBBEXHE “disk.img” FTUNBE TN ARBAR —AMNLEXKNHRIFEFHIZSE (HIE0, 5=/ SCSI & &
“/dev/sdb”,

# dd if=disk.img of=/dev/sdb

A, BESXMEHE “partition.img” AJBE T ARBE AR LEK/NORERHSX (0, E-4
SCSIigEHE—1MnX “/dev/sdb1” ),

# dd if=partition.img of=/dev/sdb1l

9.7.3 IEFMIEMEHE

AJUEREFEEBE T ARNERNIHE S840 XRERBEEBRE “partition.img”,

# losetup -v -f partition.img

Loop device is /dev/loop@

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
...hack...hack. . .hack

# umount /dev/loop0

# losetup -d /dev/loop@

AJCAREE gl T IR,

# mkdir -p /mnt/loop®
# mount -t auto -o loop partition.img /mnt/1loop®
...hack...hack. . .hack
# umount partition.img

BIUAfEF BINRE EHESS MNP RIHEBMME “disk.ing” HENM X, ERBEHEZRKIARTESX, HLbH
NEEZEBIL NI ARNERREE.

# modinfo -p loop # verify kernel capability

max_part:Maximum number of partitions per loop device

max_1loop:Maximum number of loop devices

# losetup -a # verify nothing using the loop device

# rmmod loop

# modprobe loop max_part=16

MEBFREFIUNEIESZIA 16 MO X,

# losetup -v -f disk.img
Loop device is /dev/1loop®
# fdisk -1 /dev/1loop®

Disk /dev/1loop®: 5368 MB, 5368709120 bytes

255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: ©x452b6464

Device Boot Start End Blocks Id System
/dev/loop0Opl 1 600 4819468+ 83 Linux
/dev/loopOp2 601 652 417690 83 Linux

# mkdir -p /mnt/loop6pl

# mount -t ext4 /dev/loopOpl /mnt/loopOpl
# mkdir -p /mnt/loop0Op2

# mount -t ext4 /dev/loopOp2 /mnt/loopOp2
...hack...hack. . .hack



https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Loop_device
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# umount /dev/loopOpl
# umount /dev/loopO@p2
# losetup -d /dev/loop@

E, {RUETUAER kpar tx REBHH kpar tx(8) BT % ZIRFHE & RKIAZERIER,
# kpartx -a -v disk.img

# mkdir -p /mnt/loopOp2
# mount -t ext4 /dev/mapper/loopOp2 /mnt/loopOp2

...hack...hack...hack
# umount /dev/mapper/loop0Op2

# kpartx -d /mnt/loop®

S-=z
EE

fRLETCAER BN R EN ARBERMIT MBR F, RERIEXMBRENENDE, BEXEMEZ LI,

9.7.4 EIBMIEMENYE
EATENAR, —MHEBEX 4 disk.ing” e EIEEFTEE LMBRIIH, MR —4F 2005 B

&”new. img”,

# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

# umount new.img

# umount disk.img

MR “disk.img” fiIF ext2, ext3 8% extd, {RBPJLAME TEABHEER zerofree BEEEHH zerofree(8),

# losetup -f -v disk.img

Loop device is /dev/loop3

# zerofree /dev/1loop3

# cp --sparse=always disk.img new.img

9.7.5 HIFZ=HIMIEMRE M

RTEMNANER dd(1) , =TBABIE—N KA 5GIB =R RIS,
$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

F kY fallocate(8) AIAEX B#HER, AREBNRER dd().
BIENANERAEIRE, REBEI ARG disk. img” LB extd XHERE.,

# losetup -f -v disk.img
Loop device is /dev/loopl
# mkfs.ext4 /dev/loopl
...hack...hack...hack

# losetup -d /dev/loopl



https://zh.wikipedia.org/wiki/Device_mapper
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$ du --apparent-size -h disk.img
5.0G disk.img

$ du -h disk.img

83M disk.img

WFdisk. img”, ERIXHERNR 5.0 GiB, MESLFREEERNINZ 83MiB. XNMEIEFJEERE T ext4 EEBHH
.

R’
W X R SEPR i 2 E A 2 FEE BIER B A MM,

EIMEE oK IREMRET 18 % EERRMMRIE, EXEIEERE 9.7.3 DEHE, (REETER parted(8) =k fdisk(8)
X MEEME disk . img” HITHX, BEAS{ER mkfs.ext4(8), mkswap(8) f£ L ERIE X G R 4%,

9.7.6 fI{F 1IS09660 HSR 4

> RE R THE REEILABEIT 90T AT /REY cdrkit 324489 genisoimage(1) a5 S K HI{E 1S09660 RGN 4, “cd.iso”,

# genisoimage -r -J -T -V volume_id -o cd.iso source_directory

KUY, FT5| S/ 1S09660 FRIG 4, ”cdboot . iso”, BEBEM debian-installer 2B F#”source_directory”
HIfE, ARUWT,

# genisoimage -r -o cdboot.iso -V volume_id \
-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory

X EAY Isolinux boot loader (B3 3.1.2 %) EHTFRBof.
BRTITEMAR, FRrIUEREMALRIZETTE mdssum 18, FHIE 1SO9660 1%,

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

O

==
=]
TRRIERER, R BUIMDESR Linux 1ISO9600 XHR TR bug,

oF IR

9.7.7 EHEEAX{HZE| CDIDVD-RIRW

RBR
Y+FE cdrkit #24tH wodim(1) 3Ki#t, DVD {IX2R—/ KK CD,

{REENSEITIN T FTREYEn L $X 2 o] BRYIR &,



https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://en.wikipedia.org/wiki/Cdrkit
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/SYSLINUX
https://en.wikipedia.org/wiki/Cdrkit
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# wodim --devices

AFE1F =) CD-R A CD g8 HIE 1509660 & X4, “cd.iso” BEARNZEH, FIUIALTFTRA wodim(1)
BEIES AR]”/dev/hda” 1%,

# wodim -v -eject dev=/dev/hda cd.iso

WK CD-RW K& CD-R, AW TAARMaGSRKRER,

# wodim -v -eject blank=fast dev=/dev/hda cd.iso

B
MRFNEEALRBNIER CDs, 7EER wodim(l) ZBIELImEBA”sudo umount /dev/hda” EIHE,

9.7.8 %} 1S09660 HESI

WR7cd.iso” BE— 1S09660 {R1&, FTHMGSFILEEHXIMNXHEE]”/cdrom”.

# mount -t i1s09660 -o ro, loop cd.iso /cdrom

AN
MRKRERREBENEHATBING, WiE 1SO9660 BIVILHI CD(BME 10.1.7 7).

9.8 iHHFIEE
XEB, FIIHeEBRIEFMEN R L 3628,

9.8.1 EEMYRIE _HSILIE
REMNEE _HGIRENGERER 0d -t x1” &S,

RHEE TATE XAV ] iHER

coreutils V:892,1:999 | 17372 | EriEREE, B od(1) REEXHF (HEX, ASCIL, OCTAL, )
bsdmainutils V36, 762 | 27 THEHREE, B hd(1) REEXH (HEX, ASCII, OCTAL, -*)
hexedit Vi1, I:11 73 THBIN R ANmiE RS (HEX, ASCII)

bless V:0, I:3 1028 | 2IMEERT S EEZR5E5E (GNOME)

okteta V:1,1:13 1505 | £IhEERT /N HEFIZRiESS (KDE4)

ncurses-hexedit | ., ., 132 | Tl A14R48 88 (HEX, ASCIL, EBCDIC)

beav V:0, I:0 133 —FHFIX R F14mEE 23S (HEX, ASCIIL, EBCDIC, OCTAL, ...)

Table 9.21: EFFEN BB GETIR

R

HEX T/t HlZRXhexadecimalH F 40815, &) radix 2 16, OCTAL £/\#FlZoctal B FH4EEIE, &
# radixE 8, ASCIl BEE(S B IRHELIE American Standard Code for Information Interchange FIR X %5,
BIIERHRIENAIE, EBCDIC @ BRI HI4miE 113t H3X#45 Extended Binary Coded Decimal Interchange
Code MHEXMES, 7E IBM KEW RERZE LEA,



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon-graph.php?packages=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/hexedit
http://qa.debian.org/popcon-graph.php?packages=hexedit
http://packages.qa.debian.org/h/hexedit.html
http://packages.debian.org/sid/bless
http://qa.debian.org/popcon-graph.php?packages=bless
http://packages.qa.debian.org/b/bless.html
http://packages.debian.org/sid/okteta
http://qa.debian.org/popcon-graph.php?packages=okteta
http://packages.qa.debian.org/o/okteta.html
http://packages.debian.org/sid/ncurses-hexedit
http://qa.debian.org/popcon-graph.php?packages=ncurses-hexedit
http://packages.qa.debian.org/n/ncurses-hexedit.html
http://packages.debian.org/sid/beav
http://qa.debian.org/popcon-graph.php?packages=beav
http://packages.qa.debian.org/b/beav.html
https://zh.wikipedia.org/wiki/Hexadecimal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/Octal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/IBM_mainframe
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9.8.2 NEHMERIFEXH

BT ARMERBEHMENER FEEXH,

nREE MITE Ky | 1B
mtools V9, .77 399 RNEFWERN MSDOS XETH
hfsutils V-0, I:6 184 ANEZER HFS #1 HFS+ XEFTE
Table 9.22: A EFMBRIRIEXHFIRE IR
9.8.3 HIBETHR

Linux RZFTIRHAIRAIDIR 4 R AR R M AR H R AR AR TR RN SKENFETEL.
BENAREFRAIBINBIETAREMS K EFET RN TE,

R AT PR L
parz2 V39, I:50 271 FERRIEREIRE, ATRENEBEXH
dvdisaster V0, I:2 1742 | CD/DVD ERBIER K/ X2 XRIRIF
dvbackup 1.0 413 A MiniDV BEXNBENEDS TE R HE rsbep(1))
Table 9.23: [EAXHFRINBIE TR TETIER
9.8.4 FIEXHFIXEFIZHID AT

BRTRIEXHREMZEI I IEA,

eSS TE KV | 15HER
testdisk V:3,1:35 1430 | A XABMEERENIHAER
FFETELE =i : T :

magicrescue V0, 13 559 E%’E{Zg? magic F 1 RMEXHFHTE (1¥FFE: 38 man file
scalpel V:0, I:4 87 Ba. eEper) X FFREY
myrescue V:0, 1.3 83 xS FITFE 2 PRV ERIE
extundelete V:0, I:10 147 IE MR ext3/4 XEFZEG ERXXHFRZRAER
ext4magic V:0, I:5 233 RS MR ext3/4 XHEZ G ERXERXAER
ext3grep V:0, 1:3 293 EIWE ex3 XA EMRAIXERNTE
scrounge-ntfs V0, 1:3 50 NTFS X F ARG BITERETEF
gzrt V:0, 1.0 33 gzip RETHE
sleuthkit V:2,1:25 1602 | 2B # LH (Sleuthkit)
autopsy V:0, I:.1 1027 | SleuthKit BB L5 @
foremost V:0, I:6 101 R EREIZETTERF
guymager V0, I:.1 1035 | EF QqBZEE&RIE
dcfldd V-0, I:4 106 IERERRAY dd, AT I2EfIES

Table 9.24: B R EFZEI D IR GEBIIR
RBR

7 e2fsprogs MG BLEHE debugfs(8) irs, ERAZMTER list_deleted_inodes #l undel 5<%, 1

WE ext2 XH7 4% EMFRAIH,

ST
anp
oo

)

N



http://packages.debian.org/sid/mtools
http://qa.debian.org/popcon-graph.php?packages=mtools
http://packages.qa.debian.org/m/mtools.html
http://packages.debian.org/sid/hfsutils
http://qa.debian.org/popcon-graph.php?packages=hfsutils
http://packages.qa.debian.org/h/hfsutils.html
https://zh.wikipedia.org/wiki/RAID
http://packages.debian.org/sid/par2
http://qa.debian.org/popcon-graph.php?packages=par2
http://packages.qa.debian.org/p/par2.html
http://packages.debian.org/sid/dvdisaster
http://qa.debian.org/popcon-graph.php?packages=dvdisaster
http://packages.qa.debian.org/d/dvdisaster.html
http://packages.debian.org/sid/dvbackup
http://qa.debian.org/popcon-graph.php?packages=dvbackup
http://packages.qa.debian.org/d/dvbackup.html
http://packages.debian.org/sid/testdisk
http://qa.debian.org/popcon-graph.php?packages=testdisk
http://packages.qa.debian.org/t/testdisk.html
http://packages.debian.org/sid/magicrescue
http://qa.debian.org/popcon-graph.php?packages=magicrescue
http://packages.qa.debian.org/m/magicrescue.html
http://packages.debian.org/sid/scalpel
http://qa.debian.org/popcon-graph.php?packages=scalpel
http://packages.qa.debian.org/s/scalpel.html
http://packages.debian.org/sid/myrescue
http://qa.debian.org/popcon-graph.php?packages=myrescue
http://packages.qa.debian.org/m/myrescue.html
http://packages.debian.org/sid/extundelete
http://qa.debian.org/popcon-graph.php?packages=extundelete
http://packages.qa.debian.org/e/extundelete.html
http://packages.debian.org/sid/ext4magic
http://qa.debian.org/popcon-graph.php?packages=ext4magic
http://packages.qa.debian.org/e/ext4magic.html
http://packages.debian.org/sid/ext3grep
http://qa.debian.org/popcon-graph.php?packages=ext3grep
http://packages.qa.debian.org/e/ext3grep.html
http://packages.debian.org/sid/scrounge-ntfs
http://qa.debian.org/popcon-graph.php?packages=scrounge-ntfs
http://packages.qa.debian.org/s/scrounge-ntfs.html
http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon-graph.php?packages=gzrt
http://packages.qa.debian.org/g/gzrt.html
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon-graph.php?packages=sleuthkit
http://packages.qa.debian.org/s/sleuthkit.html
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon-graph.php?packages=autopsy
http://packages.qa.debian.org/a/autopsy.html
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon-graph.php?packages=foremost
http://packages.qa.debian.org/f/foremost.html
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
http://packages.qa.debian.org/g/guymager.html
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon-graph.php?packages=dcfldd
http://packages.qa.debian.org/d/dcfldd.html
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9.8.5 EANHEFRBNNXHE
W AT AKTIREES MROHE, (RRIZIES N ZHIIET S B0 S AT 2000MiB BNTH, FEBIEXLENY
P& RAIARILE,

$ split -b 2000m large_file
$ cat x* >large_file

VAV
ATBRLEXERAR, BHWREEEM X" FLIX M,

9.8.6 BFENHAT

AT ERENEENH ZENXENRE, AR rm(1) a5 < EMIRIEARCIEBINZEX, ERXAXHFIEEE
S L HITHHAEIEERER, UTRBRXHABTHERTE,

$ :>file_to_be_cleared

9.8.7 HFNH

THEMEGS BB F XXM

$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

(RS2 TI DN

« ”5kb.file” 2 5KB HIEFiHIE,
« ”7mb. file” 2 7MB FENLEE,

« ”zero.file” IR — 0 FHMIXM, MRXNMXAHZRIFAEFE, WERI mtime ZWEH, MEMRABTNKE
FREAE,

- alwayszero. file” —ER— 0 THXH, MBXAXHEZFEE, WEM ntine 2WEH, MENABTLR

ETFE
/B=<o

9.8.8 EFREIRIER

BILM7AERTLERIRE CBMER ERUR, tEW, #7/dev/sda” L# USB RFE,

AV
@ EPITXEMGS 21, RR1ZA mount(8) as$KEH USB iCIZEMEHNME, "/dev/sda” IEEIAVIRE
PIRER R B RN RGN SCSI FERZEE serial-ATA 812,

MTFAREETHIER 0 A URIBIRER FFREEERN.
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# dd if=/dev/zero of=/dev/sda

N 2 AMVEIRES I D RIERETE HUERN.,
# dd if=/dev/urandom of=/dev/sda

T R AN IR ES K7 VRS MURIRAT R IR,

# shred -v -n 1 /dev/sda

{RERE FTLAEA badblocks(8) il L -t random &I,

EJ5 dd(1) 8L 7EIFZ 75| £#9 Linux CDs (51301 Debian Z253¢52) LAY shell IMBE T ER R I AR, (REEBEREB RSN
B2, flul”/dev/hda”, ”/dev/sda” FFIRE LIZITIERGBOREEBRELZTENRS,

9.8.9 EFRIEE LHIARERRIX I

MR (5K USBiCIZIE ) EREAMXIE, Bl “/dev/sdbl” FIREMABSFIHIBMRIVEIE, EhtiIEE A2 MH
BRT N R GRI6EE, XLERJAETESKIFHR.

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to ‘junk’: No space left on device
# sync

# umount /dev/sdb1l

i

=

5 A=
: XM USB ICIZIERIABEEERBTF T, EXERTE, KE5H BERMNXEGRFENIRIBMERT 8RR
BHBEXMGRETR,

%

9.8.10 & ELMERETIABITHIM

BMEMRANNOHBR TR, RBEXANXEMAR —LNARFRER (1Z3ES ), MELXHZ]EERN.
I FIGIF

$ echo foo > bar

$ less bar

$ ps aux | grep ' less[ ]’

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar

$ rm bar

$ 1ls -1 /proc/4775/fd | grep bar

lr-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

SFRRT lsof MEFBHEHR, ERI—NEIHEMITUTEGHL,
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$ 1s -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar

$ lsof |grep bar|grep
less 4775 bozo 4r REG

$ rm bar

$ lsof |grep bar|grep
less 4775 bozo 4r REG
$ cat /proc/4775/fd/4

$ 1s -1i bar

less

8,3 4 2228329 /home/bozo/bar

less

8,3 4 2228329 /home/bozo/bar (deleted)

>bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar

$ cat bar
foo

9.8.11 EHFTEMENEE
BREGEEIME, BEBER”1s - 11" ik,

$ 1s -1i
total @

2738405 -rw-r--r-- 1 root root 0 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root O 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo

“baz” F”foo” HIEEEL 72" (>1), i%?fﬂzmﬁﬁiwz T118Y inode 2EF272738404”. IR KA 2B IR T RERE
X, WNR(RAIE(BAMIT A INAEEESY, (RETLAEE inode BREHKE, LN, IR TEMNAREHK 27384047,

# find /path/to/mount/point -xdev -inum 2738404

9.8.12 AR Z8;B5E

FrETAX R BERE, HAREEETE, R

A, BIBAGEE FEFG S,
# lsof -s -X / |grep deleted

9.9 WENMZRTR

FERI AYIB 1510880 PC BUTE
BREERZBBAKEEN PC wWiaR

REFH A

BN EEBILEERY du(l) FRE L. iXLEMMIFRAY RN ATAY

S, AR AERILAER 53R1G root 1XFR, 1AB)ER) PC ERIFREXMH (WF 4.6.4 ), L
ERIEEFAANBBEIENRZ 2, BoTEEBRIEMNZRARER, R

& GNU BFASTHF (W3 10.3 T) AN XE#1TINE, BEEEE LA IR IIE.
Dm-crypt i8I FR4ER Linux WAZER, EA device-mapper, ARV HIEFPIRIESIII A B S EUIB I

RHEE AT X/ | HER

cryptsetup V21, .78 444 ] A FINZRIRIZZRISEATER (dm-crypt / 3LUKS )
. STRAFINZENRIEZEETERRAFPEFV/HEMNSIAER

cryptmount V:3, I:4 228 ( drm-ccypt/ LUKS )

fscrypt V:0, I:1 4316 | Linux XHFZ %= T E (eCryptfs)

libpam-fscrypt | V:0,1.0 4411 Linux X HF R FINZE PAM FRER (fscrypt)

Table 9.25: #EIMNZE T BT



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon-graph.php?packages=cryptmount
http://packages.qa.debian.org/c/cryptmount.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/fscrypt
http://qa.debian.org/popcon-graph.php?packages=fscrypt
http://packages.qa.debian.org/f/fscrypt.html
http://packages.debian.org/sid/libpam-fscrypt
http://qa.debian.org/popcon-graph.php?packages=libpam-fscrypt
http://packages.qa.debian.org/libp/libpam-fscrypt.html
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
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Ny
HEMZIEFE CPU WEEFRIRE, MREMZBBESR, NMBMNBIESTEMIEAD], BEXEEFEE,

EE
81T debian-installer (lenny Sk E #hk), EA Debian RABEBHLREI—MNZEME £, FA dm-crypt/LUKS
F0 initramfs.

B
BEHE 10.3 TRFZEIMNZLAIER: GNU Privacy Guard,

9.9.1 £ dm-crypt/ILUKS M=o

BT AA dm-crypt/LUKS INZARBEFIRHNIRE LEIE, FIANEHE “/dev/sdx” £ USBICIZIE, {1
ngéusﬂﬁiﬂlﬁﬂ ERI,

# fdisk /dev/sdx
lInII Ilp" "1" Ilreturnll Ilreturnll "W"
# cryptsetup luksFormat /dev/sdx1

=
0
£l

=1

§
pre
p o |
-

# cryptsetup open /dev/sdxl secret

# 1s -1 /dev/mapper/

total 0@
cCrw-rw---- 1 root root 10, 60 2021-10-04 18:44 control
lrwxrwxrwx 1 root root 7 2021-10-04 23:55 secret -> ../dm-0

# mkfs.vfat /dev/mapper/secret

# cryptsetup close secret

R, EFPINEENEMNREEIFE FEA udisks2 &R, HEHE”/media/username/disk_label”, BAR
TEKERBAZRDL (ERE 10.1.7 1), *ﬂﬂ’]%%)\ﬂ’hﬂﬁ%ﬁ%bﬂﬁﬁﬂﬁo BINZBE I ABNERARIS (B8
10.3.6 T3 )

{REJ AR ERILR BB RNXE RS, AR nkfs.ext4 /dev/mapper/sdx1” iIBENIL A extd, AR E
F bufs, MFELZR udisks2-btrfs KB, WFXLEXHFRG, veeEEREXHIIBEFINE.,

9.9.2 {EF dm-crypt/LUKS EEHINZA0ME

ZAG)+F, F dm-crypt/LUKS 7£”/dev/sdc5” LEIZEAIMNBHIEZ T LA T S BEEHE]”/mnt”:

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdcb5: ****

$ sudo lvm

lvm> lvscan

inactive "/dev/ninja-vg/root’ [13.52 GiB] inherit
inactive "/dev/ninja-vg/swap_1’ [640.00 MiB] inherit
ACTIVE "/dev/goofy/root’ [180.00 GiB] inherit
ACTIVE "/dev/goofy/swap’ [9.70 GiB] inherit

lvm> lvchange -a y /dev/ninja-vg/root

lvm> exit
Exiting.

$ sudo mount /dev/ninja-vg/root /mnt



https://zh.wikipedia.org/wiki/Debian-Installer
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup

Debian & Fift 164 /224

9.10 A%

W F 5524, MMmﬁ%M#@%‘EﬁRMMmeWV
NRIRIEEDIEARY, (RO REEEBRIZNIL,

9.10.1 NS

2 Linux ST R TEHAS, ETRIZSHRES,

« WIZSE0EIT bootloader FJIAL (BILE 3.1.2 1)
o W sysfs iGRIFINZEE, EEITHEE sysct1(8) &R (BIE 1.2.12 13)
o H—/MERIGEIER, 81T modprobe(8) SEKIRERRSE, (BNE 973 1)

#0754 D" The Linux kernel user’ s and administrator’ s guide » The kernel’ s command-line parameters”

9.10.2 W%k

RBHNEZEBEFRENABTEAZLIG, IRMEREREIIREERE, BEESSHHIFPR, 7 Debian &
G, ZEEFRIFARD libc6-dev IRHEE (B glibc BB EEIE) 24 AY, #£”/usr/include/ linux”
F17/usr/include/asm” BHISLITH,

=S

WFRiF—LLAZBXMIER, tbalidMIMERRAIEHRIZHAZIZIRF] automounter [F& 5P (daemon) £F
(amd), fRIANT B BRI NZL AR BRIZE, bl -I/usr/src/linux-particular-version/include/”,
BRI 21T,

9.10.3 ZWi¥AZFNERIZIR
Debian & B 275 R 1FRAZFE KRR,

nEe mITE KAy | ER

build-essential | g, 20 | BUE Debian SREEFF SRR LA make, gec, -

bzip2 V:161,1:974 | 122 bz2 XHFEGMEER LR

Libncursess-dev 1:105 6 ncurses F & & EEF S

git V:318,1:498 | 36744 | git: Linux RZERRN D HNIRAIZEFI R G

fakeroot V:32, 1:510 228 F93E root BRI EBRE—NPER root IMIE
initramfs-tools V:347,1:990 | 112 €132 initramfs B T B ( Debian 38 )

dkms V:47,1:200 293 NZSATZIRIRZ F5 dynamic kernel module support (DKMS) (GEFH)
module-assistant| v,y 19 | 301 | SIEAESREREEMEEEITE ( Debian H158)

devscripts V:8, I:51 2672 | Debian ZXFBHIFERFEEIMIZA ( Debian FISE )

Table 9.26: Debian ZFARIZRIZFBELT RN ETEREETIR

WNRMRESS 3.1.2 TEMA initrd, B—EMiE initramfs-tools(8), update-initramfs(8), mkinitramfs(8)
# initramfs.conf(5) BHIEXEE,



https://zh.wikipedia.org/wiki/Linux_kernel
https://www.kernel.org/doc/html/latest/admin-guide/index.html
https://www.kernel.org/doc/html/latest/admin-guide/kernel-parameters.html
http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon-graph.php?packages=build-essential
http://packages.qa.debian.org/b/build-essential.html
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon-graph.php?packages=libncurses5-dev
http://packages.qa.debian.org/libn/libncurses5-dev.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon-graph.php?packages=fakeroot
http://packages.qa.debian.org/f/fakeroot.html
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon-graph.php?packages=initramfs-tools
http://packages.qa.debian.org/i/initramfs-tools.html
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon-graph.php?packages=dkms
http://packages.qa.debian.org/d/dkms.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://packages.debian.org/sid/module-assistant
http://qa.debian.org/popcon-graph.php?packages=module-assistant
http://packages.qa.debian.org/m/module-assistant.html
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon-graph.php?packages=devscripts
http://packages.qa.debian.org/d/devscripts.html
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@ T‘fF’uF Linux PAZBRCREAY, iIEAREREBMN"/usr/include/ linux” #1"/usr/include/asm” BRI 4
(EegA: "/usr/src/linux*") EERGSHEHE, (—ETHARSEEIGX M)

ES=

S 7f Debian stable R EwiF&FAY Linux AZE, FIREE EEA — LM Debian unstable fRE @ E#1E
( backported ) B9 T BRImFTRA,

module-assistant(8) (EERER N m-a) BEIAF, A—PHSINEFNAZ, BHMEMRRIERRG
@0

dynamic kernel module support (DKMS) ZZSAZIRIRZH B — MRS MIUIMIESR, HIRITTHARAITRENIA
BARRERRLDEBENAZIER T HR, XeTAATFHEIR R BRI EBRIFRIR, J_&ﬁ{ﬂﬂi&ﬁ\]ﬁﬂﬂ, ShdmiF
BREFIEEEE,

9.10.4 #RiFAZIRICIG: Debian RZEFIPAHERE

M EBARZRABREIFMECHRZ T EGE, RS ERHREREN deb-pkg” WK,

sudo apt-get build-dep linux

cd /usr/src

wget http://www.kernel.org/pub/linux/kernel/v3.11/1linux-version.tar.bz2
tar -xjvf linux-version.tar.bz2

cd linux-version

cp /boot/config-version .config

make menuconfig

@B BH B LR R PR

make deb-pkg

&

B
linux-source-version ¥ E{ER"/usr/src/linux-version.tar .bz2” I2{#%H Debian %M T 89 Linux RIZJEX
.,

M Debian RIZREABIR A B miFIFEN Z#FIE, R H{EMR"debian/rules.gen” BfY”binary-arch_architecture
W&,

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

HEMEEEN

» Debian Wiki: KernelFAQ
* Debian Wiki: DebianKernel
+ Debian Linux P#Z3Ffif: https://kernel-handbook.debian.net

9.10.5 HEFIRCHFNE 4

BUHRMREITEERA SR LE CPU LKL, KEDEERMIMELREHRYG, ELESEEIEN Debian NIZIRX
HEE, FTE main X1,



https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://wiki.debian.org/KernelFAQ
http://wiki.debian.org/DebianKernel
https://kernel-handbook.debian.net
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« GPU IRzf)

— Intel GPU J¥zf) (main)
— AMD/ATI GPU 3Rzf) (main) 0/
— NVIDIA GPU R3] (nouveau JERFNFTE main , HI RZ3509 3 HIIREN, BIFE non-free.)

+ Softmodem JXZ/]

— martian-modem F[I sl-modem-dkms X4 & (non-free)

B R INEFEEBEBIMASRIRSE LML EUE (ELa0i%, CPU microcode, GPU IZ{THIE R HGEL FPGA / CPLD
oo ) BREGERIENERRGEE, EREZEGHEHTESEREREABNEIE, “HHARZIELEBRRG
FE, TEXLEEGHHIERMEN, XHIRE A EEREAEIRIT,

- BFRUIER R, SBMAZIBMRESKMEFHESR COHE,

— firmware-linux-free (main)

— firmware-linux-nonfree (non-free)
— firmware-linux-* (non-free)

— *-firmware (non-free)

— intel-microcode (non-free)

— amd64-microcode (non-free)
- BN EFRREFRRGE, EMEBIMIFIES KT LIBUE.

— fwupd (main): M Linux Vendor Firmware Service F# B4 EUIBEMEEE S & FHPI#Z (daemon ),

— gnome-firmware (main): fwupd A9 GTK &iif

— plasma-discover-backend-fwupd (main): fwupd fJ Qt Bl
B/ESE non-free # contrib MR ELARE Debian RAER—EB5. BEFZEH non-free #l contrib KigMEE
B, &% 214 TEHEA, MEHEREE 2.1.5 TEMER, ER non-free Ml contrib REE LB REFM,

HiEFE 2, fwupd M Linux Vendor Firmware Service F &89 E 4 HIEH MR EEZ1TH Linux W%, BIEER
non-free,

9.11 REHILRSA

BIERAEMNRE, BMNEERMELENEITZ MR,

B
£ I http://wiki.debian.org/SystemVirtualization.

9.11.1 EHMLANRNETR
BIA B BB TATA,

- ST EEI REE, tEuNiBiT games-emulator T BT RN EE

« K&B5 CPU ZRIFEIL, hOLE—L /O 1R&RIENL, bl QEMU

- KER5 CPU ERIEHME, M1 E—L /O IR&ERIAEHL, EEYN Kernel-based Virtual Machine (KVM)
- BERARBTRENML, N ERZRAISZF, tEil LXC (Linux Containers), Docker, ...



https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Softmodem
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
http://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/Hardware_emulation
https://packages.debian.org/zh-cn/sid/games-emulator
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/LXC
https://zh.wikipedia.org/wiki/Docker_(software)
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- BERFEROXERFLRIEE, N EEXERZ ENRFEERA, L chroot
- BIFRRRXGRFEEE, NEEXGFREENRLNRAZEER, Ll fakeroot

. BEZR Y API 1EH)2E,

EE a0 Wine

- MERRSSAMERME, MNLEEMPITIEEIGITREZE, tE40 Python AY virtualenv F venv

BRENLERSE 4.7.4

™, ERE

=R

7.6 THIRIRRAK,
XBEH-EHEREREMUCR ARG E,

eSS WITE A/ | HEBA

schroot V:7,1:9 2708 | T chroot F#i{T Debian _ EHIBHEF LE

sbuild Vi1, I:4 271 M Debian JEF7E Debian _#HIBHI TE

debootstrap V:5, 1:61 308 FEE— 1 E ] Debian 2% (F sh 519)

cdebootstrap V-0, I:2 116 FEEE— Debian 2% (FH C BM)

virt-manager V:11, 1:42 2298 | EMINEES: ATEEEMNMBPEENA

libvirt-clients |y 3 1.6 1185 | libvirt OEETRR

games-emulator | L0 26 games-emulator: Debian B XX AR 28

bochs V0, I:1 6999 Bochs: IA-32 PC HEE

gemu 1:29 100 QEMU: BRIFEFERALIESRGERS

gemu-system I:21 101 QEMU: 2INEER RRIFEI ZFHFI

gemu-user V:0, 1:10 106589 | QEMU: F FfRIVEVIRTL — 3 Fll

gemu-utils V:12,1:105 | 6471 | QEMU: TH&E

gemu-Kkvm V35, 1:37 107 KVM: x86 W& £ B BRI ETHEENT

virtualbox Vi1, I:14 106967 | VirtualBox:i386 #] amd64 E x86 FIEINLEE R

xen-tools V:0, I:3 727 FIFE7TE debian XEN EMRSEHOTE

wine V:17,1:73 191 Wine: Windows N AERmizE O (nEEHF)
. B E ===

Hosbox V2, 117 718 gggBE%x); EE ;rga}réf%yéHerc/CGA/EGA/VGA/SVGA EX FmaM

Txc V:10, I:14 21166 | Linux ez HFELR

python3-venv I:52 6 venv SIZEHIFT python 1R ( RGiE )

python3—v1rtualen\/]:9, 1:59 415 virtualenv Bl Z2FRERIEEHI python I 15

pipx V0, I:1 885 pipx EfREIIIFEFR LR python N ATERF

Table 9.27: B TRYITR

S NEE BT Comparison of platform virtual machines RIRGAEF SR ELML IR RIIFMLERES.

9.11.2 EHIULIIER

==
=)

BM lenny ZJ5, EXIAHY Debian RiZERSZH KVM B,

AR R TERERA TN TR,

- BIBEXHRL (B RIWHEIRER),
- BRMEILAEE " mkdir -p /path/to/chroot” Sl
— [RIANIREEBRIR IR EETS R dd(1) I (B 9.7.1 TFIE 9.7.5 ).
- gemu-img(1) BEFEBIEEFEX QEMU XFRIRE RGN {4.



https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/
https://zh.wikipedia.org/wiki/Wine
https://pypi.org/project/virtualenv/
https://docs.python.org/3/library/venv.html
http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon-graph.php?packages=schroot
http://packages.qa.debian.org/s/schroot.html
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon-graph.php?packages=sbuild
http://packages.qa.debian.org/s/sbuild.html
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon-graph.php?packages=debootstrap
http://packages.qa.debian.org/d/debootstrap.html
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon-graph.php?packages=cdebootstrap
http://packages.qa.debian.org/c/cdebootstrap.html
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon-graph.php?packages=virt-manager
http://packages.qa.debian.org/v/virt-manager.html
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon-graph.php?packages=libvirt-clients
http://packages.qa.debian.org/libv/libvirt-clients.html
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/games-emulator
http://qa.debian.org/popcon-graph.php?packages=games-emulator
http://packages.qa.debian.org/g/games-emulator.html
https://packages.debian.org/zh-cn/sid/games-emulator
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
http://packages.qa.debian.org/b/bochs.html
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu
http://qa.debian.org/popcon-graph.php?packages=qemu
http://packages.qa.debian.org/q/qemu.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon-graph.php?packages=qemu-system
http://packages.qa.debian.org/q/qemu-system.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon-graph.php?packages=qemu-user
http://packages.qa.debian.org/q/qemu-user.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon-graph.php?packages=qemu-utils
http://packages.qa.debian.org/q/qemu-utils.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-kvm
http://qa.debian.org/popcon-graph.php?packages=qemu-kvm
http://packages.qa.debian.org/q/qemu-kvm.html
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon-graph.php?packages=virtualbox
http://packages.qa.debian.org/v/virtualbox.html
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon-graph.php?packages=xen-tools
http://packages.qa.debian.org/x/xen-tools.html
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon-graph.php?packages=wine
http://packages.qa.debian.org/w/wine.html
https://zh.wikipedia.org/wiki/Wine
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon-graph.php?packages=dosbox
http://packages.qa.debian.org/d/dosbox.html
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon-graph.php?packages=lxc
http://packages.qa.debian.org/l/lxc.html
http://lxc.sourceforge.net/
http://packages.debian.org/sid/python3-venv
http://qa.debian.org/popcon-graph.php?packages=python3-venv
http://packages.qa.debian.org/p/python3-venv.html
https://docs.python.org/3/library/venv.html
http://packages.debian.org/sid/python3-virtualenv
http://qa.debian.org/popcon-graph.php?packages=python3-virtualenv
http://packages.qa.debian.org/p/python3-virtualenv.html
https://pypi.org/project/virtualenv/
http://packages.debian.org/sid/pipx
http://qa.debian.org/popcon-graph.php?packages=pipx
http://packages.qa.debian.org/p/pipx.html
https://pypi.org/project/pipx/
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
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- [REaRIH8 VRN VMDK X483, BERRE it TRAEFAEE.
« £ mount(8) EFHMBMKREINERS (FIIE).
- WFRIGHEMGE G, IBEERNEIFIZ S X 1RSI IREEH. (BIE 973 ).
- WF QEMU 235098582 R1%, IEEA1YE network block device 4EIRIZEIEE (M 9.11.3 D).
- EENXHRG LBEZTENRLHIE.
— {#F debootstrap #l cdebootstrap ZEMZFRINENGIEIXMTIE (BNE 9.11.4 ).
- EEIRERAEIGE T ERRIERARA LR,
- EEEMEIME T BT —MER.
— chroot IRIEARMNELMLIMNEG, BHEEEEARIFRER, BITIEHAMNA, BITEATPIERF daemon.
- QEMU R{EEFE &R CPU 121128
— QEMU #1 KVM ji&it¥ hardware-assisted virtualization FE{F4HEN BRI SRIZ M 2 THEE R ZRHIFEHL.

— VirtualBox B8] BA7E 386 #1 amd64 L, {§EFH k& AN {# A hardware-assisted virtualization A4 EBN RN SRIB £ INEE
RSN

9.11.3 HHEMHMEREIH

WFIRIGHEMGE S, S0E 9.7 .

3 FE© RE IR B &R S, {REET2 B {E R network block device P& IRIZE XK gemu-nbd(8) RE 1], FER
AZIER nbd RIEHEA].

gemu-nbd(8) 2 QEMU FT St #5RIRE B & T QEMU 45 TR =: raw, qcow2, qcow, vmdk, vdi, bochs, cow
(user-mode Linux copy-on-write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) 1% .

MEIRIZE EBAMEIMEE —H#NANZFAX (BRE 973 1). REEBR TEASNIEFRdisk. img” BIE—
M.

# modprobe nbd max_part=16

# gemu-nbd -v -c /dev/nbd® disk.img

# mkdir /mnt/parti
# mount /dev/nbdOpl /mnt/partl

7N
{RATLAZS gemu-nbd(8) {EF"-P 17 RS H "disk.img” WE—MHX.

9.11.4 Chroot &%

NRIRFAE ML URIZES] & Sl —NHTHY Debian IMT, FIEF(RER chroot, XE(REEIZIT unstable # testing
MERENAER, FT2BEEENEXKKE, FEATEFERER. chroot(s8) B&REMEITIE,

AV
TENIIFERIZRIFERAH chroot ZAEHLZEEHY and64 CPU 5244,

BR{REETF T ER debootstrap(l) KEIZ—1 chroot(8) A8, EXEXRBiIFER TIE,

sbuild ZREEB MR FEHIFR— /N Debian {48, {E A schroot ZF B E IR chroot M8, EFNEEBNIA sbuild-createchroof
—ig, IEBNESERNFIIEN, 7 script(l) FE1TE, WTFATR,



https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox#Virtual_Desktop_Image
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Chroot
http://packages.debian.org/search?keywords=sbuild
http://packages.debian.org/search?keywords=schroot

Debian & Fift 169 /224

$ sudo mkdir -p /srv/chroot
$ sudo sbuild-createchroot -v --include=eatmydata,ccache unstable /srv/chroot/unstable- <«
amd64-sbuild http://deb.debian.org/debian

{REEISEZR debootstrap(8) R/UEITE”/srv/chroot/unstable-amd64-sbuild” F&BE unstable FEHFH
SR, BT — 1M &\WHRER R,

{REJBAER schroot(1) REREIXMNALE,

$ sudo schroot -v -c chroot:unstable-amd64-sbuild

{REILAB R —/MEBITIE unstable BRI R 4 shell 2UNEIRIEER,

pES =
"/usr/sbin/policy-rc.d” X 4 S 2 F 101 B, PHLE7E Debian ZE LB BN &ETIFRER. &
MW”/usr/share/doc/sysv-rc/README.policy-rc.d.gz"

==

—UEFE chroot FHYFER, BEEiAOILL EERIER % LAY sbuild-createchroot BERSIR MM ZIMIE S X
A HBEBIBTT, BIE0, "/sys”, "/etc/passwd”, "/etc/group”, ”/var/run/utmp”, ”/var/log/wtmp” &%, thiF
T E(#EHA bind-mounted ZXHE N

N

sbuild G B EENEII— 1 chroot RGARMWE—NREE, 7 chroot W{ER schroot fFAENFIR. ER—
MG EM A (build-dependencies ) BB R A, ESER2E M sbuild at Debian wiki F17£"Guide for Debian
Maintainers” B4y sbuild EBE 4

9.11.5 ZREHEARY

MNMRBEEBRE—IRIERBEH— R GUI KEIFIE, FHEFTE Debian 2 RA S EFERA QEMU, KVM &
VirtualBox, XERENAEIMEEAZESNETZIEARSE, XEEILRBTEFSEENA, B3F Debian N2 E MRFN
Mtk EMEENA, FRSESZHEXWEEEX LXK, HEARAEEER, BEXLET ERENEEN,
ERBE4r QEMU TERIEFIEN, HEVRLZIF KVM MBHE, BiVERERINE,

BRTEMAE, B3 8|Z— N ABEFQEMU Bl S Debian RGN EINEMMER " virtdisk. gcow2”, X4 Debian
Z Y (EF debian ZEEE: /) CDREE,

$ wget http://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso
$ gemu-img create -f gcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

7E Debian wiki: QEWU FIBEEEFSEE.

VirtualBox B Qt B RETESHEIAENMN., X FTEMERREMGESITIERMNERECILATE VisualBox AP Fift
#0 VirtwalBox Fi P it (PDF) H&EE,

=R
FERRHME FIEIT Ubuntu A Fedora ZZERHEE GNU/Linux &1THR, B—MMEBHNFEIHEERITNAE HER
BRIERAHBAEIATEIX A GNU/Linux UMY T RFHIEIT,



https://wiki.debian.org/sbuild
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
http://wiki.debian.org/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Qt_(toolkit)
http://www.virtualbox.org/manual/UserManual.html
http://download.virtualbox.org/virtualbox/UserManual.pdf
https://zh.wikipedia.org/wiki/Virtualization
http://www.ubuntu.com/
http://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
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Chapter 10

HIREIE

BAF X F7E Debian R4 LER T HBIAMXARENTEREEXER.

10.1 HZE, EIAEH

: hﬁ%a%’l UL, *FéiﬂE?‘l&ﬁ'—jLA’FE’J&R%DS‘d’-“F SOHEBHITANIENSERIE. KA flock(l)

B9 ST BIRE FLHIR] AT i X A

BENLZEMENZERXZEUMT/LANAGME,

« TFEXAFIENL

« ILFETFEVIIE)

- Sl

- REREXASE

- (BEBEHE

* BILERZRIREI M U310]
 FMARZRNEIFER

xR AE R T RS REI,

- FEREFIESTE

- EFIFIRS TA

- MEXHZRG

- BEEFAEEN

« T2 shell

- INEARZR

- IRAEFIRETR

- BEEEMMZETR



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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10.1.1 FHEFMEHIR
AR =2 Debian %% _Ev] FRFAEFNE 48 T RIS,
ENESI) mITE X | TRE Iy iR
tar V:904,1:999 | 3152 | .tar tar(1) FERTRETE (FK)
, . ' . . Unix System V XU{&9I3H56:8, 5
cpio V:392,1:998 | 1140 | .cpio cpio(1) Find(1) — 2B
binutils V:160, 1:657 | 98 .ar ar(1) SERSENRETE
fastjar V:2,1:23 183 .jar fastjar(l) | Java AT HE (M zip)
o R POSIX AT H, T tar Al
pax V:11, 1:22 170 . pax pa>.<(1) cpio Zd
gzip V:878,1:999 | 242 | .gz gi;ggg | GNULZ77 EHIE (k)
bzip2(1), Burrows-Wheeler block-sorting [£4& L
bzip2 V:161,1:974 | 122 .bz2 bzcat(l), | BEBELt gzip(l) ESMIELHEE (IR
gzip BEMRUMIEXERELLERE)
5T LZMA EETEBELE gzip() S
1zma V:2,1:24 149 .lzma 1zma(1) MESRE (AR
xz(1), XZEHTEBEL bzip2(l) EH
xz-utils V:437,1:980 | 612 . XZ xzdec(1), [E4ER ([E45EE BT gzip BERLE
bzip2 #; LZMA EHETEMNERR)
zstd(1),
zstd V:5, ;29 1898 .zstd zstdcat(1),| Zstandard BIETIRELGE TE
. o 7zr(1), BEE RS T AR 7-zip X F1EEE
p7zip V:84, 1:471 987 .7z p7zip(1) (LZMA [E4 )
_ =TT T
p7zip-full V:117,1:485 | 4664 | .7z ;;;1()1’) (SLZEEA_’,%T%S g}é )le XA
LZOEHETEBELE gzip(l) EEHY
1zop V:12,1:111 | 164 .1zo 1zop(1) [EGFRRELEE (IR gzip BEE
UEE X BEHEELLER)
zip V:48,1:420 | 623 .zip zip(1) InfoZip: DOS IAMEEFMERTE
unzip V:141,1:793 | 385 .zip unzip(1) InfoZIP: DOS fEFEZS L4 LB
Table 10.1: FHEFEGHE T HYIR
@ Eis
PRARENEIE SRR EMT L, BUAEIRE'STAPE TE, ERT tar(l) 89175,

- gzipped tar(1) AMEBATY RERE”. tgz” & . tar.gz” FIXH&,

- xz-compressed tar(l) IIEBATY BRBER” . txz” HE”. tar . xz” FI3X&,

- FOSS TR, 3 tar(l), FMEREEHEZEELZMNTARIER: gzip - bzip2 - xz
« cp(1),scp(1) F tar(1) TEFTEEHMER F—LA4FTRRIXH, cpio(l) TERERATEERRE 8.

. cpio(1) R#Wikit A5 find(1) F1E
BB HIR TN,

S AA
EmR<

EER, E8TEEMNANGR, FELt, WARMNXHERERSEE

» Libreoffice HIEXHRIRELEMR” . jar” X4, EHRFIER unzip TRERITH,

- EXIBETESHERFNFEHEIAR zip, &8 “zip -rX” WARNIBATURERANES T, MRERAXEXR

INEEMAEZEE, BRNES “-s” EIEAR,



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon-graph.php?packages=tar
http://packages.qa.debian.org/t/tar.html
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
http://packages.qa.debian.org/c/cpio.html
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
http://packages.qa.debian.org/b/binutils.html
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon-graph.php?packages=fastjar
http://packages.qa.debian.org/f/fastjar.html
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon-graph.php?packages=pax
http://packages.qa.debian.org/p/pax.html
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
http://packages.qa.debian.org/g/gzip.html
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
https://zh.wikipedia.org/wiki/Burrows-Wheeler变换
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon-graph.php?packages=lzma
http://packages.qa.debian.org/l/lzma.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
http://packages.qa.debian.org/x/xz-utils.html
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
http://packages.qa.debian.org/z/zstd.html
https://zh.wikipedia.org/wiki/Zstandard
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon-graph.php?packages=p7zip
http://packages.qa.debian.org/p/p7zip.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon-graph.php?packages=p7zip-full
http://packages.qa.debian.org/p/p7zip-full.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon-graph.php?packages=lzop
http://packages.qa.debian.org/l/lzop.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon-graph.php?packages=zip
http://packages.qa.debian.org/z/zip.html
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
http://packages.qa.debian.org/u/unzip.html
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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10.1.2 EHIFEZIR
BAF 2 Debian %4t LRYF] FHRYE £ E HIF S0 TRV,

RG] mITE XN | IR Ihge

coreutils V:892,1:999 | 17372 | GNU cp SFIRMXENER (-2 SHEWET)

SEFERXENER (BFm, 7-r” S8ENE

openssh-client | V:813,1:996 | 4754 | scp =)

openssh-server | V:694,1:827 | 1690 | sshd EHhzin X EFMER (EfERSER)
rsync V:274,1:564 | 737 BEEniERT &L

unison V:3,1:16 14 REzizE ZHEH

Table 10.2: EHIFIEF TREYIFR

EEHIXEFRER, rsync(s) LR TRRHE T ES MM,

- ENRBEERSAZREX G SEFENBRXXEZBINERE S

- RIFEEEE (BUA) SEBRR/NE RGBSR BB ELRIX G

« ”--exclude” #1”- -exclude-from” EINEMF tar(l)

« AIRERPRINRFBHIAIEZ e 08 R E B iR X4 eI 2N B R KA,

N
£k 10.14 FRRRAZEHIR S (VCS) sIUMEIA R ZEINNES T A,

10.1.3 AIEE

ATRAARRMNTEEHEFIREE4HEEE". /source” BRFHAR,
GNU tar(1):

$ tar -cvJf archive.tar.xz ./source
$ tar -xvJf archive.tar.xz

&, WTAR.

$ find ./source -xdev -print®@ | tar -cvJf archive.tar.xz --null -

cpio(1):

$ find ./source -xdev -print® | cpio -ov --null > archive.cpio; xz archive.cpio

$ zcat archive.cpio.xz | cpio -1i

10.1.4 EFHEE
MTRAARRNTEERIEA". /source” BRFAMNAR,

« KHIEHI: 7. /source” BE - ”/dest” BE

 IEFEEHI: AMEN LRI, /source” BE - “user@host.dom” £ LR /dest” BR

rsync(8):



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
http://packages.qa.debian.org/r/rsync.html
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon-graph.php?packages=unison
http://packages.qa.debian.org/u/unison.html
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# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

REEBERER “RER MR B

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

&, WMTFR,

# cd ./source; find . -print® | rsync -aHAXSvO --files-from=- . /dest

# cd ./source; find . -print®@ | rsync -aHAXSvO --files-from=- . user@host.dom:/dest
GNU cp(1) #0 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom ’'(cd /dest && tar xvfp - )’
cpio(1):

# cd ./source; find . -print®@ | cpio -pvdm --null --sparse /dest

REEBERBER”.” NEIFER foo” BX”.”, XHRBEIMUM”. /source/foo” BREHINHEHE]”/dest/foo” B
io

EFREES”.” WG F B, REEmEREITE’12”/path/to/source/foo” RIKE” . », i X#¥F] A FEH cd . /source;”.
MR, IEXERRIETENAR, BIARENGGE,

« ”/dest/fo00”: rsync(8), GNU cp(1), #1 scp(1)
« ?/dest/path/to/source/foo”: GNU tar(1), ¥l cpio(1)

"R
rsync(8) # GNU cp(1) sJLAR"- u” IR 2 RE & = im _E BRI {4,

10.1.5 BEEXEMIEE

find(1) #WAEMN TR FESIH B HAEENGS (BRE 1013 FHE 10.14 H) KEATF xargs) (BRE
9.4.9 %), BT find S SITSHEEBERINAESTINE,

T2 find(1) BB E 2L,

- find FESHEHZEANZNERA,
- —BERERHBEN, BLEEMRFLL

- Y1238 OR” (ARG ZIER-0” SHIEER ) MERKT B8 AND” (H”-a” SBIEEHERMZERBEFS
2.

- "7 B3 NOT” (HRMRIER” ! ) MERST “B% AND”,
« 7-prune” S2iR[EZ4E TRUE FHMRXNBREFERN, BRIERMRIXNBE RIS,
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« 7-name” XL T B shell BREFF (EWE 156 T) UIXGBEHLLETEERL Y F17?” TF/HH .7, (FHY
POSIX #514)

« ”-regex” LECEANHERIZ, BAIARA emacs XA8HY BRE (W% 1.6.2 1I),

« 7-size” REXGXNKLE (BEriEHE+ SREEXNXHE, EREHE”-" SEEE/NIXH)
* 7-newer” SRILECLESHBFREEN XL Z I,

« 7-print0” SHEZRIREELE TRUE FIFTEB XA (null terminated) $TENRIFR AR HIZE L.

MTE find() iBFER,

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ”".*\.cpio|.*~" -prune -o \
-type d -regex ”".*/\.git” -prune -o \
-type f -size +99M -prune -o \
-type f -newer /path/to/timestamp -print@

XEGSIAITWM T aE,

—_

B /path/to” FTHIFIEXH

2. RELBERNNURAFEFERANZ ERE (BRE 162 1)

3. @ (E IR A TURHBRITES . *\ . cpio” 3. *~” IEMFAAI M
4. BRI IBR S URARIDAS . */\ . git” EMRARAIBEF

TR IR 75 TSR HEEREE 99MB (1048576 F 17 B 7T) BARISI M

6. BERXHER, BN LIERZGFELL”/path/to/timestamp” FHEIH

-

-

5. @
=

BB LEFIFHEY -prune -o” HEBRXERIS)IRAIE,

pE=1
Y+F3E Debian Z&HJ Unix-like &4, BLESEEIRERH find(l) L% HE, EXMIBERT, MiZEEIFELEH
EFR -print” B -printe’, {REJRERIMEEZEREMMEXNGS,

10.1.6 JIPHIELR

HEBNREFEIH FHIRE i, MRZEEENNEMRYE, NFNENMAREED, BERRE QSR CD-R
# DVD-R AR BERERR. TR, FEMihrE, (FAHN—REBMTEENTR)

JES=}
X Z2RWFRBEXERGL, RSB ENRBEFEENTRMELLRE, REBRBFEES ISR
INEZFE I,

ME (EZRRETHNEER ) INEEEFMETRNRXERS.

« KF 100 & : FHEKMITERE
+ 100 & }ETFfE (CD/DVD, CD/DVD-R)

« 30 FF: MiTTEE (HIT, WEB)



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/zh-cn/保险箱
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20 F: MAEHEFE (CD-RW)

EABERTFANSBINESESES,

ME (EEBRETFHUEER ) TUEBFENRIERNE R,
« KF 250,000 )X : FERIXENES

« KF 10,000 % : AF

* 1,000 JX: CD/DVD-RW

« 1)X: CD/DVD-R, #

VIR
@ X EBENFESF SIS R BRVEIR NN ZE AR REE(TATFRBERIBENFMEEN, SHEABSERRUNSE
P mAYiiee,

R
&’ CD/DVD-R MBFERET—X, ENARELEILETENEESHHNBAREIEER, IRMS!

"R
MRMFPBFEEFREMEAAITABIRE D, BoBIESEMLERZMTREN LAERRFTIMNED, FIeeRME—7]
1TH73 %,

10.1.7 FRBINFMEIRSE
BB AN TR & T LR LA T B e —Fh,

« USB [NT75

« FEERIKENEE

- HEBIRENEE

o ZRBAENL

. WFS RIBEMES

EATT @ A TR A R RH*1TIEE,
- USB

* IEEE 1394 / FireWire

« PCE

& GNOME #ll KDE X8I REIMRRERBTE"/etc/Fstab” XHFFR B ZBNRE, BiEEiXLEaIBig
£=4

* udisks2 BIRH T TIPERRFE XIS AR R REHNNHX LIRS,

* D-bus BIREMRMABIIIE,



https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
https://zh.wikipedia.org/wiki/D-Bus
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« PolicyKit It T Fr EHI4FAN,

N
umount(8) EEIERIREMINHRFIEERHF B "uhe lper="2%,

"R
RELXLERBMIRERBE /etc/fstab” XEPIIHEA, KREMZTTASBMNER,

MR EEIMETHER SW%E R /media/username/disk_label”, EuIA#EUN T ETREIRE &,

« FAT ¥R H R A ER mlabel(l) &%
« 1S09660 X4 ARG EATE”-V” EINM genisoimage(l) %
. ext2/ext3/extd X RBERTE”-L” XA tune2fs(l) m<

PN
HHNTREFRRMRDIED (BHE 8.1.3 ),

R’
TEEFAERE EBRXXMARE, AJRSBREMNMNSIRET R /dev/sdc”, MRFEEZREBENRET R,
RN ZFERLITRRM LA umount(8) G<RENHTE,

10.1.8 ERATHERENXGRE

SfEI R BHFERE SEMRRD ZRIFENRE, FNZEECRIVEABRAMRFERAETIFMERN XHAR
%, TERXHRANIIR,

XHEZRGRA HAFERIZ S

FAT12 RE (<32MiB) EEF&EMNEESE

FAT16 E/VEE (<2GiB) ERNEFENEENE

FAT32 FEXRTEE (<8TiB, # MS Windows95 OSR2 A EMEF R G T 1%)
NE

oxEAT EREEERZLTETFAEEZRIE (<512TiB, # WindowsXP, Mac OS X Snow Leopard
10.6.5 #0 Linux A#% 5.4 ARZASUA LBIRIE R B ET235)

NTES FAREEZRZ FNETEEEZRIE (FE MS Windows NT MaZERARELSTE; &
Linux £, i@i${#ER FUSE i NTFS-3G %#%, )

1SO9660 7£ CDR #1 DVD+/-R ERIB T ERNRESRENZ

UDF CD-R #1 DVD+/-R (31) EMEERIES A

MINIX RE THAT e NAER unix XEREFE

ext2 EEZEEEZHinux 2ZHEE THRRES=Z

ext3 EXEEEZHlinux 2ZEE THRES=Z

extd EEBRIM linux RAMEE FRRESZ

burfs FEAHARIEREEEZERHN Linux RAENEE FEZRIE

Table 10.3: EIRUERIZ R T A]BENFEIRE ERMXGRATIR



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/ExFAT
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
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R’
EEF 991 HRREBRTERARSEMMENBETLENBRELZNER.

FAT X RAZRBRSBNIMNIRFRASZSE, ENTEIAIBNERHITHRERIRZIFETAN,
HIEVLBRERS FAT XA ANBEFERIBERZENAIBINRERN, UTRIZRREEINEE,

* F fdisk(8), cfdisk(8) B{& parted(8) %< (BWF 962 T) BENBNERBEIMNNESKFAEEMUT
FRig,

— FFB/NVF 2GB B FAT 18 & AFH767,
— }RICE KM FAT32 i & RERF
- tITFFIRER mkfs.vfat(8) MR ES XM,

- EMIREEE, Flal”/dev/sdal” BAF FAT16 i8&
— BAMRIEINFIERRE R, Fl”-F 32 /dev/sdal” AT FAT32 i%&

&M FAT 5% 1S09660 X+ R AN ZHIER, W TRFEZIZNREE,

« A tar(), 3 cpio(l) L EMXMGF, BRATHREXHKR, HSikE, RENXENRIXXGMEERES.
- A split() SLIEERX MM A MERE TN 2GiB /WX H, EERZXHKRNRE,
- MEEHEXAHRIFPERBTRZRERRETIE,

=2

EJg FAT XIEFRFEIRT, RRIXE RN (27032 - 1) bytes = (4GiB -1 byte), IF—LEE|HAY 32
MRZLEMNAREREMS, SANXERNEZESE/N (2731 -1) bytes = (26iB -1 byte), Debian ;&5i8
2 EENIEE,

EE

WRARERBHARNEINIERLIT 200MB M5 X & IREN8E EER FAT, {19 Overview of FAT, HPFS, and NTFS
File Systems IRXERHER THRAANRS, FIUEM#EEZEIFAE, H2A7T, B Linux R4E EE=2
NiZ{EA extd XY R %,

B
BEXXHRAMBLCXERANEZER, BSE Filesystems HOWTO”,

10.1.9 ML LHEIEBHNZE

SEAMERDZHRIERIRHER, (RN ZERERMERS, XEF—LER,

REWNFXMADFERU, BEMEBEHFRANEHXERBIHER, BXAJEEFTREN, RS EREY
LB T ATRBIIIE T 2,

« F§ SSL/TLS fN#

« ¥E3] SSH @&

. ¥37 VPN iBE

- MBZEFZEL 2P XIE

SN%E 6.5 THE 66 19,



http://support.microsoft.com/kb/100108/
http://support.microsoft.com/kb/100108/
http://tldp.org/HOWTO/Filesystems-HOWTO.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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WZRARSS HAFAZEREE
1 “Microsoft Windows MZ&” N =X, S0 smb.conf(5) #
SMB/CIFS FH Samba FE£EMLE G R 48 B/ Samba 3.x.x IEEFSEFM ( The Official Samba 3.x.x

HOWTO and Reference Guide ) 8% samba-doc {48l
BT “Unix/Linux WN&&” 2 EXH, £ exports(5) #l Linux

NFS A Linux RZEHMEXHE R %

NFS-HOWTO
HTTP fRE £ web RB B/ EFRZ BN ZX &

EENMZENEZEEEE SSL) 3EX &= (TLS) FIMNZEIRS
HTTPS fR5S BB PR T
FTP fR5 EFIP RB B/ EFPmZBl D =X &

Table 10.4: BABY(ERIZ= T oI FERMMNLERS TR
10.2 HpFkE

B2 ENERSEEE, NEATANNBRERAANBIERIA, SNNRERFEENINAREEPIE
BEZM—E5, PIeeHE —RIFMEBMAE Ha&,

"R
REMWENRABEAEZESNHRNRSE, BEHRIELLMARBNENHEANRATHEZEENZS,

10.2.1 Backup and recovery policy
B 3 NREME R RESLPRR &5 TR E RIS,

1. FEEEHMREM 4,
- (RECRIEEIENHE: &£~/ THEIE
« (REERINREF SR BIEX G T/ var /7 TRIEIE (BRT”/var/cache/”,”/var/run/” #1”/var/tmp/”)
- RAWLEXM: £ /etc/” THEIE
* Local programs: datain ”/usr/local/” or”/opt/”
c RRRKRER: XELR (DK, NANEKES?
< BIUFRIRER @I SIS MR TR S IR MERTN ST IR IE
— Cron job as a user process: files in ”/var/spool/cron/crontabs” directory and restart cron(8). See 58
9.4.14 ¥7 for cron(8) and crontab(1).
— Systemd timer jobs as user processes: filesin”~/.config/systemd/user” directory. See systemd. timer(5)
and systemd.service(5).

— Autostart jobs as user processes: files in »~/.config/autostart” directory. See Desktop Application Autostart
Specification.

2. MEEHREENNRE.,
« ZEMBEFME: KIFERTESNRAKE
- EEEM: BiHNEH
c TREM: BIEHRE
- BINVRE: BNERGSEN
3. 1l MBI RSB A

« Risk of data when lost



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://tldp.org/HOWTO/NFS-HOWTO/index.html
http://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
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— Data should be at least on different disk partitions preferably on different disks and machines to withstand the filesystem
corruption. Important data are best stored on a read-only filesystem. 1

* Risk of data when breached
— Sensitive identity datasuchas”/etc/ssh/ssh_host_*_key”,”~/.gnupg/*”,”~/.ssh/*”,”~/.local/share/

”/etc/passwd”,”/etc/shadow”,’popularity-contest.conf”,”/etc/ppp/pap-secrets”, and”/etc/e
should be backed up as encrypted. 2 (See 38 9.9 3.)

Never hard code system login password nor decryption passphrase in any script even on any trusted system. (See 58
10.3.6 15.)

« BIRERWA N RE TRt

Hardware (especially HDD) will break

Filesystem may be corrupted and data in it may be lost
Remote storage system can’t be trusted for security breaches
Weak password protection can be easily compromised

File permission system may be compromised

- BEMAENRIR: AN, BY, RE, -

— Automatic scheduled backup with cron job or systemd timer job

JED =)
BRIEMEEB MR 4, BUAREEW /proc, /sys, /tmp, Fl /run BERTHHXHZRSE (BWE 1.2.12
THE 1213 ), EfIREXKELANHIE.

==
=

oy

HEMBIRNRER, RPJREREFEE—LENAREFIITIFHENN MTA (80158 6.24 ),

10.2.2 ZHENEH®

AR 2 Debian R4 L{EFEEMNSEASMNIEZFEGIIIR,

FI LEESENETRNARE,

+ Mondo Rescue —NMEMHES, TEEBHENMEZH CD/DVD FREPREBMREBNAL, MABTERTEMNER
G FTIE,

« Bacula, Amanda #] BackupPC @2LINEENZNLBEEHN, FTERTEHENIERED.

- THASMMAFPEUE, sTOBEE —NMERAS (55 10.2.3 1),

55 10.1.1 TF05E 10.1.2 HEAMWEMT EEBEIBEEXMARENAZEZD., XEMAIINEER] BTN FHT
BRigE,

N
£”/usr/share/doc/dump/” #1 ”Is dump really deprecated?” 3R 7 fi# dump 2%,

1A write-once media such as CD/DVD-R can prevent overwrite accidents. (See 38 9.8 T for how to write to the storage media from the shell commandline.
GNOME desktop GUI environment gives you easy access via menu: “Places — CD/DVD Creator”.
2Some of these data can not be regenerated by entering the same input string to the system.



https://zh.wikipedia.org/wiki/Mondo_Rescue
https://en.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://en.wikipedia.org/wiki/Backuppc
http://dump.sourceforge.net/isdumpdeprecated.html
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RG] ATE PR L
AN

dump VL I 351 21}54 BSD dump(8) ¥ restore(8) S FTF ext2/ext3/extd XFFH

7£ GNU/Linux #1 IRIX EF3 xfsdump(8) #1 xfsrestore(8) &

f :0, I:8 854
XTodump Vo SREHIRE XFS XHERS
backupninja Vi3, 1:4 367 122/ H FEAY meta-backup R4t
bacula-common V:9, I:13 2158 | Bacula: WEEEIERH, MENZKE-E N IHE
bacula-client I3 183 Bacula: WRBIEEH, MENZRE-EFmTREE
bacula-console | V1,14 107 Bacula: WEEEIEE D, MEMNZE-XF X
bacula-server L1 183 Bacula: WEBEZM, MENZE-RJF|mRAEE
amanda-common V-0, 1.2 9998 | Amanda: BEEZXREFEAENSRENCMNEEEZITES (F)
= i‘ =z < \;E;k = gg ufﬁq:l'_l \IEH
amanda-client V0, 12 1088 %ﬁm}anda. QEEZREFARNESRENCMEHEETES (BEF
 BEEXRERARNSRENCNEHETEE (RSaE
amanda-server | V:0,L:0 1090 ?ﬁuﬁm)anda. SEZARFIENER PR I35 (RS
backup-manager | V:1,I:1 571 w2 TEMIER
backup2l V0, I:1 114 BATESEN ETHEN) NREPHEh/HE LR
= E=2 (AN % TIT \ B = BERA TS

backuppc V2, 13 3184 Z?CIkuEI.)PC ERATEM PCHIBIE (BETHE) NEHEENEL
duplicity V:13, 1:32 1834 | (=) BEED
flexbackup V:0, 1:0 243 =R EBEED
rdiff-backup V5, 1:13 733 (z7E) BEEH
restic Vi1, 4 21080 | (ZFE) IBEEMH
slbackup V:0, 1.0 151 (=fE) BEER

Table 10.5: LAZNIEFEHTIER
10.2.3 PMAEMND

FiziT testing EFAINA Debian RERZRKN, IAFZRIPDIABIENXBEE. BLIEENEBFHIENR
K—RRF, BISEHEZSNBENRANELKIENS N AER,

5itER, B—EMENREN DT ABIBNARLEERBINED, MEBERMABRENEZER, REEEFNEN.

I usually make these snapshots and backups with a simple shell script bss. This script is a short shell which uses standard utilities:

btrfs subvolume snapshot, rsync. For data encryption, disk image is created by fallocate(1) and configured with
cryptsetup(8).

N
R BE9% FI"debconf-set-selections debconf-selections” &< k& debconf fid B ##E, =] LA A dpkg
--set-selection <dpkg-selections.list” a<¥kE dpkg FHEHRIE,

10.3 FEZEEM

BELZEMRmRAENE, NRRENERTANGS,
S0%E 9.9 TIHY dm-crypt # fscrypt, EATEN Linux RAZIRRSLI T BT NZLRM,

10.3.1 GnuPG ZiAEI1E

TR GNU 2R D+ BEANEHERERL,
EEBEX.
WMF < EEFHAY”71DD8D791” AR R 2N EARRS5 28" hkp 1 //keys . gnupg . net”,



http://packages.debian.org/sid/dump
http://qa.debian.org/popcon-graph.php?packages=dump
http://packages.qa.debian.org/d/dump.html
https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/xfsdump
http://qa.debian.org/popcon-graph.php?packages=xfsdump
http://packages.qa.debian.org/x/xfsdump.html
https://zh.wikipedia.org/wiki/IRIX
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon-graph.php?packages=backupninja
http://packages.qa.debian.org/b/backupninja.html
http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon-graph.php?packages=bacula-common
http://packages.qa.debian.org/b/bacula-common.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon-graph.php?packages=bacula-client
http://packages.qa.debian.org/b/bacula-client.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon-graph.php?packages=bacula-console
http://packages.qa.debian.org/b/bacula-console.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon-graph.php?packages=bacula-server
http://packages.qa.debian.org/b/bacula-server.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon-graph.php?packages=amanda-common
http://packages.qa.debian.org/a/amanda-common.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon-graph.php?packages=amanda-client
http://packages.qa.debian.org/a/amanda-client.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
http://packages.qa.debian.org/a/amanda-server.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
http://packages.qa.debian.org/b/backup-manager.html
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
http://packages.qa.debian.org/b/backup2l.html
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon-graph.php?packages=backuppc
http://packages.qa.debian.org/b/backuppc.html
https://en.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon-graph.php?packages=duplicity
http://packages.qa.debian.org/d/duplicity.html
http://packages.debian.org/sid/flexbackup
http://qa.debian.org/popcon-graph.php?packages=flexbackup
http://packages.qa.debian.org/f/flexbackup.html
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon-graph.php?packages=rdiff-backup
http://packages.qa.debian.org/r/rdiff-backup.html
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon-graph.php?packages=restic
http://packages.qa.debian.org/r/restic.html
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
http://packages.qa.debian.org/s/slbackup.html
https://github.com/osamuaoki/bss
https://zh.wikipedia.org/wiki/Dm-crypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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RHEB ATE NS L)z
gnupg V:533,1:936 | 864 gpg(1) GNU F2FA T T - OpenPGP IZEMBZRE L H
gpgv V:874,1:999 | 882 gpgv(l) GNURBAM I -ZEREWTLEH
paperkey Vi1, 1:13 58 paperkey(1) M OpenPGP FAFHEM, XNELFMEEE
cryptsetup vl 178 | 444 | CTYPTSCTURG oo shigg MBS LUKS TA
coreutils V:892,1:999 | 17372 | md5sum(l) | iTEERK%E MD5 HERE
coreutils V:892,1:999 | 17372 | shaisum(l) | iITEE&K5E SHAL MERE
openss1 V:806,1:994 | 1466 | openss1(iss))fEA openssl dgst” (OpenSSL) T EEERE
Uibsecret-tools | |, | 45 secret - tod L {EMEFIEYE =3 (CLI)
seahorse V:77,1:253 | 7804 | seahorse(l) ZiAEIE L H (GNOME)

Table 10.6: #ELLEM T AR
we iAH

gpg --gen-key

ER—BIFHIZ RS

gpg --gen-revoke my_user_1ID

L my_user_ID B — 7 BIBIEP

gpg --edit-key user_ID

REANREZH, BA help” KRERGFHHNER

gpg -o file --export

CENZHH LA

gpg --import file

NXHESANZH

gpg --send-keys user_ID

&3X user_ID A FHEI N 5AARSS 22

gpg --recv-keys user_ID

M RARRS 28 T &) user_ID HYAER

gpg --list-keys user_ID

S user_ID FIFF B = %H

gpg --list-sigs user_ID

FH user_ID BIEF

gpg --check-sigs user_ID

& user ID ZHEF

gpg --fingerprint user_ID

& & user_ID FYFEZX

gpg --refresh-keys

E AR

Table 10.7: GNU faFA R T 2=iAE R SHITIR

[ERESi=3ES

s

REMBEEEZR/REHE

BEETEEXR

REEBHEERTITE

MR EEZHE

RIERENEE

TE=EE

cC|—h35|Ql0

REGFE

Table 10.8: {F{EBE XIIFT



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
http://packages.qa.debian.org/g/gnupg.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
http://packages.qa.debian.org/g/gpgv.html
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon-graph.php?packages=paperkey
http://packages.qa.debian.org/p/paperkey.html
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
http://packages.debian.org/sid/libsecret-tools
http://qa.debian.org/popcon-graph.php?packages=libsecret-tools
http://packages.qa.debian.org/libs/libsecret-tools.html
http://packages.debian.org/sid/seahorse
http://qa.debian.org/popcon-graph.php?packages=seahorse
http://packages.qa.debian.org/s/seahorse.html
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$ gpg --keyserver hkp://keys.gnupg.net --send-keys 1DD8D791

ZIARTFHINEABRSZ 23 1E~/ .gnupg/gpg.conf” (IBRINIETE”~/ .gnupg/options” ) XEFHIEE, WXHEHES
TUTEE,

keyserver hkp://keys.gnupg.net

MEAREAR S5 2R IRENTT & tARL,

$ gpg --list-sigs --with-colons | grep ’'Asig.*\[User ID not found\]’ |\
cut -d ":’ -f 5| sort | unig | xargs gpg --recv-keys

B—MBIRTE OpenPGP A iARRSS 28 (SCAIRIARZS 0.9.6), G ET R 2 N LRI FHE, 189 gnupg (>1.2.1-2) REGE
BEMS IR X LE PR A 738, S0 gpg(1) FBY”- -repair-pks-subkey-bug” iEI.

10.3.2 EXHLE{ER GnuPG

XBE-LENM EER GNU RFAR T &<+,

e Ll

gpg -a -s file ASCII 3R ZE B X file.asc
gpg --armor --sign file Els

gpg --clearsign file ERBENEFER

gpg --clearsign file|mail
foo@example.org

KiE—NBAXZEFZI foo@example.org

gpg --clearsign

--not-dash-escaped patchfile FEXCE BRI T
gpg --verify file RUFRAN X HF

gpg -o file.sig -b file ER— N BENEF
gpg -o file.sig --detach-sig Bt

file

gpg --verify file.sig file {EH file.sig IIEX

gpg -o crypt_file.gpg -r name
-e file

NIME, NXHEEERNBEF, £ HEBIEY crypt_file.gpg

gpg -o crypt_file.gpg
--recipient name --encrypt file

Cills

gpg -o crypt_file.asc -a -r
name -e file

PNEEINE, MXHHIRENBRF, HAL ASCII 3R crypt_file.asc

gpg -o crypt_file.gpg -c file

B X EWFRINZE] crypt_file.gpg

gpg -o crypt_file.gpg
--symmetric file

Cills

gpg -o crypt_file.asc -a -c
file

WHFRINZE, MIHEFZI ASCII £ crypt_file.asc

gpg -o file -d crypt_file.gpg

-r name LS
gpg -o file --decrypt BLE

crypt_file.gpg

Table 10.9: EX & E{FEAR GNU [2FA T TGRSR

10.3.3 7£ Mutt F{EH GnuPG

EINTEABRE~/ . .muttrc”, EBEHNEHE, BER—MEN GnuPG, ERSIKEHZ’S” RAFERER.



http://sourceforge.net/projects/pks/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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macro index S ”":toggle pgp_verify_sig\n”
set pgp_verify_sig=no

10.3.4 7£ Vim F{FH GnuPG

gnupg IHEERT LRI B R A7 . gpg”, 7. asc”, F1”. ppg” IS R] FERYIBIT GnuPG, 3

$ sudo aptitude install vim-scripts
$ echo ”"packadd! gnupg” >> ~/.vim/vimrc

10.3.5 MD5 50

md5sum(1) ##t THIEREX R —P TR, EfEA rfc1321 BRANHIERE M.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffO0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

=
MD5 #RIGFNH CPU i+ E38E 2Lt GNU Privacy Guard (GnuPG) MBS EELM. EEEELT, RENANIEE
XA EEMZEZBRBREVETEEM.

10.3.6 ZEIBEIRIA

On GNOME system, the GUI tool seahor se(1) manages passwords and stores them securely in the keyring ~/ . local/share/keyi
secret-tool(l) BEM MRS 1TIREZEIERITARLIA,
1EFRA3RA secret-tool(1) 7#fi& LUKS/dm-crypt MR 2 {R&ERARZE,

$ secret-tool store --label='LUKS passphrase for disk.img’ LUKS my_disk.img
Password: ****x**x*

EXANMFER R RE M IR ENF TR EIHETRER, thdll cryptsetup(8).

$ secret-tool lookup LUKS my_disk.img | \
cryptsetup open disk.img disk_img --type luks --keyring -
$ sudo mount /dev/mapper/disk_img /mnt

R’
TR, FEEE—THABHEHEZEN, £ secret-tool R RIFEMERHERDEIMAEHE,

10.4 ERBEHIEA

XEFFZFEABEHIE, NITHRFERENIE,
SMBRIRER~/ .vimrc” RE”~/ . vim/vimrc”, BEFITHEMEK,



http://tools.ietf.org/html/rfc1321
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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RHEE mITE X | &% 15 AH

patch V75, 1:714 | 248 patch(l) BEXEFITHT

vim V:103,1:394 | 3498 | vimdiff(1) | 7 vim FHHFEERAAXEF

imediff V:0, I:0 169 imediff(l) | EFREANRE/=BEaHFT1HE

me Ld V14, .37 3086 | meld(1) tEERFBREXH (GTK)

wiggle V:0, 1.0 174 wiggle(l) | NMA#IEZLBRIFT

diffutils V:870,1:993 | 1598 | diff(1) EITLER AN

diffutils V:870,1:993 | 1598 | diff3(1) EITLERMEH =AXHF

quilt V:3,1:30 788 quilt(l) BIERIAT

wdiff V:8, 1:65 644 wdiff(1) EXFXHER, EREHPARE

diffstat V:14,1:143 | 81 diffstat(l) @i diff £ — M REZIEIRE

patchutils V:16,1:139 | 232 combinedifif R MEEHN T EIE— N FHEFT

patchutils Vi16,1:139 | 232 dehtmTdiffi(Bk— HIML T1E=BUE —7 diff

patchutils V16, 1:139 | 232 filterdiffillk—" diff X E R E HEFR diff X5

patchutils V:16, :139 | 232 fixcvsdiffiEE A CVS patch(l) BiRCIZER diff X1F

patchutils V16, 1:139 | 232 flipdiff(l) @A TR

patchutils V16, :139 | 232 grepdiff(l] ERWMEXHFEHLEENRARNBFTER
= RNFE—i&% i EFRI—7F ;

patchutils Vi16,1:139 | 232 interdiff(l);ﬁ"?;;i;g éf?ﬂc?f@f%gé TR-TXHR

patchutils V16, 1:139 | 232 Isdiff(1) | BRWEXXHFHT BN

patchutils V:16, :139 | 232 recountdififETEEAATR diff XHFMNBREF RS

patchutils V:16, 1:139 | 232 rediff(l) | BEFIfwE diff XHFOBREN RS

patchutils V:16, 1:139 | 232 splitdiff( R EEERT

patchutils V:16,1:139 | 232 unwrapdiffiIRAIEE R EaIFh T

dirdiff V0, I:2 166 dirdiff(1) | ERE XN ZEMNAEHBERS

docdiff V:0, I:0 555 docdiff(1) | FiaAZEFHEEER A X

makepatch V:0, 1.0 102 makepatch(DERT B T X&

makepatch V:0, 1.0 102 applypatch(Z AT BH T XHE

Table 10.10: JEXBEEH I RYIFE



http://packages.debian.org/sid/patch
http://qa.debian.org/popcon-graph.php?packages=patch
http://packages.qa.debian.org/p/patch.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://packages.qa.debian.org/i/imediff.html
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon-graph.php?packages=meld
http://packages.qa.debian.org/m/meld.html
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
http://packages.qa.debian.org/w/wiggle.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon-graph.php?packages=quilt
http://packages.qa.debian.org/q/quilt.html
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon-graph.php?packages=wdiff
http://packages.qa.debian.org/w/wdiff.html
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon-graph.php?packages=diffstat
http://packages.qa.debian.org/d/diffstat.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon-graph.php?packages=dirdiff
http://packages.qa.debian.org/d/dirdiff.html
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
http://packages.qa.debian.org/d/docdiff.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
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10.4.1 MWEREXEFEHESR

THEHMRE, EHANEXXGNARE, HFEREXHAME, CIEEA diff X file.patche” 3”file.patchl”.

$ diff -u file.old file.new > file.patcho
$ diff -u old/file new/file > file.patchl

10.4.2 RN EHBIEEFH

diff X (IEHEWRIUE patch # TXH ), BTFRE—MEFEH, BT TENAN, BWRIERS, NAXNEHEZ
HEXH.

$ patch -p0@ file < file.patch0
$ patch -p1 file < file.patchi

1043 XRENEE

MR—NRENRED, REFWADRAE, REICAEE FEMSGN, £/ inediff() MITRARENBIE,

$ imediff -o file.merged file.old file.new

MR—NFERED, FE=TRAE, REICAEE FEMSGN, £ inediff() RITREN=HBIE,

$ imediff -o file.merged file.yours file.base file.theirs

10.5 Git

Git 2IXEEXREZEMETF RAIZH| R 4 version control system (VCS) TR, EJF Git RN EARMFILTEFEREE
BE, MEASEE,

83T Debian Salsa fR5%, Debian REISIR 1t G2 22AY Git BRS3. 7E https:/wiki.debian.org/Salsa BEFLEIE /IR AR STHY,
THER L Git HXIREE,

REa TE RS 1iBE

git V:318,1:498 | 36744 | git(7) Git BRiE, AT B, 7HAREAEFRZZE
gitk V:6, 1:40 1760 | gitk(l) BHEINEER Git B EEN RS
git-gui Vi1, 122 2354 | git-gui(l) | Git EIF2RmE ( X[AEINEE)
git-email V0, [:11 1006 | git-send-emAiGil AR FHELEZREZIFIF T
git-buildpackage y.; 1, 4220 | git-buildpaBkayea5hEI{E Debian &

dgit V0, .1 497 dgit(d) Debian IHRER git RERIE
imediff V-0, .0 169 git-ime(1) | REXMIDF git IRRAVHEI TR
stgit V:0, I:0 603 stg(1) AT git (Python)

git-doc .14 12150 | N/A Git ERA XS

gitmagic I:1 721 N/A *Git BAR”, ZTIERER Git FH

Table 10.11: git X BT



https://zh.wikipedia.org/wiki/Revision_control
https://salsa.debian.org/
https://wiki.debian.org/Salsa
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
http://packages.qa.debian.org/g/gitk.html
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon-graph.php?packages=git-gui
http://packages.qa.debian.org/g/git-gui.html
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
http://packages.qa.debian.org/g/git-email.html
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon-graph.php?packages=git-buildpackage
http://packages.qa.debian.org/g/git-buildpackage.html
http://packages.debian.org/sid/dgit
http://qa.debian.org/popcon-graph.php?packages=dgit
http://packages.qa.debian.org/d/dgit.html
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://packages.qa.debian.org/i/imediff.html
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
http://packages.qa.debian.org/s/stgit.html
http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon-graph.php?packages=git-doc
http://packages.qa.debian.org/g/git-doc.html
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon-graph.php?packages=gitmagic
http://packages.qa.debian.org/g/gitmagic.html
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10.5.1 FE2E Git ZFim

{RE]BATE”~/ . gitconfig” BEIRE/LA Git B P RFJFZEANEF/ECE, LR IRIIRFIEFHbFHLL,

$ git config --global user.name ”“Name Surname”
$ git config --global user.email yourname@example.com

R A] BAFRAN T AR ZE S Git BIEKIATT J,

$ git config --global init.defaultBranch main
$ git config --global pull.rebase true
$ git config --global push.default current

WNRF=)IREER CVS 8% Subversion &8¢, {FEIFEEIREW T LM HS IR,

$ git config --global alias.ci “commit -a”
$ git config --global alias.co checkout

fREEBEIUN T AR EMRNEFEE:
$ git config --global --list

10.5.2 EAXH Git 5%
Git 1B1E5 RV R,

- TEBFRFFERAFBXE, R EMMLRE,

- FEWICRIINZR, VIRMIBRERALFIRS. X git addMgit rmas<.
- R3IRIFEEXM

- EETROBERZA, SEXHFRRERIAHMEE, X2 git commit &<,
- A EERFEZRINIIXG.

- Git BREXRRIENIRMEATCERMBEIMEAN AL,
- KB EEIT git push L ERIEHIBEZIECE,
- Kt GERENSEIT git fetch # git pull S NIZIEEEZE IR,
* git pull@s<fE git fetch FMIT git merge 3 git rebase @<,

« X8, git merge XAEM MU N ZHAFRLEER—1M =, (TEREEHE git pull,

5t EFER RO RE lJlﬂFy)KE‘J R )

* XEB, git rebase SIE—MNERESEZHNFIAEMENDT, BEAIS X, (X2
true MENR, Nﬁﬁ]ﬂ%ﬂ'\]ﬁﬁﬁﬁﬁﬁ )

- IERECERFBEZRERMINMG.
- AR EREE, ERAREMEEMDY, L SSH B HTTPS,

XA, ERY

Efl pull.rebase

TIrMRAE .git/ BRZIMNIXM. £ .git/ BREENIXG, BERS Kt ERIEN—L git BENXEXH,

XEBERFEM Git s S,
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Gitm% Ihae
git init BIEE (A3h) FFAERE
git clone URL R EER A EELEE RN
git pull origin main BT fEGE origin EFAM main 7%
git add . ENTENEmIXENERAMEFENRSIXE
git add -A . ENTEMERNMBEXHAHIZRS] (BEEEMRE)
git rm filename M T ERFIZE SRR SIE
git commit RRERSIFNEGFRR AR FMEE
N A4 >~ pAY <
git commit -a ;ﬁ%ﬂ%gﬂﬂiﬂ’ﬂﬁﬁﬁﬂ’ﬁile =5 REMF B (il
git push -u origin branch_name fEFAM branch_name N EFIETZEE origin (FI%RER)
git push origin branch_name fEEZM branch_name N EfMEFEEE origin (FERFIEA)
git diff treeishil treeish2 B R treeishl IT2RH treeish2 W RFIARIE
gitk VCS FEEN M EWNEF TR R~

Table 10.12: FEM Git &5 %

10.5.3 Git %15
TER L Git %15,

O
O

O

R’
MRE—NETITXM git-foo EHRIZFMRELE $SPATH BH, Ao S 1THMARE R LI git foo”, MAFIEA

git-foo. X2 git LM —MNFHE,

==

BEATSBINEFR S, BE—LTH, WgitkQ) AFRERE, BRERETE git &,

=

S g

NIy
MR—ANAMDZHXE N ELTEXEEBINCE, HEXMHNIZEX, HEK --force &I,
IEEW main KRR AFESZ, ENF—IEEZ nain REINSES 2, 2FTUEZH,

AV
ML ITBT git -xyz” B git FH<SMAR, N 2006 FREAARHMMEGE,

10.5.4 Git&=

SN THAT.

« man Ff: git(1) (/usr/share/doc/git-doc/git.html)

 Git P ZFM (/usr/share/doc/git-doc/user-manual.html)

. git NMAHIE (/usr/share/doc/git-doc/gittutorial.html)

. git MBHFE: 5 (/usr/share/doc/git-doc/gittutorial-2.html)

« GIT 8—XK 20 NMcBERES (/usr/share/doc/git-doc/giteveryday.html)

+ Git A (/usr/share/doc/gitmagic/html/index.html)



http://www.kernel.org/pub/software/scm/git/docs/git.html
http://www.kernel.org/pub/software/scm/git/docs/user-manual.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
http://www.kernel.org/pub/software/scm/git/docs/giteveryday.html
http://www-cs-students.stanford.edu/~blynn/gitmagic/
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Git 21T Inge -

. %EWVF EEan HEAD F[BHF—TNER
gitk --all I T S

git stash FE—TTFENIEN, FaEXEE

git remote -v MEZEFRE

git branch -vv KENXZIRE

git status ERIEFIRE

git config -1 P git RE

git reset --hard HEAD; git
clean -x -d -f

REEFTE TER B EH T 2/FEEA]

git rm --cached filename K%M git add filename REHIEFZS]

git reflog FHNEEHE (WABRMIAZFRERRER)
git branch new_branch_name N

HEAD@{6} }A reﬂog 1EI1L.\@JE ¥ﬁE’J i

git remote add new_remote URL BHII— B URL }E[@AVIZIZEE new_remote
S;Etﬁgggte rename origin IECERRBF M origin EfEE upstream
git branch -u BRE RN IILIEEE upstream fIERND R
upstream/branch_name branch_name,

git remote set-url origin

https://foo/bar.git £X% origin i URL

git remote set-url --push 2% %) upstream (%58 . git/config REFEA )

upstream DISABLED

git checkout -b topic_branch ; WV — A2 e . . s
git push -u topic_branch origin HIYE— AN topic_branch FEE#IEE origin

git branch -m oldname newname N A A

git push -d origin N

branch_to_be_removed HFRIZIES 2 (FRRIA)

git push origin N

:branch_to_be_removed MlbRIEIZS 2 (ZHIFIE)

Sﬁéoﬁﬂggtggt --orphan I —NFEY unconnected 73

git rebase -i origin/main M origin/main &3 R, ER/ERZ T2 X
[hsE

. — _

g_]%;mgizet HEADA; git commit ERBERMES — 1

git checkout topic_branch ; git N . &) — AfEZS
merge --squash topic_branch EHEA topic_branch 2~ 232

git fetch --unshallow

--update-head-ok origin RE—NEEEE - BN TR E

"+refs/heads/*:refs/heads/*’

git ime AARBHRERE—RINBENE—XEF/NMER, (EX
imediff)

. . - Zgiﬁ{@rﬁ o+ TE:EI i L (LEJ-HBB I IB/\H E

git repack -a -d; git prune RS ELMIEZS)

Table 10.13: Git ¥%I5
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10.5.5 EHERRAIZHEIR L%

RAZEFIRLG (VCS ) BREINARETTIEFIRSA (RCS), HERRHEEESZIEERF (SCM),
XE R Debian R4 LERBHIEEIE Git B9 VCS L2,

ERESI RITE XN | IR VCS &I R
: - EE =[P
mercurial Vi6, 1:42 1059 | Mercurial | £t mercurial £ Python SHIEH
nBZl = C '—_TJ E{J
darcs V:0, I:7 23160 | Darcs S BEERBMNF T DVCS ()
s Ut )
3 . AN > 2 tla EE#EE% PythOH ‘—EE"J
bzr Vi1, I:14 28 Bazaar vakitkat DVCS (F &)
oh = [k ‘\
tla V20, I:2 1011 | GNUarch | 9= %E‘%EE Tom Lord S5HY DVCS (B9
. o . ‘=10 7t CVS #EYEF ©, i=FE VCS BUFR
subversion V:17,1:98 4874 | Subversion | iEfE O (S )
cvs V4, 1:36 4620 | CVS o MEIFEFE VCSTE ([AFR)
N N VCS (CVS,Subversion,RCS) 7 f&EER
tkcvs V:0, I:1 1498 | CVS, VI - WEREES T
rcs V3, 1:17 562 RCS i »EE Unix SCCS BV (HE)
cssc V0, I:2 2044 | CSSC iy Unix SCCS B52f& ([A5E)

Table 10.14: EEMAITHIZAT RIIR



https://zh.wikipedia.org/wiki/Revision_control
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon-graph.php?packages=mercurial
http://packages.qa.debian.org/m/mercurial.html
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon-graph.php?packages=darcs
http://packages.qa.debian.org/d/darcs.html
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon-graph.php?packages=bzr
http://packages.qa.debian.org/b/bzr.html
https://zh.wikipedia.org/wiki/Bazaar_(software)
https://wiki.ubuntu.com/UbuntuDevelopment/MigratingFromBzrToGit
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon-graph.php?packages=tla
http://packages.qa.debian.org/t/tla.html
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon-graph.php?packages=subversion
http://packages.qa.debian.org/s/subversion.html
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon-graph.php?packages=cvs
http://packages.qa.debian.org/c/cvs.html
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
http://packages.qa.debian.org/t/tkcvs.html
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon-graph.php?packages=rcs
http://packages.qa.debian.org/r/rcs.html
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
http://packages.qa.debian.org/c/cssc.html
http://cssc.sourceforge.net/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
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Chapter 11

FEST IR

FERXT Debian Z4 L] AMBINEFE TREREEXRETRNES.
ETENTER, RIEEFREN, EXXHNERRERIER.

11.1 XAHREEHRTE

MTEXAHIEZRT A,
RER ITE PNINRIES: 1] %HH =
. , _ o A iconv(1l) IARERESIME (locale ) Z[BJFIX
libc6 V:922, 1:999 12775 %1?% 2&2}?&655?}5&%5 (EEH:IIE,‘J)
. FHE + R | AENES TR (locale ) Z BN A ImhIEEiREE
recode Vi3, 1241603 g (ZInEEm, BSRSHISE )

NE[iE= INE I v F _E?}ﬁ“"
konwert V1, I:53 134 | FE (;%*;“é,?)ﬁ % (locale ) Z BRI AARIDFIRE
nkf V-0, I:10 358 FHE HEFHEME
tcs V-0, 1.0 518 FHE FREINE
unaccent V:0, 1.0 35 FRE REBEEFEN, FEMNeIEIERN BFA

o = £ DOS #01 Unix Z[EIFIX AIENFEHR: fromdos(1)
tofrodos Vi1, [:22 55 1T #1 todos(1)
. . = £ Macintosh 1 Unix Z BIFIX A& 35!
macutils V:0, I:0 298 iT frommac(1) ¥l tomac(l)

Table 11.1: XAFHIEFZ(L T RYIFR

11.1.1 A iconv s S RIERN A

®R
iconv(l) 2 libce MH BRI —ER57 FEEFIBATESE Unix R L LR HRFFFRIYRE,

{REEBIBIT N T AV S A iconv(l) REFHRIASHFHI GRS,

$ iconv -f encodingl -t encoding2 input.txt >output.txt

RIBERAX/NEARERN, BRERKRZE “-" f1 “_", sIUEA “iconv -17 S ERIFAIRG,



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon-graph.php?packages=recode
http://packages.qa.debian.org/r/recode.html
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon-graph.php?packages=konwert
http://packages.qa.debian.org/k/konwert.html
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon-graph.php?packages=nkf
http://packages.qa.debian.org/n/nkf.html
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
http://packages.qa.debian.org/t/tcs.html
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
http://packages.qa.debian.org/u/unaccent.html
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon-graph.php?packages=tofrodos
http://packages.qa.debian.org/t/tofrodos.html
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
http://packages.qa.debian.org/m/macutils.html
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mEa(E =53

ASCII EZEEERRINERE, 7 URBAFERNS

UTF-8 BThBERREREAGNS G E

1SO-8859-1 [HRARRIESinE, ASCI+ Es

1SO-8859-2 [HOZRFRIESInE, ASCIL+ E5M S

1SO-8859-15 [HI R BT SRARRIES in/E (1SO-8859-1)

J— code page 850, AT EERRIES FIMEX DOS HBEFHNFA,
1SO-8859-1 HY TR

CP932 code page 932, H1& Microsoft Windows B9 Shift-JIS &K

CP936 code page 936, A TFEIARPXBIMIREIERANIER GB2312,
GBK & GB18030 F T4k

CP949 code page 949, ATHBNRIRXEFERZNXIER EUC-KR &
Unified Hangul Code F9ZZ{A

CP950 code page 950, AT ERFXEIRIREERZAENIZR Bigs IR

CP1251 code page 1251, ATHAERFENMIREIERZNIERIIRIE

CP1252 code page 1252, AT AMIES NRERRERZXAIZE
1SO-8859-15 B4k

KOI8-R BTFAERFEIHEFEE UNIX fnE

1SO-2022-JP HXHHFRERE, RER 7 IFD

eucJP ZHHX UNIX #ER) 8 iiF T, #0 Shift-JIS TE2AIE

Shift-JIS H3Z JIS X 0208 P 1 #rE (E I CP932)

Table 11.2: 4RiZ{EFIAIERITITR
B

— LR SISIER, TREMENESFENE (E 81 ),

f& ASCII #1 1SO-8859 X EATREFTHMFHE, FHRBINFFE/LFENER—HEE.

WFSFEOFRE, thilid, ATFHXR IS X 0213, SKAFEARZFABIESHY Universal Character Set (UCS, Unicode,
1SO-10646-1) , B Z MRS 73 2R FIMLENRF T EIRE,

« BXHJ EUC F1 ISO/IEC 2022 (t2#%5 J JIS X 0202)
+ Unicode B9 UTF-8, UTF-16/UCS-2 #1 UTF-32/UCS-4 4wk

U X, FRENFHREILGZ EEERENXS,
WL &Y RME, code page RIFAFHFRIGRIIE XiFRIEHH,

ED -}

HER, KEDRIBRAHLZ ASCI 19 7 (IFAHFHIRERED, BB LIS, NRMMBEEFTIRE shift-JIS 4riG
B, HUENEX CESEFH URL ##E, | UTF-8 18, (B EEACPI32" fF BB RN B shift-JIs”
RISTNHAERILER 1 0x5C - "\"Fl OX7E - "~". BN, XLERBHENL AR FH.

N
recode(l) BeJREM(EAFH BEANNIXZ iconv(l), fromdos(l), todos(l), frommac(l) 0 tomac(1l) IHAERYLE

FrA=]

B, BEFEEZER, B380info recode’,

11.1.2 Hiconv iBENXHR N E UTF-8 4rhd

fREEm BTN F < A iconv(l) RIEE—NMNAXHZTZR UTF-8 Ri3HY,



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/字符编码
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page

Debian & Fift 192 /224

$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo ”"non-UTF-8 found”

BR
ELEEEIFHER"- -verbose” SHERIXLEIE— non-UTF-8 F7F,

11.1.3 f{FH iconv i HF

XER—ATRAME, EE—BRT, HEZENEFRAARATEIBNNMRHRD, RPN UTF-8.

#!/bin/sh
ENCDN=1s0-8859-1
for x in *;
do
mv "$x” "$(echo "$x” | iconv -f $ENCDN -t utf-8)”"
done

"$ENCDN” EEEX THEEMNRERA T, XHBEANFRRRSE, K 11.2.

WFEMERMER, BEAEZMIRIGIENR mount(8) FHEI (BHE 8.1.3 ) REHBIBEIHXXHBRIIMH R
% (Lbanii, MELEN—1N2X), A7 cp -a” mSRENENENATRRIN—MER UTF-8 HHAMIXMHFRA L,

11.1.4 R{TREER
AR, HRRTR (BITH) &5, BEAMITHE,

4=t = s s
T4 e %;;ﬁ“ +igta 16 28]
Debian (unix) LF AW 10 0A
MSDOS F1 Windows | CR-LF AMAJ 1310 0D 0A
A Macintosh CR AM 13 0D

Table 11.3: NEF&GHIRITAHFIIR

WITFEEIRFER, fromdos(1), todos(l), frommac(l), 1 tomac(l), @HEHS1E. recode(l) LEE A,

pES =)
7£ Debian &4 EH—LEHUE, 30 python-moinmoin 3REEHY wiki TIEEIE, ER MSDOS XN ##¥HY CR-LF fEX
¥ITAYRED, FTUA, EmERIFNIRZ— @R,

EE
REB4m4ESS (EEYN: vim, emacs, gedit, ) BEMSIEBHALIE MSDOS R HFAVIRI TR X4,

N
S FIBE MSDOS 1 Unix NHEFRIX M, HK—EF| MSDOS #®RITHINAE, (EM"sed -e '/\r$/!s/$/\r/"" K&
todos(1) tbERYF, (FIgN, EEMA diff3(1) BEMA MSDOS NHEFMXH/E.) XZE 7 todos LATERITTIEN
CR.
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ThEE bsdmainutils coreutils
EFRTT BR=E “col -x” expand
‘lT-rEE g E]EEE‘\j %I] ngg » »

( unexpand ) col -h unexpand

Table 11.4: bsdmainutils Fl coreutils BHEIAFiEE TAB B9

11.1.5 TAB 5

X EHE—Lbitinh TAB KIBHEWTE,
indent A indent(1) AL EEBEIIENIL C BFPMITHE,

30 vim #0 emacs XM RIBIRE T LAMBARY B TAB, #AZ vim Kiit, (REEHBZRINFHA”:set expandtab”
7 :%retab” ¥ RY B TAB, {RBEJLARRIRFFEA (%set noexpandtab” F1”:%retab” L RER,

11.1.6 HHBENELRINEENJRIERT
& vim XA E fE4miE 2N =28 S IR FRRYH H e S AR RID R R A S AR A8 T, (RRLIZTESZHF UTF-8
MIDEVIZHI & EHE UTF-8 MR M ERX L RIBRRIXSRIFIIFREM,

A latinl ( iso-8859-1) 4mEE{ZAEHIIHFEERIES /Y Unix XANX Y, “u-file.txt”, BEETW FTF/RAOA vim 258
Ywig,

$ vim u-file.txt

X RTRERIE Jo vim B4 4mEE B oA ML B FERE X2 UTF-8 4wid, MREW T, WEREER latinl frid,
BA latin2 ( iso-8859-2 ) mEDTFAEAYIRIR=1EAY Unix XANXM, “pu-file.txt”, BEEILWTFARIA vim fHig,

$ vim ’+e ++enc=latin2 pu-file.txt’

A eucJP fREBTZAERYIHH1BHY Unix XA, 7ju-file. txt”, BE@EILINFARAUA vim 4RiE,

$ vim ’'+e ++enc=eucJP ju-file.txt’

BAFiBAY shift-JIS 4mh3 (BHAtIRYIR AR : CPI32) f7fERYIHH1E MS-Windows XA, ”jw-file. txt”, BE@ETUN
TErREIA vim 4RiE,

$ vim ’+e ++enc=CP932 ++ff=dos jw-file.txt’

H—MMA vim FTAREHRE B ++enc” FI7++£ 17 EBI, £ Vim GLTAAN W LRURBAFEXGHES
BERERXME, (RURICAE Vim s S1TIREFMEGTRRERED, I, ”:w ++enc=utf8 new.txt”,
BEF vim ELEFBIHEY mbyte.txt, ” SFHXAZF IR 11.2R3%E ++enc” (ERNEMENER,

emacs RIEHIIEE B8 LU ERERI TN AL,

11.1.7 RENHIN A

WTFFRIEA web TNEFIE TSI, LM Web RIENEE B K& 27 web TNE M A grep(1) HIERE
Unix X AT ER, U TFGSRIEEBRN.

$ w3m -dump http://www.remote-site.com/help-info.html >textfile

B, (RETCAERIN T AR TENE MR X AR,
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LIREE) RITE AN | XEiE Ihge
B2 _ EX) N “ x
w3 V26,1233 | 2367 | hml text ?; w3m -dump” &% 8 HTML 3518 AX A R5ETR
html2text V:3,1:27 274 | himl-text | S%KHI HTML FIXAEX HHIFEHRER (1508859-1)
) _ 3y AN 3 E
lynx V:13, 1:92 1949 | html - text fﬁgéynx dump” 8548 HTML %L 3 X AHIH
B2 3 _ 3 N “ K
elinks V:5, 1:26 1767 | html  text %;;El”ks dump” &35 HIML 3t 733X A
B2 0 - En) N “ A
links V:5, 1:36 2286 | html - text ;E%élnks dump” #5215 HTML $&fE 03X AR
9 4 _ » NN ‘\ £
links2 Vi1, 1:13 5459 | html - text ?;}%;;ksz dump” 8535 HTML ¥t 33X AR
catdoc Vi21,1:129 | 683 MSWord - text, ¥eXt, MSWord B F|ZE 3 8%, TeX 15
antiword V:1,1:9 589 MSWord - text, 51t MSWord X FZ1Z8 X A%, ps X &
pstotext V:0, 1:2 126 ps/pdf — text | MK PostScript #] PDF X F ESH XK
unhtml V:0, 1:0 43 html = text MK— HTML XEEmMRIFCinS
odt2txt V-1, I:10 60 odt - text I8y S E R I &N R T A
Table 11.5: B FIRENANAHEN T EIIR
LREZ) mITE NINES G BB
H”:source
vim-runtime V:18,1:427 | 32689 | &= $VIMRUNTIME/syntax/html.vim” Vim Z&H<
LR ABE] HTML
cxref V:0, 1.0 1193 | c-html K C 273 latex #1 HTML BY%E3#88 (CiES)
src2tex V:0, I:0 622 =t BT Z R8I TeX (CES
- - B ERBEIFES=E/REY HTML, XHTML,
source-highlight o, |, 1991 | 5= LaTeX, Texinfo, ANSI Bita4% X F51IF DocBook X
& (C++)

- : 0T = B2 RERBITFEE=ERN HTML,
highlight V:0, 19 1083 | ™5 XHTML, RTF, LaTeX, TeX or XSL-FO S#, (C++)
grc V:0, I:4 208 téxﬂt,; > AT EFIXXARBRAEEERNES (Python)
python-docutils | y.; g, 1771 | text—any | EHISZASHIYE] XML (Python)
pandoc V39, 1:47 151714 text— any BARICEE{LER (Haskell)
markdown V:0, 1:10 57 text — html markdown XA FH2 (X)HTML (Perl)
txt2html V0, I:3 259 text — html XZAZ] HTML 5528 (Perl)
asciidoc .12 35 text — any AsciiDoc XA X F5E] XML/HTML (Python)

Table 11.6: B=AXALIENTRYIFR



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon-graph.php?packages=html2text
http://packages.qa.debian.org/h/html2text.html
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon-graph.php?packages=catdoc
http://packages.qa.debian.org/c/catdoc.html
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon-graph.php?packages=antiword
http://packages.qa.debian.org/a/antiword.html
http://packages.debian.org/sid/pstotext
http://qa.debian.org/popcon-graph.php?packages=pstotext
http://packages.qa.debian.org/p/pstotext.html
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
http://packages.qa.debian.org/u/unhtml.html
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon-graph.php?packages=odt2txt
http://packages.qa.debian.org/o/odt2txt.html
http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon-graph.php?packages=vim-runtime
http://packages.qa.debian.org/v/vim-runtime.html
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
http://packages.qa.debian.org/c/cxref.html
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
http://packages.qa.debian.org/s/src2tex.html
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon-graph.php?packages=source-highlight
http://packages.qa.debian.org/s/source-highlight.html
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon-graph.php?packages=highlight
http://packages.qa.debian.org/h/highlight.html
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon-graph.php?packages=grc
http://packages.qa.debian.org/g/grc.html
http://packages.debian.org/sid/python-docutils
http://qa.debian.org/popcon-graph.php?packages=python-docutils
http://packages.qa.debian.org/p/python-docutils.html
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon-graph.php?packages=pandoc
http://packages.qa.debian.org/p/pandoc.html
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon-graph.php?packages=markdown
http://packages.qa.debian.org/m/markdown.html
http://packages.debian.org/sid/txt2html
http://qa.debian.org/popcon-graph.php?packages=txt2html
http://packages.qa.debian.org/t/txt2html.html
http://packages.debian.org/sid/asciidoc
http://qa.debian.org/popcon-graph.php?packages=asciidoc
http://packages.qa.debian.org/a/asciidoc.html
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11.1.8 SEFIENILA X ARLIE
R AT LA 40 R BT RE SRS = H A T A ST A BRI,

11.2 XML 3R

" RHRICIES Extensible Markup Language (XML) @ —M#rigidS, B TESBEMNEENXHE,
£ XML.COM BEENAEE.

« 7+ 4R XML?”

« 7t 4R XSLT?”

7 {+ 42 XSL-FO?”

« 7 {t 42 XLink?”

11.2.1 XML BEAXER

XML XAFIRRELER HTML. EREBERINEE—MSUEN S MEN, —MEBEMN XML 4R docbook-xs1 4K
e, EXEER.

B— XML XHER T ERRE XML FEIRFHA,

?xml version="1.0" encoding="UTF-8"7?

XML TTEHERIEEZRZ TEHGINRC,

name attribute="value”content/name

AERNZR XML &K, ERTHEVERIRC,

name attribute="value”/

LmESFH7attribute="value”” =%,
XML BEBERFES, 2K FEBHRIFC.

!-- comment --

ANEFEMIFE, XML ELERERNE X FARERREREN T IF,

iRVERS e
&quot; -1k
&apos; % =
&lt; <IN S
&gt; >: KFS
&amp; &: &S

Table 11.7: XML ¥ E X SEARFIR

AV
“<” B “&” TEETEREM (attributes ) ST (elements ) H{EH,



https://zh.wikipedia.org/wiki/XML
http://xml.com/
http://www.xml.com/pub/a/98/10/guide0.html
http://xml.com/pub/a/2000/08/holman/index.html
http://xml.com/pub/a/2002/03/20/xsl-fo.html
http://xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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R
Y SGML XHMAB P E XSEIR, tbilgsome-tag:”, WEHAWRE, F—IMEXSEBEZHEMN,
TE"IENTITY some-tag "entity value” BRR.

¥

R E X

ES=
REXMLIFMER—HMEARE—IZERBES (—EHEFELNETHEME ), £ Extensible Stylesheet Language
Transformations (XSLT) K& #2550 —4 XML, 22— MR ERES,

11.2.2 XML &bIE

BIrZ2 TAEUATAIE XML X4, tbdlii: I3 EH$IU3RI1ES Extensible Stylesheet Language (XSL).

—BREIZT — MNP XML X, EALEXiH, (RAMEIER 7T BN RIES ¥ Extensible Stylesheet
Language Transformations (XSLT), {§E{E#mERIE.

BN KRBT Ri$RIES Extensible Stylesheet Language for Formatting Objects (XSL-FO) 2 F3R{E AN L AR
R ZR. fop REBLE Debian main #HREZEH, AR EAE Java fHIZIBS. LaTeX KIBBERMN XML R XSLT &
B, LaTeX R FAREIZ DVI, PostScript #] PDF iX 2 a]+TENH ST,

nEe mATE KN | XEiE 1B
docbook-xml 1:338 2134 | xml DocBook 9 XML XEZEEIE X (DTD)
. f&F XSLT ¥ DocBook XML & Ep) &k s T
docbook-xs1l V:12, 1:153 14870 | xml/xslt B XSL st
NN I" =L S g
xsltproc V:14, 1:94 160 xslt Zi.sg B fTREIERS (XML — XML, HTML, 530K,
g ST
xmlto Vi1, 1:20 130 xml/xslt /A XSLT 15 XML EREIF =8 AVAETREE
fop V:1, 1:19 291 xml/xsl-fo #%1% Docbook XML XX Z] PDF
[FA4 kY -
dblatex Vi3, 1:14 4643 | xmlxslt 527 XSLT ¥ Docbook XfF#%#% DVI, PostScript,
PDF X434
dbtoepub V:0, I:0 37 xml/xslt DocBook XML Z.epub 3%

Table 11.8: XML T B7%%&

BT XML £ #R&EERFRICIES Standard Generalized Markup Language (SGML)B—/MNF&, B FAIE SGML 93 BT
B, haem A2 XML, tEaiid XA ES FISEIES Document Style Semantics and Specification Language (DSSSL).

RHE ATE X | XEE 15 BR
openjade V2, 1:35 1019 | dsssl ISO/IEC 10179:1996 #r/f DSSSL XL IEES (& FTHY)
{&F3 DSSSL &I DocBook XML & kg L&,
docbook-dsssl V:1,1:19 2604 xml/dsssl B DSSSL, Kt
DocBook XHFHITHE, BFEEM DSSSL ¥
docbook-utils V:0, 1:14 281 xml/dsssl MEEI (HTML, RTE, PS, man, PDF) f
docbook2* &%
sgml2x V:0, 1.0 90 SGML/dsssl | SGML #1 XML f#F DSSSL N RAVFEIRES

Table 11.9: DSSSL T B35

R’
GNOME RY yelp {F{EAEBS FH{ERE 1A DocBook XML X, XRERETTUM X FKBEHIESR,



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/wiki/Java_(programming_language)
http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon-graph.php?packages=docbook-xml
http://packages.qa.debian.org/d/docbook-xml.html
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon-graph.php?packages=docbook-xsl
http://packages.qa.debian.org/d/docbook-xsl.html
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon-graph.php?packages=xsltproc
http://packages.qa.debian.org/x/xsltproc.html
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon-graph.php?packages=xmlto
http://packages.qa.debian.org/x/xmlto.html
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon-graph.php?packages=fop
http://packages.qa.debian.org/f/fop.html
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon-graph.php?packages=dblatex
http://packages.qa.debian.org/d/dblatex.html
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
http://packages.qa.debian.org/d/dbtoepub.html
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon-graph.php?packages=openjade
http://packages.qa.debian.org/o/openjade.html
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon-graph.php?packages=docbook-dsssl
http://packages.qa.debian.org/d/docbook-dsssl.html
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon-graph.php?packages=docbook-utils
http://packages.qa.debian.org/d/docbook-utils.html
http://packages.debian.org/sid/sgml2x
http://qa.debian.org/popcon-graph.php?packages=sgml2x
http://packages.qa.debian.org/s/sgml2x.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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11.2.3 XML #{iEREX

ERTEIE, (REEB AR EMINRE HTML 3% XML $iE,

nREs RITE K| x§#iF iEH
F__l

manzhtml vorz | 1as | M IBIR L4 i nML soseinss 53 con
doclifter V:0, 1.0 451 troff — xml troff 2] DocBook XML FI4E3RE8
texizhtml V0, .7 1833 | texi— html JX Texinfo 2] HTML BY45a5S
info2www Vi1, 13 76 info — html K GNU info 2] HTML BY4E¥R 88 (X5 CGI)
. V0. L6 17 MSWord - | 83K Word F8ZVE] HTML, LaTeX, FRRHINHE

o IR 451hEE,
unrtf V0, I:3 148 rtf — html JX RTF 2] HTML SHEREE

i T ;

0002dbk V0, 10 17 s - xl ;»é%(épenofflce.org SXW X #5Z] DocBook XML H9%E

. WordPerfect -] WordPerfect 5.0 1 5.1 X &2l TeX, LaTeX, troff,
wp2x V:0, I:0 202 =R GML #1 HTML

11.2.4 XML $HUERRE

Table 11.10: XML $UIEIZEN T BE7IFER

3 FIE XML B9 HTML X4, {REEG24EHRE 1l XHTML, XHTML 82— MEZ M AR XML SEfl, XHTML BEa84%
XML T EAHE.
XML XEREEFEENIRLIMA) URL IR, BERREIEE,

RER mITE XN | Thee 1iBR

. . o A xm1lint(1) B XML &3S 1T LE (BZRE,

libxm12-utils V:21,1:230 | 182 Xml«-»html«-»xh%g;*gﬁﬂ:, HRIE )

tidy Vi1, 12 84 xml o« html o xh#fTML EEZR EFEFHIENT

weblint-perl V0, .1 32 wE FT HTML RY/NISENEER S

Tinklint V0, 1:0 344 BERE RRFIMIGZEIF TE R BEERE SR

—BEYHA XML &R, EFRCHRN

11.3 HEAR

Table 11.11: XML E{LITENT BIIR

Wk
5F, R

REBZ{ER XSLT

RARIEIE.

Unix E£8Y troff 2R RYIZH AT&T A S, sTUHBAMEIRERR, WEHBXREIZEFMII.
Donald Knuth & BB Tex 2IEFE B RIVHER TR B 23<Fr L8R E, RYIZH Leslie Lamport 7 & LaTex {15~

LA G ERIRI A Tex HI3EKINAE,

RG] mITE XV | XBEE 15 BR
texlive V4, 1:46 72 (La)TeX FTFHERR, TEFIFTENR TeX R4
groff V:3, I:55 11862 | troff GNU troff X KIERIL R G

Table 11.12: HERR TERYTIFR



http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon-graph.php?packages=man2html
http://packages.qa.debian.org/m/man2html.html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
http://packages.qa.debian.org/d/doclifter.html
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon-graph.php?packages=texi2html
http://packages.qa.debian.org/t/texi2html.html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon-graph.php?packages=info2www
http://packages.qa.debian.org/i/info2www.html
http://packages.debian.org/sid/wv
http://qa.debian.org/popcon-graph.php?packages=wv
http://packages.qa.debian.org/w/wv.html
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon-graph.php?packages=unrtf
http://packages.qa.debian.org/u/unrtf.html
http://packages.debian.org/sid/ooo2dbk
http://qa.debian.org/popcon-graph.php?packages=ooo2dbk
http://packages.qa.debian.org/o/ooo2dbk.html
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
http://packages.qa.debian.org/w/wp2x.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon-graph.php?packages=tidy
http://packages.qa.debian.org/t/tidy.html
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
http://packages.qa.debian.org/w/weblint-perl.html
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
http://packages.qa.debian.org/l/linklint.html
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon-graph.php?packages=texlive
http://packages.qa.debian.org/t/texlive.html
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon-graph.php?packages=groff
http://packages.qa.debian.org/g/groff.html
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11.3.1 roff HERR

BHE X L, roff  Unix EFERNXALIBRAG. SN roff(7), groff(7),groff(1),grotty(l), troff(1), groff_mdoc(7),
groff_man(7), groff_ms(7), groff_me(7), groff_mm(7) #1”info groff”,

LRI grof f REBLAG, RGN -me” RIS HMEEBR R — M A HIESFM, EMMIER"/usr/share/doc/groff/~,

N
"groff -Tascii -me -"#idHiTH ANSI % XBMAN A, WMRIFEE manpage WEHHBIFZH" F"_",
L (EAENRTHS"GROFF_NO_SGR=1 groff -Tascii -me -7,

R’
NRBEBRR groff EMBINXAX AR H F1"_", {£A"col -b -x" RKITIRE,

11.3.2 TeX/LaTeX

Tex Live SR T 28 TeX R4, texlive FTTEIRRZE TeX Live FHI—E5, ERERBNITHEES,
XEHFZEAM TeX l LaTeX HSEZEM,

* The teTeX HOWTO: The Linux-teTeX Local Guide

« tex(1)

« latex(1)

« texdoc(1)

« texdoctk(1)

+ ”The TeXbook”, Y& Donald E. Knuth, (Addison-Wesley)

« ”LaTeX - A Document Preparation System”, fE& Leslie Lamport, (Addison-Wesley)

+ ”The LaTeX Companion”, fE# Goossens, Mittelbach, Samarin, (Addison-Wesley)

XRRBAIHRIME, 12 SGML REFCEFAEBEEFAIETR, lyx REFERMHE Lyx F1 texmacs #AFE
IRHtAY GNU TeXmacs & %9 LaTeX {2t T IEE RN ERIFTILENFF1SAUmEEIFE, SAMIFS AR Emacs 1 Vim {FAHIR
(AZECE: N

B ZHELRIRTFE,

« TEX Live Guide - TEX Live 2007 (”/usr/share/doc/texlive-doc-base/english/texlive-en/live.html”)
(texlive-doc-base B)

+ Latex/Lyx BJ— /MBI $55]
o {EH LaTeX #1TXFAIE
+ teTeX/LaTeX HYZAit FH 55|

UL EBEKRE, TeX BRI SHE, RUTFE”/etc/texmf/texmf . cnf” &N pool HIK/N (BHINIIRIE R SR
t8R”/etc/texmf/texmf.d/95NonPath” # Hia{T update - texmf(8)) KIE & Ikt &,

R

"The TeXbook” f4 TeX JE#E B LA M http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex £ T #§, ULt
XHBETHERZHMEBNEES, BNRIEXXEFRE 7 215 10 T:ER T HERM \input manmac
\proofmodefalse”, FABTUAF tex(l) RALIBUEXHY, FroRZUBINEMLIXAS ((£F Donald E. Knuth B
HithP) MARERTELRA, BREELRAFIREIEHLEFS) Tex MIARFHIFF !



https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
https://zh.wikipedia.org/wiki/转义序列
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://www.tldp.org/HOWTO/TeTeX-HOWTO.html
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
http://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
http://supportweb.cs.bham.ac.uk/documentation/LaTeX/lguide/local-guide/local-guide.html
http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
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11.3.3 EXMFTENFMDT

REEBRAN T ER— e S ETEIN LIR=ATENFMIT.

$ man -Tps some_manpage | lpr

11.3.4 BIEFMR

RERY roff HBNEFMIT (manpage ) BrJEEH), XEXRE —LHENEFEATRIRFMIL

REE EAE KN | = =

docbook-to-man | V0, 1:12 191 ;Gﬂl;}%; man 4 DocBook SGML Z| roff E 115 < it se
help2man Vi0, I:9 491 | g™ | BT help SREMERFMANTA
info2man V0, 1:0 135 ggﬂ%‘“ar‘ #4% GNU info 3] POD S F M FIAI451R32
txt2man Vi0, 111 14| Zad™ | B ASCI AR HFHTUER

Table 11.13: SIEFMINT EYIFR

11.4 OJENRIAYEIE

£ Debian 2, FIFTENRIEHER PostScript 4&30R, ¥ F3E PostScript $TEN#, BF Unix $TEN &R 4 (CUPS) £
Ghostscript 1 B E 5 & KA IEEF,

11.4.1 Ghostscript

REIE T ENRIRY B AYHZ 0 Ghostscript PostScript fE#28, EBETERM MBI,

B ATE NI L
ghostscript V:228,1:547 | 234 GPL Ghostscript PostScript/PDF f##% 25
ghostscript-x V:10, .61 230 GPL Ghostscript PostScript/PDF f#f%25-X B/RS2 i+

libpoppler162 V:123,1:232 | 4274 | PDF ;8% FE (xpdf PDF JR /TN 2)
tibpoppler-glibs V:252,1:483 | 445 PDF JEZE (BT Glib WHEERE)
poppler-data V:105,1:627 | 13089 | FIF PDF ;JE R CMaps (CJK 25: Adobe-*)

Table 11.14: Ghostscript PostScript f#F$23713R

N
"gs -h" BEfEE /R Ghostscript WEEEEE,



https://zh.wikipedia.org/wiki/Troff
http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon-graph.php?packages=docbook-to-man
http://packages.qa.debian.org/d/docbook-to-man.html
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon-graph.php?packages=help2man
http://packages.qa.debian.org/h/help2man.html
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
http://packages.qa.debian.org/i/info2man.html
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
http://packages.qa.debian.org/t/txt2man.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon-graph.php?packages=ghostscript
http://packages.qa.debian.org/g/ghostscript.html
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon-graph.php?packages=ghostscript-x
http://packages.qa.debian.org/g/ghostscript-x.html
http://packages.debian.org/sid/libpoppler102
http://qa.debian.org/popcon-graph.php?packages=libpoppler102
http://packages.qa.debian.org/libp/libpoppler102.html
http://packages.debian.org/sid/libpoppler-glib8
http://qa.debian.org/popcon-graph.php?packages=libpoppler-glib8
http://packages.qa.debian.org/libp/libpoppler-glib8.html
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon-graph.php?packages=poppler-data
http://packages.qa.debian.org/p/poppler-data.html
https://zh.wikipedia.org/wiki/CJK_characters
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11.4.2 EHEA PS 5 PDF X

{RBETS{ER Ghostscript FfY gs(1) REFH ™/ PostScript(PS) X P] B 1E X448 ( PDF ) X,

$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo02.ps
$ gs -gq -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

=z
R

PDF BRERI MBS TARIENRIFVEEEN, EXREETHE —LHIMFHNT BIEYE T PS 181,

B
WFaRS1TKiE, psmerge(l) # psutils BHREMAGFSTELIE PostScript XIS 2EB A, pdftk 84/
pdftk(1l) FEALIE PDF XASHIBHMEE 12 RETF R,

11.4.3 RIEFEIRIFIEIN TR
T 2AIETENRISIRN TRSIR,

B TATE NES: 1G] 1iBH
e ] ] pdf - ps,text, | PDF T E: pdftops, pdfinfo, pdfimages,
poppler-utils V:216,1:384 | 689 pdftotext, pdffonts
psutils V:6, 1:94 219 pSs - ps PostScript X &4 T EH
poster V0, I:4 58 ps - ps FH PostScript TIHIfERELE
— E4] i o
enscript V1,118 513y | eXt=Ds, 2214 ASCII S ZAE] PostScript, HTML, RTF 5%
html, rtf Pretty-Print

. " (RIS AEN PostScript’ FIFEREBEFHBEERIR
azps V:1, [:13 3648 text - ps SEHITENISE
pdftk 1:49 28 pdf = pdf PDF X555 T E: pdftk
htm12ps V0, I:3 261 html - ps I HTML 21 PostScript FI3E3REs
gnuhtml2latex V:0, I:1 27 html - latex | K html 2] latex F9%E#RES

. L1 LaTeX XHHEIEEM Microsoft Word 1%2EXEY
latex2rtf V:0, I:6 480 latex — rtf RTF F8 LRy RY

B | i (

ps2eps V3, 1559 99 DS eps éé};c%tScnpt F EPS ( Encapsulated PostScript ) B7
e2ps V:0, 1.0 109 text - ps A H X ImhE X 5 SX A5 PostScript 35128
impose+ V:0, I:0 119 ps — ps PostScript T &

. o E=FTEMFZTETER (C, C++, Java, Pascal, Perl,
trueprint V:0, 10 146 | text—ps Pike, Sh, &/l Verilog ) & PostScript, (C iB)
pdf2svg V.0, I:4 30 ps - svg PDF 2[e] A Y (6] = EIAR TRV 1R 2%
pdftoipe V0, 1:0 71 ps — ipe JXPDF 2] IPE ‘s XML &I\ A94E3REE

Table 11.15: B eTENRIFUEII T E SR

11.4.4 F CUPS #TEl

Unix @RFTENZR % (CUPS) HIBY 1p(1) # lpr(1) spSERIR I T B E XITENFUIRRIEIR,
{RE] AERR F &< R — AN RITEN 3 0 BT BRI,

$ 1lp -n 3 -0 Collate=True filename



https://zh.wikipedia.org/wiki/PostScript
https://en.wikipedia.org/wiki/PDF
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
http://packages.qa.debian.org/p/poppler-utils.html
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon-graph.php?packages=psutils
http://packages.qa.debian.org/p/psutils.html
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon-graph.php?packages=poster
http://packages.qa.debian.org/p/poster.html
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon-graph.php?packages=enscript
http://packages.qa.debian.org/e/enscript.html
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon-graph.php?packages=a2ps
http://packages.qa.debian.org/a/a2ps.html
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon-graph.php?packages=pdftk
http://packages.qa.debian.org/p/pdftk.html
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon-graph.php?packages=html2ps
http://packages.qa.debian.org/h/html2ps.html
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
http://packages.qa.debian.org/g/gnuhtml2latex.html
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon-graph.php?packages=latex2rtf
http://packages.qa.debian.org/l/latex2rtf.html
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon-graph.php?packages=ps2eps
http://packages.qa.debian.org/p/ps2eps.html
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
http://packages.qa.debian.org/e/e2ps.html
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon-graph.php?packages=impose+
http://packages.qa.debian.org/i/impose+.html
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
http://packages.qa.debian.org/t/trueprint.html
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon-graph.php?packages=pdf2svg
http://packages.qa.debian.org/p/pdf2svg.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
http://packages.qa.debian.org/p/pdftoipe.html
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
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$ lpr -#3 -0 Collate=True filename

{REEAZIEIE” -0 number-up=2”,”-0 page-set=even”,”-o0 page-set=odd”,”-o0 scaling=200”,”-0 natural-sc
EFEITEMVUE DR — S EBIFTENNIRE, FARXIEES N SITHTENFDEIRL,

11.5 HREEIEEE IR

T IUBBA R IEAS HRAR (A BLIRIR T T ATEREX,

REa MITE Ky P35k 1 BH
sharutils V:4, 1:48 1421 AR shar(1), unshar(1), uuencode(1), uudecode(1)
mpack V-1, I:16 107 MIME YRIZFIRERS MIME {2 mpack(1) #1 munpack(1)

f# & MIME [§f5 28 "application/ms-tnef”, ZI&T
B MIRER

TR IS EE FI RS ES: uuencode, xxencode,
BASE64, quoted printable 11 BinHex

tnef V:1,1:9 110 ms-tnef

uudeview V:0, I:4 109 hR &k

Table 11.16: BEITF M4 EIBIEIRBVR G BIIR

R’
NREBHZ Fine] AECE R IMAPA ARS328, EEXMIER AN AR 4 (IMAPA) BRSZ 23T LARSKRIEHHAHNER
WHREEEB LR,

11.5.1 MR BUEERL

BB (SMTP) BUBRFEEZWIRHI 0 7 (I EUEFY). IR 8 1 A HE{EF Multipurpose Internet Mail Extensions
(MIME) B EXM 2 FRER A R FIEEMNFAERBE 7 (480, (BR&K 11.2),

FRERERE 7R U2 mbox, ERMKIE RFC2822 (1 RFC822 B HT) KMIHEIN. S0 mbox(5) (FH mutt (R EIRH).
WFRGMIES, B8 B T4 8 iiF T, "Content-Transfer-Encoding: quoted-printable” fil ISO-8859-1 F
R EE WA TEEH RN A 2 mE R UTF-8, B FJLF 22 7 U$4RE, €A Content -Transfer-Encoding:
quoted-printable” hE2&iEM,

WFHIE, £4”Content-Type: text/plain; charset=IS0-2022-JP” i@ # AT hB4RIRIEXATE 7 {iL,
BREZEMNMRARRE L ERANER TER Shift-JIS KL X4, MRBIEXAZA UTF-8 &5, HTFaB1F2 8
I £3E, (£ Base6d BH1EN, HEIMES BEEMIER.

=
INRARAIIE Unix BRHEEHE =] LAET — N E &F IMAP4 BR 5518 AYIE Debian E Fimifsle], (Re] BB EITIRAY
IMAP4 AR S3 SRAFHBIAHBURER L.

xR
NRIFEREEMGFERERN, F—LEENBNE mbox BN ELREF. & mutt(l) XS INEEMNE FIRIZF R
BRI STALIX SEIRIF,

{ReIAEA procmail(l) ¥ formail(1l) IBERFE AT F k5 — a4
F—HHAEETEERARE mpack EEH munpack(l) % (KEERRENWITER ) K3KX1E MIME fRiZHNE,



http://localhost:631/help/options.html
http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon-graph.php?packages=sharutils
http://packages.qa.debian.org/s/sharutils.html
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon-graph.php?packages=mpack
http://packages.qa.debian.org/m/mpack.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon-graph.php?packages=tnef
http://packages.qa.debian.org/t/tnef.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon-graph.php?packages=uudeview
http://packages.qa.debian.org/u/uudeview.html
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc2822
https://zh.wikipedia.org/wiki/Base64
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11.6 BRI E

MTFRRTERAIESGR, HENEENTAS,

'R
£ aptitude(8) (&% 2.26 ) FAEMNRIAN~Gworks-with: :image” REXEZSHEBRTA,

SR gimp(1) XHMER R EEFRIEFEEAR, B% inagemagick(l) NG ST T EEAMABNCLIEE
&RE 2 1RE AL,

SRR _E RIS EAEN B ER R PT S IREEMSR SR TU(EXIF), iXMIETVEAE JPEG BIRSXHE TN LRI — LT BIRIRE,
EEEBRFEMBEA. HEFENIZENES.

The Lempel-Ziv-Welch (LZW) ZIFIBEBENEEITHA T, EA LZW E4H 0 BREREEI (GIF) TEIE]
BA7E Debian R FBEHERT.

R’
R B R BIE R R BEN ST AR T BAZE Linux LilBid USB 751N R TIE, BN EBIEHEIX
HREZTNFEER FAT XERE, 5% 10.1.7 7,

11.7 AEMEMIEERTE

XEFFZHMBTFHIREHRINITE, £ aptitude8) (£E% 2.26 17 ) BEAIEMRA"~Guse: :converting””
REKINTHIREEL,

{REENSEIT N T A5 < M RPM A8 AY B IR BY AR,

$ rpm2cpio file.src.rpm | cpio --extract



https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
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RES WITE NS5 1ER
gimp V:63,1:312 | 19729 | B (i) | GNU B ERERF
imagemagick I:365 220 B (GIE) | ERREER
graphicsmagick | V:3,1:16 5242 | B (UlE) | EREERER ( imagemagick ,Iﬁitl:.'EEE’J)
16, I: Z e
xsane V:16,1:165 | 2346 | B () |EJEI}E1><?TL1E|51$T)
netpbm V:29,1:374 | 5056 | B (uE) | BFREmERIE
. : D o S Windows fFSFIEIRFEL R PNG 18X, =&
icoutils V:14, 1:92 221 png « ico(bitmpa PNG FEataE{L A ERS T (favicon.ico)
scribus Vi2, 1:22 31781 | PYPAUSVE g vibus DTP 4888
Libreoffice-dray y. 33 1433 | 14469 ;g’ (X | Libreottice DAEH-LE
=
inkscape V38, 1:178 | 89027 ﬁ’ (X | sve (TRRERER HES
dia Vi4, 1:29 3620 ;g’ (X | mzmEs (oo
<Fig Vo114 | 6334 *g’ (X | cEpRET, xEANEAERTESE
. . ps/pdf — image(FostScript 7 PDF X421 7] JmiE Kk E I H5E R
pstoedit V:3, 1:82 988 ) 22 (SVG)
libwmf-bin V:8, 1:185 114 g)“dowy image(eR dows SESHE (R REIR) SR TE
fig2sxd V20, 1:0 149 fjif)* AR | gy XFig ST H OpenOffice.org 42 EF&T
unpaper V:2,1:18 460 image — image] [5%CIE OCR AEIIH T HE
tesseract-ocr V38, 1:36 1507 | image -text | =T BRI OCR 5| ZM %% OCR &

_ — BRE . -y F _ BE=
tesseract-ocr-en g\/:G’ 1:36 4032 image - text Cj)(c{qf:{ SIERIE: AT =X XAHR tesseract-ocr 1B
gocr VARSH 531 image - text | 5% OCR
ocrad V:0, I:4 303 image . text | 2% OCR &
eog Vi66,1:271 | 9953 | Elf& (Exif) | Eye of GNOME BB GIZF
gthumb V:5, 1:20 5341 | B (Exif) | E&Iaes ( GNOME )
geeqie V:6, 1:19 14736 | B (Exif) | EF GTK BB
shotwell V:18,1:237 | 6454 | B (Exif) | $RASHHA =258 (GNOME )
gtkam V:0, I:5 1154 | BElf&® (Exif) | ABRBEENFRES BIEFINMA (GTK)
gphoto2 Vi1, I111 955 ElfR (Exif) | gphoto2 RERHZ 117‘3‘18’3% EREENNIE
gwenview V:28,1:97 10982 | Elf& (Exif) | EIFXI%2s (KDE )
kamera 1:96 854 Elf& (Exif) | KDE ERZFHFRBENFNARE
digikam V2, 1:12 2647 | Elf& (Exif) | T KDE REMENRFEREENA
exiv2 V:3,1:38 317 Elf& (Exify | EXIF/IPTC JTRIERIETH
exiftran V:1,1:19 70 El%& (Exif) R ERS EEAENLAT jpeg BIBRIRT
ihead Vil 110 131 & (Exif) ;LEIIEH%?B JPEG X (FRr31ENER) B Exif B RY
exif V1, 15 339 Bl (Exif)y | E/R JPEG XHHH EXIF EEMNGSTLE
exiftags V:0, I:4 292 B (Exif) | KERFSFENIAY JPEG X 15EY Exif Mn RIS L E
exifprobe V:0, 14 499 Bl Exif) | ABEERFIZETRE

. VY
dcraw V2, 1:17 535 E%l;igegﬂ” AR R IR S FDAE LI B
findimagedupes | V:0, I:1 77 image — ﬁngerpr}ﬁélﬁfﬁﬂlﬂ
ale V:0, 1.0 839 image — image| & FF[E ZANR REATEIEDE
imageindex V0, I:2 145 image(Exif) - htWEZ FETEREAS HTML ElE
outguess V0, I:2 231 jpeg,png 1B FIRY Steganographic TH
Tibrecad V2, I:17 7893 | DXF CAD BiE%miE2: (KDE)
blend, TIFF, o —
. . ) bl A £ o oo
blender V:3, 1:36 87533 | VRML, - FAFahERY 3D RigER
mm3d V:0, I:0 3778 gff‘?’_ b | = OpenGL 9 3D 18R IS
open-font-design -I%)olklt 10 {tf, ps, -+ AT ARG E
fontforge V:0, .7 4191 ttf, ps, - FF PS, TrueType #0 OpenType R 1A JmE 25
= F VS =7 < [~
xgridfit V-0, 1:0 806 f FT TrueType F&R) WMIBHISFINFERRZA B

3k



http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon-graph.php?packages=graphicsmagick
http://packages.qa.debian.org/g/graphicsmagick.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon-graph.php?packages=netpbm
http://packages.qa.debian.org/n/netpbm.html
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon-graph.php?packages=icoutils
http://packages.qa.debian.org/i/icoutils.html
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon-graph.php?packages=xfig
http://packages.qa.debian.org/x/xfig.html
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon-graph.php?packages=pstoedit
http://packages.qa.debian.org/p/pstoedit.html
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon-graph.php?packages=libwmf-bin
http://packages.qa.debian.org/libw/libwmf-bin.html
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
http://packages.qa.debian.org/f/fig2sxd.html
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon-graph.php?packages=unpaper
http://packages.qa.debian.org/u/unpaper.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr
http://packages.qa.debian.org/t/tesseract-ocr.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr-eng
http://packages.qa.debian.org/t/tesseract-ocr-eng.html
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon-graph.php?packages=gocr
http://packages.qa.debian.org/g/gocr.html
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon-graph.php?packages=ocrad
http://packages.qa.debian.org/o/ocrad.html
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon-graph.php?packages=eog
http://packages.qa.debian.org/e/eog.html
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon-graph.php?packages=gthumb
http://packages.qa.debian.org/g/gthumb.html
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon-graph.php?packages=geeqie
http://packages.qa.debian.org/g/geeqie.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/gtkam
http://qa.debian.org/popcon-graph.php?packages=gtkam
http://packages.qa.debian.org/g/gtkam.html
http://packages.debian.org/sid/gphoto2
http://qa.debian.org/popcon-graph.php?packages=gphoto2
http://packages.qa.debian.org/g/gphoto2.html
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon-graph.php?packages=gwenview
http://packages.qa.debian.org/g/gwenview.html
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon-graph.php?packages=kamera
http://packages.qa.debian.org/k/kamera.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon-graph.php?packages=exiv2
http://packages.qa.debian.org/e/exiv2.html
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon-graph.php?packages=exiftran
http://packages.qa.debian.org/e/exiftran.html
http://packages.debian.org/sid/jhead
http://qa.debian.org/popcon-graph.php?packages=jhead
http://packages.qa.debian.org/j/jhead.html
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon-graph.php?packages=exif
http://packages.qa.debian.org/e/exif.html
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon-graph.php?packages=exiftags
http://packages.qa.debian.org/e/exiftags.html
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon-graph.php?packages=exifprobe
http://packages.qa.debian.org/e/exifprobe.html
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon-graph.php?packages=dcraw
http://packages.qa.debian.org/d/dcraw.html
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon-graph.php?packages=findimagedupes
http://packages.qa.debian.org/f/findimagedupes.html
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon-graph.php?packages=ale
http://packages.qa.debian.org/a/ale.html
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon-graph.php?packages=imageindex
http://packages.qa.debian.org/i/imageindex.html
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
http://packages.qa.debian.org/o/outguess.html
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon-graph.php?packages=blender
http://packages.qa.debian.org/b/blender.html
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
http://packages.qa.debian.org/m/mm3d.html
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon-graph.php?packages=open-font-design-toolkit
http://packages.qa.debian.org/o/open-font-design-toolkit.html
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon-graph.php?packages=fontforge
http://packages.qa.debian.org/f/fontforge.html
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
http://packages.qa.debian.org/x/xgridfit.html
https://zh.wikipedia.org/wiki/Hinting
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RG] ATE X | XEiE 15 8H
alien V2, 1:29 163 rpm/tgz —deb | FEANKEVIRGFEL4EHR 7 Debian &

D) ) N /=1 — R
freepwing V-0, 1:0 421 | EB-EPWING iﬁﬁgﬁlgfgﬁg% )zﬁki B JIS X 4081
calibre V:8, 1:34 55463 | any -EPUB | B PBEBRBNESE

Table 11.18: NEIFEMHEXIRTEIIR



http://packages.debian.org/sid/alien
http://qa.debian.org/popcon-graph.php?packages=alien
http://packages.qa.debian.org/a/alien.html
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
http://packages.qa.debian.org/f/freepwing.html
https://ja.wikipedia.org/wiki/JIS_X_4081
https://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
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Chapter 12

Jmiz

XEBHLAH L Debian RAFHER, BIMEIHREMARDITEMNERE, TERKEBSXENREGEINS 23 NY
X1,

%% manpages # manpages-dev B2Zfg, sJBTIEIT “man B EEFMIIPMNSEERE, TRTGNU L
BEMMEXXEEZE, FJUBTIET “info BFEM” EESEXHY, R GFDL MXMIXI45 DFSG A ARE,
FrLARETBE R E/E main BEPES contrib #l non-free ARETHHALTE T,

BEEERRAERZRAETIR, £01% 105 1,

O

[

==

REM “test” fERETITHMEXANEST, E shell FREE “test” B9,

( : ) NEy
{RET B MER B RIFEEINIEFEIEME] “/usr/local” 8 “/opt” BR, IHTTUNERESRLEER
BE,

®R
“FReh: 99 HRRRE" AIFCRDRGIRT NS IRIB M SL B S MBS HITFEA,

12.1 Shell iz

Shell i BB EH FTEMBIN AT RITHIXEXH,

#!/bin/sh
. command lines

B—1TIREA TIZENF A TIX /NS AY shell fEFEES.

%18 shell AR RFNERSCIERE UNIX RARMA TEMN, XEHE L shell HIFMIRR. BE “Shell 1
i®” ( http://www.greenend.org.uk/rjk/2001/04/shell.html ), BJLAMEEIRPES],

MG shell REHEI (B0F 1.5 WHE 1.6 ), shell HASINEERSE. FENEIAE



http://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
http://www.greenend.org.uk/rjk/2001/04/shell.html
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12.1.1 POSIX shell &4

RGN S I AER ] LAEIT{ERE POSIX shell (BFR 1.13) KT,
« EZHAMIIEZZE POSIX shell ?/bin/sh” —EEZ] /usr/bin/dash I SHE, HHBIFS RAEFER,
o IRABYZZ BT, POSIX shell & /usr/bin/bash,

#5455 B A& bashisms ( bash 1£ ) (& zshisms ( zsh 1t ) 5% shell BiA, F{RMIATEFTE POSIX shell Z B/ EHT]
BiEM, {RPJLAER checkbashisms(1) W HEIFITIRE,

FH9: POSIX MZE %A : bashism

if [ "$foo” = "$bar” ] ; then .. | if [ ”"$foo” == "$bar” ] ; then ..
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { ..} function funcname() { ..}
J\EHFIE: "\377” FRHEFMERX: \xFf”

Table 12.1: BAAY bashism 1E;%FIFR

£/ echo” G SMIHEFREIRUT/LANAGE, ERRIEAE shell FIMPaR<LHIRNE, ERKIMBBEER,
< BRMEMARR “-n” BMERSHSITIE,
- BRAFHEPERAE XTI, EAIRIE shel RNE, HEENERBR—1,

=
EE
s

RE “-n” ®IHARRE POSIX iB%, BEEO#ZES,

"R
IRMFREREREFFREPRAENFI, B printf” &< echo” &%,

12.1.2 Shell 8%
KSR shell SEURETE shell FA B EHE A,

shell %% B8

$0 shell B shell BIZARRYZ 5

$1 FE— shell ]

$9 ZE 9 /" shell &8

$# UESHRE

TEEN "$1 $2 $3 $4 ..”

"$@I’ II$1" "$2’I II$3" "$4" .
$? = —Xa S IR IR
3% XA shell FjZ<HY PID

$1 RIEFIRIEEES PID

Table 12.2: shell &#4%1F&
MTARREEICIIMNERNSHE,
DA b Xt > SRR _E &R =2 T IERY,
- B EF A var BREFEBRIESE
« S8E7 7 FETNMRE var EREEFER, "JUAE



https://zh.wikipedia.org/wiki/POSIX
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SRTEAER MR var TECREMBAER | IR var TEZERIRERLER
${var:-string} ”$var” ’string”

${var:+string} ”string” “null”

${var:=string} “$var” ’string” (FFzfT’var=string”)
${var:?string} “$var” 7E stderr FER"string” ((HEEHL)

Table 12.3: shell SR IR

sREREX gE

${var%suffix} MBRALF var ZEERY suffix Fx/\ILECIER
${var%%suffix} WFRGITF var ZEERY suffix x KILECRTV
${var#prefix} RGBT var FF3KET prefix R/NILECIRLC
${var##prefix} HERAIF var FFKRY prefix Bz RILECIEC

Table 12.4: EZEH shell SR EIRTIR

12.1.3 Shell &£&iE6)
BANGOEARE BHIRS, XU RHIEaER,

s FYIfN: 0 ("True”)
« L4 : 3E 0 ("False”)

=z
EE

"0” 7£ shell R IEGPHIZRRE True”, AM"0" £ C R EAHIZ X N False”,

S-=z
=)

[V R test AL REMNN, EWER]” ZENSEREN P FRERIAN.

MTFARRREICIZHEM FMEE.

« ”command && if_success_run_this_command_too || true”
« ”command || if_not_success_run_this_command_too || true”

« WTFARRZSITHARER

if [ conditional_expression ]; then
if_success_run_this_command

else

if _not_success_run_this_command
fi

XEREWN “|| true” BEEN, EFTMURIEZXA shell HAER/NMERT “-e” BIIMKIABANAREZITE
SR,

EARBUMLEBRERMGRANF N -eq”, ”-ne”, ”-1t7, ”-1e”, ”-gt” #”-ge”,
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F=IEH REZEEFTFERISRG

-e file file F7E

-d file file FEFERE—TEBEX

-f file file FEFEHR— 1T EBEXH

-w file file FEFHFIS

-x file file FEFEHRIRIT

filel -nt file2 filel ZAEE file2 F

filel -ot filez filel B EEE file2 1H

filel -ef file2 filel F0 file2 fI FFERIFNIIZ & EFHEHBEERER inode /=

Table 12.5: FERMARIANPHI T LR

TIAR RENZEEFRENFEG

-z Str str I KRERE

-n str str O REANAZE

strl = str2 strl # str2 FHZ

strl '= str2 strl F str2 B

strl < str2 str1 HEFI7E str2 Z /1 (BURFES IR )
stri > str2 strl HE str2 25 (BURTFES IR )

Table 12.6: EFRHRAXNPHITFHFRELR

12.1.4 shell {&IF
XEH LM AT POSIX shell BITEHZ .

« »for x in fool foo2 ..; do command ; done”,iZfEF &4 fool foo2 .”WFLE"x” FM1T command”,
« "while condition ; do command ; done”, H”condition” AER, £EEHIT’command”,

« until condition ; do command ; done”, H”condition” ARET, KEEHIT command”,

- “break” B]A KR L 1EIR.

- “continue” BJBARISREF AT —IK1EA,

N
C IBSHHHBEEMNRFIUAA seq(l) SEMKR4AERL"fool foo2 ..."

BR
2015 949 T,

12.1.5 Shell environment variables

Some popular environment variables for the normal shell command prompt may not be available under the execution environment
of your script.

- For ”$USER”, use ”$(id -un)”

« For "$UID”, use "$(id -u)”
+ For ”$HOME”, use "$(getent passwd ”$(id -u)”|cut -d ”:” -f 6)” (this works also on 58 4.5.2 13)



https://zh.wikipedia.org/wiki/C语言
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12.1.6 shell < 1TRILIERF
shell A B UL T 51BN FF SR AL IR — NS,

+ shell iZBY—1T,

s MRZITEEE"..” 5% '..", shell WZITRZEBRHITHEIES —NHRIE (one token ) ( i¥;E: one token 278 shell iR
AE9— AZ**’JﬁTE ).

+ shell B FIIARAFHTRHEEERS 2 FREEE #5717 (tokens ),

- ZHFM: =8 tab IRITH
- TFE/F: | ;& ()

s shell BMEZ—MMUTF ".." 3K’ " B9 token Y REBFRIABENITA,
— {REB=F: if then elif else fi for in while unless do done case esac
« shell BHAARAIF "7 88 "... " H8 518,
o shell BAARQMTF 7.7 8% ... FH KR,
-~ L HEIAFPMRE R
- ’~uyser” - user KRB R
s shel BT ' ...  F TERFHEMIE,
- TE: "$PARAMETER” 5”"${PARAMETER}”
o shell BARUTF ...  FH S EHR,
- ”$( command )” - “command” #gH
—» " command ” - ”command” BY%5H
o shell ARG F 7.." 3% ' ...  HH glob BIZERA MILENXXHER,
- * L EEIESR
-? - —NFH
- [.] - T FHFF
« shell A FOUJLAEEX SSFHMIT,
- BREE X
- NESS
- “$PATH” FREYRIIT
« shell BIfE T —17, FREXNMIEMKBRFITAIE,

W5 | SHHBE| SERBMR,

7E shell FHIT “set -x" fEMA “-x" EIFEDN shell FTLALL shell RREABMITHH S, INIXKIAZIEES
&,
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LRG3 mITE RK/Iv | 1%HEH

dash V:894,1:994 | 222 /INFOBREY POSIX 32 F shell, T sh
coreutils V:892,1:999 | 17372 | GNU =L LE

grep V:820,1:999 | 1118 GNU grep. egrep #l fgrep

sed V:814,1:.999 | 912 GNU sed

mawk V:392,1:997 | 242 INFOBRAT awk

debianutils V:921,1:999 | 213 FTF Debian &M THE

bsdutils V:681,1:999 | 402 3XH 4.4BSD-Lite WEM T E
bsdextrautils V:228,1:305 | 389 X8 4.4BSD-Lite FIEIIMNI T E
moreutils V:11, 1:36 237 EYM Unix TH

Table 12.7: B2 FF shell AN EL RN BIEFIREE

12.1.7 BT shell BIABNEREF

7T fEREY shell F2/FTE Debian R4t EReIgEM BB R BIEY, MNZRER LENRAEMEHRINNAER,

- "aptitude search ~E”, 7t HERREE,
- ”dpkg -L package_name |grep ’/man/man.*/’”, 3l package_name (R4S FTIZ A9 man Ff,

VN

RE moreutils RJEEARTETE Debian Z4h, BERME T —LEBINEFR, REBEEN—1 2 sponge(8), =
RINEERREGE, ERIEETH,

SNE 1.6 HIFEIF,

12.2 FERMES P

ENESD) ATE KN | X5
dash V:894,1:994 | 222 sh: /NFITRAY POSIX FREHY shell, AT sh
bash V:789,1:999 | 6465 | sh: Hl bash-doc BiEHA) “info bash”
mawk V:392,1:997 | 242 AWK: /NFIREY awk
gawk V:340,1:425 | 2456 | AWK: H gawk-doc BIEHEM “info gawk”
perl V:600, 1:991 | 705 Perl: pe\rll(l) CAR 8T per1-doc #l per 1-doc-htm1 EER

html 3%
tibterm-readline-giipGrl | 379 | GNU ReadLine/History B Perl #: perlsh(l)
libreply-perl V.0, 1.0 170 Perl BY REPL : reply(1)
libdevel-repl-pery,, ., 237 | Perl ®UREPL : re.pl(1)

. )y N=Eh - ’j WA

oython3 V675, 1910 | 90 Ethon. python3(1) EA%i&E1E python3-doc B AR html XX
tcl V:27,1:342 22 Tcl: tc1(3) ARET tcl-doc BREENEIFMAIFM I
tk V:26,1:334 22 Tk:tk(3) AiBid tk-doc BEREEMNEIFMEFMIIXE
ruby V:98, 1:288 35 Ruby: ruby(1), erb(1), irb(1), rdoc(1), ri(1)

Table 12.8: fZRREEME X EGBLTIR
YH{RFEETE Debian EEMEHIT—MES, MNHEAERBRIEIESHA, EEEBRTESNENR:



http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/grep
http://qa.debian.org/popcon-graph.php?packages=grep
http://packages.qa.debian.org/g/grep.html
http://packages.debian.org/sid/sed
http://qa.debian.org/popcon-graph.php?packages=sed
http://packages.qa.debian.org/s/sed.html
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon-graph.php?packages=debianutils
http://packages.qa.debian.org/d/debianutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/bsdextrautils
http://qa.debian.org/popcon-graph.php?packages=bsdextrautils
http://packages.qa.debian.org/b/bsdextrautils.html
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon-graph.php?packages=moreutils
http://packages.qa.debian.org/m/moreutils.html
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon-graph.php?packages=gawk
http://packages.qa.debian.org/g/gawk.html
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
https://zh.wikipedia.org/wiki/Perl
http://packages.debian.org/sid/libterm-readline-gnu-perl
http://qa.debian.org/popcon-graph.php?packages=libterm-readline-gnu-perl
http://packages.qa.debian.org/libt/libterm-readline-gnu-perl.html
http://packages.debian.org/sid/libreply-perl
http://qa.debian.org/popcon-graph.php?packages=libreply-perl
http://packages.qa.debian.org/libr/libreply-perl.html
http://packages.debian.org/sid/libdevel-repl-perl
http://qa.debian.org/popcon-graph.php?packages=libdevel-repl-perl
http://packages.qa.debian.org/libd/libdevel-repl-perl.html
http://packages.debian.org/sid/python3
http://qa.debian.org/popcon-graph.php?packages=python3
http://packages.qa.debian.org/p/python3.html
https://zh.wikipedia.org/wiki/Python_(programming_language)
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon-graph.php?packages=tcl
http://packages.qa.debian.org/t/tcl.html
https://zh.wikipedia.org/wiki/Tcl
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon-graph.php?packages=tk
http://packages.qa.debian.org/t/tk.html
https://zh.wikipedia.org/wiki/Tk_(software)
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon-graph.php?packages=ruby
http://packages.qa.debian.org/r/ruby.html
https://zh.wikipedia.org/wiki/Ruby_(programming_language)
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« £ dash, MFRESRERM, (£ shell :ZFEXS CLI &L 1T1EF,
« £/ python3, MRESAREEN, MAFEARS.
« A perl, tcl. ruby----, YR Debian EEAXLEFESEMRFRE, FERTMESHITIHE,

MBERLREAE, MEANTRE, (RoUUNARZFHESES X BT, NERLIESIER,
12.2.1 FiERHEIES KRG

REBD R BB IR M BEARMNEZ R E NI IRIRINEE,

“dash -n script.sh” - Shell A5 £ZE &

“dash -x script.sh” - JRER— Shell BIZR

“python -m py_compile script.py” - Python BIASiE; %16 &
» “python -mtrace —-trace script.py” - BRER— Python B4
« “perl -1 ./libpath -c script.pl” - Perl BIZARIE £ E

» “perl -d:Trace script.pl” - IRER—/ Perl BIK
7AMiE dash K18, 2XTFEE 9.1.4 T, BRERHETH bash EUNREXIMME,

AT perl K18, 2R T Perl B REPL 318, ©79 Perl 12T Python Z{MAY REPL (=READ + EVAL + PRINT +
LOOP) 15,

12.2.2 (£ shell A& GUI 127
shell i 2N BE % 4 D4t F SR SIME— NIRE| AR GUL (BB RE ) 25, RITEA—NBHWiEREFERRSEER

echo # read F$HI= KX H,

eSS AT K/ [ HBH
x11-utils V:180, 1:589 | 712 xmessage(l): E— I EOFER—FBREREED (X)
whiptail V:238,1:996 | 70 K shell IR ERAFAFRIXTIERE (newt )
diatlog V:14, T:114 1222 | A shell IR ERAFRFRIFTIEE (ncurses )
zenity V:76, 1:391 167 K shell IR EREFITIEE (GTK)

=Z Il - - Faad ‘ - j-_‘
ssft V-0, 1:0 75 ;gll B ZBiim L& (zenity, kdialog, and 8 gettext B9 dialog £
gettext V:48, 1:295 5843 “/usr/bin/gettext.sh”: FREEERE

Table 12.9: ¥HiE ( dialog ) F2FFIR

XER—MNERERDN GUI ZFRMEI1F, XERA— shell AR S 4T 5.
XNIARER zenity RIEFE— NG (FKIA /etc/motd) HERE.
XA GUI BalEEEmSIREE 9.4.10 TEIE,

#!/bin/sh -e
# Copyright (C) 2021 Osamu Aoki <osamu@debian.org>, Public Domain
# vim:set sw=2 sts=2 et:
DATA_FILE=$(zenity --file-selection --filename="/etc/motd” --title="Select a file to check «
") 11N
( echo "E: File selection error” >&2 ; exit 1 )
# Check size of archive



https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Read–eval–print_loop
https://zh.wikipedia.org/wiki/Read–eval–print_loop
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon-graph.php?packages=whiptail
http://packages.qa.debian.org/w/whiptail.html
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon-graph.php?packages=dialog
http://packages.qa.debian.org/d/dialog.html
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon-graph.php?packages=zenity
http://packages.qa.debian.org/z/zenity.html
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
http://packages.qa.debian.org/s/ssft.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
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if ( file -ib "$DATA_FILE” | grep -ge ’'Atext/’ ) ; then
zenity --info --title="Check file: $DATA_FILE” --width 640 --height 400 \
--text="$(head -n 20 "$DATA_FILE")"”
else
zenity --info --title="Check file: $DATA_FILE” --width 640 --height 400 \
--text="The data is MIME=$(file -ib "$DATA_FILE")"”
fi

XFRER shell AR GUI RFARIANERERNZRER. NRHES EERERANER, BB RENE
BHFE LS,

12.2.3 Perl ERIARRIE

AT RIBEUE, sh BEELEMFHIZIEIT cut, grep. sed &, BIEM., MBIh—1FAME, perl BERZLEIBHUEREN,
=IREY, FTUA Debian EHYIFZ RGLEIPBIAEER perl,

IEFANEB R T E—1T AWK AR BRFIETE Perl FRIEMNH,
awk ' ($2=="1957") { print $3 }' |

EXENTFFINEE—1T.
perl -ne ’@f=split; if ($f[1] eq ”"1957") { print "$f[2]\n"}’ |

perl -ne 'if ((@f=split)[1] eq ”1957"”) { print "$f[2]\n"}" |
perl -ne ’'@f=split; print $f[2] if ( $f[1]==1957 )’ |

perl -lane ’print $F[2] if $F[1] eq "1957"" |

perl -lane 'print$F[2]if$F[1]eq+1957" |

RE—EEMENEK, ERLT TEIIHANILE Perl B4,

« TR ARIIEL,

- FENMNBFRFHHRIBMNER,

< BESHSITIE: perlrun(l) B9 Perl H1THI5
* Perl 57T E: perlvar(l)

RIEMR Perl BI5EIN, SLEEAY, XAFHNICIES ARZFEIELAIKE, FrLAB/ND,
FEZMITRY Perl fIA, BMEAYR]JLAF T Perl Golf,

12.3 ZRiFENES R

XEB, BT 12.3.3 T 1234 T, AXRIRERURZIBIZFEHA CIESRES, RELREFSRIELE
Cigs.



http://perlgolf.sourceforge.net
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R AT A/ [ EEA
gcc V:152,1:584 | 45 GNU C fmiZ¥E8
libc6-dev V:248,1:601 | 13480 | GNU C Fr: AEREFM(XH
g++ V:60, I:511 15 GNU C++ Fmi¥ss
Libstde++-10-dev g 1166 | 17568 | GNU 45l C++ FERRZS 3 ( FRASTHE)
cpp V:325,1:756 | 42 GNU C FstiE
gettext V:48, 1:295 5843 | GNU EFfrftITEH
glade V0, I.7 1730 | GTK AR R EMESS
valac V0, I:6 698 fEEF GObject AZE C# FNES
flex V:8,1:86 1279 | LEX F&RZHY fast lexical analyzer generator
bison V:9, 1:95 3111 | YACC &R M3 RS
susv2 I.0 16 @ “E— UNIX 5B (FRA 2) 7 3REX (RiBXHE)
susv3 1.0 16 B “B— UNIX #GE (RRA3) 7 3R (RIEXH)
golang 1:20 12 Go JRIZIE=S Mizen
rustc V2, T:12 9018 | Rust ARG RIZIES
haskell-platform 12 ARAERD Haskell BEFI T &
gfortran V:10, :90 16 GNU Fortran 95 gmi¥23
122
fpc I:3 129 B Pascal

Table 12.10: ZRiFfEXRRHFEIIR

1231 C

fRE] LA oI5 AIRBEE SRR mIZER C RiZIES REHIERF.

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential

libc6-dev &€, BIGNUC E, BT CirEE, EBET C RwIZESERRLXETESE.
SEERNT,

« “info libc” (C EERFSE)

« gcc(1) # “info gcc”

« each_C_library_function_name(3)

s —

+ Kernighan & Ritchie, “C f2Fi&1H1E5", % _HR ( Prentice Hall )

12.3.2 EEAF CFEF (gee)

—MNEIEHFIF “example.c” BB TARF “Libm” E—E4HiEFRNTHITIEF “run_example”,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = "\e’; /* fill to make sure string ends with ’'\@’ */



http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon-graph.php?packages=gcc
http://packages.qa.debian.org/g/gcc.html
http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/g++
http://qa.debian.org/popcon-graph.php?packages=g++
http://packages.qa.debian.org/g/g++.html
http://packages.debian.org/sid/libstdc++-10-dev
http://qa.debian.org/popcon-graph.php?packages=libstdc++-10-dev
http://packages.qa.debian.org/libs/libstdc++-10-dev.html
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon-graph.php?packages=cpp
http://packages.qa.debian.org/c/cpp.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon-graph.php?packages=glade
http://packages.qa.debian.org/g/glade.html
http://packages.debian.org/sid/valac
http://qa.debian.org/popcon-graph.php?packages=valac
http://packages.qa.debian.org/v/valac.html
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon-graph.php?packages=flex
http://packages.qa.debian.org/f/flex.html
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/GNU_Bison
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon-graph.php?packages=susv2
http://packages.qa.debian.org/s/susv2.html
http://www.unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon-graph.php?packages=susv3
http://packages.qa.debian.org/s/susv3.html
http://www.unix.org/version3/
http://packages.debian.org/sid/golang
http://qa.debian.org/popcon-graph.php?packages=golang
http://packages.qa.debian.org/g/golang.html
http://packages.debian.org/sid/rustc
http://qa.debian.org/popcon-graph.php?packages=rustc
http://packages.qa.debian.org/r/rustc.html
http://packages.debian.org/sid/haskell-platform
http://qa.debian.org/popcon-graph.php?packages=haskell-platform
http://packages.qa.debian.org/h/haskell-platform.html
https://zh.wikipedia.org/wiki/Haskell_(programming_language)
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon-graph.php?packages=gfortran
http://packages.qa.debian.org/g/gfortran.html
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon-graph.php?packages=fpc
http://packages.qa.debian.org/f/fpc.html
http://packages.qa.debian.org/f/fpc.html
https://zh.wikipedia.org/wiki/C语言
https://zh.wikipedia.org/wiki/C_standard_library
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printf(”%5i, %5.3f, %10s, %10s\n”, argc, x, y, argv[1]);
return 0;

by
EOF

$ gcc -wWall -g -o run_example example.c -1m
$ ./run_example
1, 2.915, ./run_exam, (null)
$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

ATER sqrt3), UWHER “-1m” §5ERKE libce REBME “/usr/1ib/libm.so” , SEFREYENENMIT
“/1ib/”, XEEHR “libm.so.6”, ERIEME “libm-2.7.s0” BI—hiE,

BE—THEXAMRE—F., BMEERET “%10s”, BIXIABET 10 MFER,

EREELREENIBHAFIRIERE, LW sprintf3) # strepy), BAEIER, BALEFHZHEEMS
R EEEEEE, SEA snprintf(3) # strncpy(3) KREK.

12.3.3 Flex — MNE{FH Lex

Flex A Lex FIRIERIBIEZNITTEF £ AL ES.
BILAMER “info flex” &E flex(1) MHIE,

REEREMECH main()” F»yywrap()”. B, {REY flex F2F, BRRGIXHEN, FIFNMEERASTE, X
ERKyywrap” 2—1N%&, "%option main” BaMEFTFHF T %option noyywrap”.

%option main
%%

.|\n ECHO ;
%%

BI—MFE, TR cc(l) LITERE, RRIMERRMIFHHEIED, »-1f 17, (REM”- 117 B9 AT&T-Lex ). 71X
MIERT, R"EZE %option”.

12.3.4 Bison —— MNE{FH Yacc

£ Debian B, B/LMRAERME YaccHRERIFIMEMER LR #247 5 LALR BRATRYAERLZE,

LRG3 mITE KAV | 5EBE

bison V9, 1:95 3111 | GNU LALR fEMTes Rk 25

byacc V0, I:5 160 {A52 A ( Berkeley ) LALR f##fr28 £ h} 28
btyacc V:0, 1.0 243 ET byacc FIEIHRETER 28

Table 12.11: 387 Yacc B LALR fRATES 4R 285K

BILAMEA “info bison” &% bison(l) HEFE,

MEZBRHMAECHM main()” Fl”yyerror()”. &, Flex g|E#”main()” i A”yyparse()”, EXiIH
Tyylex()”.

%%

%%



https://zh.wikipedia.org/wiki/Flex_lexical_analyser
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Lexical_analysis
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon-graph.php?packages=byacc
http://packages.qa.debian.org/b/byacc.html
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
http://packages.qa.debian.org/b/btyacc.html
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12.4

AR T =

AL lint B TR AEBFENHITE N SN,
Sl Indent I T HAEBFEIAITINIBIEE, @ —HMEREFEVEIRICHE,
2Kl Ctags I T HEEMBHEIAEITABRE, BINABEABHRIMNBFERRS| (BFE ) X,

"R

FECEREWXAIYmEE2S (emacs B vim) EAF P lint 5| ZEAFEEIRIVCIEEF, XLEFHF@EI 77 A Language
Server Protocol IR, SERIEFERA. REMNERERR, ERAENLENRBNRE Debian KHEE, 2—1

FFRUIESE,

RHEe TATE XAV | iREE

vim-ale I:0 2022 | BF Vim 8 1 NeoVim i9% % Lint 5|2
vim-syntastic I:3 1240 | vim B A EF

elpa-flycheck V0, I:1 792 Emacs IMAERIEBERE

elpa-relint V:0, 1.0 133 Emacs Lisp IEM B & INES
cppcheck-gui V:0, .1 6099 | FZ& C/C++ REBH T LE (GUI)
shellcheck V:2,1:10 15452 | shell FIARY lint THE

pyflakes3 Vi1, I:15 23 Python 3 IR R Ne B &8

pylint V:3,1:16 1580 | Python fREBERSRE S

perl V:600, 1:991 | 705 e AR SBRMEIREREES: B: :Lint(3perl)
rubocop V:0, 1:0 2390 | Ruby B&RBHIER

clang-tidy Vi1, 1.7 22 ET clang B9 C++ FIMBRIEETE
splint V-0, I:4 2320 | AR ECERbgNIE
flawfinder V:0, 10 181 G 8 C/C++ ERENERZE /AN ITIE
bTlack V1,15 506 2R RERY Python KRIFEN{L S

per Ltidy V:0, I:5 2101 | Perl FIARGEFHFEMIZNL

indent V0, I:11 425 CESRBERNTER

astyle V:0, I:3 761 C. C++, Objective-C, C# Fl Java BIRICIEGEHEES
bcpp V:0, I:0 110 = c+H

xmlindent V0, I:1 53 XML REFERE

global V0, I:3 1896 | R EANGE TR
exuberant-ctags |y, 14, 349 | MEBRABEXIRE RS

12.5 i

Table 12.12: BFSAB LT LEMTIR

BAREFPREEN—HD., MMEEHFEAIERF, BEBILIR JI—MTFHY Debian EAE, SEBMHBERXHIHIR

s,
nRER MITE K| X4
gdb V:15, [:110 9799 H gdb-doc BEMHART “info gdb”
ddd V:0, 1:10 4092 A ddd-doc BIIRHA) “info ddd”

Table 12.13: {FIRERTIR



https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
https://zh.wikipedia.org/wiki/Indent_(Unix)
https://zh.wikipedia.org/wiki/Ctags
https://zh.wikipedia.org/wiki/Language_Server_Protocol
https://zh.wikipedia.org/wiki/Language_Server_Protocol
http://packages.debian.org/sid/vim-ale
http://qa.debian.org/popcon-graph.php?packages=vim-ale
http://packages.qa.debian.org/v/vim-ale.html
http://packages.debian.org/sid/vim-syntastic
http://qa.debian.org/popcon-graph.php?packages=vim-syntastic
http://packages.qa.debian.org/v/vim-syntastic.html
http://packages.debian.org/sid/elpa-flycheck
http://qa.debian.org/popcon-graph.php?packages=elpa-flycheck
http://packages.qa.debian.org/e/elpa-flycheck.html
http://packages.debian.org/sid/elpa-relint
http://qa.debian.org/popcon-graph.php?packages=elpa-relint
http://packages.qa.debian.org/e/elpa-relint.html
http://packages.debian.org/sid/cppcheck-gui
http://qa.debian.org/popcon-graph.php?packages=cppcheck-gui
http://packages.qa.debian.org/c/cppcheck-gui.html
http://packages.debian.org/sid/shellcheck
http://qa.debian.org/popcon-graph.php?packages=shellcheck
http://packages.qa.debian.org/s/shellcheck.html
http://packages.debian.org/sid/pyflakes3
http://qa.debian.org/popcon-graph.php?packages=pyflakes3
http://packages.qa.debian.org/p/pyflakes3.html
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon-graph.php?packages=pylint
http://packages.qa.debian.org/p/pylint.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/rubocop
http://qa.debian.org/popcon-graph.php?packages=rubocop
http://packages.qa.debian.org/r/rubocop.html
http://packages.debian.org/sid/clang-tidy
http://qa.debian.org/popcon-graph.php?packages=clang-tidy
http://packages.qa.debian.org/c/clang-tidy.html
http://packages.debian.org/sid/splint
http://qa.debian.org/popcon-graph.php?packages=splint
http://packages.qa.debian.org/s/splint.html
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
http://packages.qa.debian.org/f/flawfinder.html
http://packages.debian.org/sid/black
http://qa.debian.org/popcon-graph.php?packages=black
http://packages.qa.debian.org/b/black.html
http://packages.debian.org/sid/perltidy
http://qa.debian.org/popcon-graph.php?packages=perltidy
http://packages.qa.debian.org/p/perltidy.html
http://packages.debian.org/sid/indent
http://qa.debian.org/popcon-graph.php?packages=indent
http://packages.qa.debian.org/i/indent.html
http://packages.debian.org/sid/astyle
http://qa.debian.org/popcon-graph.php?packages=astyle
http://packages.qa.debian.org/a/astyle.html
http://packages.debian.org/sid/bcpp
http://qa.debian.org/popcon-graph.php?packages=bcpp
http://packages.qa.debian.org/b/bcpp.html
http://packages.debian.org/sid/xmlindent
http://qa.debian.org/popcon-graph.php?packages=xmlindent
http://packages.qa.debian.org/x/xmlindent.html
http://packages.debian.org/sid/global
http://qa.debian.org/popcon-graph.php?packages=global
http://packages.qa.debian.org/g/global.html
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon-graph.php?packages=exuberant-ctags
http://packages.qa.debian.org/e/exuberant-ctags.html
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon-graph.php?packages=gdb
http://packages.qa.debian.org/g/gdb.html
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon-graph.php?packages=ddd
http://packages.qa.debian.org/d/ddd.html
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12.5.1 EAXH) gdb EHAGS

Debian E/RIERIIAINZERE gdb(1), EREILMREEFRITHIRMEIEEIERF.
IEBATEE I TR SRER gdb REMEXERF.
# apt-get install gdb gdb-doc build-essential devscripts

YFHY gdb BIEREMB LI :
« “info gdb”

« £ /usr/share/doc/gdb-doc/html/gdb/index.html # “Debugging with GDB’

« “tutorial on the web”

XER—MEREMYF, A gdb() & R HE”-9” BIRIZMNEHER=EIFIRER.
$ gdb program

(gdb) b 1 # set break point at line 1
(gdb) run args # run program with args
(gdb) next # next line
(gdb) step # step forward
(gdb) p parm # print parm
(gdb) p parm=12 # set value to 12
(gdb) quit
R

W2 gdb(1) L EBBERLES., Tab 7 RIRTE shell —1+&R8ET1F,

12.5.2 ifit Debian {48

Debian RBEEZIANBAT, FIELZEMN ZHFITZEF S stripped, E UL AXEB5 11X S ( debugging symbols ) 7EiE
ERREGAEEmSEBIR, BT EM gdb(l) X Debian &8, *-dbgsym MEBEEEHR TR, (Flwl, &R
coreutils-dbgsym, FAAFiBiX coreutils) [ERIBREFBEME B ZH#HEIRGEE—EBERM * -dbgsym R
B, BBLEFIR IR G B IS HIRIIALFE debian-debug FYEE, BEZ{SEES (9 Debian Wiki 34 ,

MR—AFERBANREELERME *-dbgsym RHEE, (FREZRWTARHMNERBREMHERKE,

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
apt-get source package_name

cd package_name*

sudo apt-get build-dep ./

B BB LR P

&FIELL bug,

BB AR ERIE 73 Debian lRARHR, PSS EHRIFCFENRGERAER +debugl” B4, WT
FTREBMIFRZITHAR G ERA £/ ~prel” 54,

$ dch -i



https://zh.wikipedia.org/wiki/Debugger
http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html
http://debug.mirrors.debian.org/debian-debug
https://wiki.debian.org/DebianKernel
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WMTFARmEFALRHEEIRATSHREE,
$ export DEB_BUILD_OPTIONS="nostrip noopt”
$ debuild

$cd ..
$ sudo debi package_name*.changes

R

ERERHBNMEMAARRRIE ASIFIRHREER T CFLAGS=-g -Wall” &I,

12.5.3 x5k

LR ZIFE R BRIRAIRT R, e bug BYRY EEMIE RR N EBINER,
ERMTARZ—, FIGEE gdb(l) BRGHEMIER :
- 7£ GDB RV AR

- ] GDB &7 %,

- BIRIERF,

- £ GDB /RN b7,
« SEFHRIVITE:

— EFf “/etc/security/limits.conf” X4, BIIETEARAR:

* soft core unlimited

— shell R FH#A”ulimit -c unlimited”,

— MIXA shell BRFEITIER.

- BRRMIFER =4 — core dump {4,

— 1% core dump X4 %) GDB, F”gdb gdb ./program_binary core”,
- 7£ GDB RRFFHAbt”,

W FEREF S &R RENIE R, FETE TR ctr1-\ 5 ctrl-Cc S&EHIT “kill -ABRT PID” BHIFiETE
F. (BIE 9412 )

AN

BE, REFRHERIEE —1TEES1TE malloc()" 58"g_malloc()". HXMHIRAIEHE, (REERARIEE
BAN, K -EEREEN—NMERHGERIREWEEE SMALLOC_CHECK " 9B 2 (malloc(3)). fRATAE
g FEMF AT gdb BHRE,

$ MALLOC_CHECK_=2 gdb hello

12.5.4 5% gdb &<
BRI

AT ARER 1dd(1) SREHIZ R RIEMRTE,

$ ldd /bin/1s
librt.so.1 => /lib/librt.so.1 (0x4001e000)
libc.so0.6 => /1ib/1libc.so0.6 (0x40030000)
libpthread.so.0 => /lib/libpthread.so.0 (0x40153000)
/1ib/1d-1inux.s0.2 => /1lib/1d-1linux.so0.2 (0x40000000)

1255 &

E7 1s(1) iBZITE chroot ed 3718, UA_EAYEEFE chroot ed FRE 2 7] BB,
2% 946 T,



https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump

Debian & Fift

2181224

e B EENER
(gdb) thread apply all bt E'Jg*ﬁzfif“ﬂ’]ﬁﬁﬁfﬁﬂ%ﬂb

(gdb) bt full

(gdb) thread apply all bt full
10

AU
BIAT 10 MERMEMASHIESR, UIERERAE XSG D

x AY

(gdb) thread apply all bt full # _LEE’JﬂIﬁ ﬁ_?%ﬁl]iﬁﬁ%ﬂ]’;%{
5
B

(gdb) set logging on

€ gdb BIEZmEEIAF FRIARIZE gdb . txt”)

Table 12.14: S% gdb @r < 5K

12.5.6 SIFARERLIAE

7£ Debian 1, B/ AMNSERRBERLAERFE. 805% 94 15,

12.5.7 HI5S X HBRRIEIR

AR —/> GNOME #2/F previewl IgE T — X #iR, BNHBEN —FTEXHENER,

The program ’'previewl’ received an X Window System error.

MRMBIMER, REIUASHEBITIEFIEHMEIN L - -sync” &1, FB#E”gdk_x_error” &

FHRmER,

1258 ARSI TER

Debian EB—LEr]AMAF RN T,

AR ERRTRIR

LRG3 mITE KAV | 15EA

libc6-dev V:248,1:601 | 13480 | mtrace(1): VFI glibc A7fY malloc

valgrind V:6, [:44 77249 | ATFRLES A1 D 1T Be

electric-fence | V:0,L5 72 malloc(e) X2

Tibdmalloc5 V0, I:3 393 AESEERR

duma V-0, I:0 293 E CH C++ EFHPRNEFRZIEFIZZEFRE (buffer under-runs
) B9EE

Teaktracer V0, 1.2 57 C++ EFATEHERRES

Table 12.15: ATEHREN TEAFIR

12.5.9 &4 ZiHGIFEF

11]\_ILX{EFE_FEE'J7‘3_T jul odeump(l) ﬁ£ﬁ14=_ %U{’%E—n.,o
$ objdump -m i386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

gdb(1) FTLAARRE R RIC 4w,



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon-graph.php?packages=valgrind
http://packages.qa.debian.org/v/valgrind.html
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon-graph.php?packages=electric-fence
http://packages.qa.debian.org/e/electric-fence.html
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
http://packages.qa.debian.org/libd/libdmalloc5.html
http://packages.debian.org/sid/duma
http://qa.debian.org/popcon-graph.php?packages=duma
http://packages.qa.debian.org/d/duma.html
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
http://packages.qa.debian.org/l/leaktracer.html
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LRG3 mITE KAV | 345

make V:141,1:591 | 1592 | 1@ make-doc &It “info make”

autoconf V:28, 1:270 2033 B autoconf-doc BiEf "info autoconf”
automake V:27, 1:268 1836 M automakel.10-doc Bt “info automake”
Tibtool V:22,1:254 1198 M libtool-doc B EfH”info libtool”

cmake V:16, [:117 26395 | cmake(l) BYE&. A EMNRIEFRSR

ninja-build V:4, 1:30 347 ninja(l) Bk Make fBe0/NmiIF R 5

meson V:2,1:18 3213 | meson(l) & ninja 2 EMEEF INHMERS
xutils-dev Vi1, I:11 1466 | imake(1), xmkmf(1) &,

Table 12.16: RiZ T EHREBIFR
12.6 #wiFTH

12.6.1 make

Make B@—MEFEFANTHE, —BHIT make(1), make RIZEVAIM X 4 Makefile, BN LR BIRXH#IENE,
MRERFRBPIERXAERE T RE, BLRIEHBRXG, HEBIRXEAREFE, BLAXEXGERTES
kP32

HL S B9EE SN R AT 7R

target: [ prerequisites ... ]
[TAB] commandl
[TAB] -command2 # ignore errors
[TAB] @command3 # suppress echoing

XEMI’[TAB]” 2— 1 TAB X8, B—1TEHITEEB LGS shell iR, TITRER\” RULULHIA, £
F7$$” #iN”$” K3%15 shell BIAFHIF BT EE,

BRIRE XXt R BUBIE R A M LS, Blan, NTFATR.

%.0: %.c header.h

EXE, BnEa T % FN (RECTR@INE ), "% FAFEBLESIRN BirXEFREE—TEZHF A,
BRXGEFER% RRIAENIREHS B EIEKRN,

HiIZE B

$@ EIELT

$< ERRES S

$? PR ITEIE R X

$A AT AR

$* BiriRRH, §* BRILER % LECHES

Table 12.17: BT EMTIR

TET R 15 8H

fool := bar — X RE
foo2 = bar BRTE
foo3 += bar ¥Emn

Table 12.18: TEH RIVTIR

S

iBfT’make -p -f/dev/null” 5 REBAIENLRIFN,



http://packages.debian.org/sid/make
http://qa.debian.org/popcon-graph.php?packages=make
http://packages.qa.debian.org/m/make.html
http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon-graph.php?packages=autoconf
http://packages.qa.debian.org/a/autoconf.html
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon-graph.php?packages=automake
http://packages.qa.debian.org/a/automake.html
http://packages.debian.org/sid/libtool
http://qa.debian.org/popcon-graph.php?packages=libtool
http://packages.qa.debian.org/libt/libtool.html
http://packages.debian.org/sid/cmake
http://qa.debian.org/popcon-graph.php?packages=cmake
http://packages.qa.debian.org/c/cmake.html
http://packages.debian.org/sid/ninja-build
http://qa.debian.org/popcon-graph.php?packages=ninja-build
http://packages.qa.debian.org/n/ninja-build.html
http://packages.debian.org/sid/meson
http://qa.debian.org/popcon-graph.php?packages=meson
http://packages.qa.debian.org/m/meson.html
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon-graph.php?packages=xutils-dev
http://packages.qa.debian.org/x/xutils-dev.html
https://zh.wikipedia.org/wiki/Make_(software)
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12.6.2 Autotools ( B&{t TH)

Autotools B—E4RIZELER, WiRTHERMENFRCBRGEBEEITFS 2 Unix R4,

+ Autoconf @—MM”configure.ac” 45§ shell fiA&”configure” BT H,
- »configure” B[ BT M "Makefile.in” HWEiRER"Makefile”,
+ Automake @ — 1 M”Makefile.am” &£pf"Makefile.in” T H,
« Libtool — shell A&, HMNERBRIFHLZERN, FAXRERIREGIBIE D>,

12.6.2.1 RFHLZRIERF

=H
7

SR REFFNEFNRE, TRAEBERANM.

X

13

Debian R&ETE”/usr/local” 8" /opt” BR N BN, NRMGAEERERIZFER, IEELKRE]"/usr/local/” B
X F, BAXHAEEMNME] Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make # this compiles program

$ sudo make install # this installs the files in the system

12.6.2.2 EFHIEF

NRMREEBFBEEMER autoconf(1)/automake(l), INRIREEICHBHFRRBEHEEEIE, TN TGS RENEE
}%_0

$ ./configure all-of-the-options-you-gave-it
$ sudo make uninstall

HE, MRMFTHBELRHFREXEEMET/usr/local/” THERXERTAEEMNRA, RTUEITNTH
B RBREMENAR,

# find /usr/local -type f -print® | xargs -0 rm -f

MBIRAREN MR LRI THME, (REILAEEER checkinstall R EHA checkinstall(8), ENREM—
ANEWRIENZLRR1Z, WE, EXHEETEE “-D” EINAY Debian IHEL,

12.6.3 Meson
REMBERGDEEHR:
« Autotools fiIF Make Z £, M 90 FRXF1E, ERIBEMBREMINELINE, EEEHIEN,

+ CMake £ 2000 F#)iak M, EEMIETRE, BERCEARERIESRLIEN Make 2 E,

« Ninja 7£ 2012 F¥]1a %%, A THNR Make, E—TIXEMEZERE, BREARIT L, EMBAXGHA LENHER

* Meson 7 2013 F#]1a% %, SHMIMRITH, FERWRENN LENMERLE, EEA Ninja fFRENGIR.

S Q£ The Meson Build system” F1”The Ninja build system” B & I B934,



https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Autoconf
https://zh.wikipedia.org/wiki/Automake
https://zh.wikipedia.org/wiki/GNU_Libtool
https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Cmake
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://zh.wikipedia.org/wiki/Meson_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://mesonbuild.com/
https://ninja-build.org/manual.html
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12.7 Web

BEARNENSRZEM TR BN F 73ESIE,
- WA EFAFHIRE HTML R,
 HAFREREBFERSINEEER web FRBB|RIEFTERESHA TS URL FRHHEZ—,
- ”http://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

- ”http://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
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